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INTRODUCTION

Thank you for choosing the Mitsubishi MELSOFT Series Integrated FA software.
Read this manual and make sure you understand the functions and performance of MELSOFT series
thoroughly in advance to ensure correct use.
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1 Introduction to MX OPC Server MELSOET

1.1

Introduction to MX OPC Server

The MX OPC Server 6.05 is a Mitsubishi /O driver OPC Data Access (DA) and Alarm/Events (AE) server that
provides the interface and communications protocol between a wide range of Mitsubishi hardware and your
process control software. Mitsubishi drivers incorporate the following attributes to provide flexibility and ease-of-
use:

OLE for Process Control (OPC) compliance.

The MX OPC Server consists of the following components:

e MX OPC Configurator

e MX Runtime

The MX OPC Server complies with version 3.00 of the OLE for Process Control (OPC) Data Access standard,
version 1.01 of the OPC XML Data Access standard, and version 1.01 of the OPC Alarm and Events standard.
Any OPC client application can access process hardware data through the /O Server.

Compatibility with Former Versions

The MX OPC Server 6.05 is fully backward compatible with previous versions (4.20, etc.). The configuration
databases from all previous versions can be used. The MX OPC Server 6.05 Configurator provides an
automated conversion from the older configuration database into the current structure. All the database content
will be preserved and converted into the new structure if needed.

The MX OPC Server 6.05 configuration database cannot be used in the previous versions.
The MX OPC Server does not support importing of CSV configurations generated by a different version. Although
this process is partially successful in some versions, the 6.05 version will not import a CSV file created before

version 6.05 due to major changes in the database structure.

To preserve the configuration, the user can import the CSV file to a MDB database using the original
configurator, upgrade the MDB database using the MX OPC Server 6.05 configurator and then export to CSV.
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1.2

1.3

10

What Is OLE for Process Control

OLE™ for Process Control (OPC) is a standards-based approach for connecting data sources (e.g., PLCs, controllers, 1/O
devices, databases, etc.) with HMI client applications (graphics, trending, alarming, etc.). It enhances the interface between
client and senver applications by providing a universally supported and well-documented mechanism to communicate data
from a data source to any client application. Included are not only a detailed guide on how to pass the data, but also specific
information on other attributes to supplement those data, such as range information, data type, quality flags, and date and
time information. The figure below shows the OPC Architecture, which was introduced by the OPC Foundation. By following
the OPC Architecture, a device needs only one standard driver, which is an OPC-compliant server. All OPC-compliant client
applications can then be connected to that device, either locally or over a network. Furthermore, connections can be made to
more than one OPC server at the same time.

] Graphics Trending
OPC Client | @FEEIREETY Application
Applications

OPC
Sorvors

Hardware
Devices

OPC-Based Client-Server Architecture

Any OPC client application can connect to any OPC sener. In other words, OPC offers true Plug-and-Play capability in the
fields of HMI and industrial automation. OPC server types include OPC Data Access (DA), OPC Alarm and Ewents (AE), and
OPC Historical Data Access (HDA).

MX OPC Runtime

The MX OPC Runtime maintains the driver's communication channels, devices, and data tags, performs all
required functions for communicating with the process hardware, and exposes the methods and properties to
other applications.

In addition to performance improvements, the MX OPC Runtime provides the following functionality:

e Supports OLE for Process Control (OPC)

e Provides local configuration and control

e Supports telephone modem communication

e Provides phasing

e Enables or disables Individual devices and tags
e Provides QuickFail Logic

¢ Provides latched data

e Provides a time/date stamp for data and alarms
e Supports individual bit reads

e Provides advanced diagnostics.

e MX Component.

10
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1.4

11

MX OPC Configurator

The /O Driver Configurator is a client application to the I/O Server with a graphical user interface. The MX OPC
Configurator accesses the /O Server and lets you view and modify properties of communication channels,
devices and data tags.

The MX OPC Configurator provides the following:

e The server connection - only local /O Server.
e The tree control for an overall view of your system configuration.

e A Statistics View for displaying the statistics of your /O driver while it is running. Statistics are provided for
devices.

e A Configuration View for displaying and modifying device and tag properties.
e A Monitor View for displaying real-time data tag values during runtime mode.

e An interface to the MXComponent Communication Setting Wizard for importing or creating new
configurations.

e Support for telephone modem communication.
e Templates for configuring default alarm settings.

e Simulation for tags and alarms using a built-in function pattern.

11
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15 OPC client software

The OPC server has been tested with a range of client software. The table below shows which data types are
supported by each one.

Data type RSview | LabView 8|iFIX 3.5| InTouch V9 | Genesis32 8
BOOL v v v v v
WORD Note 2 v Note 2 v v
DWORD Note 3 v Note 1 Note 1 v
UINT Note 2 v Note 2 v v
UDINT Note 3 v Note 3 Note 1 v
INT v v v v v
DINT v v Note 4 v v
REAL v v v v v
STRING v v v v v
Bit notation . v v v v v
Array notation [] v v v v v
Arrays Note 5 v Note 5 | Note 5 v
n-based arrays Note 5| Note5 | Note5 Note 5 Note 6

Notes

1. Supports this type only for values in signed DINT range 0..2147483647

. Supports this type only for values in signed INT range 0..32767

. Does not support unsigned 32-bit values

. Does not read the correct value in all cases

. This type of array variable is not fully supported - use of array notation [] is recommended instead.

. When writing n-based arrays from OPC data spy, additional elements must be supplied for elements from
0 to the start of the array. For example, to write two values to an array of size 2 with lower bound 3, use
'0,0,0,1,2'.

o O WD

In the event of problems getting client software to read values from the OPC server, try the following:

e Select the native type of the OPC tag instead of using the default, e.g. set the requested data type to
'boolean’ for BOOL tags, etc.
e Ensure that any scaling in the client package is set up correctly for the possible values of the OPC tag.

e Use array element notation (e.g. 'ltem[0]' ) to read array elements, instead of trying to read the whole array
tag.

12 12
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1.6

16.1

13

Installing MX OPC Server

This section describes the steps for installing the MX OPC Server. Be sure to close any other applications
before installing MX OPC Server.

There are two separate parts to the software:

¢ The MX OPC runtime module, which reads data from the device
* The MX OPC configurator, which defines the data to be read

The MX OPC Server runtime module can optionally be installed as a service. Services run automatically in the
background whenever the computer is started; they do not rely on a user logging in to the computer to start the
program manually.

System Requirements

To use MX OPC Server 6.05, your computer must meet the following minimum system requirements:

e 233 MHz processor

e 512 MB RAM

e 100 MB disk space

e 8x speed CD-ROM drive

e VGA video card (256 or more colors for best results)

¢ One of the following operating systems:

¢ Windows® 8 (32-bit or 64-bit)
e Windows® 7 (32-bit or 64-bit)
¢ Windows® Server 2008 (R2)
¢ Windows® XP with Service Pack 3
¢ Windows® 2003 Server
Performance will improve with higher specification hardware (faster data updates).

Note: Only versions of Microsoft Windows that accommodate Unicode character sets are supported.

13
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1.6.2 Installation Procedure

The following steps detail the MX OPC Server installation:

Note: If your operating system (e.g., Windows NT) requires a login name, you must log in with administrator
capability before installing MX OPC Server.
1. Before installing the software, be sure that all other applications are closed and/or disabled.

2. Insert the product CD into your CD-ROM drive. If the option to start CDs automatically is enabled in
your operating system, the CD introduction starts automatically. Otherwise, browse to your CD-
ROM drive and run the program "Setup.exe".

3. If you are installing on Windows Vista or later operating systems, you may see a warning prompt
similar to the one below. Click Allow or Yes to continue the installation.

r )

User Account Control

T
|\.~!’3| An unidentified program wants access to your computer

Dan't run the program unless you know where it's from or you've used it

before.
iF: Setup.exe
L= Unidentified Publisher
< Cancel

Idon't know where this pregram is from or what it's for,

< Allow

Itrust this program. I know where it's from or I've used it before,

[w ] Details

User Account Control helps stop unauthorized changes to your computer,

Account control prompt

14 14
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4. You will be prompted to install some additional required software if it is not already installed on your
computer. Click 'Install' to continue.

a7 MY OPC Server 6.05 reguires the following items to be installed on your computer., Clidk
Install to begin installing these requirements,

Reguirement

Microsoft Visual C++ 2008 5P 1 Redistributable Package (x88)
Microsoft Visual C++ 2008 SP1 Redistributable Package (x54)
Microsoft .MET Framewark 3.5 SP1

Microsoft Visual C++ 2010 5P 1 Redistributable Package (x88)
Microsoft Visual C++ 2010 SP1 Redistributable Package (x64)

Install additional required software

On later operating systems (such as Windows 8) you may be prompted to install additional
Windows features. If so, select 'Download and install this feature'.

An app on your PC needs the following Windows feature:

MET Framework 3.5 (includes .NET 2.0 and 3.0)

@ Download and install this feature

Windows will get the files that it needs from Windows Update and complete the
installation.

< Skip this installation
Your apps might not work correctly without this feature,

Tell me more about this feature

Install Windows features

15 15
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When the features have finished installing, you will see the screen below. Click 'Close’ to return to
the installer.

The following feature was successfully installed:

NET Framework 3.5 (includes .NET 2.0 and 3.0)

You might need to restart apps that require this feature,

Windows features installed

5. At the Welcome screen (shown in the figure below), click the Next button to continue.

Welcome to the InstallShield Wizard for MX
0OPC Server 6.05

The InstallShigld(R) Wizard will install MY OPC Server 6.05 on
your computer, To continue, dick Next.

WARMING: This program is protected by copyright law and
international treaties,

Welcome Screen

16 16
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6. The Software License Agreement dialog box appears, as shown in the figure below. Read the License
Agreement. Click Next if you accept the terms of the agreement.

# MX OPC Server 6.05 - InctallShield Wizard
License Agreement T )
Flease read the following license agreement carefully, b .'

ENDUSER LICENSING AGREEMENT for the MEL SOFT software package -

The software package contains software under copyright. Use of the
software without prior conclusion of this licensing agreement is illegal
and subject to prosecution by MITSUBISHI ELECTRIC EUROPE B.V. This
licensing agreement is concluded upon the user signing the enclosed
ENDUSER SOFTWARE SERVICE CARD. This agreement is concluded
between MITSUBISHI ELECTRIC EUROPE B.V. and the enduser,
hereinafter referred to as "Licensee".

-

1 P maane nf thic anraamant MITSIHIRISHI FI FECTRIC FLIBOPE B S

@ I accept the terms in the license agreement Print

(7)1 do not accept the terms in the license agreement

[ < Back ][ Mext = ] [ Cancel

Software License Agreement

7. The Customer Information dialog box appears, as shown in the figure below. Enter your name, your company's
name, and your product serial number. Click Next to continue, and confirm your registration information.

) MX OPC Server 6.05 - InstaliShield Wizard (23
Customer Information ‘ ;
Please enter your information, e o

User Name:
I

Organization:

]
Serial Number:

Flease type in "TDEMO" into the first field of the Serial Mumber to
install a functional limited Demo Version.

InstallShield

[ < Back ][ Mext = ] [ Cancel

Entering Customer Information

17 17
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8. The Choose Destination Location dialog box appears, as shown in the figure below. Choose the destination
location for the software installation. If you wish to keep the default location, click the Next button to continue. If

you prefer to select a different directory location for the installation, click the Change button to select a different
drive or directory. Click Next to continue.

%) MX OPC Server 6.05 - InstallShield Wizard |
Destination Folder K

Click Mext to install to this folder, or dick Change to install to a different folder. h, »
Install MX OPC Server 6.05 to:

_—j C:\MELSEC\MX OPC Server 6.05) Change. ..

[ < Back ” Mext = ] [ Cancel

Choosing the Destination Location

9. The Setup Type dialog box appears, as shown in the figure below, giving you the option to install MX OPC
Sener as a Windows senice. Select Yes or No, and then click the Next button to continue.

5 M OPC Server 6,05 - InstallShield Wizard =

Service t

Do you want MY OPC Server 6.05 to be installed a= a service? =

("1 Yes, - Please install MX OPC Server 6,05 as a Service

g Mo

Installshield

[ < Back l[ Mext = ] [ Cancel

Option to Run MX OPC Server as a Service

18 18
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10. Click Install, as shown in the figure below, to begin installing the files. MX Component, EasySocket and

MXChange server will also be installed.
Note: You can click Cancel to stop the installation procedure at any time.

“éﬁ‘ MX OPC Server 6.05 - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation,

Click Install to begin the installation.

If you want to review or change any of your installation settings, dids Badk. Clidk Cancel to
exit the wizard.

Installshield -
[ < Back H Install ] [ Cancel
Ready to install
11. During the installation, depending on your operating system you may see a warning similar to the one below

prompting you to install the necessary drivers. Select 'Install’ or 'Yes' when prompted.

S S o ———— f A
[37] Windows Security @

- — PN — -

Would you like to install this device software?

Mame: Jungo
Publisher: MITSUBISHI ELECTRIC CORPORATION

Always trust software from "MITSUBISHI ELECTRIC Install l [ Don't Install ]
CORPORATION",

'.g' You should only install driver seftware from publishers you trust. How can [ decide which device
software is safe to install?

Driver installation prompt

19 19
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12. Atfter all files and components have been installed, click the Finish button to complete the installation, as shown
in the figure below. If you installed MX OPC server as a senice, you will also be given the option to configure the
senice immediately. After choosing whether to configure the senice now or later, click the Finish button.

15 MX OPC Server 6.05 - InstallShield Wizard (=234

InstallShield Wizard Completed

The Installshield Wizard has successfully installed MX OPC
Server 6.05, Click Finish to exit the wizard.

< Back Finish ] Cancel

Installation Complete

13.  You may be prompted to restart your computer before using the product. If a prompt similar to the
one below is shown, either select Yes to restart immediately (and force all other running applications
to close) or No to close other applications and restart manually.

*. Yo musk restart wour svstem For the configuration
\!’) changes made ko MY OPC Server 6,05 ko take effect,
Click es ko restart now ar Mo if vou plan bo restart
laker,

Restart prompt

20 20
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1.6.3 Configuring the service

When the OPC server is installed as a service, it can be useful to configure it to run using a specific user
account. The 'OPC enumeration' EXE is also installed as a service. In this section, the 'OPC enumeration' EXE
will be used as an example, but the same method applies when the OPC server settings are changed.

First, open the 'services' page:

Windows XP, Windows 2000 or Windows Server 2008 R2: select 'Start' -> 'Run’, enter 'Services.msc' in
the dialog that appears and click 'OK'.

- Type the name of a program, folder, document, or

Internet resource, and Windows will open it for wou,

Open: | SEFYICES NS w |

L (] ¢ J’ Cancel ” Brawwse. .. ]

Windows 7 or Windows Server 2008 R2: click the Windows icon, then enter 'Services.msc' in the search
box and press enter.

| services.mscl ® | | Shut down | [ -|

Windows Vista: click the start button, then enter 'Services.msc' in the search box and press enter.

Iservices.msd @ ':-') | ﬁ |> ||
[start B &

If a 'User account control' prompt like the one below is shown, click 'Continue’.

User Account Control i x|

\J) ‘Windows needs your permission to continue

If you started this action, continue.

Microsoft Management Consaole

Microsoft Windows

j Details Continue

User Account Control helps stop unauthorized changes to your computer.

The remaining screens are similar for all operating systems.

21 21
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MELSOFT

Find the service to be changed in the list. The sample screen below shows the OPC enumeration service.

File  Action Wiew Help

l% Services (Local)

Services (Local)

OpcEnum

Start the service

MName ] Diescription ] Status

]Startup Type ] -~

%Network Provisionin... Manages ML configur. ..
%NT LM Security Sup.., Provides security tore..,

pcEnum

Manual
TManual
Manual

%Performance Logs a... Collects performance d... Manual
%Plug and Play Enables & computer to ... Started Aukomatic v
s | &

\ Extended 4 Standard /

Right click on the service name and select 'Properties'. The service configuration screen (below) will be shown.

OpcEnum Properties (Local Computer)

General | Log On || Recoven | Dependencies|

Service name: OpcEnum
Dizplay narme:
Drescription:

aliioe beabe
[CAWINDOW S epstem 32N peE num. exe

Startup type: b anuial "]

Service status; Stopped

Y'ou can gpecify the startt parameters that apply when you start the service
fram here.

Start pararneters: | |

L Ok J [ Cancel Apply

22 22
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Switch to the 'Log On' tab, select 'This account’ and enter the username and password of the user to run as.

OpcEnum Properties {Local Computer)

| General | LogOn _-Hecovery Dependencies

Log on ax

{#} Local Spstem account
[ Al service to interact with desktap

) This accaunt:

Y'ou can enable or dizable thiz service for the hardware profiles izted belov;

: Hardware Profile Service
Prafile 1 Enabled

Disable |

[ Ok ][ Cancel J

Now select 'OK' and close the services window.

1.6.4 Rebooting the PC

In the situation where MX OPC Server is running on a PC, which needs to be rebooted or switched off, we
suggest following the instructions below:

1. Start the MXConfigurator application and stop the MX OPC server
2. Close the MXConfigurator application and disconnect all clients from the MX OPC Server runtime application

This procedure needs to be followed due to the fact that the MX OPC Server runtime accesses the MSACCESS
runtime database functions. In the situation where the PC is switched off while the MX OPC server is
simultaneously accessing the database, there can be damage or data may not be accessible.

1.7 MX OPC Server Quick Start

The objectives of this Quick Start section are to:

. Start the MX OPC Configurator.

. Set up the driver.

. Set up a communication channel.

. Create and configure a new device.

. Create and configure a new data tag.
. Start the /O Server driver.

~N o g b~ WN P

. Connect to the server using OPC DataSpy.

23 23



1 Introduction to MX OPC Server MELSOET

1.7.1 Starting the MX OPC Configurator

Once you have installed MX OPC Server, start the MX OPC Configurator:

1. From the Windows Start menu, select [All] Programs > MELSOFT Application > MX OPC
Server 6.05 > MX OPC Configurator.
Note: The name of the program folder may vary depending on your local settings (e.g. language
settings).

2. This opens the Configurator for the MX OPC Server, as shown in the figure below. The screen
consists of a split window with a tree control view in the left-hand pane and a configuration view in
the right-hand pane. The Configurator provides a default standard configuration database called
MXConfigurator.mdb, which contains a sample configuration project.

MXConfigurator.mdb - MX OPC Configurator E”E”E
File Edit Wiew Go Tools Help

Active Configuration:  CAMELSECME OPC Server 6,05 MxConfigurator.mdb

D == B e e (> [2]3
A® Address Space
[ larm Definitions @ Right click to add a Device.

]| Simulation Definitions
ﬂ Conversion Definitions
Poll Method Definitions

A device iz a hardware device or station that is using [/0 driver to communicate with
FC. The device item containg the propertiesz that govern the behaviowr of a device.

Ready 0 Ohject(s) M

Configurator Screen

The MX OPC Configurator is a client of the MX OPC Runtime that accesses the /O Server and lets you view
and modify properties for devices and data tags. The Address Space tree control in the Configurator sets the
properties and connection parameters for the following hierarchy of server objects:

e Devices: Adevice is a hardware device or station that uses the /O driver to communicate with a client PC.

The device item contains the properties and methods that govern the behavior of a device. A device is
visible to the OPC client.

e Data tags: A data tag is an object that makes device data accessible to OPC clients. Data tags can be
logically organized into groups (folders).
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1.7.2 Setting Up the Driver

The table below provides a general overview of the steps necessary for setting up your /O driver.

1 Know your process hardware:
e What device does the driver communicate with?
e What type of cable are you using?
e What is the station number for each device?

¢ What addresses do you want to access and what data do you want to retrieve?

2 Know the hardware parameters:

Example for serial communication
e COMPort

e Baud Rate

e Stop Bits

e Data Bits

e Parity

3 Choose the method of configuration:

Use the MX OPC Configurator

4 Configure the I/O Driver:

Configuring Communication Channels
Configuring devices
Setting default values for driver, channels, devices and tags
Configuring tags
5 Check the I/O Driver Status:

Using monitoring mode

25 25



1 Introduction to MX OPC Server

MELSOFT

1.7.3
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Creating Communication Channels

Serial Communication Channel

To create a new Serial communication path:

In the following examples, we will create and configure new channels for both the Serial and Ethernet
communication paths.

Right-click the Address Space tree control of the Configurator screen and select New MX Device
from the pop-up menu, as shown in the figure below.

File Edit WYew Go Tools Help
Active Configuration:  o\MELSECME QPC Server
D &= 8B
o i

E Al
gy Mew Modbus Device. ..

Cc

Adding a New MX Device

The MX Transfer Setup dialog[of] will be shown. You can either select an existing transfer setup,
or (as in the example below) select <New...> to create a new transfer setup.

Select transfer setup |Ethernet v [ Canfigure... ] [ Comm. Test... I
HE i)
S,
PC IF Ethernet CPU type 225PH
Protocal LDP Module type QJTIETT
Metwork Mo 1 Host(P Addres=) 192.168.20.250
StationMo  f15 Metweark Mo 1
Part Mo 5001 Station Mo i
Time-out hoooms
hultiple CPLU Mane
Ok J [ Cancel

MX Transfer Setup dialog
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3. The New Transfer Setup dialog[e3] will appear. Enter a name for the new transfer setup (Serial in
the picture below) and select <Default...> as the template, then click OK.

New Setup

Marne
’Erial |

Copy Settings from

| «<Default> w |

oK I [ Cancel J

Entering a transfer setup name

4, The new transfer setup can now be edited using the Communication Setting Wizard, as shown in
the figure below. Specify the communication type to use on the PC side, as shown in the figure
below. In the PC Side I/F field, select the Serial connection type from the drop-down list. By default,
you will only see the physical COM ports that are actually available on your computer. If you are
preparing a configuration to be used on another computer which has different COM ports, check the
All ports box to show a full list of possible serial ports. After entering the details, click Next to
continue.

MX Transfer Setup Wizard - PC side Bl

Pleaze zelect the PC side F

PCsidelF |
Communication setting

Connectpart | COMI v| [] &0 Ports

Time out | 10000 _l ms

Setting up a Connection for the PC Side
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5. Now you must specify the communication type to use on the PLC (device) side, as shown in the
figure below. In the PLC Side I/F field, select a communication type from the drop-down list as the
connection type to use for the selected channel. Click Next to continue.

MX Transfer Setup Wizard - PLC side

Please select the PLLC side F

PLC =ide /F CPL module
Communication setting
CPU series !G‘! w |
P type | Qn2(H) v
Transmission speed !EIEIZIIZI vl bp=
Cartrol \DTR or RTS Control v|

o) (oo

Setting up the Connection for the PLC Side

6. Select the network Station Type and CPU Type (if applicable) from the respective drop-down lists,
as shown in the figure below. Click Next to continue.

MX Transfer Setup Wizard - Network
Please select the Metwark
Station type HI:IE!t =tation

tuttiple CPU Mone v

o] (oo

Configuring Network Settings
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7. Click the Finish button to complete the communication channel setup, as shown in the figure below.

[x]

MX Transfer Setup Wizard - Finished

The Communication wizard haz finished callecting
infarmation.

Press 'Finish' to store the modified zeftings and ta close
the wizard.

Comment
Pazsword

[ 1]

[oe ) [

Completing Channel Setup
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8. The MX Transfer Setup dialog box appears with the new transfer setup selected, as shown in the
figure below. Each network node is shown graphically, with the node properties shown under the
graphic. The left-hand side of the dialog lists the configuration properties for the PC side. You can
double-click the image of a node (or double-click the properties list) to edit the configuration
properties. The right-hand side of the dialog lists the configuration properties for the PLC device side.
You can double-click the image of the PLC device (or double-click the configuration properties list) to
edit the PLC device side configuration properties. You can also click the Configure button to return
to the Communication Setting Wizard. Click the OK button to save the changes.

E MX Transfer Setup IZI
Select transfer setup l Configure... ] [ Cornm. Test... I
‘-_'
— Mg i
Tz E Setial
iy =
PC IF otel 1| CPU type Q020H)
Time-out 1 DDDﬁ ms Transmission speed QBDD bps
Contral DTR ot RTS
Muttiple CPU More
I Ok, ] [ Cancel

MX Transfer Setup dialog (configured)

Note: For complete information about channel configuration properties and the Communication Setting
Wizard, see "Configuring the address space"@“l.
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Ethernet Communication Channel

To create a new Ethernet communication path:

1. Right-click the Address Space tree control of the Configurator screen and select New MX Device
from the pop-up menu, as shown in the figure below.

File Edit WYew Go Tools Help
Active Configuration:  o\MELSECME QPC Server

(0 @ | 4= = G5 § B B
o [ [ o

| Al D Ckrl+E q

gy Mew Modbus Device. ..

s [j“
[ po

Adding a New MX Device

2. The MX _Transfer Setup dialog[o1] will be shown. You can either select an existing transfer setup,
or (as in the example below) select <New...> to create a new transfer setup.

% MX Transfer Setup |'£|
Select transfer setup | serial [ Configure... ] [ Comm. Test... l
- : - }
‘-
" r:."u Serial
J
PC IF Com CPU type @02cH)
Time-out 1 DDDD ms Tranzmiszion speed -EIB-D-D bps
Control DTR or RTS
Iultiple CPL Mane
OF, ] [ Cancel
MX Transfer Setup dialog
31
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3.

The New Transfer Setup dialog[e3] will appear. Enter a name for the new transfer setup (Ethernet
in the picture below) and select <Default...> as the template, then click OK.

New Setup

Marne
‘ Ethermet |

Copy Settings from

| «<Default> w |

oK, I [ Cancel J

Entering a transfer setup name

The new transfer setup can now be edited using the Communication Setting Wizard, as shown in
the figure below. Specify the communication type to use on the PC side, as shown in the figure
below. In the PC Side I/F field, select the Ethernet board connection type from the drop-down list.
Select a module number from the Connect module drop-down list. Click Next to continue.

MX Transfer Setup Wizard - PC side |X|

Pleaze zelect the PC side F

PC side IF [Etrermet board

Communication setting

Connect module i GUT1ET ¥
Protocol ! UDp b

Metiwark Mo [ 1]
Station Mo [ 2]
Part Mo s |
Time out L om0 s

Setting up the Connection for the PC Side
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5. Now you must specify the communication type to use on the PLC (device) side, as shown in the
figure below. In the PLC Side I/F field, select Ethernet module from the drop-down list as the
connection type to use for the selected channel. Specify a Host name and a Port number. Click Next
to continue.

MX Transfer Setup Wizard - PLC side

Pleaze zelect the PLC side iF

PLCside IF | ElCa

Communication setting

badule type QTR v|

HostP Address) |192.1EB.2D.2SD !

Metweark Mo 1
Station Mo [ 1

[ = Back l ’ Mext =

Setting up the Connection for the PLC Side

6. Select the network Station Type and CPU Type (if applicable) from the respective drop-down lists,
as shown in the figure below. Click Next to continue.

£

MX Transfer Setup Wizard - Network
Pleaze zelect the Metwark

Station type Hlj:E:'( station

Connect CPU zeries IG‘! i
CPU type [ cnHy v
hultiple CRLU Mone b4

[ = Back l [ Mext =

Configuring Network Settings
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7. Click the Finish button to complete the communication channel setup, as shown in the figure below.

[x]

MX Transfer Setup Wizard - Finished

The Communication wizard haz finished callecting
infarmation.

Press 'Finish' to store the modified zeftings and ta close
the wizard.

Comment
Pazsword

[ 1]

[oe ) [

Completing Channel Setup
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8. The MX Transfer Setup dialog box appears with the new transfer setup selected, as shown in the
figure below. Each network node is shown graphically, with the node properties shown under the
graphic. The left-hand side of the dialog lists the configuration properties for the PC side. You can
double-click the image of a node (or double-click the properties list) to edit the configuration
properties. The right-hand side of the dialog lists the configuration properties for the PLC device side.
You can double-click the image of the PLC device (or double-click the configuration properties list) to
edit the PLC device side configuration properties. You can also click the Configure button to return
to the Communication Setting Wizard. Click the OK button to save the changes.

%]

B MX Transfer Setup
Select transfer setup |Ethernet ¥ I Configure... ] [ Comm. Test... ]
""_E.u" Ethernet
N
=
PC IF Ethermet CPU type Q020H)
Protocal LopP hodule type QJH EV1
Metweork Mo 1 Host(lP Address) 192.168.20.250
Station Mo 2 Metwmark Mo 1
Port Mo =001 Station Mo 11
Time-out 1000 mz
huttiple CPU Mone
’ 0K, l [ Cancel

MX Transfer Setup dialog (configured)

Note: For complete information about channel configuration properties and the Communication Setting
Wizard, see "Configuring the address space"@.
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1.7.4 Configuring a New Device

In the previous section, we used the Communication Setting Wizard to set up Serial and Ethernet
communication channels between the PC and PLC. Once you have completed the wizard:

1. The Basic tab of the Device Properties dialog box appears, as shown in the figure below. The
communication type (e.g. Serial, Ethernet, etc.) is shown in the PC Side I/F field, as shown in the
figure below.

Device Properties

' Basic | cvanced | Turing|
il Mame: |EESEN]
Desc.: ‘
Primary Device
Configuration... ]
FCSide /P [Serial i
Camment; | !
’- Save ;] [ Save & Mew ] l Cancel

Configuring Device Properties

2. In the Name field, type a name for the new device, and type a description for the device (optional). To
specify which connection type and which physical connection (COM) port to use for the selected
device, click the Configuration button to launch the Communication Setting Wizard for the Primary
device.
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3. Click on the Advanced tab to set the advanced parameters for the Primary and Backup devices, as
shown in the figure below.

Device Properties

B asic J Advanced | Turing|

Primary Device

Enable Device [ Simulate

Reply timeout: 1000 s :itﬁngr o 3
Drelay time: | (1] Merge gap: B4 | words

bl aw count for B A operation: E‘E | words

Backup Device

Enable Device Canfiqurati. .

PCSidel/F: | <rones |

Comment; | |

Feply timeout: _ mDD;ms :itﬁngr 2 3_

DniAvbne | Dims Merge gap: 54i Vs
- 1
Max count for R/ operatior: |16 | words

L Save 4 [ Save i Mew J I Cancel ]

Device Properties: Advanced Tab

4. Check the Enable Device check box to activate the device.
Note: For complete information about device configuration properties, see "Configuring the address
space"@.
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5. When you have finished configuring the device properties, click the Save button. The new device
appears under the Address Space tree control, as shown in the figure below.

E5 MXConfigurator.mdb - MX OPG
Fle Edt View Go Tooks Help f 4
| Active Configuration:  C\MELSEC\M
D@ =5 )50
= A% address Space rj
E2] Eﬁi Devil
: Alarm Definitions
Simulation Definitions

i Carvversion Definitions )
. PDII Method Definitions ;}

i ,,T ‘r"’ e ) 'r? .,_d,.f

New Device Created for the Channel

Note: For complete device configuration properties info, see "Configuring the address space"[64),

1.7.5 Creating Data Tags

Now you can create a new data tag that the OPC clients can request from the server.

Note: Data tags can be logically organized into groups (folders). You can configure as many folders as

required. You can even create subfolders for each group to create a hierarchical organization of tags. See
"Grougs"@ for details.

To create a new tag:

1. Right-click on a device in the tree control of the Configurator screen and select New Data Tag from
the pop-up menu, as shown in the figure below.

e MXConfigurator.mdb - MX OPC Configurator
File Edit WYew Go Tools Help

| Active Configuration:  CAMELSEC\MXConfigurator.mdb

0= 4 = ¥ e

=@ Address Space Mame = 4
R ] oose 7k Tannn1_na ','(,
[E7] E@ Mew Group. .. Chrl+F 5
ARG Mew DiataTag.,. Chrl+L ‘ ‘
o] Simulatiq 1
; Carvers Refiema
T I N P |
- e S

Adding a New Data Tag
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The Basic tab of the Data Tag Properties dialog box appears, as shown in the figure below.

Tag Properties

 Basic | Advanced | Alams | Multiply |

E

@ Name: | [ERTL |

Desc.: ‘

General Setup -

1/0 Address: |MD | l Browsze. ]

Access Rights: iHead,Wlite v%

Drata Type: iBDD.L 7:
[1ata Polling
Poll. Method: | 1000ms o

L Save ] [ Save & Mew J |_ Cancel

Configuring Data Tag Properties

In the Name field, type a name for the new tag, and type a description for the tag (optional).

Set the parameters for the I/O Address and data Access Rights.
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5. Click on the Advanced tab. Check the Enable Tag check box to activate the tag.

Tag Properties

__.Basic -_'- Advanced _:.-’-‘«Iarms Muiltiply

General Setup

Enable Tag
Data Conversion
[ Swap word/byte order
[ Use Conversion
Data Type
[ Use Advanced Types
|
Simulation
[ 5imulate

[] Use Manual Walue

[ Save J [ Save & New J I Cancel J

Data Tag Properties: Advanced Tab

6. Set the Data Conversion and Data Type parameters for the tag.

7. In the Alarms tab of the Tag Properties dialog box, you can check the Generate Alarms check box
to make the server generate a limit alarm and/or a digital alarm based on the data item value.

8. When you have finished configuring the tag properties, click the Save button. The new tag appears
under the Device tree control.

Note: For complete information about data tag configuration properties, see "Data tags"m.
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1.7.6

Starting the MX OPC Runtime Driver

MELSOFT

Once you are finished with your device and data tag configuration, you can start the MX OPC Runtime driver by
clicking the Start button (green triangle icon) on the Standard toolbar of the MX OPC Configurator. This enables
client/server communication. To stop the driver, click the Stop button (red square icon) on the Standard toolbar,
as shown in the figure below.

= MXConfigurator.mdb - MX OPC Configurator

File Edit WYiew Go Tools Help

O | == 82| %

=@ Address Space A

Device Name

| Active Configuration:  CHMELSEC,OPC databasesiMxConfigurator. mdb

T

8 e [»]m [Q]
b

#-Ef] pevol

B pevoz
; #Alarm Definitions
: Simulation Definit
; Conversion Defir %
< | @

Stops the My I0Server

|~

Description

Skop

Enable
es
es

PC Side IF
Serial
Serial

2 Objectis) selected

|

Starting and Stopping the Driver
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1.7.7
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Connecting to the Server Using OPC DataSpy
Introduction to OPC DataSpy

With the introduction of the OPC Foundation Plug and Play communications standard called OPC Data Access,
and recently the OPC Alarm and Events Specifications, a universal diagnostics and analysis utility was needed
by industry. This need is filled with OPC DataSpy.

Features of OPC DataSpy
OPC DataSpy includes the following key standard features:

¢ Internet OPC over TCP/IP tag browsing.

e GenBroker Monitor.

e Simple-to-use OPC test client inspection and diagnostics utility.
e Determination of whether server is OPC compliant.
e Available as a stand-alone OPC test client.

e OPC Data Access (DA) test client.

e OPC Alarm and Events (AE) test client.

e OPC Data Access troubleshooting tool.

e OPC Alarm and Events troubleshooting tool.

e OPC-compliance testing of third-party servers.

e Determination of OPC standards for OPC servers.
e OPC loading and OPC traffic analysis.

The main concept behind the OPC DataSpy is to provide an easy-to-use OPC Test Client to test, diagnose, and
troubleshoot industrial applications using the OPC Foundations, OPC Data Access, and Alarm and Events
specifications.

The OPC DataSpy tree control capability consists of three main parts:

1. OPC Item Browsing
2. OPC Data and Alarm Monitors
3. GenBroker Monitor

The OPC item browser mode allows you to browse for OPC-compliant Data Access and OPC Alarm and Event
servers, as well as OPC Historical Data Access servers, and to provide basic information allowing users to
view, test, and troubleshoot any OPC third-party servers. The OPC monitors provide real-time monitoring of
OPC server data.

The OPC DataSpy user interface consists of the following elements:

e OPC ltem browser
e OPC Data and Alarm Monitors
¢ Diagnostics and statistics and logging module (output window)
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Once the MX OPC Runtime driver is running, you can connect to the MX OPC Server via OPC DataSpy. For this
Quick Start, you will use OPC DataSpy provided with the MX OPC Server installation:

1.

43

Open OPC DataSpy from the Windows Start menu by selecting [All] Programs > MELSOFT
Application > MX OPC Server 6.05> OPC Data Spy > DataSpy.exe. This opens OPC DataSpy,
as shown in the figure below.

Note: The name of the program folder may vary depending on your local settings (e.g. language
settings).

£ Untitled - ICONICS OPC DataSpy for Mitsubishi Electric
File Edit W¥iew Go Action Tools Help

D H| e 2% = BE[Em | B .| ®
BB o oo ame [

&1 Data Manitor B Internet (with GenBroker)
8] Alarm Monikar By Computer

%Network Meighborbood

J|Ready

OPC DataSpy Screen

From the left navigation pane, expand the "OPC Items" item by clicking on the "[+]" symbol to the
left of the icon. Expand the "My Computer" section then the "OPC Data Access" section then the
"Mitsubishi.MXOPC.6" section.

Users will then see all configured devices listed underneath "Mitsubishi.MXOPC.6" and can
browse groups and data tags accordingly.

Right click on any selected tag listed beneath "Mitsubishi.MXOPC.6" and click on "Monitor". Next,
click on "Data Monitor" that is listed underneath OPC Items when that section is fully collapsed. In
the right navigation pane, users will be able to see the values associated with selected tags.

If your client application does not support reading a single bit within a word or reading one element of
an array, you may still be able to use these features by changing the name of the item that you add.

To access a bit within a word, define a new tag with an address such as D12.1 (bit 1 within the word
at address D12, with bit numbering starting a O for the least significant bit) and set the type to BOOL.
If write access is not required, a client can also address a bit within a word tag using the item syntax
"tagname.bitNr" (e.g. tagname.0 for bit 0) - this is a read-only custom "OPC property" of the tag item.

A client can address a single element of an array tag using the item syntax 'arraytag[elemNr]' (e.g.
arraytag[2] for element 2).
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5. To Write to Tags, right-click on the tag name in the right navigation pane. The "Enter a Value" dialog
pops up. Users can then enter values in the text entry box.

£ Untitled - ICONICS OPC DataSpy for Mitsubishi Electric
File Edit Wiew Go  Action Tools Help

O=EH = ¢ T R R
= °g CPC Ttems Marne | Source J Valus
= My Computer [%] Mitsubishi, MAOPC 6\Dev01,Tag00l  OPC <empky= (VT_..
= ﬁ QP Data Access
=68 Mitsubishi, MACPC. 6
=21 Dev0l
[#] [:I Device Stakistics
[#-[27] Group0ol
(@] Tagoot
(2 ORC alarms & Events
+ ﬁ OPC Historical Data Access
* % Metwork Meighborhood
[+ 4 Internet (with GenBroker)
= % Diata Monitor
: gﬂ Alarm Manitor

lready [ um |

Note: If you are writing a floating point value, the period (.) character is always used as the radix character
(e.g. '"123.4' not '123,4"). If you are writing to an array item, the values should be separated by
commas (,).

Enter a Value

& Walue to Write: ||
 Wwiite an EMPTY Wariant
" white a MULL Yariant

QK. | Cancel

2 Using the Configurator

This section will describe how to get started with the MX OPC Configurator, from creating new databases
through to the menu and toolbar items available.
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2.1
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Starting the Configurator

To start the MX OPC Configurator:

1.

From the Windows Start menu, select [All] Programs > MELSOFT Application > MX OPC
Server 6.05 > MX OPC Configurator.

Note: The name of the program folder may vary depending on your local settings (e.g. language
settings).

This opens the Configurator, as shown in the figure below. The screen consists of a split window
with a tree control view in the left-hand pane and a configuration view in the right-hand pane. The
Configurator provides a standard format for the configuration database, as well as a sample (default)
configuration project. The Configurator also includes a toolbar and menus with many command
functions.

Note: When the Display Hints check box on the General tab of the Options
dialog box (see the Tools menu) is checked, helpful tips are displayed in
the configuration view, as shown in the figure below.

Fr MXConfigurator.mdb - MX OPC Configurator
File Edit W%ew Go Tools Help
Active Configuration:  CAMELSEC\MXConfigurator.mdb

S e m| BB hEE v ([r]n ]93]

@ Right click to add a Device.
Simulation Definitions

Conversion Definitions
: Poll Method Definitions

A device iz a hardware device or station that is using [/0 driver to communicate with
PC. The device item caontaing the properties that govern the behaviour of a device.

Ready 0 Cbject(s)

Configurator Screen
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2.2  Creating Configuration Databases

The Configurator uses Microsoft Access configuration databases. To create a new configuration database in the
Configurator:

1. Select New from the File menu, as shown in the figure below.

MXConfigurator1.mdb - MX OPC Configurator Q@@
-8 Edit Wiew Go Tools Help

New Chr+M K pange_test.mdb
Qpen. .. Chrl+o A M
| e |

Save fs... dul |_|
M#Change database actions + p add a Device.
M¥Change project actions 3

dware device or station that is
iCworks workspace actions ¥ 0 communicate with PC. The
iQinrks project actions p ains the properties that gavem

a device.
Backup to file. ..
Restore from backup. ..
CSY Export,..
C5Y Impork, ..
1 MzConfiguratorl.mdb
bt E: 0 Object(s)

2 MxConfiguratorQ25PH_range_test.mdb
3 MxCanfigurator.mdb
4 MxConfigurator3yncLastsTs. mdb

Exit

Creating a Configuration Database

2. In the Save New Database dialog box, select the database type from the Save As Type drop-down
list, as shown in the figure below. For a Microsoft Access database, the Configurator uses a single
.mdb file. Browse for the target directory, give the file a name, and then click the Save button.

Save New MS Access Database

Save in; ! (5 My Documents VI Q¥ e M-
iéMy Music
:ﬂMy Pictures

File name: I_h'fi;ééﬁigurator.mdh | I Save ]
Save as lppe: |Micrnsofl Access Databases [*.mdh) vi l Cancel ]

Saving the New Configuration Database
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2.3

a7

Toolbars
The Configurator contains two toolbars: a Standard toolbar and a Data Manipulation toolbar.

Standard Toolbar

To show or hide the Standard toolbar, select Toolbars > Standard Buttons from the View menu. The
Standard toolbar, shown below, contains the following command buttons.

[ New: Creates a new configuration database.

= Open: Opens an existing configuration database.

<= Back: Mowes the cursor back to the previously selected item.
= Next: Moves the cursor to the next item in the tree control.
Up One Level: Moves up one lewel in the tree control.

4 Cut: Deletes current selection, sending it to the clipboard.
Copy: Copies the current selection to the clipboard.

Paste: Pastes the current contents of the clipboard.

4y Large Icons: Displays items as large icons.
- Small Icons: Displays items as small icons.
e List: Displays items as a list.

Details: Displays items as a list with details.

Properties: Shows the properties for the selected item.
jﬁ Statistics Mode: Switches the current dialog view to data statistics mode.
g Monitor View: Displays OPC server data in a separate pane.

Start: Starts the MX1/O sener.
Stop: Stops the MX1/O sener.

Make Active: Activates the current configuration for use by the runtime server.

B | W v

Help Topics: Launches online Help for the application.
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Data Manipulation Toolbar

To show or hide the Data Manipulation toolbar, select Toolbars > Data Manipulation Buttons from the View
menu. The Data Manipulation toolbar, shown below, contains the following command buttons.

G

New Simulation Definition: Creates a new simulation signal.

ﬂ New Limit Alarm Definition: Creates a new limit alarm definition.
j New Digital Alarm Definition: Creates a new digital alarm definition.
] New Conversion Definition: Creates a new conversion definition.
ﬂ New Poll Method Definition: Creates a new poll method definition.
]_J New Device: Inserts a new device under the Address Space tree control.
il New Modbus Device: Inserts a new Modbus device under Address Space.
| New Group: Inserts a new group for the selected device.
‘@ New Data Tag: Inserts a new data tag for the selected device.
2.4 Menus
The menu bar of the Configurator contains the following menus:

o File[4)

o Edit[s2)

o View[s4]

* Gofss]

e Tools[561

* Helpl63)

Note: You can also access many of the menu commands by right-clicking items in the tree control of the
Configurator and selecting command functions from the pop-up menus.
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File Menu

The File menu commands are listed as follows.

e New
e Open
e Save As

e MXChange
Database

Actions|50

e MXChange

Project
Actions|[50]

e iQ Works
Workspace

Actions|51

e iQ Works

Project
Actions[51]

e Backup to File

e Restore from
Backup

e CSV Export

e CSVImport

e Recent
projects

e Exit

Creates a new configuration database.
Opens an existing configuration database Microsoft Access (.mdb) file.
Saves the current database under a different name as a Microsoft Access (.mdb) file.

These menu items are used to perform actions on an MXChange Database (a group of
projects), such as opening or creating an MXChange Database and changing your security
password.

These menu items are used to perform actions on the current MX OPC Server project within
MXChange, such as creating new devices by importing the tags from a GX IEC Developer
project, or synchronising I/O references with the MXChange database.

These menu items are used to perform actions on an iQ Works workspace (a group of
projects), such as connecting to an iQ Works workspace or removing unused projects from
the workspace.

These menu items are used to perform actions on the current MX OPC Server project within
iQ Works, such as creating new devices by importing the labels from a GX Works2 project, or
synchronising I/O references with the iQ Works workspace.

Saves the present configuration to a new or existing Microsoft Access Database (.mdb).

Loads prior configuration from Microsoft Access Database (.mdb).

Exports configuration data from your database to a text file (.txt) or a Microsoft Excel file (.csv).
You can specify the delimiters_and what to export. For more information, see Exporting
configuration data to a CSV file[127

Imports data into your configuration database from a text file (.txt) or a Microsoft Excel file
(.csv). You can then specify the delimiters and choose from the import settings. This is
described in Importing configuration data from a CSV File[:3.

The last four opened projects will be shown in the File menu. Select one of these projects to
open it.

Closes the application. The current configuration database is automatically saved.
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MXChange database actions

These menu items are used to perform actions on an MXChange Database (a group of projects), such as
opening or creating an MXChange Database and changing your security password. For more information, see

Using MXChangel173|,

The MXChange database actions menu commands are listed as follows.

e New
e Open
e Save as

e Delete

e Compact

e Change
password

e Close

Create a new MXChange database and link it to the MX OPC Configurator project.

Open an existing MXChange database and link it to the MX OPC Configurator project.

Save the MXChange database with a new name.

Delete the MXChange database and all the projects it contains.

NOTE: This destroys ALL application data in the MXChange database, not just the MX OPC

Configurator project data. Do not use this option unless you intend to destroy all data in the
MXChange server database for ALL applications.

Compacts the MXChange server database.

Change the password required to use the MXChange server database.

Close the MXChange server database and disconnect the current project from MXChange.

MXChange project actions

These menu items are used to perform actions on the current MX OPC Server project within MXChange, such
as creating new devices by importing the tags from a GX IEC Developer project, or synchronising /O references
with the MXChange database. For more information, see Using MXChangeli73l.

e | oad project

from
MXChange

e Show
changes

e Synchronise

¢ |mport GID
projects

e Export
devices to
GID

Loads an MX OPC server project from the backup copy stored with the project in MXChange.

Show changes made to linked tags by other applications such as GX IEC Developer - see
Synchronising with MXChangeEgl.

Update the MX OPC server configuration and MXChange database with recent changes to
tags - see Synchronising with MXChangel1ss.

Import one or more PLC projects from the MXChange database as new devices in the MX
OPC server project. This is described in Importing from MXChangeE?I.

Export one or more existing MX OPC devices to the MXChange database as new GX
Developer or GX IEC Developer projects. For more information, see Exporting_to MXChange

182|.

¢ Delete project Completely deletes the MX OPC server project from MXChange.
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iQ Works workspace actions

These menu items are used to perform actions on an iQ Works workspace (a group of projects), such as
opening an iQ Works workspace. For more information, see Using iQ Works [193,

The iQ Works workspace actions menu commands are listed as follows.

e Open
workspace

¢ Close
workspace

e Delete
unused
projects

Open an existing iQ Works workspace and link it to the MX OPC Configurator project. See
Connecting to iQ Works|[:s3.

Close the iQ Works workspace and disconnect the current project from iQ Works. For more
information, see Detaching from iQ Works |20,

Select unused MX OPC Configurator projects to be permanently deleted from the workspace.
This is described in more detail in Deleting unused projectsla’l.

iQ Works project actions

These menu items are used to perform actions on the current MX OPC Configurator project within iQ Works,
such as creating new devices by importing the tags from a GX Works2 plrgH'ect, or synchronising /O references
with the iQ Works workspace. For more information, see Using iQ W orks|zes].

e Show
changes

e Synchronise

e Import
GX Works2
project

e Export
devices to
GX Works2

e Unlink device

Show chanl_ggs made to linked tags by other applications such as GXWorks2 - see Change

notification|217.

Update the MX OPC server configuration and iQ Works workspace with recent changes to
labels - see Synchronising withiQ Works 18,

Import one or more PLC projects from the iQ Works workspace as new devices in the MX
OPC Configurator project. This is described in Importing from iQ Works [210),

Export one or more existing MX OPC devices to a GXWaorks2 project in the iQ Works
workspace. For more information, see Exporting to iQ Works|z0,

Breaks the link between a local device and a GX Works2 project in the iQ Works workspace.
See Unlinking devices from iQ Works 220l

e Delete OPC Completely deletes the current MX OPC Configurator project from the iQ Works workspace.

project

e |Import CSV

For more information, see Detaching from iQ Works 202

Use this to connect to iQ Works with settings provided by another application. See Using

MXCSV files 22,
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2.4.2 Edit Menu

The Edit menu commands are listed in the table below.

Edit Menu Commands

Command Shortcut Keys Function

New MX Device [CTRL+E Creates a new MX item.

-

New Modbus Creates a new Modbus item.

Devicelg7

Cut CTRL+X Cuts the selected object from the view and
places it on the clipboard.

Copy CTRL+C Copies the selected object to the clipboard.

Paste CTRL+V Pastes the last object placed on the clipboard.

Select All CTRL+A Selects all objects in a list. The selection is
shown in the upper-right-hand section of the
viewer.

Invert Selection Unselects all selected items and selects all

unselected items.

Delete DEL Deletes the selected object.

Properties Enter Shows the properties for the selected item.

2.4.3 Rename

To rename an item, right click on it in the tree view, select Rename from the pop-up menu and type in the new
name.

Any application requesting data from the /O driver uses the device and item names to access points on the
device. Each device that the driver communicates with should have a unique device name regardless of the
device's channel.

The device name can be up to 32 alphanumeric characters, including underscores (_) and hyphens (-). It
cannot begin with a digit.
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2.4.4 Start GX IEC developer

In projects that are linked to MXChangeEgl, some MX devices may correspond to GX IEC developer projects
stored on the same computer. When you need to make changes to your system that require the use of GX IEC
developer (such as some madifications to Mtﬂgﬂ'ﬂ), you can right-click on the device in the tree view and
select Start GX IEC developer from the pop-up menu. This will run GX IEC developer and immediately load the
relevant project file.

O = - Hemse o
=@ Address Spqg;gj Device Mame
[+ m Devi? it R )
& m Mews Group... Chrl+F
-JTf]  Mew DataTag... Chrl+L
=]
e m Rename
[
= Delete
@
Cuk
[+
r C
ala P
Sim

Cor Properties...
[l ol Refresh Dyn. Tags

Start G¥ IEC developer

1

Starting GX IEC Developer
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View Menu

The View menu commands are listed in the table below.

View Menu Commands

Command Shortcut  |Function
Keys

Standard Display buttons for standard use of application.

Buttons

Data Display buttons related to using data within the

Manipulation application.

Toolbars Shows/hides the Configurator toolbar buttons.

Active Shows/hides the database bar, which shows the file

Configuration name and directory path for the active configuration

Bar database.

Status Bar Shows/hides the status bar at the bottom of the
Configurator window.

Large Icons F7 Displays items as large icons.

Small lcons F8 Displays items as small icons.

List F9 Displays items as a list.

Details F10 Displays items as a list along with detailed information
about the configuration of each item.

Statistics Mode |F11 Switches the current dialog view to data statistics
mode.

Monitor View  |F12 Displays OPC server data in a separate pane.

Diagnostics Displays Start time, Up time, Last update time, Group
count, Server status, Client count, Version and Vendor
info.

Sort By Displays a list of options for sorting the columns in the
right-hand pane of the screen. The options listed
depend on the level within the view.

Show/Hide Displays a list of columns that you can choose to show

Columns or hide in the view.

Refresh F5 Refreshes the data for the entire Configurator screen.

MELSOFT
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Go Menu

The Go menu commands are listed in the table below.

Go Menu Commands

Command |Shortcut Keys|Function

Back CTRL+ALT+ [Moves the cursor back to the previously selected item
Left Arrow in the tree control.

Forward CTRL+ALT+ |Moves the cursor to the next item in the tree control.
Right Arrow

Up One Moves the cursor up one level in the tree control.

Level

Next ltem ALT+Down Moves the cursor to the next visible item in the tree
Arrow control.

Previous ALT+Up Arrow |Moves the cursor to the previous visible item in the

ltem tree control.

Expand ltem |ALT+Right Expands an item that contains a submenu.
Arrow

Collapse ALT+Left Arrow|Collapses an item that contains a submenu.

ltem

Page Up ALT+PgUp Moves the cursor up to the first item in the tree.

Page Down |ALT+PgDown |Moves the cursor down to the last visible item in the

tree.
Home ALT+Home Moves the cursor up to the first item in the tree.
End ALT+End Moves the cursor down to the last visible item in the
tree.

Address F2 Moves the cursor to the Address Space tree control.

Space

Alarm F3 Moves the cursor to the Alarm Definitions tree

Definitions control.

Simulation |F4 Moves the cursor to the Simulation Definitions tree

Definitions control.

Conversion |SHIFT+F3 Moves the cursor to the Conversion Definitions

Definitions tree control.

Poll Method [SHIFT+F4 Moves the cursor to the Poll Method Definitions

Definitions tree control.

Next Pane F6 Moves the cursor to the next pane in the window.

Previous SHIFT+F6 Moves the cursor to the last pane used.

Pane

MELSOFT
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2.4.7 Tools Menu

The Tools menu commands are listed in the table below.

Tools Menu Commands

Command Function
OgtionsE@I Launches the Options dialog box.

Compact/Repair MS Access|Opens the Compact/Repair MS Access Database
Databasel62] dialog box.

2.4.7.1 Options

Selecting Options from the Tools menu opens the Options dialog box, which contains the following tabs:
e Generalls6

e Advanced[58]
. Loggingﬁfl

2.4.7.1.1 General Tab

The General tab of the Options dialog box, shown in the figure below, sets the startup and workspace
parameters for the Configurator.

Options Igl
General | Advanced | Logging

Startup zettings

(%) Open the active file [a file. which M OPC server
is currently using as a canfiguration file]

() Dpen the most recently used file

") Open a specific file
{7 Browse a specific path

Wwiorkepace settings

Statistics Fefresh Flate; | 'IDDD_' s
OPC Monitoring Refresh r 1
Fate: L SO0jEe

[C]Enable hover selection: )
L odcts | me
[Restart b Caonfiguratar to apply new hover time)
Dizplay Hints
[]5how Register Fanges for M devices

l ak. ] | Cancel

Options Dialog Box: General Tab
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Startup Settings

Under the Startup Settings section, select one of the following:

Open the active file: Launches the currently active configuration database upon startup.

Open the most recently used file: Launches the recently opened configuration database upon startup.

Open a specific file: Specifies a configuration database to launch upon startup. To select a database, click the
... button next to the text box and browse for the file. When this option is selected, the "active" database is
overridden by the specified database.

Browse a specific path: Specifies a file path to launch upon startup. To select a path, click the ... button next to
the text box and browse for the path.

Workspace Settings
The following Workspace Settings are available:
Statistics Refresh Rate: Specifies the update frequency (in milliseconds) of the items in the Statistics View.

OPC Monitoring Refresh Rate: Specifies the update frequency (in milliseconds) of the items in the
Monitor View. The monitor scans the server and displays the tag values at the bottom of the Configurator screen.

Enable hover selection: Checking this option allows you to highlight an item by moving the mouse pointer over
that item and keeping it there for a specified Hover Time (in miliseconds). If you change the hover time, the
new hover time will be applied when the MX OPC Configurator is restarted.

Display Hints: When this check box is checked, helpful tips are displayed in the configuration view.

Show Register Ranges for MX devices: The new server runtime will be able to provide the list of possible
register ranges of each MX device. This list will be provided to the OPC clients as a special group called "Hints"
in the address space of the device containing tags. The names of these tags will be in the form
<register><starting address>-<ending address>, where all three items are in the same form as seen in the
Supported Devices dialog (clicking Browse from Tag Properties Basic tab). D0.0-7999.15 is a valid example for
the FX3U(C) CPU type.This function can be enabled or disabled through the Options dialog.
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2.4.7.1.2 Advanced Tab
The Advanced tab of the Options dialog box, shown in the figure below, configures the advanced parameters
for your driver.

NOTE: Advanced settings are for fine-tuning your driver and should not be changed unless you have
an intimate knowledge of how the driver operates and know that you need to make some adjustments.

Options I?l

__.General -_ Advanced  Lagging

C5Y database load
(%} Load MDE ,
(O Load C5V: |

Statisticz Tags

Shatistice: 0 %) Marmal ¢ Extended

Statistics Update Rate: 1 ooa | ms
b ax Diagnostic Meszages: 20
Global
Runtime Polling R ate: -_"' : ' ms
Orline Changes Fate: [10000 ms
Optimization
Tranzaction Max. Time; 200 msg
Tranzaction Close Delay: D msg

[_ QK. ] | Cancel

Options Dialog Box: Advanced Tab

CSV database load
e Load MDB: This selection will load the configuration from the active MS Access database.

e Load CSV: If selected, the runtime will load the specified CSV file.

Statistics tags

In a similar way to the "Hints" described in the 'General tab’ section[s6), the MX Runtime can optionally expose
statistics tags in a group called "Device Statistics". The options in this section are:

e Statistics - This sets the level of detail available, and can be either:

e Off - no statistics branch is available in the runtime

e Normal - basic statistics tags will be available

e Extended - detailed statistics tags are available
e Statistics update rate - the rate at which the statistics tags are updated, in milliseconds
e Max diagnostics messages - the diagnostics messages queue length.

For a more detailed explanation of the statistics tags, and a list of the tags added for each Statistics level, see
Statistical tags in OPC address spaceEfI.
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Global
In the Global section, you can configure:

¢ the Runtime polling rate - this is the rate at which the runtime system looks for new data, in milliseconds.
Smaller numbers mean that the checks will be performed more frequently, at a cost of higher CPU usage.

Larger numbers mean less frequent checks, but lower CPU usage. This value should normally be left at the
default setting.

e the Online changes rate - this is the rate at which the runtime module looks for changes to the
configuration, in milliseconds. As new tags are not often added to a database after it has been configured, a

much longer interval is used than the Runtime polling rate. This value should normally be left at the
default setting.

Optimization
The settings in the Optimization section are:

e Transaction max time the maximum duration of one transaction (a set of read/write/request point
operations, executed together).

e Transaction close delay - the time that the runtime waits for another request before it closes the
transaction.
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MX OPC Configurator allows the logging of diagnostic information to the disk.

MELSOFT

The logger is a simple logging tool built in to the Runtime and the Configurator. All changes that are made to the
settings on the following option page will affect only diagnostic messages that are generated from this point on.
For example if logging is disabled and the user enables it at 12:00, no messages will be stored to the log files
that occurred before 12:00, even if they are shown in the Statistics dialog among the Last Transaction Statuses.

The log files are created on demand, i.e. the log file will only be created on the disk the first time a message is

logged.

Logging can be enabled from the Logging page of the Options dialog, as shown in the following screenshot:

Options
__General- Advanced | Logging
OrC :
Severity _DH
Log size D
Ruttirme
Severty (Al
Log size :D
Wwire
Logging {2 On
Log size _D
Canfiguration
Logging 2 On
Log size _D
General
Loge directony: |

=
| ME  File fimit |0
3 Error %) Mone
| MB  File fimit |0
(=) Off
| ME  File it |0
%) Off
| M File limit |0

=

I File name includes date

(%]

Lo J|

Cancel

Options Dialog Box: Logging Tab, '‘General

Runtime Diagnostics' Section

This page is divided into five sections:

e OPC - logging settings for OPC |

e Runtime - logging settings for the runtime module

ayer

e Wire - logs communication with the hardware (also called 'Protocol & Wire' settings in earlier versions of

MX OPC Configurator)

e Configuration - logging settings for configuration changes to the database such as adding, deleting or
modifying items (also called 'User changes logging' in earlier versions of MX OPC Configurator)

e General - general settings that apply to all types of logging
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OPC settings
e Severity - the severity of OPC layer messages to log. The possible settings are:
e Off - Do not log any messages
e Severe errors - \Very serious errors

e Errors - Errors that could affect program operation (e.g. failure to read from the configuration
database)

e Warnings - Errors that do not stop operation from continuing (e.g. failure to read a list of PLC ranges)
e Normal - Normal operations (e.g. opening / closing connections, etc.)

e Debug - Debugging information used by developers

e Verbose - Very detailed debug information used by developers

e All - Show all trace information

These levels are in decreasing order of severity. Each severity level also includes all the log messages
for the levels above it. For example, if ‘Warnings' is selected, messages at the 'Severe error' and 'Errors'
levels will also be logged.

e Log size - Maximum size in MB of one OPC layer log file. A setting of '0' means that the size is not limited.
e File limit - the maximum number of log files from the OPC layer source. If exceeded, the oldest file is

deleted. A setting of '0" allows any number of files to be created.

Runtime settings

e Severity - the severity of runtime messages to log. The possible settings are:
e None - Do not log any messages
e Error - Errors that could affect program operation
e All - Show all trace information

These levels are in decreasing order of severity. Each severity level also includes all the log messages
for the levels above it. For example, if 'Warnings' is selected, messages at the 'Severe error' and 'Errors'
levels will also be logged.

e Log size - Maximum size in MB of one runtime log file. A setting of '0' means that the size is not limited.
e File limit - the maximum number of log files from the runtime source. If exceeded, the oldest file is deleted.
A setting of '0" allows any number of files to be created.
Wire settings
e Logging - either 'On' to enable wire logging, or 'Off' if no wire messages should be logged.
e Log size - Maximum size in MB of one wire log file. A setting of '0' means that the size is not limited.
e File limit - the maximum number of log files from the wire source. If exceeded, the oldest file is deleted. A
setting of '0" allows any number of files to be created.
Configuration settings

e Logging - either 'On' to enable configuration change logging, or 'Off' if no configuration change messages
should be logged.

e Log size - Maximum size in MB of one configuration changes log file. A setting of '0' means that the size is
not limited.

e File limit - the maximum number of log files from the configuration changes source. If exceeded, the oldest
file is deleted. A setting of '0" allows any number of files to be created.
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General settings

e Logs directory - the directory where all the log files will be written. Use the ... button to browse for a
directory. The exact file name used for a log will depend on this directory setting and the log type.

e File name includes date - if this check box is selected, the log file name will end with the date in the
format 'yyyymmdd'.

All log files will be written in XML format. A default XSL style sheet is provided to allow the log files to be viewed
directly in Internet Explorer.

Compact/Repair MS Access Database

You can compact Microsoft Access databases, which can be either configuration databases or historical
databases, using the Compact/Repair MS Access Database dialog box, shown in the figure below. To open
this dialog box, select Compact/Repair MS Access Database from the Tools menu. Microsoft Access—based
databases are subject to database fragmentation over time, and the support for the database will compact the
target database, reclaim unused space, and drastically improve database performance.

Note: It is critical that no users or client applications are connected to the database at the time of compacting
and that, if the Backup Original Database option is selected, there is plenty of available hard disk space.
Particularly, it is not possible to compact a database if it is active at the same time. For this reason, the
"Connected Configuration Database" option is grayed out when the database is active

By default, the currently Connected Configuration Database is selected. If you want to compact/repair a
Microsoft Access database other than the currently connected database, select the Other Database option.
Then click the ... button and browse for a .mdb file. If the database you select is protected by Microsoft Access
security, you will need to enter the User Name and Password required to gain access to the database.
Unchecking the Use Blank Password check box makes the Password field available for editing.

Compact/Repair M5 Access Database @

Compact/Fepair

(%) Other Database
Llzer name: Adrmin

Use blank password

Backup ariginal databaze befare compacting starts
[recommended)

@ Make sure that all ugers are dizconnected from the database
before the compacting/repairing procedure starts,

l ]S J| Cancel |

Compact/Repair MS Access Database Dialog
Box
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Help Menu

The Help menu commands are listed in the table below.

Help Menu Commands

Command Shortcut Keys Function

Help Topics F1 Launches the online Help for the
Configurator.

About Launches the About Box, which contains

Application information about the product version number

and copyright.

MELSOFT
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Configuring the Address Space

The MX /O Server is the /O driver core. The I/O Server contains objects and interfaces that:
e Maintain the /O driver configuration.
e Read and write process hardware data.
The MX OPC Configurator is a client of the MX OPC Runtime that accesses the /O Server and lets you view

and modify properties for devices and data tags. The Address Space tree control in the Configurator sets the
properties and connection parameters for the following hierarchy of server objects:

e Devices: Adevice is a hardware device or station that uses the /O driver to communicate with a client
PC. The device item contains the properties and methods that govern the behavior of a device. A device
is visible to the OPC client.

e Datatags: Adata tag is an object that makes device data accessible to OPC clients. Data tags can be
logically organized into groups (folders).
Tree View

The configuration is shown as a tree view and list view, similar to Windows Explorer. Selecting an item in the
tree view on the left shows the associated items in the list view on the right.

MXConfigurator.mdb - MX OPC Configurator E@EJ
File Edit ‘iew Go Tools Help

Active Configuration:  CAMELSECMEConfigurator.mdb

D e ®m $BE =i o [>/m Q97
ez =

=-@E address Space 0

- =B B @ Right click to add a DataTag or Group.

£ Alarm Definiti . . . .

] .arm _E Ly |u:|.n_s_ A DataT ag iz an object that makes device data accessible for OPC
Simulation Diefinitions clients. & Group iz an object for logical grouping of DataT ags.
Carvversion Definitions

Poll Method Definitions

IReady 1 Ohject(s)

Address Space Tree Control

List View

The List View shows elements (devices, groups, tags, etc.) in either the left or right navigation pane based on name of the
element — rather than a large icon, small icon or full detail view.

Devices

Every device is connected to a particular port. The device is represented by its symbolic name, and it is
uniquely identified by the address value. It is impossible to have two devices with the same address connected
to one port.

From version 5.0 onwards, MX OPC Server supports Modbus Serial and Modbus Ethernet devices. To support
the configuration of these devices, the address space is enhanced so the user can create Modbus devices in
addition to the MX devices known from previous versions.
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3.3.1 Basic Device Properties

In the Basic tab of the Device Properties dialog box, shown below, configure the following settings:

Device Properties |E|
Basic | Advanced | Tuning|
ol Name: |DevD1
Desc.:
Primary Device
Configuration... ]
PC Side I/F: | Serial |
Comment; ! |
L Save J [ Save & Mew ] l Cancel

Device Properties: Basic Tab
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When the MX Device's PC Side I/F is configured as Ethernet board, the Basic page of the Device Properties
sheet shows additional information: Module Type and Host IP address with port number, as shown in the
screenshot below.

These two controls will appear only when I/F is configured as Ethernet board.

Device Properties [ZJ
B asic | Advanced || Tuning |
:lﬁmi Mame: !QD2H .
Desc.:

Primamy Device
Canfiguratian. . ]
FT Side |/ |Ethemet board i
Comment: ! |
todule Type: iE!J 71E7 i
Hiat [192 1681 2085001 |

[. Save ;] [ Save & Mew ] I Cancel ]

Device Properties: Basic Tab (Ethernet)
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Configure the following basic properties for the device:

e Name: Specifies the name of the selected device. Any application requesting data from the /O driver

uses this name to access points on the device. Each device that the driver communicates with should
have a unique device name regardless of the device's channel. The name can be up to 32 alphanumeric
characters, including underscores (_) and hyphens ( -). It cannot begin with a digit.

Description: Allows you to enter text about the selected device. Entries in this field can be very helpful
when you go back to look at old configuration or report files, or when you need to modify an existing
configuration. The more detailed and specific the information you enter in this field, the easier it is to
identify the device. The description can be up to 50 alphanumeric characters and symbols.

PC Side I/F: Specifies which connection type and which physical connection (COM) port to use for the
selected device. The connection parameters (listed in the tables below) are selected in the
Communication Setting Wizard. Click the Configuration button to launch the Communication Setting
Wizard.

Note: If the transfer setup for this item has been changed since the device was last edited, you will
see the warning message below when you try to configure the device. Select either:

e Yes - to update the stored transfer setup with this name using the properties from this device,
or

e No - to continue the wizard with the properties in the stored transfer setup. The current device
properties will be overwritten when the changes are saved.

MX Transfer Setup

b ] & transfer setup with the name 'Tev0z' already exists, but with different settings,
-.,_-r/ This setup may have been used For a different device.

Do you want ko overwrite the locally stored transfer setup 7

Ves ] l Mo ]

e Comment: Displays any comments entered in the Communication Setting Wizard.
e Module Type: Shows the connected module, for Ethernet boards only.

e Host: Shows the IP address and port number, for Ethernet boards only.
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Communication
Path

Serial

MELSECNET/10

MELSECNET/H

CC-Link board
CC-Link IE board

CC-Link IE Field
board

CC-Link IE Field
ethernet adapter

Ethernet board

CPU board

GOT transparent

Q Series Bus
GX Simulator
GX Simulator2
MT Simulator2

Modem

USB

SX Controller

COML1 to COM2 (if
available)

COMS3 to COM256

Description

Communication over a serial link can be either direct
CPU or to a serial communications card, e.g. AJ71C24,
QJ71C24, LJ71C24.

Communication over MELSECNET/10 is via a special
function module.

Communication over MELSECNET/H is via a special
function module.

Communication over CC-Link network.

Communication over CC-Link IE network.
Communication over CC-Link IE field wiring.
Communication over CC-Link IE field wiring via ethernet
adapter.

Communications via Ethernet using TCP/IP or UDP/IP
protocols.

Communications via a slot PLC.

Communication indirectly via a GOT (serial, USB or
Ethernet).

Communication over Q Series bus is via a back plane.
Communication over GX Simulator is via GX Developer.
Communication over GX Simulator2 uses GX Works2.
Communication over MT Simulator2 uses MT Works2.

Communication over MODEM is via special function
module.

Communication over a serial link can be direct to CPU
USB port.

Not supported.

Computer Ports.

Expansion Ports.

MELSOFT
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3.3.2

69

IMPORTANT: Verify that the COM port you select is not used by another channel or application. Assigning two
channels to the same port results in a communication failure on one of the channels. Assigning a channel to a
COM port used by another application (such as an alarm printer) can produce problems with driver
communication.

e Save: Saves all changes specified in the properties dialog box. The device appears under the Address
Space tree control of the configurator.

e Save & New: Saves all changes specified in the properties dialog box and immediately starts
configuration of a new device.

e Cancel: Closes the properties dialog box.

Advanced Device Properties

In the Advanced tab of the Device Properties dialog box, shown below, configure the following settings:

Device Properties

_'Basic | Advanced l:Tuning-E

Primary Device

Enable Device [ Simulate

Password: | ™
Feply timeout: _. ‘IDDDE ms :ilt‘[?ngr L) B 3_'
Delay time: [ ol Do Merge gap: | B4/ words
Wax count far B operation: |18 words

Backup Device

Enable Device Canfiquratiar. . |

PCSide|/F: | Modem

Comment;
Paszsward: .
Feply timeout: _- 'IDIJD'E TS :itﬁngr 2 3-_
DniAvbne Olms  Merge gap: | B4 | words
Max count for B operatior: 1 5 words
[ Save J | Save & Mew | | Cancel |

Device Properties: Advanced Tab
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Primary Device

Enable Device: Enables the driver to poll the channel when the check box is checked. If you clear the
check box, the driver does not poll the selected device. You may want to disable one or more devices in
the following situations:

¢ You are swapping hardware for repair or maintenance and do not want to display errors.

¢ You do not need to collect data from all your devices and you want to reduce the communications
load.

e You want to isolate a device for debugging.
Simulate: Simulates polling of the channel by the driver when the check box is checked.

Password: The previous screenshot shows the Advanced page of the MX Device Device Properties
sheet configured for a serial PC Side I/F. When the device is configured as a Modem device, the user
can also specify a password on the Advanced page.

Reply timeout - the length of time in miliseconds that the driver will wait for a response from the
process hardware after sending a request. The retry handling is described in more detail in Setting
Device Timing Properties, below.

Number of retries - Specifies how many times the driver resends a failed message to the device before
marking the data as failed.

Delay time - after the communication has failed as many times as specified by Number of retries, the
driver will wait for this length of time in milliseconds before trying again.

Merge gap - The maximum gap where data blocks can merge together into one read/write operation.
For example if this value is 1, it means that a block made of consecutive addresses D20-D50 can be
joined with a block D52-D80.

Max count for R/W operation - this is the maximum number of individual register read/writes that can
be grouped together into one batch read/write operation. This setting applies to individual registers that
are read separately, not to blocks of registers (e.g. D20-D80 as described in Merge gap above). For
example, if the device needed to read items D1, D500 and D1000 and this value was set to 2, D1 and
D500 would be grouped together into one batch read operation, and D1000 would be included in the next
batch operation. If the value was set to 3, all three registers would be read as part of the same batch
operation. If your system is working normally, you do not need to change this value. It is not
recommended to increase this value above the default.
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Backup Device

Enable Device: Enables the backup device.
Comment: Displays any comments entered in the Communication Setting Wizard.

Password: When the backup device is configured as a Modem device, a password can be specified
independently from the primary device.

Reply timeout - the length of time in milliseconds that the driver will wait for a response from the
process hardware after sending a request. The retry handling is described in more detail in Setting
Device Timing Properties, below.

Number of retries - Specifies how many times the driver resends a failed message to the device before
marking the data as failed.

Delay time - after the communication has failed as many times as specified by Number of retries, the
driver will wait for this length of time in milliseconds before trying again.

Merge gap - The maximum gap where data blocks can merge together into one read/write operation.
For example if this value is 1, it means that a block made of consecutive addresses D20-D50 can be
joined with a block D52-D80.

Max count for R/W operation - this is the maximum number of individual register read/writes that can
be grouped together into one batch read/write operation. This setting applies to individual registers that
are read separately, not to blocks of registers (e.g. D20-D80 as described in Merge gap above). For
example, if the device needed to read items D1, D500 and D1000 and this value was set to 2, D1 and
D500 would be grouped together into one batch read operation, and D1000 would be included in the next
batch operation. If the value was set to 3, all three registers would be read as part of the same batch
operation. If your system is working normally, you do not need to change this value. It is not
recommended to increase this value above the default.
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e PC Side I/F: Specifies which connection type and which physical connection (COM) port to use for the
selected device. The connection parameters (listed in the tables below) are selected in the
Communication Setting Wizard. Click the Configuration button to launch the Communication
Setting Wizard.

72 72



3 Config_;uring_; the Address Space

73

Communication
Path

Serial

MELSECNET/10

MELSECNET/H

CC-Link board
CC-Link IE board

CC-Link IE Field
board

CC-Link IE Field
ethernet adapter

Ethernet board

CPU board

GOT Transparent

Q Series Bus

GX Simulator

GX Simulator2

MT Simulator2

Modem

USB

SX Controller

COML1 to COM2 (if
available)

COMS3 to COM256

Description

Communication over a serial link can be either
direct CPU or to a serial communications card,
e.g. AJ71C24, QJ71C24, LJ71C24.

Communication over MELSECNET/10 is via a
special function module.

Communication over MELSECNET/H is via a
special function module.

Communication over CC-Link network.
Communication over CC-Link IE network.
Communication over CC-Link IE field wiring.
Communication over CC-Link IE field wiring via
ethernet adapter.

Communications via Ethernet using TCP/IP or
UDP/IP protocols.

Communications via a slot PLC.

Communication indirectly via a GOT (serial,
USB or Ethernet).

Communication over Q Series bus is via a back
plane.

Communication over GX Simulator is via
GX Developer.

Communication over GX Simulator2 uses
GX Works2.

Communication over MT Simulator2 uses
MT Works2.

Communication over MODEM is via a special
function module.

Communication over a serial link can be direct
to the CPU USB port.

Not supported.

Computer Ports.

Expansion Ports.

MELSOFT
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IMPORTANT: Verify that the COM port you select is not used by another channel or application. Assigning two
channels to the same port results in a communication failure on one of the channels. Assigning a channel to a
COM port used by another application (such as an alarm printer) can produce problems with driver
communication.

Setting Device Timing Properties

Reply Timeout, Number of Retries, and Delay Time are the timing properties of the driver and are set for
each device.

The timing sequence is as follows:

1. The /O driver sends a message to the process hardware and waits the length of time specified in
the Reply Timeout field for the device to respond.

2. If the device does not respond, the driver resends the message for the number of times specified in
the Number of Retries field.

3. The driver marks the data as failed after all retries have been sent and the device has not responded.

a. If a back-up device is specified, the driver immediately switches devices, waits the length of
time specified in the Delay Time field, and sends the message to read the same data from the
back-up device. The timeout and reply process repeats and, if the back-up device fails, the
driver switches back to the primary device and starts the messaging cycle again.

b. If a back-up device is not specified, the driver waits for the specified Delay Time and re-initiates
the polling process with the selected device.

4, The device may have many items of data to read. In this situation, the driver uses its Quick Fail logic
and only performs one cycle through the Timeout, Retries, and Delay process for the messages
currently in the Write queue. It then marks all the data on that device as failed and moves on to the
next device. The next time the driver attempts to send the message to the failed device, it ignores
the Retries and only makes one attempt. If the attempt is successful, the driver recovers all data on
the device and marks it as ready for messages.

5. By using Quick Fail, the driver saves time and bypasses the problem device, thereby increasing its
efficiency.

Example
Reply Timeout = 5000 milliseconds (5 seconds)
Retries =5
Delay Time = 300,000 milliseconds (5 minutes)

Backup Device = none

The driver attempts to send a message to the process hardware. After 5 seconds, the device still has not
responded, so the driver resends the message.

The driver tries to send the message 6 times (the first time and then the 5 retries) with 5-second intervals
between each attempt.

Each attempt fails; consequently, the driver marks all the data as failed. If the driver has messages for
other data items on the same device, it adds the messages to a queue for the failed device and sends them
only once without retries.

The driver waits 5 minutes and starts the message send cycle again unless there is other data defined for
the device. If there is other data, the driver fails all data items and goes on to the next device.
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Reply Timeout: Specifies how long (in miliseconds) the /O driver waits for a response from the selected

device.
Example
To specify a timeout of... Enter...
1 second 1000
1 minute 60000
1 hour and 30 minutes 324000000

Number of Retries: Specifies how many times the driver resends a failed message to the device before
marking the data as failed and initiating the Delay Time.

Delay Time: Specifies how long (in milliseconds) the /O driver waits after all retries, specified in the Retries
field, have failed.

Example
To specify a delay of... Enter...
1 second 1000
1 minute 60000
1 hour and 30 minutes 324000000
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3.3.3

76

Device tuning

The Tuning tab of the Device Properties dialog box, shown below, can be used to optimize the way that data
is read from the device, depending on your application.

Device Properties ﬁ

_'Basic Advanced | Tuning
Optimization
Read/write Priority: CiMing G Momal ) Max

ms

=

tin Fead Rate:
[ write

Aggregation;

Lirnitation
Max Fequest Count: | 1000

tax Transaction Count: .'IDDD

alidation

Check PLC Ranges

L Save ” Save & Mew | | Cancel

Device Properties: Tuning Tab

Optimization
The available optimization settings for the device are:

e Read/write priority - the priority of read/write operations compared to the update (polling) operations. The
options are:

e Min - updates have the highest priority
e Max - Reads/writes are preferred
e Normal - there is a balance between read/write and update operations

e Min read rate - the shortest time between two PLC reads of the same item. If another request to read the
same item is received before this time expires, the read will not take place and instead the last value is
returned. After the time expires, the value is read again.

e Aggregation - this setting controls how the runtime deals with read or write requests that are received
when there is already a read/write request for the same data in the queue. If aggregation is switched on, the
requests are combined. This will usually improve efficiency, but is only acceptable if the device only needs
to see the last value that was written. If the device relies on receiving all intermediate values for an item (for
example, when the device is counting the on/off transitions for a boolean value), do not use write
aggregation.
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Limitation
The limitation settings are:
e Max request count - Maximum permitted size of the PLC request queue

e Max transaction count - Maximum permitted number of outstanding transactions

Validation

If the 'Check PLC ranges' option is selected, the runtime will test addresses against the device to see if they are
valid with its current configuration. If this option is switched off, addresses will only be checked against a local
database of valid addresses, which may include addresses that are not valid on the device as it is currently
configured.

3.3.4 Adding a New MX Device

To add a new device:

1. Right-click the Address Space tree control of the Configurator screen and select New MX Device
from the pop-up menu, as shown in the figure below.

File Edit Wwiew Go Tools Help
Active Configuration:  c\MELSECIME OPC Server

M| nhew M2 Device. . iq
L s Mew Modbus Device. .. L

e
q !TI
P

Adding a New MX Device
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2. The MX Transfer Setup dialoq|9_1°| will be shown. You can either select an existing transfer setup,
or (as in the example below) select <New...> to create a new transfer setup.
FH MX Transfer Setup |Z|
Select transfer setup Ethemet l Configure. .. ] [Cumm. Test... ]
" r:."‘ Ethernet
. .
FC IiF Ethernet CPU type Q25PH
Pratocal Uop Module type QJTIETT
Metwork bo 1 Host(F Address) 182.168.20.250
StationMa 115 Netiwark Mo 1
Port Mo =001 Station Mo 11
Time-out flooo ms
huttiple CPU Mone
Ok, J [ Cancel
MX Transfer Setup dialog
3. The New Transfer Setup dialog[93] will appear. Enter a name for the new transfer setup (Serial in

the picture below) and select <Default...> as the template, then click OK.

New Setup

Tame

’grial

Copy Settings from

| <Default=

ok, H Cancel J

78

Entering a transfer setup name
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4. The new transfer setup can now be edited using the Communication Setting Wizard, as shown in
the figure below. Specify the communication type to use on the PC side, as shown in the figure
below. In the PC Side I/F field, select a connection type to use for the selected channel from the
drop-down list. Click Next to continue.

Note: For more information, see the "Communication Setting Wizard"[95) section.

MX Transfer Setup Wizard - PC side

Pleasze select the PC side F

PC side IF |

Communication setting

Connectport | COMI1 v] [] & Ports

Time aut ! 10000 _I ms

Setting up the Connection for the PC Side

5. Now you must specify the communication type to use on the PLC (device) side, as shown in the
figure below. In the PLC Side I/F field, select a communication type from the drop-down list as the
connection type to use for the selected channel. Click Next to continue.

MX Transfer Setup Wizard - PLC side

Pleaze zelect the PLC side iF

PLC =ide IF (CRLU macule
Communication setting
CPU series !G w |
CPU type | an2(H) v]
Transmiszion speed !QEDD vl hps
Contral \DTR or RTS Cortrol |

[ = Back l ’ Mext =

Setting up the Connection for the PLC Side
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6. Select the network Station Type and CPU Type (if applicable) from the respective drop-down lists,
as shown in the figure below. Click Next to continue.

MX Transfer Setup Wizard - Network

Please select the Metwark

Station type iHost station

o] (oo

Configuring Network Settings

7. Click the Finish button to complete the communication channel setup, as shown in the figure below.

MX Transfer Setup Wizard - Finished

The Communication wizard haz finizshed collecting
infarmation:

Prezs 'Finizh' to store the modified zeftings and to close
the wizard.

Comment
Pazsword

[ ]

[ = Back ] [ Firish

Completing Channel Setup
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The MX Transfer Setup dialog box appears with the new transfer setup selected, as shown in the
figure below. Each network node is shown graphically, with the node properties shown under the
graphic. The left-hand side of the dialog lists the configuration properties for the PC side. You can
double-click the image of a node (or double-click the properties list) to edit the configuration
properties. The right-hand side of the dialog lists the configuration properties for the PLC device side.
You can double-click the image of the PLC device (or double-click the configuration properties list) to
edit the PLC device side configuration properties. You can also click the Configure button to return
to the Communication Setting Wizard[95]. Click the OK button to save the changes.

B MX Transfer Setup IZI
Select transfer setup EiEeriaI l Configure... ] [ Comm. Test,.. I
‘-_'
— Mg i
Tz E Setial
iy =
PC IF otel 1| CPU type Q020H)
Time-out 1 DDDﬁ ms Tran=smiszion speed QBDD bps
Contral DTR ot RTS
Muttiple CPU More
I Ok, ] [ Cancel

MX Transfer Setup dialog (configured)
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9. The Basic tab of the Device Properties dialog box appears, as shown in the figure below.
Device Properties |z|
B asic | Advanced | Tuning|
E- ] Mame: |DevEI1 |
Desc. ‘

Primamy Device
Canfiguration. . ]
FL Side |/ [Sedal i
Cornrment: ! |
[ Save ;] [ Save k Mew ] I Cancel

Configuring Device Properties

10. In the Name field, type a name for the new device, and type a description for the device (optional). To
specify which connection type and which physical connection (COM) port to use for the selected
device, click the Configuration button to launch the Communication Setting Wizard for the Primary

device.
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11.  Click on the Advanced tab to set the advanced parameters for the Primary and Backup devices, as
shown in the figure below.

Device Properties

Basic | Advanced |Tuningi

Primary Device

Enable Device [ 5imulate

Reply timeout: 1000 | b :ilﬁli-ng[ 2 3
Drelay time: | 0 s Merge gap: 54!wnrds

tax count for BAW operation: 95 | words

Backup Device

[[]Enable Device Corfi

|
|

[, Save ;] [ Save & Mew ] | Cancel ]

Device Properties: Advanced Tab

12. Check the Enable Device check box to activate the device.

13.  When you have finished configuring the device properties, click the Save button. The new device
appears under the Address Space tree control.
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3.3.5 Basic Modbus Properties

In the Basic tab of the Device Properties dialog box, shown below, configure the following settings:

Device properties gl
B asic 'I.&dvanced-é
rg;gj M arme: |M-:-dbuslf)evice |
: [ simulate
Unit Idertifier: | 1 =
Connection =
(%) Ethemnet Device
IPaddess: | 255 . 255 . 255 . O
TCPPat: | 502
7 Serial Device
Serial part:
Dievice type
Type: i Guanturm v
Parameters: Canfigure
[ Save Jl Save & New l [ Cancel l

Modbus Device Properties: Basic Tab
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Configure the following basic properties for the device:

Name: Specifies the name of the selected device. Any application requesting data from the /O driver
uses this name to access points on the device. Each device that the driver communicates with should
have a unique device name regardless of the device's channel. The name can be up to 32 alphanumeric
characters, including underscores (_) and hyphens ( -). It cannot begin with a digit.

Unit identifier - enter the Unit identifier which provides a unique ID for this device.
Simulate - Simulates polling of the channel by the driver when the check box is selected.

Enable - Enables the driver to poll the channel when the check box is selected. If you clear the check
box, the driver does not poll the selected device. You may want to disable one or more devices in the
following situations:

* You are swapping hardware for repair or maintenance and do not want to display errors.

¢ You do not need to collect data from all your devices and you want to reduce the communications
load.

¢ You want to isolate a device for debugging.

Connection - use the radio button to select which connection type to use for the selected device. The
connection parameters (listed below) will depend on whether the device connects using Ethernet or a
serial port.

IP address - this is the host address for Ethernet devices (enabled only if the Ethernet device radio
button has been selected). The default IP address is set at 255.255.255.0.

TCP port - this is the TCP/IP port number for the device (enabled only if the Ethernet device radio
button has been selected). The default port is set at 502.

Serial port - if the Serial device radio button is selected, use the Configure button to configure the

%ial port settings. For a description of the serial port configuration dialog, see Modbus_serial port details
89,

IMPORTANT: If you are using a serial connection, verify that the COM port you select is not used by
another channel or application. Assigning two channels to the same port results in a communication
failure on one of the channels. Assigning a channel to a COM port used by another application (such as
an alarm printer) can produce problems with driver communication.

Device type - choose a Device Type from a range including "Custom, 184, 384, 484, 584, 584L, 884,
984, Micro 84, Quantum, ModCell, Other (any)". A device with the most limited parameters and the
lowest performance would be considered "Other (any)". If you select "Custom" as the device type, use
the button "Configure" to configure the parameters of your device (see 'Modbus device parameters'laﬂ for
a detailed description). The default Device type is set at Quantum.

Save: Saves all changes specified in the properties dialog box. The device appears under the Address
Space tree control of the configurator.

Save & New: Saves all changes specified in the properties dialog box and immediately starts
configuration of a new device.

Cancel: Closes the properties dialog box.
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3.3.6 Advanced Modbus Properties
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1.

Enter the Polling Rate (in milliseconds), as shown in the image below.

Device properties

B azic '.&dvanced :

Palling rate [ms]

Palling rate: _- 1 DDD_E
Tirmeouts [mz]

Reply timeaut: 1000

Murnber of retries: 3

Delaytime: | 5000
Optimizationz

The numbers below indicate how much unused data can be
transfered in one message to merge together addresses that
are close but not adjacent.

Bitz: . 1 ED
Words: 5|
[ Save ] | Save i New | | Canicel l

Modbus Device Properties: Advanced Tab

Enter the Reply Timeout.

MELSOFT

Enter the Number of retries to set the number of consecutive read/write attempts that time out

before the OPC server will suspend communication with the device.

Enter the Delay time to set the amount of time that the OPC server will wait before attempting to

reconnect to the suspended device.

When the server tries to optimize communication with devices by requesting as much data in one
message as possible, consecutive registers are merged together into one request for efficiency. The
server can end up reading registers that are not really requested, when allowed to join two blocks of
requested registers. The numbers entered under Optimizations specify the block length of adjacent
unused data. Enter Bits to set how many unused bits can be in one message to merge together
addresses that are close but not adjacent. Enter Words to set how many unused words can be in

one message to merge together addresses that are close but not adjacent.
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3.3.7 Adding a New Modbus Device

To add a new device:

1. Right-click the Address Space tree control of the Configurator screen and select New Modbus
Device from the pop-up menu, as shown in the figure below.

e MXConfigurator.mdb - MX OPC Configurator
File Edit Wiews Go Tools Help
| Active Configuration:  CAMELSECIMEConfigurator.mdb

D DFH = = B ::‘f -.-::;':ﬂ:: EE FHE E:E: =[
E'@@ Address Space ..]_ _Nandica hlarma o = Des
I Alarmn Definition. Mew MY Device Chrl+E {y
: Simulation Defiy Mew Modbus i ¢
i - Conwersion Deff 3
: Poll Method Del . 1

ot

nl"'w- ~ ™ i
L I e P

"

Adding a New Modbus Device

2. This opens the Device properties dialog box, as shown in the figure below. In the Name field, type
a name for the new device.

Device properties

Baszic l .&dvance&i

r@ tame: |
Unit Identifier: [ 1] E::;:e
Connection
() Ethernet Device
IPéddess | 255 . 285 . 2586 . 0 |
TCPPot: | 502
) Serial Device
Serial port: Configure
Device ype
Type: Guantum W
Parameters:

Save ] l Save &k New l [ Cancel
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10.

Enter the Unit Identifier which provides a unigue ID for this device.

Select the Simulate (in order to simulate all Data ltems on this device) and/or Enable (activate
device) check boxes if required.

The radio button within the Connection section helps signify if the device is an Ethernet Device or
a Serial Device. Default is "Ethernet Device".

Enter the IP Address for the Ethernet device. (This section is enabled only if the Ethernet Device
radio button has been selected). The default IP address is set at 255.255.255.0.

Enter the TCP Port for the Ethernet device. (This section is enabled only if the Ethernet Device radio
button has been selected). The default TCP Port is set at 502.

Configure the Serial Port for the Serial device. (This section is enabled only if the Serial Device
radio button has been selected). See 'Modbus serial port details'[ed) for a description of the serial port
configuration.

Choose a Device Type from a range including "Custom, 184, 384, 484, 584, 584L, 884, 984, Micro
84, Quantum, ModCell, Other (any)". A device with the most limited parameters and the lowest
performance would be considered "Other (any)". If you select "Custom" as the device type, use the
button "Configure" to configure the parameters of your device (see 'Modbus_device parameters'[90}
for a detailed description). The default Device type is set at Quantum.

Parameters: Opens a dialog for configuring the parameters of this modbus device. This dialog is
described in 'Modbus device parameters'm
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3.3.8
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Modbus serial port details

The Serial Ports Details dialog (shown below) allows the user to configure the serial port for the current device.
It is shown when the connection type for a Modbus device is set to 'Serial' and the user clicks on the Configure
button.

When the Parity checking enabled check box is not checked, it will force the server to ignore the parity bits in the
message.

Serial Port Details gj

Tranzmizzion mode RATS flow control

File name; COM |1 1 () ASCI (#) Dizable () Handshake

e #® RTU ) Enable () Toggle

Baud rate: | 9600 ~ |
Stop bitz Farity zcheme
@1 # Mo

[] Maritor CTS for output 015 O Even

flowe contral ) ) odd
[ QK. ] [ Cancel

Serial Port Details Dialog

1. Enter the port name in the File name entry field.

Select the Baud rate from the pulldown menu.

w

The Monitor CTS for output flow control checkbox allows users to select whether or not the CTS
signal for output flow control should be monitored.

Select either ASCIl or RTU under Transmission mode.

Under RTS flow control, select either Disable, Enable, Handshake or Toggle.
Choose the number of Stop bits (1, 1.5 or 2)

Check which Parity scheme is to be used (No, Even, or Odd).

© N o 0 &

The Parity checking enabled checkbox allows users to decide whether or not the parity bits should
be ignored. This section is enabled when Parity scheme is set to "No".

IMPORTANT: If you are using a serial connection, verify that the COM port you select is not used by another
channel or application. Assigning two channels to the same port results in a communication failure on one of the
channels. Assigning a channel to a COM port used by another application (such as an alarm printer) can
produce problems with driver communication.
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Modbus device parameters

The Modbus Device Parameters dialog lets the user specify custom device parameters. It can be shown by
selecting the device type as 'Custom’ in the basic properties page for a Modbus device, then clicking on the
Parameters button.

The meaning of the numbers in the device parameters dialog, shown below, is the maximum amount of data
that can be transferred in one message. Setting the value equal to zero forces the server to use single read/write
messages only.

Device parameters @

The numbers below are maximum amounts of data
that can be transterred it one message. Specifying
0 [zero] instructs the server to Use single
read/writes only,
Read
Cails: . E
Inpits: |
Halding reqisters: D
|npLt reqisters: D
Wwirite
Cails: _ il
Holding registers; : D
l ak. l I Caticel J

Modbus Device Parameters Dialog

READ
1. Coils: Enter the maximum number of cail bits sent in one message.
2. Input: Enter the maximum number of input bits sent in one message.
3. Holding registers: Enter the maximum number of holding registers sent in one message.
4, Input registers: Enter the maximum number of input registers sent in one message.
WRITE
5. Coils: Enter the maximum number of coil bits sent in one message for write operations.
6. Holding registers: Enter the maximum number of holding registers sent in one message for write

operations.
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3.3.10 Transfer setup management

When new MX devices are added to the MX OPC project, the communication type (e.g. Ethernet, Serial etc.)
and details (e.g. serial port number, host address etc.) must be set up so that the runtime module knows how to
communicate with the device.

Once you have configured the communication details for a device, it can be useful to recall them instantly
without having to enter all of the details again. In MX OPC Configurator, these transfer details are handled using
the MX Transfer setup dialog.

When you configure the connections for a device, the MX Transfer setup dialog will be shown, as in the figure
below.

B MX Transfer Setup

Select transfer setup l Configure... ] [ P T SR l

P =] L

=
P IF Ethernet CPU type D25PH
Protocol LDP Module type QJTIETT
Metwwark Mo .‘1 Host(IP Address) 192.168.20.250
Stetion Mo 15 Metwark Na 1
Part Ma =001 Station Mo 1
Time-out 1000 mz

tultiple CPU Mane
(04 ] [ Cancel

MX Transfer setup dialog

The network architecture and settings for the selected transfer setup are displayed with graphics representing
each network node. The parameters associated with a network node are shown under the graphic. The PC side
connection is shown on the left, and the PLC side connection on the right.
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3.3.10.1
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Using this dialog, you can:

Add new transfer setups@

Rename existing transfer setups|9_3°|

Remove existing transfer setups/93]

Modify a transfer setup

Select a transfer setup to be used for the device

Test the communication with a selected transfer setup

The controls on this dialog are:

Select transfer setup - this list contains the previously configured transfer setups, along with the entries:
e <New...> - select this to show the New Setup dialog, to create a new transfer setup definition.

e <Rename/Remove...> - select this to rename or delete other entries in the list.

Configure - if an existing transfer setup is selected in the Select transfer setup list, the Communication
Setting Wizard[951is shown to modify it. If <New...> is selected, the New Setup dialog[93lis displayed.

Comm. test - attempt a connection to the device using the selected transfer setup details, and confirm
whether or not the connection was successful.

e OK - accept the changes and continue

Cancel - exit to the previous screen

You can also double-click on a network node graphic or on the properties to edit the properties for that node in
the Communication Setting Wizard[93)

The transfer setup details are stored in the local configuration database. If you have moved the configuration
database from one computer to another, the connection details for a named transfer setup may be different from
those stored locally. If this happens, you may be prompted to overwrite the local settings when you first edit the
device on the new computer. If there is not enough space to store the new settings, you will be prompted to
select another transfer setup to overwrite.

Creating new transfer setups

To create a new transfer setup, select <New...> from the Select transfer setup list, as shown in the picture

below:
E MX Transfer Setup

Select transfer setup E-I-Ethernet ¥

-
-
¥
}
'
#

Creating a new transfer setup

Note: A maximum of 32 different transfer setups can be stored. If this number is exceeded, an error message
will be shown, and you will need to either delete one of the existing transfer setups to make space for
the new one, or modify another existing setup instead.
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You will be prompted for the name of the new transfer setup, and given the option to copy its settings from
another transfer setup. To use default settings, select <Default>, as in the example figure below:

New Setup

Tame
’grial |

Copy Settings from

| <Default= b |

ok, H Cancel J

New transfer setup

After you click OK, the Communication Setting Wizard[98] will be shown to edit the details of the new
connection.

3.3.10.2 Renaming / removing transfer setups

To rename or remove an existing transfer setup, select <Rename/Remove...> from the Select transfer setup
list, as shown in the picture below:

E MX Transfer Setup _

.

Select transfer setup !Ethernet b 4

8 .
e

Renaming or removing an existing transfer setup
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A list of existing transfer setups will appear:

RenamefRemove Setups

Transfer Setups Rermove

Ethernet

—

Rename

Cancel

4

Rename/remove transfer setups dialog

The controls on this dialog are:

e Remove - Delete the selected transfer setup from the list. You will not be prompted to confirm this, but if
you accidentally delete the wrong entry pressing Cancel will undo the change.

e Rename - Change the name of the selected entry. Modify the name in-place (as in the picture below) then
press Enter. You can also rename an item by double-clicking on it in the list.

RenamefRemowve Setups

Transfer Setups

[Etheimed] |

l\t‘r—“‘l—w" "

o s
Sk, g M e P

-

Renaming a transfer setup

e Cancel - exit without saving the changes.

e OK - save changes and close the dialog.
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3.3.11 Communication Setting Wizard
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A channel is equivalent to a physical port in the computer. To correctly configure a channel means to set up the
specific communication parameters for the port like the serial channel speed (Baud rate) and protocol
characteristics: Transmission mode (ASCIl or RTU), RTS flow control, Stop bits and Parity scheme. When
configuring a device, the channel communication properties are configured in the Communication Setting
Wizard to set up the communication between the PC and the PLC device.

Communication Settings on the PC Side

First you will specify the communication type to use on the PC side, as shown in the figure below.

MX Transfer Setup Wizard - PC side [‘?|

Pleaze zelect the PC side F

PCsidelF | v

Communication setting

Connect part | COM? v| [] & Parts

Time out | 10000 _l ms

Setting up the Connection for the PC Side
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PC Side I/F: Specifies which connection type and which physical connection (COM) port to use for the selected
device. The connection parameters (listed in the following tables) are selected in the Communication Setting
Wizard. Click the Configuration button to launch the Communication Setting Wizard.

Note: The configuration parameters vary depending on which connection type is selected in the PC Side I/F

CC-Link board
CC-Link IE board

CC-Link IE field
board

CC-Link IE field
ethernet adapter

Ethernet board

CPU board

GOT transparent

Q Series Bus

GX Simulator

GX Simulator2
MT Simulator2

Modem

uSB

SX Controller

field.
Communication Description
Path

Serial Communication over a serial link can be either direct
CPU or to a serial communications card, e.g.
AJ71C24, QJ71C24, LI71C24.

MELSECNET/10 Communication over MELSECNET/10 is via a special
function module.

MELSECNET/H Communication over MELSECNET/H is via a special

function module.

Communication over CC-Link network.
Communication over CC-Link IE network.
Communication over CC-Link IE field wiring.
Communication over CC-Link IE field wiring via
ethernet adapter.

Communications via Ethernet using TCP/IP or UDP/IP
protocols.

Communications via a slot PLC

Communication indirectly via a GOT (serial, USB or
Ethernet).

Communication over Q Series bus is via a back plane.

Communication over GX Simulator is via GX
Developer.

Communication over GX Simulator2 uses GX Works2.
Communication over MT Simulator2 uses MT Works2.

Communication over MODEM is via a special function
module.

Communication over a serial link can be direct to the
CPU USB port.

Not supported.
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Connect Port: Specifies which physical COM port to use for the selected channel. You can specify as many
channels as needed for communication with your hardware.

COML1 to COM2 (if available) Computer Ports

COM3 to COM256 Expansion Ports

By default, you will only see the physical COM ports that are actually available on your computer. If you are
preparing a configuration to be used on another computer which has different COM ports, check the All ports
box to show a full list of possible serial ports.

IMPORTANT: Verify that the COM port you select is not used by another channel or application. Assigning two
channels to the same port results in a communication failure on one of the channels. Assigning a channel to a
COM port used by another application (such as an alarm printer) can produce problems with driver
communication.

Board Number: Specifies the module (1-4) of the selected board.

Connect Module: Select a unit type from the drop-down list.

Protocol: Specifies the primary device's communication protocol as the Transmission Control Protocol (TCP)
or the User Datagram Protocol (UDP). This selection must match the protocol used by your process hardware.

Packet Type: Select Binary or ASCII from the drop-down list.

Port Number: This is the port address to be used when connecting to a Melsec Ethernet module. Valid range is
256-65535. The Ethernet module must be configured to accept connections through this port.

Time out: Specify a connection time out (in milliseconds).

Note: If you are using UDP connections to a PLC, and the OPC server and the PLC are connected through a
network with a large volume of traffic, you may experience a high number of connection timeouts. This
is due to the nature of the UDP protocol, which drops network 'packets' under high load conditions
without informing the sending application that the data was lost.

To solve this problem, either improve the quality of the connection (for example by ensuring that there is
enough bandwidth in the network, or that the two systems are connected through a single network
switch), or change the connection to use the TCP/IP protocol instead. TCP/IP is designed to guarantee
that data sent is eventually received, even when the underlying network link sometimes loses individual
'packets’.

Network Number: The Network Number (1-255) only applies to MelsecNet/10, and is the number given to a
MelsecNet/10 network using the network module's rotary switches.

Station Number: Specifies the station number (0-64 and 255) for the selected device. The station number is the
number given to a PLC connected to a second tier network. This is a PLC station number on a Mitsubishi
Melsec Network, such as NetB, Netll or Net10.

For A and Q PLCs, the setting range is 0-64 and 255. The range 0-64 can be set on the appropriate Network
modules rotary switches.

For MelsecNet/B the setting range is 0-31 where Zero is the master.
For MelsecNet/ll the setting range is 0-64 where Zero is the master.
For MelsecNet/10 the setting range is 1-64 (master-less network).

Notes:
i) A setting of 255 (FF Hex) is the default for a PLC when no network is connected.
i) Station number has no meaning for FX range of PLC's.

i) This setting is often referred to as PC number in other documentation and drivers.
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Communication Settings on the PLC Side
Now you must specify the communication type to use on the PLC (device) side, as shown in the figure below.

PLC Side I/F: In the PLC Side I/F field, select a communication module from the drop-down list. (The module
types listed depend on the communication type you specified for the PC side.)

MX Transfer Setup Wizard - PLC side

Pleaze zelect the PLC side iF

PLC zide IF (CRLU macule
Communication setting
CPU series 'G w |
CPU type | o2eH) v
Transmission speed !EIEEIEI vl hps
Cortral \DTR or RTS Contral |

[ = Back l ’ Mext =

Setting up the Connection for the PLC Side

Note: The configuration parameters vary depending on which connection type is selected in the PLC Side I/F
field.

CPU type: Specifies the CPU type of the selected device. Select a CPU type from the drop-down list.

Process hardware, such as programmable controllers and interface modules, has specific values for the baud
rate, data bits, stop bits, and parity. These properties are the language of the devices — how they communicate
with each other. In order for the /O driver to communicate with these devices, it must speak the same
language.

Consequently, when configuring a driver, enter and verify that the driver uses the same baud rate, data bits, stop
bits, and parity that your process hardware devices use. If you specify incorrect values, you can never establish
communication between driver and hardware. Refer to your hardware vendor for correct values.
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Transmission Speed: Specifies the baud rate for the selected channel. Baud rate is a characteristic of serial
communication. It indicates the number of electrical impulses (data bits) transferred to the communications line
per second. For example, transmitting a raw 8-bit code at the rate of 1200 characters-per-second is expressed
as 9600 baud.

The baud rate you enter in this field must match the baud rate of the device that the driver is communicating
with. The device cannot respond to requests or communicate if you enter an incorrect baud rate. Refer to your
hardware documentation for the correct baud rate setting.

The Transmission Speed field lets you select from a set of applicable baud rates:

300
600
1200
2400
4800
9600
19200
38400
57600
115200

Control: Request to Send (RTS) and Data Terminal Ready (DTR) are signals that control the flow of process
data for serial communications. Your process hardware may not require these signals, but all devices on a
channel must use the same RTS and DTR signal settings. The driver uses the flow control signal as follows:

e RTS: Raises the RTS line high when the driver starts. The signal remains high while the driver runs.

e DTR: Raises the DTR line high when the driver starts. The signal remains high while the driver runs.

Station Number: Specifies the station number (0-64 and 255) for the selected device. The station number is the
number given to a PLC connected to a second tier network. This is a PLC station number on a Mitsubishi
Melsec Network, such as NetB, Netll or Net10.

For A and Q PLCs, the setting range is 0-64 and 255. The range 0-64 can be set on the appropriate Network
module's rotary switches.

For MelsecNet/B the setting range is 0-31 where Zero is the master.

For MelsecNet/ll the setting range is 0-64 where Zero is the master.

For MelsecNet/10 the setting range is 1-64 (master-less network).

Notes:
i) A setting of 255 (FF Hex) is the default for a PLC when no network is connected.
i) Station number has no meaning for FX range of PLC's.

i) This setting is often referred to as PC number in other documentation and drivers.

Network Number: The Network Number (1-255) only applies to MelsecNet/10, and is the number given to a
MelsecNet/10 network using the network module's rotary switches.

Data Bits: Specifies the number of data bits for the selected channel. Data bits are a characteristic of serial
communications. The unit of data that is passed along a serial data line consists of data bits, parity, and stop
bits. The data bits comprise the actual message being communicated.

The number of data bits used for communication can differ between devices. Devices may use 7-bit, or 8-bit
code. The number specified in this field must match the number of data bits used by the device that the driver
communicates with or communication cannot be established. Refer to your hardware documentation for the
correct data bits value. Valid entries are 7 or 8.

Stop Bits: Specifies the number of stop bits for the selected channel. Stop bits are a characteristic of serial
communications. The unit of data that is passed along a serial data line consists of data bits, parity, and stop
bits. The stop bits indicate the end of a unit of data.

The number of stop bits varies between devices. Some devices require two stop bits while others only require
one. The number specified in this field must match the number of stop bits for the device that the channel is
communicating with. Refer to your hardware documentation for the correct stop bits setting. A defective stop bit
generates a framing error. Valid entries are 1 or 2.
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Parity: Specifies the selected channel's parity. Parity is a characteristic of serial communications. The unit of
data that is passed along a serial data line consists of data bits, parity, and stop bits. Parity is an error-checking
method for a unit of data on a serial data line. A parity bit is added to a unit of data to ensure that the unit of data
conforms to the particular parity rule.

The type of parity specified for the channel must match the parity of the device it communicates with. Refer to
your hardware documentation for the correct parity setting.

None The parity bit is not used and no parity is specified.

Odd If odd parity is in effect and an even number of 1s is received, an
error is detected.

Even If even parity is in effect and an odd number of 1s is received, an
error is detected.

Sum Check: Does the message type require a checksum?
e None: The check sum is not used.

e Existence: The check sum is used.
Module Type: Select a unit type from the drop-down list.

Port Number: This is the port address to be used when connecting to a Melsec Ethernet module. Valid range is
256-65535. The Ethernet must be configured to accept connections through this port.

Transmission wait time: Specify a connection time out (in milliseconds).

Mode: Specify a mode for the selected communication module.

Specifying the Network Station Type

Select the network Station Type (host or other) and CPU Type (if applicable) from the respective drop-down
lists, as shown in the figure below.

MX Transfer Setup Wizard - Network

Please select the Metwark

Station type li ozt station

o] (oo

Configuring Network Settings
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Click the Finish button to complete the communication channel setup, as shown in the figure below.

MX Transfer Setup Wizard - Finished

The Communication wizard haz finizshed collecting
infarmation:

Prezs 'Finizh' to store the modified zeftings and to close
the wizard.

Comment
Pazsword

[ ]

[ = Back ] [ Firish

Completing Channel Setup
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Properties for Station Type "Other Station"

If you select Other Station under network Station Type in the Communication Setting Wizard, the Other
Station properties dialog appears, as shown in the figure below. Select a Station Type from the drop-down list,
and specify the other parameters (which will depend on the Station Type). For some station types there may be
another page of parameters. Click the Next button when you are finished. Then click the Finish button to
complete the communication channel setup.

MX Transfer Setup Wizard - Network

Pleaze zelect the Metwark

Station type Iotter station

Metveark ;Ethernet w
Metyeark route

[ = Back l ’ Mext =

Properties for "Other" Station

MX Transfer Setup Wizard - Other. station

Pleasze select the Cther station

Cther station setting

CPU series

!G “ |
CPU type I
| &
Metwark Mo i -_i
Station Mo [ 1]
1 I}
Multiple CPU |None |
]

(oo ) [

Additional properties for "Other" Station type "Ethernet"
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Modem support

MX OPC Server 6.05 has MODEM configurations:

1. MODEM in Device Configuration Wizard:
e PC Side lF: MODEM

e Connect Module: Q6TEL, A6TEL, FXCPU, AJ71QC24N, QJ71C24, LJ71C24

2. MODEM in Device Advanced Setting:

e PC Side IIF: Serial
e PLC Side I/F: CPU module or C24 module (AJ71C24, AJ71UC24, AJ71QC24N, QJ71C24, LJ71C24)
e Advanced setting in device modem: tone or pulse

PLC | Connection | Connection Mitsubishi | Non- Result ] Comments
Type Hardware Modem Mitsubishi  |s
Modem

Q06 |MODEM1 |QJ71C24 v

Q06 MODEM 1 |QJ71C24 v v' ] Code required in the
PLC

Q06 |MODEM2 |QJ71C24 v v/ |Note B

Q06 |MODEM2 |QJ71C24 v

Q06 MODEM 2 |Prog. Port v

Qo6 MODEM 2 |Prog. Port v

FX2N |MODEM 1 |[Prog. Port or v v'  |AT%ADP=3 at both

232BD ends

FX2N |[MODEM 1 |Prog. Port or v v

232BD

FX2N |MODEM 2 |Prog. Port or v v'  |AT%ADP=3 at both

232BD ends

FX2N |MODEM 2 |Prog. Port or v v

232BD
Q2AS |MODEM 1 |Q6 TEL v v ] No available settings that
will work
Q2AS |MODEM 1 |Q6 TEL v v | DIP switch 1 ON in Q6
TEL.
Q2AS |[MODEM 1 |QC24 v v’ |AT%ADP=Q at PLC end
& AT%ADP=D at PC
end
Q2AS |[MODEM 1 |QC24 v
Q2AS |MODEM 2 |HMI to Prog. v
Port

Q2AS |MODEM 2 | HMI to Prog. v
Port

Q2AS |MODEM 2 |Q6 TEL v

Q2AS |MODEM 2 |Q6 TEL v
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PLC Connection | Connection Mitsubishi | Non- Result] Comments
Type Hardware Modem Mitsubishi  |s
Modem

Q2AS |MODEM 2 |QC24 v

Q2AS |MODEM 2 |QC24 v

A2AS |MODEM 1 |Q/A6 TEL v

A2AS |MODEM1 |Q/A6 TEL v v' | All DIP switches off in
A/Q6 TEL

A2AS |MODEM 2 |C24 v v |AT%ADP=2 at PLC end
& AT%ADP=0 at PC
end

A2AS |MODEM 2 |C24 v

A2AS | MODEM 2 |HMI to Prog. v

Port
A2AS |MODEM 2 |HMI to Prog. v
Port

A2AS |MODEM 2 |Q/A6 TEL v

A2AS |MODEM 2 |Q/A6 TEL v

NOTES:

104

A. For all non-Mitsubishi modems it is mandatory that the setting &C1 is set and saved in the modem before it is
used, e.g. AT&C1&W.

B. All settings throughout this connection method must be 9600 Baud, no Parity, 8 data bits, 1 stop bit and
checksum on. For both modems this means that AT%ADP=T,9600,8,N,1 must be set.

C.The Q6 TEL must be configured for default settings such as the Modem initialisation string. The only way
found to do this was by using features available in GX Developer i.e. from the TOOLS menu use 'Set Tel
Data' and its sub-menu.
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34 Data Tags

Data tags represent an OPC data item, a register in the device or a range of registers. A symbolic name and
description is associated with each tag. An OPC client can obtain the tag description.

3.4.1 Basic MX Data Tag Properties

In the Basic tab of the Tag Properties dialog box, shown below, configure the following settings.

Tag Properties

B asic ;_.-’-‘«dvanced Blams M uiltiply

(@ Neme [EEFEE 'i

Desc: | ‘

General Setup

1/0 Address: iMD Browse. .

Drata Type: |BDDL

[1ata Polling

Poll Method: | 1000ms ~

[ Save ] [ Save & Mew J [ Cancel ]

MX Data Tag Properties: Basic Tab

e Name: Enter a logical name for the data item.

e Description: Allows you to enter text about the tag. Entries in this field can be very helpful when you go back
to look at old configuration or report files, or when you need to modify an existing configuration. The more
detailed and specific the information you enter in this field, the easier it is to identify the tag. The description
can be up to 128 alphanumeric characters and symbols.
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e |/O Address: Indicates the data starting address. This may be edited to access a bit within a word for certain
register types. For example, if you enter the address 'D100.0' the Data Type will automatically change to
BOOL and the tag will reference bit 0 within the word at address D100. The bit numbers are always entered in
decimal - this is different from GX IEC Developer and GX Developer, which both use hexadecimal bit
numbering (e.g. GX IEC Developer address D123.B would be entered as D123.11 in MX OPC Configurator). If
you enter an address with a bit number higher than 15, it will be adjusted to use a bit number from 0-15 in one
of the following words - for example, the address D123.33 would be corrected to D125.1.

Use the Browse button to see a list of supported device types and maximum ranges for your hardware.
There will be an additional BIT entry in this list for word registers that support access to bits within a word.

Note: You can also read bit values from a word by using the 'dot' notation when defining the item in the client.
For more information, see Accessing bits 158l

e Access Rights: Enables/disables Read, Write, or Read/Write operations.

Note: If a tag is defined with only "Write" access, its value will appear as "?" in the monitor view, and it will not
be possible to read the tag's value from any other application.

e Data Type: Specifies which type of data the tag will expose to OPC clients.

Data Type Description

INT Signed 16-bit integer.

UINT, WORD Unsigned 16-bit integer.

REAL 32-hit float point (IEEE).
BOOL Digital, one bit.

UDINT, Unsigned 32-bit integer.
DWORD

DINT Signed 32-bit integer.

To use other types (e.g. STRING and ARRAY types), the data type must be selected in the Advanced tag
roperties|od],

The following devices, data types and ranges are supported:

Note: The device ranges listed in the table below are the maximum ranges possible on any PLC. The actual
range supported depends on the type of PLC used. The Browse button next to the I/O Address field can
be used to view the typical maximum supported ranges for your hardware.

Device Device Data Type Device Size

Range Bits
Link relay B BOOL 0-EFFFh 1
Counter coil cC BOOL 0-32767 1
Counter Present value CN WORD, UINT, INT 0-32767 16
Counter Contact CS BOOL 0-32767 1
Data register D DWORD, WORD, UDINT, UINT, DINT, INT, 0-4910079 16

REAL, STRING, BOOL
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Device Device Data Type Device Size
Range Bits

GOT register EG DWORD, WORD, UDINT, UINT, DINT, INT, 0-32767 16
REAL

Annunciator F BOOL 0-32767 1

Free run timer FT DWORD, UDINT, DINT - 32

Latch relay L BOOL 0-32767 1

Internal relay M BOOL 0-61439 1

Motion device # WORD 0-12287 16

File register R DWORD, WORD, UDINT, UINT, DINT, INT, 0-32767 16
REAL, STRING, BOOL

Link special relay SB BOOL 0-7FFFh 1

Special register SD DWORD, WORD, UDINT, UINT, DINT, INT, 0-2255 16
REAL, STRING

Special relay SM BOOL 0-2255 1

Retentive Timer Coil STC BOOL 0-32767 1

Retentive Timer Present STN WORD, UINT, INT 0-32767 16

value

Retentive Timer Contact STS BOOL 0-32767 1

Link special register sSw DWORD, WORD, UDINT, UINT, DINT, INT, 0-7FFFh 16
REAL, STRING

Timer Coil TC BOOL 0-32767 1

Timer Present value TN WORD, UINT, INT 0-32767 16

Timer Contact TS BOOL 0-32767 1

Shared device U3EN\G BOOL, DWORD, WORD, UDINT, UINT, DINT, 10000- 16
INT, REAL, STRING 24335

Link register W DWORD, WORD, UDINT, UINT, DINT, INT, 0-49FFFFh 16
REAL, STRING

CC-Link input register WR DWORD, WORD, UDINT, UINT, DINT, INT, 0-255 16
REAL

CC-Link output register WW DWORD, WORD, UDINT, UINT, DINT, INT, 0-255 16
REAL

Input relay X BOOL 0-1FFFh 1

Output relay Y BOOL 0-1FFFh 1

File register ZR DWORD, WORD, UDINT, UINT, DINT, INT, 0-16777215 16
REAL, STRING, BOOL

Polling Method: Select a polling method from the drop-down list, which lists all polling methods configured in

the Polling Method Definitions tree control of the Configurator.

Save: Saves all changes specified in the properties dialog box. The data tag appears in the list view for the

selected device.

Save & New: Saves all changes specified in the properties dialog box and immediately starts configuration of

a new data tag.
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e Cancel: Closes the properties dialog box.

Addressing

ER:MemoryBlock:Address — Where the memory block is between addresses 1-256, the MX OPC Configurator
will address ER linear in a decimal format.

Note: ZR registers must be addressed in a decimal format.

Address Ranges

The address ranges available will depend on the PLC type and the hardware parameters that have been
configured. For details of the addresses, refer to the hardware manual. To check the maximum possible
addresses for a new data tag, use the Browse button in the Basic MX Data Tag Propertiesm page.

Starting Address

Specifies the location in the device where the selected data block begins.

Valid Data Block Registers

X, Y, L, M, SM, SB, TS, TC, TN, CS, CC, CN, STS, STC, STN, D, SD, SW, U3En\G, Z, R, ER, B, W, WR, WW,
ZR,F, FT,#

Ending Address

Specifies the location in the device where the selected data block ends.

108



3 Configuring the Address Space MELSOET

3.4.3 Advanced MX Data Tag Properties

In the Advanced tab of the Tag Properties dialog box, shown below, configure the following settings:

Tag Properties

__.Basic " Advanced Alarmz || Multiph

General Setup

Enable Tag
Data Conversion
[ Swap word/byte order
Usze Corversion
‘ Corrsersian:
Data Type
|
Deadband:
Simulation

[ 5imulate

] Use Manual Walue

L Save J [ Save & New ] l_ Cancel ]

MX Data Tag Properties: Advanced Tab

To modify a tag, the tag must first be enabled by checking the Enable Tag check box. Once the tag is enabled,
all configuration fields can be modified.

e Save: Saves all changes specified in the properties dialog box. The data tag appears in the list view for the
selected device.

e Save & New: Saves all changes specified in the properties dialog box and immediately starts configuration of
a new data tag.

e Cancel: Closes the properties dialog box.
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Data Conversions

To get the data value converted to another form, choose one of the predefined or user-defined conversions. MX
OPC Server includes the following conversions:

1. Swap word/byte order
e WORD conversion B1/B2 <-> B2/B1
e DWORD conversion B1/B2 B3/B4 <-> B4/B3 B2/B1

2. Convert to Word (32bits <-> 16bits)

If an OPC client requests a VT_I4 (DINT), where the tag is defined in the MX OPC Configurator as a VT_I2
(INT), the MX OPC Server will reduce it to VT_I2 when writing and expand it to VT_I4 when reading. The
sign of the data will be taken into account.

3. Use Conversion

To select a conversion definition, check the Use Conversion check box and then select a conversion
definition from the drop-down list, which lists all conversion definitions configured in the Conversion
Definitions tree control of the Configurator.

Data Types

Checking the Use Advanced Types check box enables the fields under the Data Types section. The Data
Type field specifies which type of data the tag will expose to OPC clients.

Data Type Description

STRING Text stored internally as a 16-bit integer.
Array of INT Array of signed 16-bit integers.

Array of UINT, Array of unsigned 16-bit integer.

Array of WORD

Array of REAL Array of 32-bit float point (IEEE).

Array of BOOL Array of digital (bit) values.

Array of UDINT, Array of unsigned 32-bit integers.

Array of DWORD

Array of DINT Array of signed 32-bit integers.

To use other types (e.g. non-array types), uncheck Use Advanced Types and change the type in the Basic
tag properties /108,

The following devices, data types and ranges are supported:

Note: The device ranges listed in the table below are the maximum ranges possible on any PLC. The actual
range supported depends on the type of PLC used. The Browse button next to the I/O Address field on
the Basic tab can be used to view the maximum supported ranges for your hardware.

Device Device Data Type Device Size
Range Bits
Link relay B BOOL 0-EFFFh 1
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Device Device Data Type Device Size
Range Bits

Counter coil cC BOOL 0-32767 1

Counter Present value CN WORD, UINT, INT 0-32767 16

Counter Contact CS BOOL 0-32767 1

Data register D DWORD, WORD, UDINT, UINT, DINT, INT, 0-4910079 16
REAL, STRING, BOOL

GOT register EG DWORD, WORD, UDINT, UINT, DINT, INT, 0-32767 16
REAL

Annunciator F BOOL 0-32767 1

Free run timer FT DWORD, UDINT, DINT - 32

Latch relay L BOOL 0-32767 1

Internal relay M BOOL 0-61439 1

Motion device # WORD 0-12287 16

File register R DWORD, WORD, UDINT, UINT, DINT, INT, 0-32767 16
REAL, STRING, BOOL

Link special relay SB BOOL 0-7FFFh 1

Special register SD DWORD, WORD, UDINT, UINT, DINT, INT, 0-2255 16
REAL, STRING

Special relay SM BOOL 0-2255 1

Retentive Timer Coil STC BOOL 0-32767 1

Retentive Timer Present STN WORD, UINT, INT 0-32767 16

value

Retentive Timer Contact STS BOOL 0-32767 1

Link special register SwW DWORD, WORD, UDINT, UINT, DINT, INT, 0-7FFFh 16
REAL, STRING

Timer Coil TC BOOL 0-32767 1

Timer Present value TN WORD, UINT, INT 0-32767 16

Timer Contact TS BOOL 0-32767 1

Shared device U3EN\G BOOL, DWORD, WORD, UDINT, UINT, DINT, 10000- 16
INT, REAL, STRING 24335

Link register W DWORD, WORD, UDINT, UINT, DINT, INT, 0-49FFFFh 16
REAL, STRING

CC-Link input register WR DWORD, WORD, UDINT, UINT, DINT, INT, 0-255 16
REAL

CC-Link output register WWwW DWORD, WORD, UDINT, UINT, DINT, INT, 0-255 16
REAL

Input relay X BOOL 0-1FFFh 1

Output relay Y BOOL 0-1FFFh 1

File register ZR DWORD, WORD, UDINT, UINT, DINT, INT, 0-16777215 16
REAL, STRING, BOOL
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Deadband

The Deadband feature is added to the tag properties and is enabled only for real tags. It specifies the maximum
acceptable data fluctuation in an exception-based tag. Entering a Deadband value prevents the tag's current
value from changing when there is only a slight fluctuation in data.

Example:

Suppose the current value of a tag is 50.0 and you set a deadband of 20.0. MX OPC Server updates the
exception-based tag when incoming values are less than or equal to 30.0 or greater than or equal to 70.

Simulation

To test the client functionality, check the Simulate check box and then choose a Simulation Signal from the
drop-down list.

Checking the Use Manual Value check box enables the fields under the Manual Value section. The Manual
Value field specifies with which value the simulated tag will be initialized.

112



3 Configuring the Address Space MELSOET

3.4.4

113

MX Tag Properties: Alarms

In the Alarms tab of the Tag Properties dialog box, shown below, you can check the Generate Alarms check
box to make the server generate a limit alarm and/or a digital alarm based on the data item value. The Message
Prefix parameter is the text of the message for this data item; it will be followed by the text configured for a
particular alarm type. The second part of the alarm message will contain the Message Body string (see Alarm
Definitions). The server allows having any number of Alarm Definitions (templates) predefined. You can then
combine one of them with the specific tags.

Digital Alarm: Select a Digital Alarm Definition from the drop-down list.
Limit Alarm: Select a Limit Alarm Definition from the drop-down list.

Save: Saves all changes specified in the properties dialog box. The data tag appears in the list view for the
selected device.

Save & New: Saves all changes specified in the properties dialog box and immediately starts configuration
of a new data tag.

Cancel: Closes the properties dialog box.

Tag Properties

| Basic Livanced | Alams .lMuItipIy

General Setup

[] Generate Alams

I Save ]| Save & Mew | | Cancel |

MX Data Tag Properties: Alarms Tab
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Multiply pages on Tag dialogs

This feature is available from the MX Tag property sheets, and can be used to add many tags at the same time.
It replaced the 'Multiply' item on the main menu and pop-up menus in earlier versions of MX OPC server. The
following screenshots show the Multiply tab on the Tag property sheets.

Tag Properties @
| Basic dvanced ..-’-‘«Iarms_hMb”tililhJ _

Multiply when saving

First number: 2
Murneric places: [3 -
Nurber of items |5 : .

Base taxt: [Duplicate

Muliply | Save i e Cancel

The Multiply when saving checkbox changes the text on the Save button to "Multiply" and disables the Save &
New button. When the user now clicks the Multiply button, the tag is saved and multiplied.

All the items on this property page (except the Multiply when saving checkbox) are enabled if and only if the
Multiply when saving checkbox is checked.

The new tags will be created with addresses immediately following the existing tag, and with other details (such
as data type) unchanged. The name is formed from the base text followed by an incrementing number. The
fields are:

e Base text - the text used for the start of the new tag names.
e First number - the value to be used for the number part of the first tag

e Numeric places - the number of digits to add in the number. For example, if you will be creating 10000 tags
with the same base text, using 5 numeric places will ensure that the numbers are sorted as expected in the
list.

e Number of items - the number of new tags to create (in addition to the original tag which is being saved).
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Example

Let's assume the user has a device in his configuration with no items. Then he adds a new item, names it
"OriginalTag", configures it, but before he closes the window with the "Save" button, he changes to the Multiply
tab and sets it up as on the next screenshot:

Tag Properties

| Basic | .&dvanceél-ii -.&Iarms.[' Multiply |

Multiply when saving
First number; ! 2
Mumernic places; |3 ~
Mumber of itemns |5 :]
Baze text: if)?p]ﬂ:ale

Multiply

Cancel

Now, when he pushes "Multiply”, the tag is saved and five duplicates created.

] MXConfigurator.mdb - MX OPC Configurator

File Edit Yiew Go Tools Help
| Active Configuration:  CiDatabases\MAConfigurator. mdb
DE e ® $Be HeEEE 8w re (90
':J @2 Address Space Mame = Enable Simulate Address | Access Rig... | Alarms
= Efﬂ Dl (28 Dvnamic Tags
; i#-( Dynamic Tags (g Duplicate00z Yes Ha Dl Read, Write  No
: ﬂlarmDefinitions (e Duplicatenns Yes Ma D2 Read, Write Mo
; 5imu|ati0nDefiniti0n5 (dy Duplicatenn4 Yes Ma D3 Read, Write Mo
Canversion Definitions (e Duplicatenns Yes Ma D4 Read, Write Mo
Pall Method Definitions (h Duplicatenns Yes Ma DS Read, Write Mo
Yes Mo DO Read, Write Mo
4 | >
Ready 1 Object(s) selected UM
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3.4.6 Adding a New MX Data Tag

To add a new data tag:
1. Right-click a device on the tree control of the Configurator screen and select New Data Tag from
the pop-up menu, as shown in the figure below.

| MXConfigurator.mdb - MX OPC Configurator
File Edit Yiew Go Tools Help f
| Active Configuration:  CAMELSEC\MEConfigurator.mdb

O = == ¥ 2| o -8

N
=-@% address Space Mame = 3
= il [SEas [ Tan0n o3 f
Hlm | MewGroup... Ctrl+-F 5
! Alarm ) Mew DataTag.., i
- Smuatie 1
i Cnnvers: EiamE
; f"‘ . Del —— "
i) i ) - p’w‘— - A
o

Adding a New MX Data Tag

2. The Basic tab of the Data Tag Properties dialog box appears, as shown in the figure below.
Tag Properties |E|

' Basic | Svanced ”-.&Iarms-.i Multiply-|

=
Lé M arne; T.an:II:I'I |

Desc: ‘

Gereral Setup -

1/0 Address: |MEI | |_ Browse... ]

Data Type: iBEID.L 7{
Data Palling
Poll. Method: | 1000ms v

L Save J [ Save & Mew J l Cancel

Configuring MX Data Tag Properties

3. In the Name field, type a name for the new tag, and type a description for the tag (optional).

4, Set the parameters for the I/O Address and data Access Rights.
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5. Click on the Advanced tab. Check the Enable Tag check box to activate the tag.
Tag Properties g|
__.Basic ' Advanced _:.-’-‘«Iarms || Multiphy B

General Setup
Enable Tag
Data Conversion
[ Swap word/byte order
[ Use Conversion
Data Type
I [ Use Advanced Types
Simulation
[ 5imulate
[] Use Manual Walue
[ Save ,] [ Save & Mew J |_ Cancel ]

MX Data Tag Properties: Advanced Tab

6. Set the Data Conversion and Data Type parameters for the tag.

7. In the Alarms tab of the Tag Properties dialog box, you can check the Generate Alarms check box
to make the server generate a limit alarm and/or a digital alarm based on the data item value.

8. When you have finished configuring the tag properties, click the Save button. The new tag appears
under the device tree control.
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Basic Modbus Data Tag Properties

In the Basic tab of the Tag Properties dialog box, shown below, configure the following settings.

Data item properties

EBasic Advanced | Multiply |

% Marme: TagDD1

Description:

Location type
(7 O Coil [, rw)
{7 T Inpuat [bit, o)
{7 Bre Input register [word, ro)
(%) dwwme: Holding register [word, rfw)
(" B Extended register [ward, 1/w]
todbus type
(EOOL G UINT {ISTRING
HNT I UDINT
(3 DINT (O REAL

Data length [bytes):

Starting address: 1]
[ &array
MNumnber of elements:
[ eit field
Bit num [
Count;
[ Save l [ Save b New | [ Cahicel

Basic Modbus tag properties

e Name: Enter a logical name for the data item.

e Description: Allows you to enter text about the tag. Entries in this field can be very helpful when you go back
to look at old configuration or report files, or when you need to modify an existing configuration. The more
detailed and specific the information you enter in this field, the easier it is to identify the tag. The description
can be up to 50 alphanumeric characters and symbols.

e Location type: Location type is a type of a register in the device. The register types are read as Input (1 bit
long) or Input Register (16 bits), or written to as Coil (1 bit) or Holding Register (16 bits). The table below
explains the name conventions used:

Read Only Read / Write
1 bit Input Coil
16 bit Input Register Holding Register
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MELSOFT

When the Location type is set as Input or Coil, the only possible Modbus Type is BOOL, Bit Field is off and

disabled.

Data Length (bytes): String length, enabled only when Modbus type is set to STRING

Count: The length of the bit field. Enabled only when Bit Field checked.

Advanced Modbus Data Tag Properties

Modbus type: Allows you to choose how the location type (device data) will be understood as Modbus type
(OPC data type). Modbus data type also depends on the Location type selected.

Starting address: Specifies the data item address (register number) in the device data space.

Array: Whether to handle this data item as a vector of values. When Modbus type is set to BOOL or
STRING, it is disabled and off.

Number of elements: How many items the vector comprises of. Only enabled when Array checked.

Bit field: It is possible to extract bits from the register and use them as a Boolean or integer value (this
functionality is read-only). Enabled only for the BOOL, UDINT and UINT Modbus Types when Location Type
is set to Input Register or Holding Register.

Bit num: The Boolean bit field starts at this bit position. Enabled only when Bit Field checked.

In the Advanced tab of the Tag Properties dialog box, shown below, configure the following settings:

General Setup

Data Conversion

Conversion

Simulation

Sirmulation
Signal:

_Multipl}l:

Enable Tag

[] 5wap word/byte order

Data item properties E|

Bazic | Advanced [

[] Corevert bo word [32 bits <> 16 bits)

[]Use Conversion

[ 5imulate

Mot Azsigned:

[JUse Manual Yalue

Manual Yalue: |

Alarms

tess. prefis

Limit &larm:

Drigital dlarm:

[ Generate Alams

[

Save

J[ Save & New J [

Cancel

Advanced Modbus tag properties
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To modify a tag, the tag must first be enabled by checking the Enable Tag check box. Once the tag is enabled,
all configuration fields can be modified.

e Save: Saves all changes specified in the properties dialog box. The data tag appears in the list view for the
selected device.

e Save & New: Saves all changes specified in the properties dialog box and immediately starts configuration of
a new data tag.

e Cancel: Closes the properties dialog box.

Data Conversions

To get the data value converted to another form, choose one of the predefined or user-defined conversions. MX
OPC Server includes the following conversions:

1. Swap word/byte order
e WORD conversion B1/B2 <-> B2/B1
e DWORD conversion B1/B2 B3/B4 <-> B4/B3 B2/B1

2. Convert to Word (32bits <-> 16bits)

If an OPC client requests a VT_I4 (DINT), where the tag is defined in the MX OPC Configurator as a VT_I2
(INT), the MX OPC Server will reduce it to VT_I2 when writing and expand it to VT_I4 when reading. The sign
of the data will be taken into account.

3. Use Conversion

To select a conversion definition, check the Use Conversion check box and then select a conversion
definition from the drop-down list, which lists all conversion definitions configured in the Conversion
Definitions tree control of the Configurator.

Simulation

To test the client functionality, check the Simulate check box and then choose a Simulation Signal from the
drop-down list.

Checking the Use Manual Value check box enables the fields under the Manual Value section. The Manual
Value field specifies with which value the simulated tag will be initialized.

Alarms

To test the client functionality, check the Simulate check box and then choose a Simulation Signal from the
drop-down list.

e Generate Alarms: Check the Generate Alarms check box to make the server generate alarms based on
the data item value. When Modbus type is set to STRING, it is disabled and off.

e Mess. Prefix: The Message Prefix parameter is the text of the message for this data item; it will be
followed by the text configured for a particular alarm type. The second part of the alarm message will
contain the Message Body string from the alarm definition. Enabled only when Generate alarms checked.

e Limit Alarm: Choose one of the previously defined limit alarms or create a new one. Enabled only when
Generate alarms checked and Modbus type is not set to BOOL.

e Limit Alarm: Choose one of the previously defined digital alarms or create a new one. Enabled only when
Generate alarms checked and Modbus type is set to BOOL.
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3.4.9 Multiply pages on Modbus Tags

This feature is available from the Modbus Tag property sheets, and can be used to add many tags at the same
time. It replaces the 'Multiply' item on the main menu and pop-up menus in earlier versions of MX OPC Server.
The screen below shows the Multiply tab on the Tag property sheet.

Data item properties

| Basic | Advanced | Multiphy |

Multiply when saving

Firgt umber: 2
Mumneric places: [3 Z -
Nurber of items |1 3

Base taxt: [Tag

FAultiply Save & New | Cancel

Data item properties dialog

The Multiply when saving checkbox changes the text on the Save button to "Multiply" and disables the Save &
New button. When the user now clicks the Multiply button, the tag is saved and multiplied.

All the items on this property page (except the Multiply when saving checkbox) are enabled if and only if the
Multiply when saving checkbox is checked.

The new tags will be created with addresses immediately following the existing tag, and with other details (such
as data type) unchanged. The name is formed from the base text followed by an incrementing number. The
fields are:

e Base text - the text used for the start of the new tag names.
e First number - the value to be used for the number part of the first tag

e Numeric places - the number of digits to add in the number. For example, if you will be creating 10000 tags
with the same base text, using 5 numeric places will ensure that the numbers are sorted as expected in the
list.

e Number of items - the number of new tags to create (in addition to the original tag which is being saved).
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3.4.10 Writing to tags

Right clicking on a tag in the Monitor view or List view will open a context menu offering the possibility to write
into the tag:

em MXConfigurator.mdb - MX OPC Configurator |Z] §||g|
File Edit Yiew Go Tools Help

| Active Configuration:  CHMELSECYM=Configurator.mdb
D= &= B 4 B
=-@% address Space
B Dewdl (8 Dynamic Tags
(@ Dynamic Tags (8 Tagooi Yes N
-- Alarm Definitions
Sirulation Cefinitions
Conversion Definitions
Poll Method Definitions % 5

| & i [os][v/m [9] @

Enahble Simulate

Item ID Quality | Subquality Lirnit

Devl, Tagiol

Good MNon-specific | Mot Limited

Enable Manitoring
Disable Monitoring

Select Al
Inverk Selection

IWrite to this data item 1 Object(s) selected

The "Write to tag" menu item is enabled only if exactly one writable item is selected, that is when an MX or
Modbus data tag is selected in the Monitor view or the List view.

i MXConfigurator.mdb - MX OPC Configurator El@[z|
File Edit ‘iew Go Tools Help

| Active Configuration:  CHMELSECM=Configurator.mdb
DS €20 SR % 8EEEe v 90

':J AE address Space Mame = Enable Simulate

=Bl pevni [ Dynamic Tags
[ 12 Dynamic Tags @ Yes Mo

: Alarm Definitions
: Simulation Definitions Rename
Carvversion Definitions
Poll Method Definitions

Cut
Copy
Inverk Selection

Delete

Properties. ..

< I >

IWrite to this data item 1 DObjeck(s) selected
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Clicking the new menu item will open a dialog box, as seen below.
The values accepted depend on the value type of the tag, that the value is written into. For all numeric data

types, the value of the number is checked if it is in range of the tag's data type. The radix character for real
numbers is a dot, regardless of the current locale.

Enter a value E|

Ytalue to write; | |

Write mode
(%} Synchronaus write

{:} Asynchronous write

o4 l [ Zancel

To write data to arrays, simply separate the elements by commas or semicolons, e.g. writing to an array of
floats: 0.1, 0.2, 0.3 or 0.1; 0.2; 0.3. When a semicolon is found in the input value, the configurator assumes that
values are separated by semicolons; otherwise it assumes that commas are used as a separator.

Writing to string tags is simple; write the string directly to the edit box. The length of the string is not constrained.

When any of the previous formatting requirements are not met, a dialog box appears showing the error, as in the
example below.

MXConfigurator

L] } The server cannok convert the data bebween the requested data bvpe and the canonical data bvpe,
-

Groups

Data tags can be logically organized into groups (folders). You can configure as many folders as required. You
can even create subfolders for each group to create a hierarchical organization of tags. The use of folders is
optional; tags can be defined under the device level without using folders at all.
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3.5.1 Basic Group Properties

In the Basic tab of the Group Properties dialog box, shown below, type a name for the group and a description
for the group (optional).

Group Properties

Basic | Advanced |

E’ Mame: |GrnupDD1 |

Desc.:

[ Save ] [ Save &k Mew ] [ Cancel

Group Properties: Basic Tab

3.5.2 Advanced Group Properties

In the Advanced tab of the Group Properties dialog box, shown below, check the Enable Group check box to
activate the group. Check the Simulate check box if you want to simulate data for the data tags contained within
the group.

Group Properties

B azic | Advanced |

General Setup

X

Enable Group
] Simulate

L Save J | Save &k Mew ] | Cancel J

Group Properties: Advanced Tab
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3.5.3 Adding a New Group

To add a new group:
Right-click a device on the tree control of the Configurator screen and select New Group from the

1.
pop-up menu, as shown in the figure below.
- MXConfigurator.mdb - MX OPC Configurator
F|Ie Edit Wiew Go Tools Help
| Active Configuration: 'I,MELSEC'I,MXCDnﬁguratDr mdb _}
DNE &=20 B =
| = @E? Address Space
=M
& alarm Del“uJ
& Simulationi:
Carwversior
] Poll Methor -
f—l\“ .
| 0 ;,. | f-.;._
"4
Adding a New Group
2. The Basic tab of the Group Properties dialog box appears, as shown in the figure below
Group Properties
Basic |.-’-‘«dvanced|
E’ MHame: |GrnupDD1 |
Desc.
l_ Save ] [ Save & MNew ] l_ Cancel

Configuring Group Properties

3. In the Name field, type a name for the new group, and type a description for the group (optional)
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4. Click on the Advanced tab. Check the Enable Group check box to activate the group.
Group Properties E|
B asic “Advanced |
General Setup ——— —
Enable Group
[ 5imulate
L Save J | Save & New J | Cancel |

Group Properties: Advanced Tab
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Exporting Configuration Data to a CSV File

The Configurator offers the flexibility of exporting data from your configuration database to a text (.txt) file or a
Microsoft Excel (.csv) file. To export data, select CSV Export from the File menu. You can export all data, or
you can choose to export only alarms and simulation signal data. This opens the Export Configuration into
CSV File dialog box, as shown in the figure below. By default All ltems are selected for export, but you can also
select to export Definitions Only (Conversions, Alarms, Simulation Signals, or Polling Methods).

You can then specify the delimiters for exporting the data. Unless you specify delimiters in the Export
Configuration Data to File dialog box, the file uses Commas as delimiters by default. Each group contains
headings and columns that provide information about each item, such as descriptions and associated
translations and expressions. It also provides the "tree" pathway for each item. Choose the directory to which
you want to export the data from your database. In the Save As Type field, choose the file type (.txt or .csv) that
you would like to save.

LXDO onfiguration into CS e .'?
- & R A B ARRIRAEE FRR r, L J A H
e R R L LR AL A T

Savein | ) Databaszes v I €] ? B2 iy
File: name: [MewFile | [ Save ]
Save a3 bype: |Te>:t files [*.cav) ~ | [ Cancel ]
Export Delimiters
=) all Ttems () Definitions Cnly {Tab
4 goilul gt S Signals @)Comma

Exporting Configuration Data
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3.7 Importing Configuration Data from a CSV File

The Configurator offers the flexibility of importing data from a text (.txt) file or a Microsoft Excel (.csv) file to your
configuration database. To import data, select CSV Import from the File menu. This opens the Import
Configuration From CSV File dialog box, shown below. You can then specify the delimiters and choose from
the following import settings:

e Create new items: When the import file contains items that are not yet in the configuration database, then
it creates them. Otherwise it skips these items.

e Update existing items: When the import file contains items that are in the configuration database, then it
updates them using data from the import file. Otherwise it skips these items.

Note: Either Create new items or Update existing items must be selected. Otherwise there is nothing to
import.

e Display errors: When this item is checked, the Configurator shows a dialog box if an error occurs, and
then asks you if you want to proceed with the import. When it is not checked, it skips all items where an
error occurred.

e Insert Missing Parent Items: When the import file contains parent items that are not yet in the
configuration database, then it creates them with the tree control structure of the database. This item is
checked by default.

Look in: __; Databases v ¥ = -

| IJ:“| MewwFile, csy

Files of type: | Test fles [* osv) |

Import zettings Defimiters

Create new items Inzert Missing () Tah

Parent lkems

[J Update existing items () Comma

[] Dizplay errars

Importing Configuration Data
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When you have selected a file to import, click Open. When the import is completed, the File Import Results
dialog box opens, as shown below. This shows the import settings, including the input file name. It also provides
a summary of the import, including how many items were inserted, updated, or rejected, and shows how many
errors occurred.

File Import results

Uzed Import zettings

Inpat file:
% !C:\MELSEE\NewFiIB.csv |

Create new items
Lipdate existing items

Record Statiztics

Read from input file; 43 B

serted o i 1]
5l

Updated: L] | 42 B
Fejected: 'or D i 1]
Emors Occured: ' i 1|

File Import Results Dialog Box

Click the ... button to the right of each field to get the details view of the import results, as shown in the figure
below. This view shows the specific items that were inserted, updated, or rejected, as well as a description of
any errors that occurred.

File Import results - detail view g|

Line Mo Item Location Item Name Action <

HLimitdslarmD efinitions;

2 Header ztring

3

4 HDigitaldlarmD efinitions;

] Header string

5

T HSimulationSignals;

a Header string
ﬂ 9 WWSimulation Definitions ReadCount Update
i Bl WSimulation Definitions wrikeCount |pdate
:FI 11 NS latinn N efiritinns Riandnam IIan.;rF B

Error Description;

[ 0K :l [ Save..

File Import Results Details
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Activating the Database

Once your configuration is complete, you need to make sure that it is the active database. The database that is
currently active is the one that the server uses. To make the current database active, click the Make Active
button (light bulb icon) on the Standard Toolbar.

Note: If the button is depressed and the light bulb is yellow, then the current database is already the active
database.

A dialog box appears showing both the current active database and database that is currently being edited, as
shown in the figure below. To set the edited database as the active database, click the Yes button. Next time the
server goes into runtime, it will use this active database for all of its operations.

MXConfigurator
b ] Zurrent active database is:
e CAMELSEC M Configurator,mdb',

Active database is the database that the server will load when started.

Currently edited database is;
'CHMELSECYMEConfiguratarz. mdh',

Do you want bo set edited database as active database?

[ Yes l [ 1 a] l

Activating the Database

Configuring Alarm Definitions

The MX OPC Server is an OPC Alarm and Events server that supports the following alarm types:
e Limit (High High, High, Low, Low Low)
e Digital

Alarm parameters are set up in the Configurator under the Alarm Definitions tree control, shown in the figure
below, which is divided into two alarm template types: Digital alarm definitions and Limit (analog) alarm
definitions. Digital alarms can be defined for a data item of "BOOL" type only, while Limit alarms can be defined

for all other types except for the "String" data type. Default alarm definitions are provided in the
"MXConfigurator.mdb" database.

MXConfigurator.mdb - MX OPC Configurator
File Edit ‘iew Go Tools Help

| Active Configuration:  CHMELSECWM=Configurator.mdb
DS esm| R[S @ e 3

@ Right click to add an Alarm Definition.
[l Simulation Definitions

: ﬂ Conversion Definitions
Poll Method Definitions

Ready 0 Object(sj

Alarm Definitions Tree Control
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4.1

4.1.1

131

Limit Alarm Definitions
Alimit alarm sets the values for four levels of alarms: LoLo, Lo, Hi, and HiHi. Limit alarm parameters can have

subranges within the data item amplitude. Every subrange definition includes a Message Body that will be
appended to the alarm message, the Severity of the alarm, and the Req. Ack. flag for alarm acknowledgement.

Basic Limit Alarm Properties

In the Basic tab of the Limit Alarm Properties dialog box, shown below, configure the following settings:

Limit Alarm Properties @

| Basic | Advanced |

ﬂ Mame: [Liméslarm002
Lirnit Alarm Setup
Lirnit: Walue: Mezsage Body: Severty:  Req. Ack.:
[ZIHHi | 00| | HiHi Level Alam [ 950
=l Hi 30/ | Hi Level &lam [ 500]
[C]Retum to normal ||
Mo | 10] [La Level Alam [ so0f
LaoLa IJ LoLo Level Alam BED
[ Save l [ Save & Mew l [ Cancel ]

Limit Alarm Properties: Basic Tab

¢ In the Name field, type a name for the new limit alarm.

e The Value field is used to calculate the state of the input fields. For example, a value of 10 for LoLo is
compared with the value of the input to determine if the alarm is in LoLo state.

¢ In the Message Body field, enter the warning message that will appear when the alarm is sent. The
message can be any text string.

¢ Inthe Return to Normal field, check the check box and then enter the text that will appear when the alarm
is taken care of (e.g. has been acknowledged). The message can be any text string.

Note: It is not necessary to enter a message text or a base text. The Server will default to the OPC
subcondition name and the OPC condition name. For example, a LoLo alarm will post a description of LoLo
limit.

e Severity is the OPC-defined value for alarm Priority. The valid OPC severity range is 0 (lowest) to 1000
(highest).

e The Requires Ack field is used for OPC condition alarms to determine whether the alarm needs a user
acknowledgement. If the Requires Ack field is checked, then the alarm requires a user acknowledgement.
If the value is not checked, then the alarm is posted as already acknowledged.

Note: Changes to the alarm property fields (HiHi, LoLo, Hi, Lo, Message Text, etc.) in runtime through an
OPC tag update will be automatically saved to the database, over-writing any values specified in
configuration mode.

e Save: Saves all changes specified in the properties dialog box. The alarm definition appears in the list
view.

e Save & New: Saves all changes specified in the properties dialog box and immediately starts configuration
of a new alarm definition.
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e Cancel: Closes the properties dialog box.

4.1.2 Advanced Limit Alarm Properties

132

In the Advanced tab of the Limit Alarm Properties dialog box, shown below, configure the following settings:

Limit Alarm Properties

OPC Data Setup

|Jpdate rate;

Deadband:

L.Bagic | Advanced

SO0CHITE

1]

X

[

Save l I Save & Mew I l Cancel

Limit Alarm Properties: Advanced Tab

e Update Rate: Defines the frequency of checking the data item value (in milliseconds), and possibly
responding by sending the alarm message.

e Deadband: Prevents the server from generating a huge amount of alarm messages and overloading the
clients when the signal oscillates around one of the limits specified. The deadband value extends the limit
zone. It results in sending only one alarm message even if the signal oscillates. Deadband indicates the
deadband value to apply to the converted analog values. The deadband value is required and is calculated on
borderline alarming limit values to prevent repeated alarm cycles.

e Save: Saves all changes specified in the properties dialog box. The alarm definition appears in the list view.

e Save & New: Saves all changes specified in the properties dialog box and immediately starts configuration of

a new alarm definition.

e Cancel: Closes the properties dialog box.
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4.1.3 Creating a New Limit Alarm Definition

To create a new limit alarm definition:

1. Right-click the Alarm Definitions folder on the tree control of the Configurator screen and select
New Limit Alarm Definition from the pop-up menu, as shown in the figure below.

I I 0 T = 0 (1 B
#-@E Address Space J g
e} o= Definitions | (1) pinht click tn add an Ala

iy Wew Limik larm Definition...  Chrl
: _ cimulation Defint Mew Limit Alarm Definition Zhrl+H

Conwersion Defirf
Poll Methad Defin  ferams

Mew Digital Alarm Definition... Crrl+E

Creating a New Limit Alarm Definition

2. The Basic tab of the Limit Alarm Properties dialog box appears, as shown in the figure below.

Limit Alarm Properties fﬁl

Baszic | .-’-‘«dvancecii

ot Name: |Limélam002 |

Lirnit Alarm Setup -

Lirnit: W alue: Meszage Body: Severity:  Req. Ack.:
HiHi | 100] |HiHi Level Alam || e

Hio | 30/ | Hi Level Alam || 500

[ Return to nomal |E'-:«.:-=.;,-:~. ta Morrmial |

Lo | 10] | Lo Level Alam [ 500
Lola | 0 |LoLo Level Alarm || e

L Save J l Save & New l [ Cancel ]

Limit Alarm Properties: Basic Tab
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3. In the Name field, type a name for the new alarm definition.
4. Specify the limits, values, and severity levels for the alarm.
5. Click on the Advanced tab, as shown in the figure below. Specify a server Update Rate (in

milliseconds) as well as a Deadband value.

Limit Alarm Properties rz|
| Basic J Advanced |
OPC Data Setup -
|Ipdate rate: i
Deadband: |

L Save .] I Save &k Mew I [ Cancel
Limit Alarm Properties: Advanced Tab
6. When you have finished configuring the alarm definition properties, click the Save button. The new

configuration appears under the Alarm Definitions tree control.

4.2 Digital Alarm Definitions

A digital alarm sets an alarm if the comparison between the Alarm State Value and the input state is TRUE.
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4.2.1
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Basic Digital Alarm Properties

In the Basic tab of the Digital Alarm Properties dialog box, shown below, configure the following settings:

In the Name field, type a name for the new digital alarm.
The Limit check box enables or disables alarm condition checking.
Specify a Value for the digital alarm (True or False).

In the Message Body field, enter the warning message that will appear when the alarm is sent. The
message can be any text string.

In the Return to Normal field, check the check box and then enter the text that will appear when the alarm
is taken care of (e.g. has gone back to its normal value). The message can be any text string.

Note: It is not necessary to enter a message text or a base text. The Server will default to the OPC
subcondition name and the OPC condition hame.

Digital Alarm Properties

Basic ;_ Advanced |

H Mame: Digalarmn0m

Drigital Alarm Setup
Walug: Mezsage Body: Severity:
Limit [True (1) || Digital Alam [ 500 [ Req Ack.

[] Return ta nomal

[. Save l | Save & Mew I | Cancel

Digital Alarm Properties: Basic Tab

Severity is the OPC-defined value for alarm Priority. The valid OPC severity range is 0 (lowest) to 1000
(highest).

The Requires Ack field is used for OPC condition alarms to determine whether the alarm needs a user
acknowledgement.

Save: Saves all changes specified in the properties dialog box. The alarm definition appears in the list
view.

Save & New: Saves all changes specified in the properties dialog box and immediately starts configuration
of a new alarm definition.

Cancel: Closes the properties dialog box.
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4.2.2 Advanced Digital Alarm Properties

In the Advanced tab of the Digital Alarm Properties dialog box, shown below, specify the Update Rate, which

defines the frequency of checking the data item value (in milliseconds), and possibly responding by sending the
alarm message.

e Save: Saves all changes specified in the properties dialog box. The alarm definition appears in the list
view.

e Save & New: Saves all changes specified in the properties dialog box and immediately starts configuration
of a new alarm definition.

e Cancel: Closes the properties dialog box.

Digital Alarm Properties

B asic !-' Advanced |

OPC Data Setup

|Jpdate rate; i ED_DDI me

[. Save l [ Save & Mew ] [ Cancel

Digital Alarm Properties: Advanced Tab

4.2.3 Creating a New Digital Alarm Definition
To create a new digital alarm definition:

1. Right-click the Alarm Definitions folder on the tree control of the Configurator screen and select
New Digital Alarm Definition from the pop-up menu, as shown in the figure below.

] o O s R A = I U= R

F@E Address Space N

T e ——— : Pi—be—ti-l-—1d an Alarm |
AN, New Limit Alarm Definition...  Chrl+H

. Simulation Definit

; Corveersion Defir
' Pall Methad Defin

Mew Digital alarm Definition.., Ctrl+E

Creating a New Digital Alarm Definition
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2. The Basic tab of the Digital Alarm Properties dialog box appears, as shown in the figure below.

Digital Alarm Properties fgl

Basic | .&dvance&i

E‘ Name: | Dighlarm001 |

Digital Alarm Setup

Walue: Meszage Body: Senverity:
[Limit |True (1) + | Digial Alam || 500/ [7] Fieg, Ack.

] Retum ta namal |5'—

L Save .] I Save & New l | Cancel

Digital Alarm Properties: Basic Tab

3. In the Name field, type a name for the new alarm definition.

4, Specify the value and severity level for the alarm.

5. Click on the Advanced tab, as shown in the figure below. Specify a server Update Rate (in
milliseconds).

Digital Alarm Properties

[Basic | Advanced |
OPC Data Setup -
|Ipdate rate: i 56hﬁ| ma
E Save ;] l Save &k Mew l [ Cancel
Digital Alarm Properties: Advanced Tab
6. When you have finished configuring the alarm definition properties, click the Save button. The new

configuration appears under the Alarm Definitions tree control.
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5 Configuring Simulation Signals

The Configurator offers a wide range of OPC data items in the Simulation Definitions tree control, as shown in
the figure below.

MXConfigurator.mdb - MX OPC Configurator

File Edit Wiew Go Tools Help
| Ackive Configuration:  CMELSECIMRConfigurator . mdb
D@ e=0 o0 e EE e e rn (90
= @8 Address Space Mame = Type Amplitude | Number of steps Petind ~ Phase  Position Rakio 4
Alarmn Definitions =] 100*Ramp(T) Ramp 100 ST 1000 0 0 HA
; ¥ simulation Definitions (=] 100*Ramp(T/LE)  Ramp 100 MjA L0000 o a T
i Conversion Definitions 100*Ramp(T/100)  Ramp 100 Mi& 100000 i i M8
: Pall Method Definitions 100*Randam Randarn 100 M/ Mia& MfA i TF
100*5ine(T) Sine 100 A 1000 0 0 HA
100*Sine(T/100  Sine 100 HfA 10000 0 i HA
100*Sine(T/1000  Sine 100 WA 100000 0 i TS
QIUD*Square(T) Square 100 Mja 1000 0 0 0,33333... ™
JReady 34 Object(s)

Simulation Definitions Tree Control

5.1 Basic Simulation Signal Properties

In the Basic tab of the Simulation Signal Properties dialog box, shown below, configure the following settings:

Simulation Signal Properties @

Basic |
@ Marme: |
Signal ]
Type: M !

Signal Parameters
Position: | ol
Arnplitude: i—'l-l
Period [ms]: |j|
Phaze [deq]: i 0

’ Save ] [ Save & Mew ] l Cancel ]

Simulation Signal Properties: Basic Tab

e Name: Specifies the name of the selected simulation signal. The name can be up to 50 alphanumeric
characters, including underscores ( _) and hyphens ( - ).
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e Signal Type: For each signal, you can select one of the following signal types from the drop-down list:

Read Count is incremented by one when any item using the same simulation signal definition is read.
Write Count increments when any item using the same simulation signal definition is written.
Random generates random value within the Amplitude range starting with Position.

Ramp, Sine, Square, Triangle and Step are periodical signals. Their time behavior is influenced by
Period and Phase parameters. Period specifies the signal frequency (in milliseconds), while Phase
moves the signal origin on the time axis (in degrees).

Square and Triangle have one additional parameter: Ratio. Ratio defines Triangle signal steepness, or
Square signal H/L proportions.

e The Number of Steps parameter of the Step signal defines the number of steps into which the signal
amplitude will be divided.

e Save: Saves all changes specified in the properties dialog box. The simulation signal appears in the list view.

e Save & New: Saves all changes specified in the properties dialog box and immediately starts configuration of
a new simulation signal.

e Cancel: Closes the properties dialog box.

Creating a New Simulation Signal

To create a new simulation signal:

1.

Right-click the Simulation Definitions tree control and select New Simulation Signal from the
pop-up menu, as shown in the figure below.

MXConfigurator.mdb - MX OPC Configurator

File Edit Wiew Go Tools Help F i
—lff

Active Configuration:  CHMELSECIMEConfigurataor.mdb e

[ | == § 2l =R : E

F-72 Address Space Mame Ty
: Alarm Definitions 100*Triangle(T/. . T{'p
: Simulation Definitions -=
Conversion Definition g
Poll Method Defiritio  Fenams bmp

JM_‘ o sl »~

- P e i

Creating a New Simulation Signal
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2. The properties dialog box for the new configuration appears in the right-hand pane of the
Configurator, as shown in the figure below.

Simulation Signal Properties @

Basic |
@ Mame |
. 2 !
Signal Parameters
Position: ! a
Arnplitude: i 1-i
Period [ms} | 1000
Phaze [deq]: i 0
’ Save ] [ Save & Mew ] l Cancel ]

Setting the Properties for the New Simulation
Signal

3. In the Name field, type a name for the new signal.
4, Choose a Signal Type from the drop-down list.

5. When you have finished configuring the simulation signal properties, click the Save button. The new
configuration appears under the Simulation Definitions tree control.

140 140



6 MX OPC Server Runtime Module MELSOET

141

MX OPC Server Runtime Module

The MX OPC Server is the actual runtime module. The OPC Server is responsible for accessing the data on the
OPC clients' requests. The OPC server has no user interface. It will be started automatically when any OPC
client connects to the server.

The runtime module operates directly with the database. Read and write operations are performed directly with
no intermediate cache level. It has the effect that every client works with accurate data. In normal situations, the
data in the database will be accessed (read/write) by OPC clients. The OPC Server refreshes (with a
configurable delay) its tags in order to inform the OPC clients of changes through some external application.

One of the basic concepts of the OPC server is that monitored data are relatively stable in time. By default, the
runtime database is located in the same directory in which the runtime module resides.

Note: Please ensure that the runtime database exists prior to connecting OPC clients to the OPC server.

The /O Server is the I/O driver core. The /O Server contains objects and interfaces that:

e Maintain the /O driver configuration.

e Read and write process hardware data.

The MX OPC Configurator is a client of the MX OPC Runtime that accesses the /O Server and lets you view
and modify properties for devices and tags. The Address Space tree control in the Configurator sets the
properties and connection parameters for the following hierarchy of server objects:

e Devices: Adevice is a hardware device or station that uses the /O driver to communicate with a client PC.

The device item contains the properties and methods that govern the behavior of a device. A device is
visible to the OPC client.

e Data tags: A data tag is an object that makes device data accessible to OPC clients. Data tags can be
logically organized into groups (folders).
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OPC DataSpy

With the introduction of the OPC Foundation Plug and Play communications standard called OPC Data Access,
and recently the OPC Alarm and Events Specifications, a universal diagnostics and analysis utility was needed
by industry. This need is filled with OPC DataSpy.

Features of OPC DataSpy
OPC DataSpy includes the following key standard features:

¢ Internet OPC over TCP/IP tag browsing.

e GenBroker Monitor.

e Simple-to-use OPC test client inspection and diagnostics ultility.
e Determination of whether server is OPC compliant.
¢ Available as a stand-alone OPC test client.

e OPC Data Access (DA) test client.

e OPC Alarm and Events (AE) test client.

e OPC Data Access troubleshooting tool.

e OPC Alarm and Events troubleshooting tool.

e OPC-compliance testing of third-party servers.

¢ Determination of OPC standards for OPC servers.

e OPC loading and OPC traffic analysis.

The main concept behind the OPC DataSpy is to provide an easy-to-use OPC Test Client to test, diagnose, and
troubleshoot industrial applications using the OPC Foundations, OPC Data Access, and Alarm and Events
specifications.

The OPC DataSpy tree control capability consists of three main parts:

1. OPC Item Browsing
2. OPC Data and Alarm Monitors

3. GenBroker Monitor

The OPC item browser mode allows you to browse for OPC-compliant Data Access and OPC Alarm and Event
servers, as well as OPC Historical Data Access servers, and to provide basic information allowing users to
view, test, and troubleshoot any OPC third-party servers. The OPC monitors provide real-time monitoring of
OPC server data.

The OPC DataSpy user interface consists of the following elements:

e OPC Iltem browser
e OPC Data and Alarm Monitors

¢ Diagnostics and statistics and logging module (output window)
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Once the MX OPC Runtime driver is running, you can connect to the MX OPC Server via OPC DataSpy. For this
Quick Start, you will use OPC DataSpy provided with the MX OPC Server installation:

1.

143

Open OPC DataSpy from the Windows Start menu by selecting [All] Programs > MELSOFT

Application > MX OPC Server 6.05> OPC Data Spy > DataSpy.exe. This opens OPC DataSpy,
as shown in the figure below.

Note: The name of the program folder may vary depending on your local settings (e.g. language
settings).

£, Untitled - ICONICS OPC DataSpy for Mitsubishi Electric [ [=][ES
File Edit ‘Wiew Go Ackion Tools Help

O s b Bn R | “o = =5
[5-15 e Hame [

2] Data Monitor ) Internet (with GenBroker)
8] plarm Manitor 5 My Computer
% Metwork Meighborhood
| Ready

OPC DataSpy Screen

From the left navigation pane, expand the "OPC Items" item by clicking on the "[+]" symbol to the
left of the icon. Expand the "My Computer" section then the "OPC Data Access" section then the
"Mitsubishi.MXOPC.6" section.

Users will then see all configured devices listed underneath "Mitsubishi.MXOPC.6" and can
browse groups and data tags accordingly.
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Right click on any selected tag listed beneath "Mitsubishi.MXOPC.6" and click on "Monitor". Next,
click on "Data Monitor" that is listed underneath OPC Items when that section is fully collapsed. In
the right navigation pane, users will be able to see the values associated with selected tags.

. Untitled - ICONICS OPC DataSpy for Mitsubishi Electric (=11E9
File Edit Wiew Go  Action Tools Help
D @ e 3 B B2 - 55
=-+8 OPC Items hame | sauree Yalue
=1 8 my Computer [#2] Mitsubishi, MXOPC 6\Devil Taglol  OPC <emply s (WT_..

= ﬂ CPC Data Access
=-EB Mitsubishi MXOPC.6
=2 Devo1
[#1-[Z7] Dewice Statistics
[+ [:I Group0ol
[&] Tagom
+ ﬂ OPC Alarms & Events
(15} OPC Histarical Data Access
+ % etwork Meighborhood
+- ) Internet (with GenBroker)
e AN Dk Manitor
8] slarm Manitor

JReady (]

If your client application does not support reading a single bit within a word or a single item in an
array tag, you may still be able to use these features by changing the name of the item that you add.

To access a bit within a word, define a new tag with an address such as D12.1 (bit 1 within the word
at address D12, with bit numbering starting a O for the least significant bit) and set the type to BOOL.
If write access is not required, a client can also address a bit within a word tag using the item syntax
"tagname.bitNr" (e.g. tagname.0 for bit 0) - this is a read-only custom "OPC property" of the tag item.

A client can address a single element of an array tag using the item syntax 'arraytag[elemNr]' (e.g.
arraytag[2] for element 2).

To Write to Tags, right-click on the tag name in the right navigation pane. The "Enter a Value" dialog
pops up. Users can then enter values in the text entry box.

Note: If you are writing a floating point value, the period (.) character is always used as the radix
character (e.g. '123.4' not '123,4"). If you are writing to an array item, the values should be
separated by commas (,).

Enter a Value |z|

& Value totwiite: ||
7 Write an EMPTY Wariant
" wWirite a MULL Variant

ak. | Cancel
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Activating the Database

Once your configuration is complete, you need to make sure that it is the active database. The database that is
currently active is the one that the server uses. To make the current database active, click the Make Active
button (light bulb icon) on the Standard Toolbar.

Note: If the button is depressed and the light bulb is yellow, then the current database is already the active
database.

A dialog box appears showing both the current active database and database that is currently being edited, as
shown in the figure below. To set the edited database as the active database, click the Yes button. Next time the
server goes into runtime, it will use this active database for all of its operations.

MXConfigurator |

b ] Zurrent active database is:
-k_-_-r/ '€ MELSECYMECanfigurator.mdb's
Active database is the database that the server will load when started.

Currently edited database is;
'CHMELSECYMEConfiguratarz. mdh',

Do you want bo set edited database as active database?

[ Yes l [ 1 a] l

Activating the Database

Starting and Stopping the Driver

The /O Server maintains the driver's device and data tags, performs all required functions for communicating
with the process hardware, and exposes the methods and properties to other applications. This server provides
a software layer between all client applications and the Mitsubishi ActiveX Communication support Tool
(MXComponent). The MXComponent tool handles all the low-level communication details by providing a set of
interfaces that the /O Server uses.

To enable client/server communication, you must start the driver by clicking the Start button (green triangle icon)

on the Standard toolbar of the MX OPC Configurator. To stop the driver, click the Stop button (red square icon)
on the Standard toolbar, as shown in the figure below.

i MXConfigurator.mdb - MX OPC Configurator
File Edit View Go Tools Help

| Active Configuration:  C:MELSECYMxConfigurator.mdb

D& & LB B[S i i so(»rm) Q| @

{f_i AL address Space Device Mame Descripkion Enable ™ PCSide IF Comment
Alarm Definitions

i Simulation Definitions
Carvversion Definitions

Poll Method Definitions

es Serial

Edy 1 Objeck(s)

Starting and Stopping the Driver
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Statistics Mode

The MX OPC Configurator includes a Statistics Mode for viewing the data statistics of your /O driver while it is
running. Statistics are provided for the following:

e Devices
e Data tags

To change to statistics mode:

1. Select Statistics from the View menu.
2. The Configurator switches the current dialog view to data statistics mode, as shown in the figure
below.

E Statistics

i'\\.&ddress SpaceiDevl |

| Device | Device (Additional]

Trarmits: i 105 Retries | 0f - Last Transmit [o5

—_— - = Timne:

Receives | 05| Erors: | | Ifasl Feceive
—— irne:

Timeouts: | E Oweruns: | _| %‘?‘St Ermor M |
— ime:

Lagt Transaction Status

Level  Time Description Category  Subcategory D Object
GO0 06/16/2008 00:23:55.264  Opening connection. .. Device DeviceE S 0«077469E3  Dewll
=] 06/ME/2008 00:23.56.946  Connection established.  Device DewviceES 0x077469E8  Devl
G00 06/16/2008 00:24:25. 814 Clozsing connection. . Device DeviceES 0«077463E8  Dewll
GO0 06/1E6/2002 00:24:30174  Connection closed. Device DeviceE S 04077463EE8  Dew
GO0 0B/ME/2008 00:24.32157  Opening connection... Dievice DewiceE S 0w07F469EE  Dewll
GO0 066/2008 00:24:32 477 Connection established.  Device DeviceES 0«077463E8  DewOl

Claze

Statistics Mode View
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6.4.1 Setting the Statistics Mode Refresh Rate

To set the Statistics Mode Refresh Rate (in milliseconds), select Options from the Tools menu and click on
the General tab of the Options dialog box, as shown in the figure below.

Options |§|

Gereral | Advanced | Logaging

Startup gettings

(=) Open the active file [a file, which Mx OPC server
iz curmently uzing az a configuration file)

(") Open the most recently used fils

(") Dpen a specific file

! |
("} Browse a specific path

whorkspace settings

Statistice Refresh Rate: 1000] ms

EEEE.M onitaring A efresh |_7EDD! o

[] Enable hover selection:

[Restart M=Configurator to apply new howver time)

Digplay Hints
[] Show Fegister Fanges for M devices

L 1] Jl Cancel ]

Options Dialog Box: General Tab
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6.4.2 Device Statistics

To view device statistics in statistics mode, click on a device or tag under the Address Space tree control, as
shown in the figure below.

E Statistics

[Wdddress Space\Devl]

Device | Device [Additional]|

Transmits: | 05| Retries: | Last Transmit |75 7

; ! = + Time: } -

Receives: | 05| Erors: [ n] LastReceive [ngAc/0% 002547 [

I L ] = - | T".I.Ie L |
Timeaouts: [ Dvermuns: Last Error I

: : Tirne: L =

Lazt Transaction Status

Lewvel Time Deszcription Category  Subcategory 1D Object

| BOO 06/16/2008 00:23:55. 264 Opening connection. .. Device DeviceES 0«077463E8  Dewll
GO0 OEME/2008 00:2356 9348 Connection establizhed.  Device DeviceE S 04077463E8  Dew
GO0 0BAE/2008 00:24:29.814  Closing connection... Dievice DrewiceE S 0w0FF469EE  Dewll
g00 06 E6/2008 00:24:30174  Connection closed. Device DeviceES 0«077469E8  DewOl
G00 06/16/2008 00:24:32 157 Opening connection. . Device DeviceES 0«077463E8  Dewll
GO0 06/16/2008 00:24:32.477  Connection establizhed.  Device DeviceES 0«077463E8 Devwll |

Cloze

Viewing Runtime Data Statistics for Devices

Transmits: Displays the number of messages sent to the process hardware from the selected device.
Example
Number of data blocks configured for the driver = 8
Number of messages sent from DataBlockl = 5
Number of messages sent from DataBlock2 = 6
Number of messages sent from DataBlock3 = 3
Number of messages sent from DataBlock4 = 12
Number of messages sent from DataBlock5 = 16
Number of messages sent from DataBlock6 = 6
Number of messages sent from DataBlock7 = 6
Number of messages sent from DataBlock8 = 6
Total number of messages sent =60

Transmits field displays: 60

Receives: Displays the total number of messages the device received from the process hardware. The
Receives field includes both valid and invalid messages. Use the Errors field for the number of invalid
messages.
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Timeouts: Displays the total number of messages sent to the process hardware from the selected device that
did not receive a reply. Timeouts result from the device property Reply Timeout. This property specifies the
length of time that the IO driver waits for a response from the process hardware. If the driver sends a message
to the hardware and does not receive a response within the specified Reply Timeout value, a timeout occurs and
increments the Timeouts field.

Modem transmissions are particularly vulnerable to timeouts because of the length of time it takes to establish
communication. If you have a high timeout count:

e Tryincreasing the value for the Reply Timeout property.
e Check your cable. You may have a bad connection.

¢ Verify that your channel properties match the process hardware. If you don't know your hardware settings,
refer to your process hardware documentation.

Retries: Displays the total number of messages resent to the process hardware because of errors. A value in
the Retries field for a device does not indicate a communication problem. It may, for example, indicate that the
process hardware is slow replying to driver requests.

Retries are a timing property that you set for each device. The driver uses the value you enter to determine how
many times to resend a request after a timeout occurs. Possible reasons for the driver timing out include:

e Checksum errors from communication line interference.
e Busy PLCs. PLCs may not reply if they are involved in another task.

e Hardware problems such as a faulted PLC. The hardware cannot recover unless you clear the fault.

Errors: Displays the total number of protocol errors that were sent from the process hardware and received by
the selected device. Protocol errors occur when:

e The process hardware receives a message with a checksum error. Typically, interference or a loose
connection can cause checksum errors.

e The driver requests data from a register that does not exist in the process hardware.

For more information on the cause of the error, check the Last Error field for all data blocks configured for the
driver.

Overruns: Displays the total number of overruns for the device. An overrun occurs when the driver sends more
messages to a data block than it can process at one time. A high number in the Overruns field indicates that

your driver cannot poll all of the enabled data blocks at the rate specified. It also indicates that your data is not
updating at the specified poll rate.

Note: Setting the poll rate to zero forces the driver to run at its maximum rate. Overruns are disabled for poll
rates equal to 0. Set the poll rate equal to O if it is more important that the driver run at its maximum
speed than detect overruns.

Last Transmit Time: The last time data was sent to the device.
Last Receive Time: The last time data was successfully received from the device.
Last Error Time: The last time an error was observed on the device, including connection errors.

Reset: Resets all data statistics.
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6.4.3 Device Statistics (Additional)

To view additional device statistics in statistics mode, click on a device or tag under the Address Space tree
control, and then select the "Device (additional)" tab, as shown in the picture below.

E Statistics

I'\\.&ddress Space\Devlh |
| Device | Device [Addiional) |
Consecutive i 15 Pall Court: i J—l Humber of i E-!-I
Faults: - " DataBlocks: ———
Add FPaint I 13 Black Pall | ET| Mumber of
Callz: l & Count; | Fonts

Remaove Paint | 2 Fead Poll =1 Last Bead
Calls: | s Count: e e
afrike Paint asrike Pall |:I Last Wwirite
Calls: 1 Court; 1 Time:
el et L1

Calls: Count; E

Cloze

Viewing Runtime Data Statistics for Devices (Additional)
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The additional statistics are:

Consecutive Faults — Displays the total number of faults without an interposing success on this device.

Add Point Calls — The total number of points added during the lifetime of this device. Note that the device
lifetime is not the same as the running time of the server, as the server may release the device altogether, if
no points are requested.

Remove Point Calls — Similar to Add Point Calls
Write Point Calls — The count of sync/async write calls; similar to Add Point Calls
Read Point Calls — Count of sync read calls; similar to Add Point Calls

Poll Count — How many times the internal calendar triggered polling of blocks. One or more blocks can be
polled per one Poll Count increase (see Block Poll Count).

Block Poll Count — How many blocks were polled during regular update. Extra read requests and write
requests do not increase this counter.

Write Poll Count — Counts the blocks created during writes to the device.

Update Count — The total number of tags that were processed in the Block Polls, Read Polls and Write
Palls.

Number of Data Blocks — The total number of data blocks this device uses. Data blocks are allocated
automatically by the runtime module depending on the values set for the advanced device properties@.

Number of Points — The total number of tags that the device manages currently.
Last Read Time — The last time any data was explicitly read from the device.

Last Write Time — The last time data was written to the device.

6.4.4 Statistical Tags in OPC Address Space

In a similar way to the "Hints", the MX Runtime can optionally expose statistics tags in a group called "Device
Statistics", as seen on the next screenshot:

151

Select an OPC ltem &l

Available ltems

=1 G02H
—1-[7] Device Statistics
[@] _Connected
(@] _DataBlocks
_FaintCount
_QueEvents

=]
[
@ _BQueReads D |
@
@

|.»

_BQueTrans

_Quetwiites

@ _Receives

@] _Transmits
-1-[27] Register Hints
@) BO-7FFF

@ CCO-23087

@ CHO-23087

[

Cancel
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Which tags are shown will depend on the settings in the Advanced tab of the Options dialog@"l. The possible
settings are:

Setting| Tags shown

Off None - the 'Device statistics' branch will not appear.

Normal |4 connected: Returns a number indicating whether the runtime is connected to the device or not.

1 means connected, O not connected.

e Receives: Number of receives. The same as the statistical counter "Receives” in the statistics
dialog.

e Transmits: Number of transmits. The same as the statistical counter "Transmits" in the
statistics dialog.

Extended|s connected: Returns a number indicating whether the runtime is connected to the device or not.

1 means connected, 0 not connected.

e Receives: Number of receives. The same as the statistical counter "Receives" in the statistics
dialog.

e Transmits: Number of transmits. The same as the statistical counter "Transmits" in the
statistics dialog.

e DataBlocks: Number of data blocks. The total number of data blocks this device uses. Data
blocks are configured automatically by the Runtime module depending on the advanced settings
691 for the device.

e PointCount: Number of points. The total number of tags that the device manages currently.
e QueTrans: Queued transactions. The number of transactions queued.
e QueReads: Queued reads. The number of reads remaining in the queue.

e QueWrites: Queued writes. The number of writes remaining in the queue.

e QueEvents: Queued events. The number of future events scheduled for the queue.
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6.5 Monitor View

Monitoring is enabled for each item with a check mark next to it. To enable/disable monitoring for an item, you
can click on the box to the left of the item. A check mark inside the box means the item is enabled for monitoring.
If there is no check mark, then the item is disabled.

The monitoring view of the Configurator has been optimized for a smoother, better user experience. Monitoring
of thousands of tags will not hinder operators from using the Configurator.

The MX OPC Configurator includes a runtime monitor for viewing server data. To change to the monitor view,
select Monitor View from the View menu. The runtime monitor appears in the bottom pane of the Configurator
screen, as shown in the figure below. During runtime, the monitor scans the server and displays the tag values
and other statistics such as date, time, and quality.

—
em MXConfigpurator.mdb - MX OPC Configurator |._||E|E|
File Edit ‘iew Go Tools Help

| Active Configuration:  CHMELSECYMxConfigurator.mdb

D@ =5 4B

= AL Address Space Mame Enable Simulate

=Bl Devol (8 Dynamic Tags

: [ Dynamic Tags (g Tagoni Yes Mo
Alarrn Definitions

‘ Simulation Definitions

i Conversion Definitions

Poll Method Definitions

i€ [ov][»v/m [9] @

Item ID Walue Timestamp Guality | Subguality Lirnik

Dev01.TaglOl | O(WT_BOOL) | 06/14/08 17:20:00

Iot Limited

Mon-specific

IReady 1 Object(s) selected

Runtime Monitor View
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6.5.1 Setting the Monitor View Refresh Rate

To set the OPC Monitoring Refresh Rate (in milliseconds), select Options from the Tools menu and click on
the General tab of the Options dialog box, as shown in the figure below.

Options |§|

General | Advanced | Logaing

Startup zettings

(%) Open the active file [a file. which M OPC server
is currently using as a canfiguration file]

(" Open the most recently uzed file

") Open a specific file

{7 Browse a specific path
| |

| wWorkzpace settingz

Statistics Fefresh Flate; 1000| mg

g:tl.:a_h’l onitoring Refresh rw o |

[C]Enable hover selection:
L 500 me

[Restart b Caonfiguratar to apply new hover time)

Dizplay Hints
[]5how Register Fanges for M devices

L ak. J | Cancel

Options Dialog Box: General Tab

6.5.2 Enable Monitoring

Monitoring is enabled for each item with a check mark next to it. To enable/disable monitoring for an item, you
can click on the box to the left of the item. A check mark inside the box means the item is enabled for monitoring.
If there is no check mark, then the item is disabled. To enable monitoring for an unchecked item in the monitor
view, you can also right-click on the item and select Enable Monitoring from the pop-up menu, as shown in the

figure below.
Item ID Walue Timestamp F
Devil,Tagooi Lo T ot |
‘Write ko tad... | !
K
Enable Monitaring s [ :
- |
Disable Monikaring —© !
Select Al {‘
Inwert Selection '
’f’
P ——
e g e 4

Enabling Monitoring for an ltem
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6.5.3 Disable Monitoring

To disable monitoring for a checked item in the monitor view, you can also right-click on the item and select
Disable Monitoring from the pop-up menu, as shown in the figure below.

Tterm 1D Value Timeskarmp
Dev0l. Tagool glofuT ot ] ’
Write to kag. ..
E
Enable Monitoring }

Disahle Monitoring ..
Y

Select Al {J

Invert Selection

T

Disabling Monitoring for an Item

6.6  Writing to Tags

Right clicking on a tag in the Monitor view or List view will open a context menu offering the possibility to write
into the tag:

em MXConfigurator.mdb - MX OPC Configurator |L] E||§|
File Edit Yiew Go Tools Help
| Active Configuration:  CHMELSECYM=Configurator.mdb

D@ €= E % B

& (o] »]m [Q] &

=-@% address Space Marne Enahle Simulate
= DevOl [ Dynamic Tags
L Dynamic Tags (& Tagoni Yes Mo

i -- Alarm Definitions

. Sirulation Cefinitions
Conversion Definitions
Poll Method Definitions

Item ID

2]

Quality | Subquality Lirnit

Dey1, TagOol Good Mon-specific | Not Limited

Enable Manitoring

Disable Monitoring

Select Al
Inverk Selection

IWrite to this data item 1 Object(s) selected
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The "Write to tag" menu item is enabled only if exactly one writable item is selected, that is when an MX or
Modbus data tag is selected in the Monitor view or the List view.

i MXConfigurator.mdb - MX OPC Configurator
File Edit ‘iew Go Tools Help
| Aictive Configuration:  CHMELSECMRConfigurator.mdb

Oar 4= =E % BB %>

E o »rm QT

EI AE address Space Mame = Enable Simulate
=] Dev0l [ Dynamic Tags

: #-50 Dynamic Tags @ Yes Mo

: Alarm Definitions |

; Simulation Definitions Rename

; Carvversion Definitions

Pall Method Definitions Cut

Copy
Inverk Selection

Delete

Properties. ..

IWrite to this data item 1 DObjeck(s) selected

Clicking the new menu item will open a dialog box, as seen below.

The values accepted depend on the value type of the tag, that the value is written into. For all numeric data
types, the value of the number is checked if it is in range of the tag's data type. The radix character for real
numbers is a dot, regardless of the current locale.

Enter a value |z|
|

Walue bo write: |

Write mode
{#) Synchronous write

(:) Asynchronous write

Ok l l Cancel
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6.7

6.7.1

157

To write data to arrays, simply separate the elements by commas or semicolons, e.g. writing to an array of
floats: 0.1, 0.2, 0.3 or 0.1; 0.2; 0.3. When a semicolon is found in the input value, the configurator assumes that
values are separated by semicolons; otherwise it assumes that commas are used as a separator.

Writing to string tags is simple; write the string directly to the edit box. The length of the string is not constrained.

When any of the previous formatting requirements are not met, a dialog box appears showing the error, as in the
example below.

MXConfigurator

Special item names

As well as allowing defined tags to be read, the MX OPC Runtime module can read other details using special
item names.

Accessing array items

If your client application does not support reading single array elements, you may still be able to read them by
changing the name of the item that you add.
A client can address a single element of an array tag using the item syntax:

‘arraytag[elemNr]'

e.g. arraytag|[2] for element 2 of arraytag.

If the item is of "Array" type, single items representing the array elements will be also created. These items
cannot be browsed (they are hidden for browsing), but can be monitored (added to OPC client).

Let's say we have an array item:
TagArray
array of WORDS
Number of Elements: 20
LowerBound: 10.
Then, in the server, aside from the 'TagArray' item that is visible, will also exist the hidden items 'TagArray[10]',

'"TagArray[11], ..., 'TagArray[29]'. The tags can be added from an OPC client, if the OPC client knows about its
existence (other than via browsing).
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6.7.2

158

Accessing bits

If your client application does not support reading a single bit within a word, you may still be able to use this
feature by changing the name of the item that you add.

To read a single bit within a larger type (such as INT, WORD etc.), the easiest way is to define a new tag for the
item in MX OPC Configurator. For instance, if you set the address of a new tag as 'D0.2' and the type as BOOL,
the tag will read/write bit 2 from address DO. The bits are numbered starting from 0 for the least significant bit.
Note that these bit numbers are always in decimal - this is different from GX IEC Developer and GX Developer,
which both use hexadecimal bit numbering. For example, GX IEC Developer address D123.B would be entered
as D123.11 in MX OPC Configurator.

Alternatively, most clients will allow you to read bits from other types using dot notation, with the syntax:
"tagname.bitNr"
e.g. tagname.0 for bit O of tagname.
With this "Bit access" feature, if the item is of a type other than BOOL, STRING or REAL, you can access its
single bits. They are implemented as custom "OPC Properties", and also can be accessed that way. However, it

is not possible to write bit values this way as the properties are read-only. If you need to write to the bit, define a
new tag for it (as described above).

Examples:
TagDO, type WORD
You can access 'TagDO0', but also its properties:

'TagD0.0', 'TagDO0.0, ..., 'TagDO0.15'
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6.8

159

Dynamic Tag Support

The MX OPC Configurator has a special folder "Dynamic Tags" in each MX Device where these dynamic tags
show up. This folder cannot be modified and is present all the time, even if no dynamic tags are present.

Dynamic tags are like normal tags, but as the name suggests, they are added dynamically and can be used
without having to first define them in the configurator database. When an OPC client application requests a
dynamic tag, it will be added temporarily and removed again when there are no longer any OPC client
applications using it. This can be useful when (for example) setting up a display screen in a SCADA package
which the user will only view occasionally. By using dynamic tags to read the values on the screen, the tags will
only be created and polled while the screen is in use. When the screen is not in use, there is no additional load
on the system.

Dynamic tags have a fixed name format, which MX OPC Server uses to determine the device, address and data
type of each tag. Each tag has a name such as:

<Device>\<Group>]\item

The backslash ('\') separator is used to identify dynamic tags — parts of other item IDs are separated by period
(.) characters. If you are writing your own client application, this means that when programmatically browsing the
OPC server hierarchy for dynamic tags (for example, in Visual Basic — See "Using OPC from Visual Basic"[a61),
the item path and item ID can be different, for example, the path "Dev01.Dynamic Tags.DO0.l.4" would have item
ID "DevO1\DO.1.4".

The '<Device>' part must match the name of an MX device which is already configured in the database; devices
cannot be created dynamically.

The '<Group>' section is optional, and works in a similar way to the normal OPC server groups, although only
one level is allowed for dynamic tags.

The '<ltem>' part can be in one of two formats, either:
<Register><StartAddr>[.<bit>[.<Type>[.<ArraySize>]]]
which specifies 'hit-within-word" addressing to read starting from the bit number specified (decimal format),
similar to addressing bits within a tag using the 'Tag.1' syntax, or the alternative format:
<Register><StartAddr>[.<Type>[.<ArraySize>]]
The <Register> part gives the device register within the address, e.g. 'D' for 'D0', 'X' for 'X1A', 'Y" for 'Y5' etc. For

devices that contain a backslash ('\') e.g. U3E1\G, the backslash should be removed from the device name to
prevent it being used as an item name separator - e.g. specify 'USE2G' instead of 'U3E2\G'.

The <StartAddr> part gives the numeric element of the address, e.g. '0' for 'D0', '1A' for 'X1A!, etc. Depending on
the PLC type and register selected, this may be in decimal, hexadecimal or octal — this will match the address
entry in the configurator.

The <Type> part is optional, and specifies the data type of the tag (see list below). If this is not specified, a
suitable default type will be used based on the device register.

The <ArraySize> part is used to define array tags, and specifies the number of elements in the array (except for
strings where it gives the length instead — see note below). The <Type> part must always be supplied as well
when an array size is used.
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Possible values for the <Type> part and their abbreviations are:

<Type> Part

Abbreviation

Bool

Word

Dword

Int

Dint

Real

String

For strings, the <ArraySize> must be supplied and gives the string length in characters.

MELSOFT

Some example item names for dynamic tags using this format are shown below, for a device called 'PLC".

PLC\D20 Address D20, default type

PLC\D20.W Address D20, read as word type
PLC\D20.1 Bit 1 of address D20 (will be Boolean)
PLC\GroupA\D40 Address D40, within a group called '‘GroupA’

PLC\D41.Dint

DINT at address D41

PLC\X1A Address X1A, in a register type that uses
hexadecimal addressing on this PLC
PLC\D50.1.10 Array[10] of int

PLC\D100.S.10

String of length 10

PLC\M10.B.5

Array [5] of bool at M10

PLC\D100.12.B.8

Array [8] of bool at D100.12

PLC\U3E1G10000.!

Shared word device in CPU 2 as integer
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The "Dynamic Tags" folder can hold tags directly or the tags can be grouped, depending on the way the client
created the tags. Only one level of groups is allowed and dynamic tag group names have the same restrictions
as normal groups, i.e. the group name must contain only standard letters, numbers, underscores, hyphens and
parentheses, and the name must start with a letter, hyphen or underscore. The maximum name length is 32

characters.

MXConfigurator.mdb - MX OPC Configurator
Fil= Edit View Go Tools

| Active Configuration:  CHMELSECYMRConfigurator.mdb

O @ &= 5 i [ em R 3
=-@E Address Space Taq name
- =-Fj pewn1 B Tags
; ERSRY Dy ramic Tags [ Groups
] Alarm Definitions (2 Morikar
; Sirulation Cefinitions (oo
! Corversion Definitions (Bl
Poll Method Definitions (D141
(o
(D201
(& D30.5.10
(i

Ready

3 Object(s)

LM

Example.mdb dialog

Dynamic tags will also show in the Monitor view and the Statistics dialog, the Monitor view can be used to write

into existing dynamic tags.

The dynamic tags for a device are read from the server when the user clicks on the Dynamic Tags folder for the
first time. Also all tags that are in a group (like GroupA) are read in when the user clicks on that group for the first

time.
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6.8.1

6.9

162

Refresh Dynamic Tags

To re-read (or refresh) tags in a particular group, or device, simply right click on that item and choose the new
item: Refresh Dyn. Tags.

] MXConfigurator.mdb - MX OPC Configurator
File Edit ‘“iew Go Tools Help

D@ e 6 %BE %

= @_@ Address Space Marie
= E['_ﬂ Dewl e =
- | Mew Group... Chrl+F ri
; @ Alarm Defip  Mew DataTag.., Chrl4L %
Simulation | paname ¢
Conversiorn 1
[{] Poll Metho; ~ Delste ¢
Cut i
Copy »
~ k-
l [
Properties... -]
Refresh Dyn. Tags £

This new item is available for the Address Space, MX Devices and the Dynamic Tags folder in each device, and
for individual dynamic tag groups. Refreshing each of the items has the following results:

Address space - Refreshes all the tags and all groups in all MX Devices, which were previously read in at least
once, that means the user clicked on them at least once in the past.

MX Device - Refreshes all tags and groups of this device, which were previously read at least once.
The Dynamic Tags folder - Same effect as refreshing the parent MX Device

A Dynamic Group - Refreshes all tags in this group.

Automatic Backup

Each time MX OPC Configurator starts up, it now makes a backup copy of the opening database to the same
folder where the original resides. The name of the backed-up database is the original database name but with
the extension "bak" added. The resulting filename will be for example "MXConfigurator.mdb.bak".
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6.10 Diagnostics

As shown in the screenshot below, MX OPC Configurator includes an item in the main menu called Diagnostics:

Ea MXConfipurator.mdb - MX OPC Configurato
File  Edit

YR Go Tools  Help

| Active C.:.r; Toolbars »

or.mdb
~ || w Bchive Configuration Bar e |

- D = v Skatus Bar &= '_.'f
Large Icons F7 Tagé i
small Icons Fa l‘
List F9 X
* Details F10 K
L
Statistics Fi1 :;
Manikar viess Fiz l¥
| Dagnostis . JI
Sort by » 1:
Showhide columns L i
- N
Refresh FS f
| f
i
b
L
{
£ !
i

.
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6.11
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Selecting this item will show a window with diagnostic information from the connected OPC server. You can still
use other windows normally while this information is shown.

Diagnostics
Start time: 1 21813 20:35:58 Up time: ;_D:DD:DD:DB
Last update time: |10 updates) ] Gowcsst B
Server status: Hunnlng | Client count; 1
Wersion 505 _
Vendorinto,  MITSUBISHI MXOPCServer
| Refresh | | Cloze

Diagnostic information

e Start time: The time the server started in format mm/dd/yy hours:minutes:seconds
e Up time: The time the server is running, formatted as days:hours:minutes:seconds

e Last update time: The time the server sent the last data value update to this client. This value is
maintained on an instance basis. Formatted in the same way as start time.

e Group count: The total number of groups being managed by the server.

e Server status: Possible server states include Running, Failed, and No configuration
e Client count: The connected client count

e \ersion: The version of the server

e Vendor info: The vendor info as reported by the server

e Refresh: Reload this dialog data from the server

e Close: Closes the window

The runtime will also support various diagnostics on various abstraction levels and log these diagnostics using
TraceWorX into an XML file. The Configurator will not show or parse these XML files in version 6.05. These
options are described in "Options - Logging Tab"[601.

Showing Register Ranges

The new server runtime can provide the list of possible register ranges of each MX device. This list is provided to
the OPC clients as a special group called "Hints" in the address space of the device containing tags.

The names of these tags are in the form <register><starting address>-<ending address>, where all three items
are in the same form as seen in the Supported Devices dialog (clicking Browse from Tag Properties Basic
tab). D0.0-7999.15 is a valid example for the FX3U(C) CPU type.

This function can be enabled or disabled through the Ogtions|5_6°| dialog. It is switched off by default.
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7 Configuring Conversion Definitions

The Conversion Definitions tree control, shown in the figure below, allows you to configure conversion
settings for data tags. Conversion settings can be associated with a data tag via the tag properties dialog box.

MXConfigurator.mdb - MX OPC Configurator

File Edit Yiew Go Tools Help

| ckive Corfiguration:  CHMELSECYMMCanfigur ator.rmdb
D 4= @i & BB %3
& A% address Space

S & o vim 9@

Mame = Type  LowEL  HighEJ LowIR | HighIR | Clamping Low Clamp | High Clamp
Alarm Definitions Linear i 100 0 10000 Elamp on EU il 100
; Sirmulation Definitions

: @ Corversion Definitions
e Poll Method Definitions

JReady

1 Object(s) selected

Conversion Definitions Tree Control

7.1 Basic Conversion Properties
In the Basic tab of the Conversion Properties dialog box, shown below, configure the following settings:

Conversion Properties |E|

B asic |

E Mame: rsion00] |

Conversion

Type: | Linesar w

Lo W alue: High % alue:
o] | 100|

Engineering
itz [ELI): |

Instrument ol |
Range (IR} | I

Clamping

Type: | Clamp on EU v_l

[ Save J [ Save & New ] [ Cancel ]

Conversion Properties: Basic Tab
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7.2

166

Name: Specifies the name of the conversion definition. The name can be up to 50 alphanumeric
characters, including underscores (_) and hyphens ( -).

Conversion Type: For each conversion definition, select one of the following conversion types from the
drop-down list:

e None (make float): Converts the data into float data type, but does not change the value itself. When
this option is selected, the Engineering Units and Instrument Range fields are disabled.

e Linear: Keeps a linear relation between EU and IR.

e Square Root: Keeps a square root relation between EU and IR.
Engineering Units (EU): Client scale; specify low and high values for the engineering units (if applicable).
Instrument Range (IR): Device scale; specify low and high values for the instrument range (if applicable).

Clamping: If clamping is enabled, the data value will be limited to its High Value/EU High Value when it
exceeds the upper limit, and similarly to its Low Value/Low EU Value parameter when it exceeds the bottom
limit. Select one of the following clamping types from the drop-down list:

e None: No clamping type is specified.
e Clamp on EU: Clamps on the specified low and high engineering units (EU) values.
e As Specified: Clamps on a specified range of low and high values.

Range: Specify low and high values for the range.

Save: Saves all changes specified in the properties dialog box. The conversion definition appears in the list
view.

Save & New: Saves all changes specified in the properties dialog box.

Cancel: Closes the properties dialog box.

Creating a New Conversion Definition

To create a new conversion definition:

1. Right-click the Conversion Definitions tree control and select New Conversion from the pop-up
menu, as shown in the figure below.

File Edit Wiews Go o Tools Help f
>

g

Active Configuration:  CHMELSECIMEConfiguratar.mdb »f ’

D& & ¥

#-7E Address Space ; b
&) alarm Definitions @ Right C|il:!r$,<t
| Simulation Definitions i

Conversion Definitions
&) Pall Method DeFiritic EREARSIE SIS

T L . {
P — g j -

Creating a New Conversion Definition
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2.

The properties dialog box for the new configuration appears, as shown in the figure below.

Conversion Properties |E|

Bazic |

E Mame: | Conrversiond0l |

Conversion

Type: | Linesar w

Lo W alue: High % alue:
Engineering 1 1
Unis EUE | o | 100]

Instrument I
Range [IR]: ! aj | 1_|:II:II:II:_II

Clamping

Type: | Clamp on EU v_l

[ Save J [ Save & New J [ Cancel ]

Setting the Properties for the New Conversion
Definition

In the Name field, type a name for the new conversion definition.

Choose a Conversion Type from the drop-down list and specify low and high values for
engineering units and instrument range (if applicable).

Choose a Clamping Type from the drop-down list and specify low and high values for the range.

When you have finished configuring the conversion definition properties, click the Save button. The
new configuration appears under the Conversion Definitions tree control.
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7.3  Assigning Conversion Definitions to Tags

Conversion settings can be associated with a data tag via the Advanced tab of the Tag Properties dialog box,
as shown in the figure below.

Tag Properties El
| Basic Advanced :A|EIIITIS_:_ .Multipl_l,l:
General Setup
Enable Tag
D ata Corrverzion
[] 5wap word/byte order
[] Corwert to ward [32 bits <--> 16 bitg]
lJse Conversion
Conwersior: | <Moot Assigned: V“|
£l <add Mews:
Data Tppe <Mt Azsigned:
Car 001
i e _g L L e ,;'.3‘",' T, N f,dn- ST .ﬂ!!

Data Tag Properties: Advanced Tab

To get the data value converted to another form, choose one of the predefined or user-defined conversions. MX
OPC Server includes the following conversions:
1. Swap word/byte order
e WORD conversion B1/B2 <-> B2/B1
e DWORD conversion B1/B2 B3/B4 <-> B4/B3 B2/B1

2. Convert to Word (32bits <-> 16bits)

If an OPC client requests a VT_l4 (DINT), where the tag is defined in the MX OPC Configurator as a
VT_I2 (INT), the MX OPC Server will reduce it to VT_I2 when writing and expand it to VT_I4 when reading.
The sign of the data will be taken into account.

3. Use Conversion

To select a conversion definition, check the Use Conversion check box and then select a conversion
definition from the drop-down list, which lists all conversion definitions configured in the Conversion
Definitions tree control of the Configurator.
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8 Configuring Poll Method Definitions

The Poll Method Definitions tree control, shown in the figure below, allows you to configure polling method
settings for data tags. Polling methods can be associated with data tags via the tag properties dialog box. The
configurator provides several preconfigured polling methods.

i MXConfipurator.mdb - MX OPC Configurator |g@lg|

File Edit ‘iew Go Tools Help
| Active Configuration:  CHMELSECWM=Configurator.mdb
= T on T : e e = oy
Ol | 4= =p | ¥ Bz B % & 8 i e vl |93
& AP Address Space Mame Primaty Pate
Alarm Definitions 1 1000ms 1000
Simulation Definitions 2000ms 2000
Conversion Definitions A000ms 3000
: Paoll Method Definitions 4000ms 4000
S000ms 5000
.FEdy 5 Objeck(s)

Poll Method Definitions Tree Control
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Basic Poll Method Properties

In the Basic tab of the Poll Method Properties dialog box, shown below, configure the following settings:

Name: Specifies the name of the poll method definition. The name can be up to 50 alphanumeric
characters, including underscores ( _) and hyphens ( -).

Use As Default Polling Rate: You can designate one poll method definition as the default polling rate for
the configuration database. The default poll method definition appears with a check mark icon in the list
view.

Primary Polling Rate: The driver polls the data at the specified primary polling rate (in milliseconds). For
example, if you enter 2,000 milliseconds (2 seconds) in the Primary Polling Rate field, the driver polls data
every 2 seconds.

Phase: The Phase setting can be used to spread the load on the server when reading a large number of
tags, by adding an additional delay after the polling time before the tags are read. As an example, if two poll
methods are defined as 'Polling rate 10000, phase 10000' and 'Polling rate 10000, phase 5000', these will
be read at the same interval, but at different times within the 10 second polling period.

Save: Saves all changes specified in the properties dialog box. The poll method definition appears in the list
view.

Save & New: Saves all changes specified in the properties dialog box.

Cancel: Closes the properties dialog box.

Polling Method Properties

Polling Parameters
[]Use Az Default Paling Fate

Primamy Polling | ; 5EIEIEI_ -
Rate: ! |
Phaze: ' ol ms

I Save ] l Save & Mew J l Cancel J

Polling Method Properties: Basic Tab
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8.2  Creating a New Poll Method Definition

To create a new poll method definition:

1. Right-click the Poll Method Definitions tree control and select New Polling Method from the pop-
up menu, as shown in the figure below.

e MXConfigurator.mdb - MX OPC Configurator

File Edit Wiews Go o Tools Help
| ckive Configuration:  C\MELSECYMxConfigurator.mdb

[0 e | 4= o= B ¥ | 8 e i
#H-@# sddress Space Tarne
; Alarmn Definitions @ 1000ms ¥
&) simulation Definitions 2000rms
!| Conversion Definitions 3000rms 8
= Pall Method Definitions, e 3

Creating a New Poll Method Definition

2. The properties dialog box for the new configuration appears, as shown in the figure below.
Polling Method Properties E|
“Basic |

Polling Parameters
[]Use Az Default Paling Fate

F'nmar_l,l Palling | 1000] ms
Rate:
Phaze: | ol ms

!_ Save ] [ Save & Mew ] l Cancel ]

Setting the Properties for the New Polling Method

3. In the Name field, type a name for the new polling method.

4, Specify a Primary Polling Rate (in milliseconds). The driver polls the data at the specified primary
polling rate. For example, if you enter 2,000 milliseconds (2 seconds) in the Primary Polling Rate
field, the driver polls data every 2 seconds.

5. Check the Enable Primary Rate check box to activate the polling method.

6. When you have finished configuring the poll method definition properties, click the Save button. The
new configuration appears under the Poll Method Definitions tree control.
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8.3  Assigning Poll Method Definitions to Tags

Polling methods can be associated with data tags via the Basic tab of the Tag Properties dialog box, as shown
in the figure below. Select a polling method from the Polling Method drop-down list, which lists all polling
methods configured in the Polling Method Definitions tree control of the Configurator.

Tag Properties |§|
Basic | Advanced | Alams | Multiply
@ Mame: | Tag001 |
Dese.: ‘ ‘
Gereral Setup -
140 Address: | DO | [ Browse. . ]
Access Rights: iF:.xl_\:\-"nte V'
Data Type: |ﬁ :i
Data Palling
Poll. Method: [ 1000ms v
i <add Mews
! 2000ms
3000me
A000mm
5000ms
I Save ] [ Save & Mew ] l Cancel ]

Data Tag Properties: Basic Tab
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9.

Using MXChange

MXChange is a concept designed to integrate Mitsubishi’s existing automation development tools into a single
environment which harmonises programming, supervision, network configuration and simulation components. It
is intended to provide an Integrated Development Environment (IDE) which integrates existing programming and
configuration tools. MXChange provides a way for the configuration packages to co-operate, allowing the
definition of /O references in several programs at the same time. If an /O address is changed in one package,
the change can be propagated to the other packages automatically, reducing the potential for error.

Each MX device in MX OPC Configurator represents a connection to a PLC. Each PLC will have been
programmed with a development tool such as GX IEC Developer or GX Developer. When an MX OPC
Configurator project is connected to MXChange, each MX device is linked to the corresponding PLC project in
the MXChange database. When new tags are added in GX IEC Developer and marked for export to MXChange,
they will be automatically imported into MX OPC Configurator with the correct details such as /O address, tag
name and description. Other applications (such as E-Designer) can also share the tag information. When the
details of a shared tag are modified (e.g. by changing the /O address), the new address is sent to all
applications using the tag, reducing the risk of configuration errors such as two applications using different
addresses for the same tag.

By default, a single instance of MXChange will be installed as a service when MX OPC Configurator is installed.

Note: Modbus devices are not imported or exported within MXChange, as there are no other development
applications which use Modbus devices.

1 Connecting to MXChange

MX OPC Configurator can be connected to MXChange either by creating a new MXChange database, or by
opening an existing MXChange database. Once you have connected an MX OPC Configurator project to
MXChange, it will attempt to reconnect to the MXChange database automatically each time the project file is
reopened. If the stored database details do not match the current MXChange database connection, you will be
prompted to reconnect to the server and database that were originally used for the opened project, as shown
below. Select Yes to connect to the previous server (recommended) or No to switch to the currently connected
server.

\__?/ ‘Warning: The project was originally opened from database 'DUTTESTZ' on server WPC-¥P-DEVZ00S', Do you want to connect to this database again?

Reconnect with previous details

You can tell whether or not there is a connection to MXChange, and if so to which database, from the status
indicator shown at the right of the active configuration bar. The connection status is highlighted in the example
picture below, where there is a connection to a database called MXCDB on a server called LOCALPC.

MXConfipurator.mdb - MX OPC Configurator

File Edit View Go Tools Help
Active Configuration:  CAMELSECIMEConfiguratar.mdb MHCDE (LOCALPC)

MXChange connection status

If you create a new MX OPC Configurator database while connected to MXChange, it will be linked to the
MXChange database automatically.
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9.1.1 Connecting to a new MXChange database

The steps to create a new MXChange database and connect the current project to it are:

1.

174

From the File menu, select MXChange database actions -> New. The New database dialog will
appear as shown below.

MXChange - New Project

MXChange Project |M><|:DB| |

Server LOCALPC B

New MXChange database

Enter the name of the new MXChange database in the MXChange Project field.

To select a different server, click the ... button to show the server browse dialog:

MXChange - Select MXChange Server FX|

Server Mame Active Database

[LOCALPC

oK ] [ Cancel ]

Browse for server

On the MXChange Connection dialog box, click OK. The configurator tries to connect to the
MXChange Server and create the new database.
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3. The OPC Project Node dialog box appears, as shown in the figure below.
OPC Project Node
OPC Mame: |M><Configuratnr |
Computer Marme: i V|

Project Path: | C:AMELSEC I.-)

Online Changes

[ 0K ][ Cancel l

OPC Project Details

Specify the following properties for the node, and then click OK:

e OPC Name: Same as the MX OPC Configurator database name (with no .mdb file name
extension).

e Computer Name: Name of the computer where the project is stored. You can select a node
from the drop-down list.

e Project Path: Folder where the project is stored. Click the ... button to browse for a folder.

e Online Changes: Allows you to see changes that other projects have made to the shared tags
as soon as they happen. If you check the check box then you will see a notification dialog@’l
when something is changed in the MXChange database on the MXChange Server (i.e. when
someone changes, deletes, or adds an item in the MXChange database). If this option is
switched off, you will not be notified of changes, although you can still use the Show changesEf?I
option to check for changes, and they will still be processed when the database is synchronised
186,

4. If there are already MX devices defined in the MX OPC Configurator project, you will be given the
option to export them to the MXChange project:

Select MX devices for export

The M¥ devices below are not in the MxChange database. Select any that should be exported ko
MxChange.

Device Mame

QZ5PH

Mone
Zancel
[0 4

Select devices for export to MXChange

For more information about exporting existing devices to MXChange, see Exporting to MXChangemgl.
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9.1.2 Connecting to an existing MXChange database

To connect the current MX OPC Configurator project to an existing database, the steps to take are:

1. From the File menu, select MXChange database actions -> Open. The Open database dialog
will appear as shown below.

& P |
MXChange - Select project |§|
Connection
M=Change Project w |
Login
Fazsword

MXChange open database dialog

The controls on this dialog are:
e MXChange project - the MXChange database to connect to
e Browse - browse the local network for a different MXChange server and database (see below)
e Password - if the database requires a password, enter it here
e OK - try to connect
e Cancel - cancel the connection attempt
The Browse button will show the dialog below, after a short delay while it searches the network for

available MXChange servers. This dialog allows a server and database to be selected. Each server
is listed in turn along with its available databases.

MXChange - Select MXChange Database |E|
Server Mame Databaze
[LocaLPc M:CDR |

MFAS TLING

[ 0K ] l_ Cancel ]

MXChange browse database dialog
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Note: Depending on the configuration of your network router and switches, MXChange server
browsing may only be able to detect servers on the same subnet. If you know the name of the server
to browse / connect to, you can enter a server name or address in the ‘"MXChange project' field
above in the format 'Server:Database’ to connect to it directly. When a server name has been
provided in this way before '‘Browse' is clicked, the named server will be checked directly - this will
often allow browsing of server information across subnets.

On the MXChange Connection dialog box, click OK. The configurator tries to connect to the
MXChange Server and login as administrator with the provided password. If the login fails, you will be
informed by an error dialog.

After connecting to the server, MX OPC Configurator will check the database to see if there is
already an MX OPC Configurator project with the same name as the currently edited configurator
database. If not, you will be prompted to create one using the OPC Project Node dialog box, as
shown in the figure below.

OPC Project Node %)
OPC Name: | M Configurator
Computer Name: | IEIECNED v
Project Path: | CAMELSEC -]

Orline Changes

[ Ok ][ Cancel l

OPC Project Details

Specify the following details for the project, and then click OK:

e OPC Name: Same as the MX OPC Configurator database name (with no .mdb file name
extension).

e Computer Name: Name of the computer where the project is stored. You can select a node
from the drop-down list.

e Project Path: Folder where the project is stored. Click the ... button to browse for a folder.

e Online Changes: Allows you to see changes that other projects have made to the shared tags
as soon as they happen. If you check the check box then you will see a notification dialog@
when something is changed in the MXChange database on the MXChange Server (i.e. when
someone changes, deletes, or adds an item in the MXChange database). If this option is
switched off, you will not be notified of changes, although you can still use the Show_changes
[1s) option to _check for changes, and they will still be processed when the database is

synchronised[xsa.
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If there was already a matching OPC server project in the database, you will be prompted to
reconnect using the same details.

MXConfigurator

\:.:/I # project was found - do wou want ko use its information?

[ es ] ’ Mo ]

Reuse prompt

Select Yes to import PLC projects as new MX devices immediately - see Importing from MXChange
[1s21 for a description of the import procedure.

If there are already MX devices defined in the MX OPC Configurator project, you will be given the
option to export them to the MXChange project:

Select MX devices for export

The My devices below are nok in the MxChange database, Select any that should be exported ko
M¥Change.

Dervice Mame

QZ5PH

Mone
Cancel

Ok

e

Select devices for export to MXChange

For more information about exporting existing devices to MXChange, see Exporting to MXChangelze2.
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9.2 Detaching from MXChange

When you no longer wish to connect an MX OPC Configurator project to MXChange, select File -> MXChange
database actions -> Close to disconnect from the database and break the link to MX OPC Configurator. After
using this option, MX OPC Configurator will no longer attempt to connect to the database each time the project is
loaded. The project will still exist in the MXChange database in case you need to reconnect to it later.

To remove the MX OPC Configurator project from MXChange permanently, select File -> MXChange project
actions -> Delete to delete the project from the MXChange database. Other application projects in the
MXChange database will not be affected. You will be prompted to confirm the deletion as shown below.

MXConfigurator

Delete project from MXChange prompt

9.3 Managing MXChange databases

MX OPC Configurator can be used to manage the current MXChange database, using items on the MXChange
database actions menu. From MX OPC Configurator, you can:

¢ Change the database passwordm

e Compact the databaselied

e Save the database with a new namelisll

e Delete the MXChange database and all the projects within itf1e1
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9.3.1 Changing the MXChange password

To change the administrator connection password for the connected MXChange Server:

1. Select MXChange Actions > Change Password from the File menu. (Note: You must be
connected to the server before you can change the password.)
2. This opens the Change MXChange Password dialog box, as shown in the figure below. Enter the

Old Password, and then type the New Password twice to confirm. Click OK.

MXChange-server -- Change Password

0ld Paggwaord

|
Mew Password | |
Fetype Pazzward |

Changing the Password for the MXChange
Server

9.3.2 Compacting the MXChange database

To compact the MXChange database, use the menu item File -> MXChange database actions -> Compact.
This reduces the size of the MXChange database by removing any unused empty space that has accumulated
over time. At the prompt below, select Yes to continue.

\“_,.l':) Compacting the database may take some time, Are you sure wou wank to continue?

(e I ]

Compact Database
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9.3.3 Save the MXChange database with a new name

To save the MXChange database with a new name, use the menu item File -> MXChange database actions
-> Save as. You will be prompted to enter the new database name as shown in the figure below.

Database File Name

Caticel

Save database as

If you intend to use the new database with other MXChange client applications (such as GX IEC Developer and
E-Designer), you will need to switch to the new database in those applications as well. Otherwise, they may use
their own stored connection details and continue to connect to the old database.

9.3.4 Deleting the MXChange database

To delete the MXChange database and ALL the projects it contains (even those from other applications), use the
menu item File -> MXChange database actions -> Delete.

WARNING: This destroys ALL application data in the MXChange database, not just the MX OPC Server project
data. Do not use this option unless you intend to destroy all data in the MXChange server database for ALL
applications. If you just want to delete the current project from MXChange, use the menu item File ->
MXChange project actions -> Delete instead.

As this action is dangerous and potentially very destructive, you will be prompted twice to confirm it, with the
message shown below. Answer No at either prompt to cancel the operation.

MXConfigurator

Are you sure you want to delete this database and all the projects it contains?
. all application's projects will be deleted, not just this application,

[ es l | Mo ]

Delete database prompt

If any other application still has an open connection to the MXChange database, the deletion will fail with an error.
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9.4  Exporting to MXChange

When a MX OPC Configurator database is linked to MXChange, each of the MX devices it contains can be linked
to a GX IEC Developer or GX Developer project in the MXChange database. The most common way to do this is
to start by creating the GX IEC Developer project and variables and then export the details from GX IEC
Developer to a new device in MX OPC Configurator. However, if you have already defined a device and tags in
MX OPC Configurator, it is still possible to export these to a new GX IEC developer project in MXChange using
the Export devices to GID option:

1. From the File menu, select MXChange Project Actions -> Export devices to GID.

2. You will be prompted to select the devices to export to MXChange, as shown in the picture below.
Devices which have already been linked to MXChange will not be shown in the list.

Select MX devices for export

The M¥ devices below are not in the MxChange database. Select any that should be exported ko
MyChange

Device Mame

Q25PH

Mone

Zancel

Jldl

o
s

Select devices for export to MXChange

To select a device for export, click on the box next to the device name so that it appears checked.
The controls on this dialog are:

e All - select all available devices

e None - deselect all devices

e Cancel - close the dialog without exporting to MXChange

e OK - export the selected devices to MXChange
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3. If the PLC project does not already exist, the PLC Project Node dialog box appears as shown in the
figure below. Specify the following properties for the node, and then click OK to create the new PLC
project.

PLC Project Node X

FLCMode:  |DevDt

Computer Mame: 'F"

Pioject Path. | C:AMELSEC\MX OFC Serve[. ]
Online Changes

Praoject Type: () 3% Developer Project
(%) G¥ IEC Developer Project

[ Ok ] [ Cancel

PLC Project Node Properties

The controls on this dialog are:

e PLC Node: Name of the PLC project node in the MXChange database. This always matches
the device name.

e Computer Name: Name of the computer where the PLC project file is stored. Either type in the
computer name, or select a name from the drop-down list.

Project Path: Folder where the PLC project file is stored. Click the ... button to browse for a
folder (on the local computer only).

Online Changes: If this box is checked, you will see a notification dialog when something is
changed in the MXChange database on the MXChange Server (i.e. when someone changes,
deletes, or adds a node in the MXChange database).

Project Type: Specifies which application will be used to edit the PLC project. There are two
applications normally used for creating PLC projects: GX Developer and GX IEC Developer.

4, After clicking OK on the previous dialog, the export will begin. A new project will be created in the
MXChange server, and the MX OPC Configurator tags on the device will be exported to it. If
everything goes well, the following message box will appear:

MXConfigurator

\‘v Export bo MxChange succeeded,

Export complete without errors
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5. If the export is unsuccessful, then you will see a list of problems encountered during export similar to
the one shown in the figure below. To save the results, click the Save button and specify a name for
the file. To show help on an MXChange error code (such as SVR 1104 in the example below), click
on the line in the results then click Show help.

Export to MXChange |E

tMeszage

Expart to MEChange |
S4E 1104 ; &n exception occuned in the third parte DLL ™ [

[§howhelpl [ Save ] [ Ok J

Export Unsuccessful

9.5 Importing from MXChange

Once a connection to the MXChange Server has been established, you can also import the data from GX IEC
Developer or GX Developer projects into your configuration database from the MXChange Server. When you
import data from MXChange, each PLC project on the MXChange Server becomes a new device in the MX OPC
Configurator project.

To import data from the server:
1. From the File menu, select MXChange Project Actions -> Import GID projects.

2. You will be shown a list of GX [EC Developer and GX Developer projects in the database which have
not already been linked to the current MX OPC Configurator project, as in the figure below.

Select PLC projects for import

The PLC projects below are in the MxChange database but not in the local project. Please select the
ones that should be imported.

PLC Praject | Computer Project path
Q0zH LOCALPC CHMELSEC

Mone

Zancel

waldle

el

Select PLC projects to import
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To select a device for import, click on the box next to the device name so that it appears checked.

Note: Since the project will be created as a new device in MX OPC Configurator, you will only be able
to select PLC projects with names that would be valid as device names. Device names are limited to
32 characters and cannot contain spaces. To import a PLC project with a name that would be invalid
as a device, rename the project before attempting to import it.

The controls on this dialog are:
e All - select all available devices
e None - deselect all devices
e Cancel - close the dialog without importing from MXChange
e OK - import the selected devices from MXChange
Each time you import a device, a new Communication_Setting Wizard|os! appears to allow the

connection details to be set up. Select the link to the PLC (for example, Ethernet connection or serial
connection) in the same way as for a new device.

After the devices are created, the tags are imported into the MX OPC Configurator database. On
successful completion, the message below will be shown:

MXConfigurator

\'51) Impart From MxChange succeeded,

Import Successful

If the import is unsuccessful, then you will see a list of problems (e.g. unsupported register types for
the specified device, tag address out of valid range, etc.) encountered during import similar to the
one shown in the figure below. To save the results, click the Save button and specify a name for the
file.

Import from MXChange

Meszage

Can't insert D ataT ag “\&ddress Space’J02HAT agt 005", Device "W iz not supported,

Import Unsuccessful
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9.6
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Synchronising with MXChange

When changes (such as address or data type changes) are made to tags linked to MXChange, the new details
are notified to other applications using those tags. This applies when MX OPC server modifies tags, or when
another application modifies tags that MX OPC Configurator has imported from MXChange.

Notification of changed tags in MXChange Server

If online changes are enabled and a tag is modified in the MXChange Server, a change notification message like
the one below will appear:

MXConfigurator

P Some Tags were changed in MxChange Server.,
"-—"y” Show changes now?

’ es ] I Mo ]

Notification of Changed Tags in
MXChange Server

Select either:
* Yes - to see the details of the changes immediately, or
¢ No - to deal with the changes later. If you select this option, no further changes will be shown until after the
next synchronisation with MXChange.
If you select Yes, details of the changes will be shown as in the example picture below.

You can show changes at any time using the File -> MXChange Project Actions -> Show Changes menu
option. This is the only way to view changes if online changes have not been enabled for the project.

Changes from other applications E|

-Device Item type  Item name | Change type
[20zH 170 ref TagMO05  modified@r4150

4 *

Synchronize nnw‘ I Save.. ‘ I Cloze

Details of changes

The options on this dialog are:
e Synchronise now - synchronise with the MXChange server immediately (see below)
e Save - Save the list of changes to a text file

e Close - close the dialog without synchronising.

If you select Synchronise now, the MX OPC server and MXChange tag lists will be synchronised, and all the
changes will be processed.

The tag lists can be synchronised at any time using the menu option File -> MXChange Project Actions ->
Synchronise.
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If MX OPC Configurator and a GX IEC Developer project have both made changes to the same tag, the changes

made by GX IEC Developer will take priority.

If the synchronisation succeeds, the message below will appear:

MXConfigurator

1 ) Synchronization with MXChange succeeded,

Details of changes

If the synchronisation fails, you will be shown the details of the errors as shown below:

Synchronization with MXChange |E|

Meszage

85 ' ) i

[,Showhelp] [ Save l l 0k

Synchronisation errors

On this dialog, you can select:

e Show help - if you click on a line containing an MXChange error code (such as SVR-1053 in the example),
the Show help button will show an explanation of the error and advice on how to fix it.

e Save - save the error messages to a text file

e OK - close the dialog

187
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9.7
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DUT tag support

From version 6.00 onwards, MX OPC Configurator can import tags defined in GX IEC Developer as Data Unit
Types (DUTSs). These are structured data types, where the structure is defined once as a data type consisting of
sub-elements of simple data types (INT, BOOL etc.), and then many different variables can be created using the
type definition. Each new variable will inherit all the sub-elements of the type. This is helpful to users in that less
data entry is required when defining objects with compound data, reducing the risk of typing errors and helping to
maintain a logical structure to the program.

As an example, a 'position’ structure could be defined with three integer sub-elements XCOORD, YCOORD and
ZCOORD for the position coordinates, and then variables could be defined using the 'position’ type - the DUT
definition in GX IEC Developer would look like the figure below. Each variable will then have an 'XCOORD',
'YCOORD', and 'ZCOORD' element to store a whole position. This saves time compared with the alternative of
defining variables such as e.g. Pos1X, Posl1Y, Pos1Z, Pos2X, Pos2Y, Pos2Z etc. to store the same data.

22 POSITION [DUT]

Identifier | Type Initial Comrment =
pf<CcOoRD |INT |0 ® coordinate
1 YCOORD (INT |0 Y coordinate
ZIZCO0RD |INT | |0 £ coordinate -
1 | v

DUT definition in GX IEC Developer

In MX OPC Configurator, DUT variables are stored using the group / folder structure. The DUT variable is shown
as a top-level folder containing one variable for each of the sub-elements (from the DUT type definition). Each
element may have its address assigned independently in GX IEC Developer. The sub-elements can be read
from an OPC client in the same way as any other tag. Individual elements of a DUT variable are referenced
using dot notation e.g. DUTvariable.DUTelement. The sub-element part has the same 32-character limit as the
variable name.

A variable 'POS_A' defined with the above type would appear as in the picture below.

Enable = Simulate | Addr...  Access Rights &larms | Data Type | Polling Method
=Bl PLCwithDUIT i Yes Mo D100 Read, Write Mo INT 1000ms
(1 Dynamic Tags Yes Mo D101 Read, Write Mo INT 1000ms
; -1 POS_A (A ZCOORD  Yes Mo Di0Z Read, Write Ma INT 1000ms
Alarm Definitions
Simulation Definitions %
< | (&

=-@% Address Space A

DUT variable in MX OPC Configurator
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Arrays of DUT variables are handled slightly differently. These are represented in MX OPC Configurator as a top-
level folder for the DUT tag itself, with another folder for each of the array elements underneath it. Finally, under
each of these array element folders will be one variable for each of the elements (from the DUT type definition).
Storing the tags in this way means that OPC clients that do not support arrays or structures can still reference
single elements within a DUT array variable, as long as they have the ability to browse hierarchically for tags.

The name of the main DUT group node matches the DUT variable name in GX IEC developer. For DUT array
tags, the DUT element group node will be given a name representing the array index e.g.'_0' (for [0]), '_-1'" (for [-
1]) or '_0_1' (for [0,1]). This format should be acceptable in most client applications’ naming conventions. To
ensure correct sorting of array elements, leading zeroes will be added to the indices to pad each index value up
to the maximum width for that dimension, e.g. for an array with dimensions [0..1,0..100,0..50] an index value of
[5,2,8] would be padded to Element_5_002_08.

A simple example of an array of DUT variables in MX OPC Configurator is shown below. This is a variable
'POS_ARR' consisting of an array [0..1] using the POSITION type as above.

=-@% address Space e Mame Enable  Simulate  Addr...  Access Rights Alarms | Data Tvpe | Polling Method
=-Ef PLCWIthDUT [D¥oOORD  Yes Mo DE147  Read, Writs Mo INT 1000ms
Y [.53 Dynamic Tags [DYCOORD  Yes Mo D6145  Read, Write Mo INT 1000ms
=3 Pos_arr [BZCOCRD  Yes Mo 06149 Read, Write Mo INT 1000ms
E{d o
& Eil W
ATh . T —
£ | &

Array[0..1] of POSITION variables

A more complicated example follows. This is an array of variables using the POSITION type as above but with
three dimensions and some negative index values.

POS_ARR R Mame Enable | Simulate | Addr...  Access Rights Alar

] 099 -1.3 [DHRCOORD  Yes Mo DE177  Read, Write Mo
s

L] 0991 4 [BHYCOORD  Yes Mo 06178 Read, Write Mo

-rr-zﬂ 099003 [HZCO0RD  Yes Mo 06179 Read, Write Mo

=

R R O = < <

=R 100 01 4
@ Alarrn Definitions

gh Siran il abinn MaFinibinne

w4 | >

Array[99..100,-1..1, 3..4] of POSITION variables

189



9 Using_; MXChang_;e MELSOFT

9.7.1

9.7.2
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Restrictions on DUT variables

As MX OPC Configurator is a less specialised programming tool than GX IEC Developer, it does not store the
full range of configuration information which is available within GX IEC Developer. For example, it does not store
DUT type information or details of the ranges of system memory that can be used for new variables. As a result,
certain operations on DUT variables cannot be performed safely from MX OPC Configurator, and should instead
always be performed from GX I[EC Developer.

MX OPC Configurator will not be permitted to make changes which modify the DUT structure. The modifications
that can be made by applications other than GX IEC Developer are limited to 'safe’ operations that do not attempt
to change the structure (inherited from the DUT type definition).
MX OPC Configurator is permitted to:

e Modify the addresses of individual elements in a non-array DUT variable

e Delete entire DUT variables (from the highest level folder downwards)

MX OPC Configurator is not permitted to:
e Create new DUT tags
e Modify the addresses of array DUT tags

e Delete part (but not all) of a DUT variable — this would be equivalent to changing the structure

Unallocated addresses

In GX IEC Developer, sub-elements of a DUT variable do not always have to be allocated a fixed address in PLC
memory. Instead, the user can leave one or more addresses for the tag 'blank’ at design time. When the project
is next built, these addresses are replaced with new addresses allocated from the system memory range.
These addresses can change later as other variables are added or removed.

If the GX IEC Developer user saves the project without first building it, these 'blank’ (unallocated) addresses will
be sent to other applications such as MX OPC Configurator, where they are displayed as the word 'Unallocated'.
The runtime module will treat these addresses as badly-configured tags, because they do not have an address
that can be used to read them.

If you see an 'Unallocated' address in the configurator, it means that the GX IEC Developer user needs to build,
download and save the project in GX IEC Developer so that the addresses are updated in MX OPC Configurator
to match.

If the GX IEC Developer project is stored on the same computer as MX OPC Configurator, you can use the Start
GX IEC Developer|53] context menu item to run GX IEC Developer to make this change. Alternatively, you may
prefer to use fixed addresses for all DUT variables in GX IEC Developer, so that unallocated addresses are
never passed to other client applications.
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Back up /restore from MXChange

In a similar way to the options to Backup and Restore to/from a file, the MX OPC Configurator project can be
backed up to or restored from the MXChange server. A copy of the MX OPC Configurator can be saved to the
MXChange server database along with the MX OPC project information.

When you are backing up the database using the File -> Backup to file menu item and have a connection to an
MXChange database, you will be prompted to back up the file to the MXChange server as well:

MXConfigurator

\:{/ Back up the database file to the MKChange server as well?

[ es ] [ Mo ]

Backup to MXChange prompt

Select Yes to store a separate copy of the project file in the MXChange server.

To restore a saved database from the MXChange database, connect to the MXChange database, and then
select File -> MXChange Project Actions -> Load project from MXChange. You will be prompted to select

the MX OPC Configurator project to restore:

Select an MX OPC Server project to restore

M OPC Project Marme Computer name Project path

MXConfigurator LOCALPC C\MELSEC

Zancel o

Restore from MXChange
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After selecting the project to restore, you will be prompted to select the directory where the restored file should
be written:

Select the file where the restored project should be saved

Save in: |E‘)Temp V| Q "' =

£

iy Recent
Documents

Deskiop

\;J

My Docurnents

&

by Cormputer

File name: |M><Configuratnl.mdb bt | I Save l

@ﬁ

by Metwark, Save as lype: !.&II Filas [%7] vl l Cancel l

Select name for restored file

On clicking Save, the file will be restored from the server and opened as the current configuration.
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10.1

193

Using iQ Works / MXChange?2

iQ Works is an integrated suite of automation development tools, which includes configuration tools such as
GX Works2 for PLC programming.

The iQ Works Navigator application can be used to create a Workspace, which contains all projects in a single
system, and network diagrams showing how the projects are connected. iQ Works allows the user to define
System labels which can be shared between the different projects in the workspace. When the address of a
system label is changed, the change can be propagated to the other projects automatically, reducing the
potential for configuration errors such as two applications using different addresses for the same label. Labels
can be grouped into separate System label lists.

In iQ Works, projects created with applications like GXWorks2 are known as assignment projects. System
labels can be assigned to these projects, to give the project ownership of the label. The assigned project is
responsible for maintaining the details of the label such as its /O address. Other projects can reference the
label, but cannot change details such as the address. Addresses can only be modified by the owning
assignment project.

Each MX device in MX OPC Configurator represents a connection to a PLC, programmed with a development
tool such as GXWorks2. When an MX OPC Configurator project is connected to iQ Works (using the
MXChange? interface), each MX device is linked to the corresponding PLC project in the iQ Works workspace.
When new labels are added in GXWorks2 and marked for export to iQ Works, they will be automatically
imported into MX OPC Configurator with the correct details such as /O address, label name and description.
When labels are deleted or unassigned from the linked GX Works2 project, they are deleted from MX OPC
Configurator.

MX OPC Configurator is a reference project in iQ Works, so after an MX device has been linked to an iQ Works
project, it is no longer possible to change the details (such as the /O addresses) of existing labels from within
MX OPC Configurator, or to delete linked labels - this is described in more detail in Restrictions on editing labels
[218. The details must be modified in the assigned project (usually GX Works?2) instead. New labels can be added
(see Adding iQ Works Iabelslz'ﬂ) but cannot be modified after they have been synchronised with iQ Works. The
restriction on modifying labels is only removed after the MX device is unlinked|229 from iQ Works.

MX OPC Configurator projects do not appear on the network diagrams in Navigator.

Note: Modbus devices are not imported or exported within iQ Works, as there are no other development
applications which use Modbus devices.

Connecting to iQ Works

MX OPC Configurator can be connected to iQ Works by opening an existing i%l/w\lorks workspace, as described
in Connecting to a local workspace@ and Connecting to a remote workspace|1ed.

Once you have connected an MX OPC Configurator project to iQ Works, it will attempt to reconnect to the same
iQ Works workspace automatically each time the project file is reopened. If the stored database details do not
match the current workspace connection, you will be prompted to reconnect to the workspace that was originally
used for the opened project, as shown below. Select Yes to connect to the previous server (recommended) or
No to switch to the currently connected server.

MXConfigurator

9 Warning: The project was originally opened from workspace '"OPC_WS'
'w'f, Do you wank ko connect ko this database again?

Reconnect with previous details
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On reconnection, MX OPC Configurator will check that all the GX Works2 projects that are linked to MX devices
are still available in the iQ Works workspace. If any of the projects are missing or no longer contain labels, the
warning message below will be shown:

MXConfigurator

i The following devices are no longer available in the workspace.
\J) Select "OK' to unlink them From ic Works,

MissingProject

[ O J’ Cancel ]

Missing projects warning

Select either:

e OK - continue, and unlink the missing projects from the MX devices (equivalent to using the
Unlink devicel220 menu item)

e Cancel - do not attempt to unlink the devices. This should be selected if (for example) the
connection is not to the expected iQ Works workspace.

You can tell whether or not there is a connection to iQ Works, and if so to which workspace, from the status
indicator shown at the right of the active configuration bar. The connection status is highlighted in the example
picture below, where there is a connection to a workspace called OPC_WS.

e MXConfigurator.mdb - MX OPC Configurator |Z||§|g‘
File Edit Wew Go Tools Help

Eih Configuration:  C\MELSECYMXConfigurator.mdb
O v 4= = 30| & BB & EE|E o & |Eil |§| @

# @& Address Space Device Name Description Enable = PC Side IF Comime

b e (M ol B S Sp—— = N —EETT

iQ Works connection status (local)

Where there is a connection to an iQ Works workspace on another computer, the remote computer name will
be shown in brackets. In the example below, there is a connection to a workspace called RemoteWS on a

computer called VPC-XP-DEV2005.

i MXConfiguratorRemote.mdb - MX OPC Configurator
File Edit Wiew Go Tools Help

*active Configuration: CHAMELSEC\MEConfigurator.mdb Remotews (YPC-3P-DEY200S)
TR L L LR
L — P e T T — e St

iQ Works connection status (remote)

If you create a new MX OPC Configurator database while connected to iQ Works, it will be linked to the iQ
Works workspace automatically.
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While there is a connection to an iQ Works workspace, if you open another configuration that is not linked to iQ
Works, you will be prompted to link the opened configuration to the currently-connected workspace:

MXConfigurator

€ | Connect this project ko the current workspace
""-'J") TEST1008'7
Select "Yes' to use this database,
or ‘Mo’ bo disconnect From iQ) Works,

Connect project prompt

Select either:
e Yes - continue, and link the opened project to the currently-connected iQ Works workspace.

e No - do not link to opened project to the currently-connected iQ Works workspace. Instead,
disconnect from iQ Works before opening the project.

10.1.1 Connecting to a local workspace

The steps to connect to a local workspace are:

1. From the File menu, select iQ Works workspace actions -> Open workspace.

SN Edit Wiew Go Tools Help f,.a"
Mew Chrl+N } o
Qpen... Chel+O R T -

(A | 1

Sawe As... |_| |g| @ | 1

v ¥
MrxChange database actions » 4
My Change project actions ] J'—f

7 1 F
orkspace actions

i Works project actions » Close warkspace ‘

| Delete unused projects 4
Backup ko file. .. — e N
Restore from backup. .. r’a
sy Expo;t._'_.'f—f_ - F._,,,sf‘ it —— j

i Tr - g -

Open iQ Works workspace
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From the File menu, select iQ Works workspace actions -> Open workspace. The Open

workspace dialog will appear as shown below.

Select project

Fecently-used
workspaces

Connection

Project WPC-XP-DENZ005 ] MELSEC Vi orkspacesiRemat S

]

Browse workspaces. .. ] ’ Browse netwark. .,

Choose
remuote
workspace

Choose local
workspace

[ [u]d l [ Cancel

Open workspace dialog

The controls on this dialog are:

MELSOFT

e Project - the selected project. Use the drop down arrow to select a recently-used workspace.

e Browse workspaces - browse the local computer for a workspace to use (see below)

e Browse network - browse the network for a workspace to use (see Connecting to a remote

workspace|iss])

e OK - select the workspace

e Cancel - cancel and do not try to open a workspace.

After clicking Browse workspaces, you can select the location of the workspace file on the local

computer.

Browse for, workspace

Please select the workspace directary,

B e T
# [ 8adac903d710b182FdasFa
# [ comps
# [ Documents and Settings
= [ MELSEC
[ M= OPC Server
& [ MrChange
=N | Erkspaces
[# [ Program Files -]
@ 3 Test

i BN LN Pt N P

I i ] l Cancel

Browse for local workspaces
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4. Click OK to select the workspace folder, then OK again on the Open workspace dialog to open the
workspace.

If no matching MX OPC Configurator project is found in the database, you will be prompted to create
anew one:

MXConfigurator

b d Praject node was not found in this dakabase,
‘-—'() Create a new one?

Create project prompt

Select Yes to create a new MX OPC Configurator project in the workspace. Select No to cancel (for
example, if a project should have been found in the workspace but was not, because the wrong
workspace was opened).

If there was already a matching MX OPC Configurator project in the database, you will be prompted
to reconnect using the same details.

MXConfigurator

P

\_.(j A project was found - do wou want to use its information?

l es ] [ K] ]

Reuse prompt

Select Yes to import PLC projects as new MX devices immediately - see Importing from iQ Works
[210] for a description of the import procedure.
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5. If there are already MX devices defined in the MX OPC Configurator project, you will be given the
option to export them to the iQ Works workspace:

Select MX devices for export

The M¥ devices below are not in the i) Works warkspace. Select any that should be exported ko iQ
Warks,

Device Mame

] pevit
[] MewPLCproject

MNone

Cancel

it

Select devices for export to iQ Works

For more information about exporting existing devices to iQ Works, see Exporting to iQ Works /203l

10.1.2 Connecting to a remote workspace

The steps to connect to a remote workspace are:

1. From the File menu, select iQ Works workspace actions -> Open workspace.

S0 Edt wiew Go Tools Help s o
Mew Chri+N e
Qpen... Chrl+O l ] = -
Save ds... il |Ll n |g| @ I 1}

¥
MuiChange database actions 4 *
Muxichange project ackions 4 J’,
space actions Ean
i \Works project actions » Close warkspace ‘ i
| Delete unused projects 4
Backup ko file. .. — ek L
Restore From backup. .. fra
o5y Expo;tf_' - " f’”-_'.,.-l"" e T ,“n_‘_* - j
e ™ - . . _ -

Open iQ Works workspace
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2. From the File menu, select iQ Works workspace actions -> Open workspace. The Open
workspace dialog will appear as shown below.

Select project

Fecently-used
workspaces

Connection

Praoject i 0 |

Browse workspaces. .. ] ’ Browse netwark. .,

Choose
remuote
workspace

Choose local
workspace

[ [u]d l [ Cancel

Open workspace dialog

The controls on this dialog are:
e Project - the selected project. Use the drop down arrow to select a recently-used workspace.

e Browse workspaces - browse the local computer for a workspace to use (see Connecting to a
local workspace19s)

e Browse network - browse the network for a workspace to use (see below)
e OK - select the workspace

e Cancel - cancel and do not try to open a workspace.
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3. After clicking Browse network, there will be a short pause while the network is searched for other
workspaces, and then the available workspaces will be shown as pictured below.

Search for network server

| server Address Workspace

| wrwaRE-xP 192.188.1.., C\MELSEC\Workspaces\OPC_WS
WPC-XP-DEVZ00S  192,1658.1... C\MelsecWorkspaces\Remotew's

Computer
narme

Alternative
search address

Remote
workspace

Camputer
TCR/IF
address

Search network
again

Other subnet address:

Refresh list

Moz, 168.1.20 :
If the karget computer is on a different subnet, enter the address above, Cancel

Browse for remote workspaces

The controls are:

e Workspace list - this shows the workspaces that were found on the local network, with the
computer name, TCP/IP address and workspace path of each one. To select a workspace,
click on it in the list.

e Other subnet address - depending on the configuration of your network router and switches,
the server browsing may only be able to detect computers on the same subnet. If you know the
name or address of the computer to browse / connect to, you can enter it here. When Refresh
list is clicked, the named computer will be checked directly - this will often allow browsing of
server information across subnets.

e Refresh list - this searches the network again, and will also use the Other subnet address
value (if provided).

e OK - select the workspace

e Cancel - cancel without selecting a workspace.

Note: For a workspace on a remote computer to appear in the list, it must be actively in use on the
target computer. Opening the workspace with Navigator will make sure that it is active. After
the workspace has been used once, it can be selected from the recent projects list on the
open workspace dialog.
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4. Click OK to select the workspace folder, then OK again on the Open workspace dialog to open the
workspace.

If no matching MX OPC Configurator project is found in the database, you will be prompted to create
anew one:

MXConfigurator

b d Praject node was not found in this dakabase,
‘-—'() Create a new one?

Create project prompt

Select Yes to create a new MX OPC Configurator project in the workspace. Select No to cancel (for
example, if a project should have been found in the workspace but was not, because the wrong
workspace was opened).

If there was already a matching MX OPC Configurator project in the database, you will be prompted
to reconnect using the same details.

MXConfigurator

P

\_.(j A project was found - do wou want to use its information?

l es ] [ K] ]

Reuse prompt

Select Yes to import PLC projects as new MX devices immediately - see Importing from iQ Works
[210] for a description of the import procedure.
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10.2

202

5. If there are already MX devices defined in the MX OPC Configurator project, you will be given the
option to export them to the iQ Works workspace:

Select MX devices for export

The M¥ devices below are not in the i) Works warkspace. Select any that should be exported ko iQ
Warks,

Device Mame
] pevit
[] MewPLCproject

MNone

Cancel

it

Select devices for export to iQ Works

For more information about exporting existing devices to iQ Works, see Exporting to iQ Works /203l

Detaching fromiQ Works

When you no longer wish to connect an MX OPC Configurator project to iQ Works, select File -> iQ Works
workspace actions -> Close workspace to disconnect from the workspace and break the link to MX OPC
Configurator. After using this option, MX OPC Configurator will no longer attempt to connect to the workspace
each time the project is loaded. The project will still exist in the iQ Works workspace in case you need to
reconnect to it later.

To remove the MX OPC Configurator project from iQ Works permanently, select File -> iQ
Works project actions -> Delete OPC project to delete the project from the iQ Works workspace. Other
application projects in the iQ Works workspace will not be affected. You will be prompted to confirm the deletion
as shown below.

MXConfigurator

Delete project from iQ Works prompt
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10.3

10.4

203

Supported labels

It is possible to define system labels in iQ Works that cannot be supported in MX OPC Configurator. For
example:

e Labels assigned to address ranges that cannot be used in MX OPC Configurator

e Labels with data types such as 'Pointer' that are not available in MX OPC Configurator

e Array labels of simple types with more than one dimension or a lower bound less than 0.

Unsupported labels will be not be saved to MX OPC Configurator when synchronising or importing from iQ
Works. However, they are still considered as part of the MX OPC Configurator project in iQ Works, so MX OPC

Configurator may still be sent change notifications for these labels. This is described in more detail in
Synchronising with iQ Works /219l

There are also some labels that can be defined in MX OPC Configurator which cannot be used in iQ Works.
These include:

e |Labels with device addresses beginning 'EG...", 'WR..." and 'WW...!

These labels will not be submitted to iQ Works when synchronising or exporting.

Exporting to iQ Works

When a MX OPC Configurator database is linked to iQ Works, each of the MX devices it contains can be linked
to a GX Works2 project in the iQ Works workspace. The most common way to do this is to start by creating the
GXWorks2 project and variables and then export the details from GXWorks2 to a new device in MX OPC
Configurator. However, if you have already defined a device and tags in MX OPC Configurator, it is still possible
to export these to a new GX Works2 project in iQ Works using the Export devices to GX Works2 option:

1. From the File menu, select iQ Works project Actions > Export devices to GX Works2.

2. You will be prompted to select the devices to export to iQ Works, as shown in the picture below.
Devices which have already been linked to iQ Works will not be shown in the list.

Select MX devices for export

The My devices belov are nok in the i Works workspace, Select any that should be exported to i
Warks,

| Device Mame

[] pevot

|:| MewPLCproject

all
Mane

Cancel

i

Select devices for export to iQ Works

To select a device for export, click on the box next to the device name so that it appears checked.
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The controls on this dialog are:
e All - select all available devices
* None - deselect all devices
e Cancel - close the dialog without exporting to iQ Works

e OK - export the selected devices to iQ Works

3. If the workspace contains more than one System label list, you will be prompted to select which list
should be used for the labels exported into the GX Works2 project. All labels will be exported into the
same list. After selecting a list, click OK to continue.

I_S ke label lizt
List001
List002
Select system label list
4, The MX OPC Configurator labels on the device will be exported to the project. If everything goes well,

the following message box will appear:

MXConfigurator

1 } Expott ko i) Works succeeded,

Export complete without errors

If the message below is shown, MX OPC Configurator was unable to find a GX Works2 project with
the same name as the device. Make sure that a GX Works2 project with the same name as the
device has been created in iQ Works. The project must also have been used with iQ Works at least
once to make it visible to MX OPC Configurator. One way to do this is to open the GX Works2
project, open the global variable list, and select 'Import' then '‘Cancel'.

MXConfigurator

with the same name as the device, and check that the project has

j) Before exporting, please use iQ Warks ko create a G WorksZ? project
been connected bo i) Wworks,

GX Works2 project not found
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5. If the export is unsuccessful, then you will see a list of problems encountered during export similar to
the one shown in the figure below. To save the results, click the Save button and specify a name for
the file.

Export to iQ Works

Message

t was made ko add an ikem which already exists

[ Save ] I 84

Export unsuccessful

6. After the MX device has been exported as a GX Works2 project, the new project can be set up in
Navigator. When you start Navigator, the project will initially appear in the ‘Unassigned projects' list:

Workspace A B etk ConFiguratiO/rs/&Proiect List  * l 4 F -
= = ¥ 7
- PLC_create_sample | Configuration Mame Project Mame Title Package TyE

|

=7 Network Configuration . -
2 % MNetwork Canfiguration Mo Assignmment ﬁ!NEW_GXWZ_PROJ Mew GY WarksZ project PLC

7 module Configuration
=& No Assignment Praject
W2 PR

g Praject List
E‘E‘- Structured Data Types
=% System Label List
; 5 Undefined_Marme

Exported project in the 'unassigned projects' list

A new module configuration will need to be created for the project, selecting the correct PLC type:

Workspace i B0 etk ConFiguratio/r/’gPruiect List  * l 4k

= PLC_create_sample . [ Configuration MName Project Narne Tikle Package
=7 petwork Configuration

H %’ Metwork Canfiguration No Assigniment ﬂ MEW _GxXW2_PRO] Mew G¥ Works2 prajeck PLC
odule Confiaur, |
= Mo &ssignme Check »
EE _NEWTG}: Parameter 3
E Project List
? Structured Dl Madule Configuration ' || Mew b | @4 @ Series Madule Configuration
=B Systermn Label e E A e |
Allacate Project With The Contraller... | ; ] ;
i E Undefine 1 E& L Series Module Configuration
Folder » B8 Fx Series Module Configuration
Export Project. ..

New module configuration menu
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In the module configuration diagram, start by adding a suitable base unit for the PLC using drag and

drop:
B fyebyark Configuration rgProject Liyﬁu Module Configuration | % l 4 b » iModuleList L
A ||| @ Madule Selection ] Find Madule ] MMy Favorites ]
iz 4
|2 Main Base Module 3 |
SENRRARRRARRR RN - [ O33R 3 Shats (Power —|
(PO O N g [ (358 5 Slots (Power
F [ Q336 2 Slots (Power
! [ 3128 12 Slots (Powe
1 |2 Slim Type Main Base Module
F | m 32sE 2 Slots (Power
i m 335E 3 Slots (Power
s E m Q3558 5 Slots (Power
|E Redundant Power Supply Main Base Modul
| [ (3ERE & Slats (Power
v |E Multiple CPU High Speed Main Base Module
¢ -~ [ Q3208 8 Slots (Power |

Add base unit

Next, add the right CPU to the base unit by dragging and dropping it onto the CPU slot. ltems such
as power supply modules and /O cards can also be added in this way.

(|| 9 Module Selection 1Find Module 1 My Favorites

206

|%

H— B g2sHCPU

El Universal Model CPU

B Qo3uncPy
B QO2UDECPU

Bl High Performance Madel CPU

[

[ R §iF Qo2cpu Program Capaci
[P0 wceuln 1 |2 BiF Qo2HCPU Prograrm Capaci— |

B QoaHCPU Program Capaci

BF Q12HCPU Program Capaci

Program Capaci

Jim oouacey Program Capaci
B Qooucey Program Capaci
B Qo1UCPU Program Capaci
#i+ gozucru Program Capaci

Program Capaci
Program Capaci |

Add CPU

206



10 Using_j iQ Works / MXChangeZ MELSOET
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The new GX Works2 project must be allocated to the module configuration using the 'Allocate
project with the controller' menu:

i Workspace A= B yetwork Configuraticp/r e Project List | l 10 -
= PLC_create_sample . Configuration Mame & Project Mame Title Package Ty
=71 Network Configuration - & o -
% MNetwark Configuration Mo Assignment MEW GRW2_PRO] Mew 32 Works2 project PLC
=7 Module Configuration
2 Mo Ll
=& Mo Assigam Check 4
MHEWY_G3 Parameter ]

i Project Lisy

& Structured fgd| Start =Y Batch Input
EI-SQ Systermn Lat] Default Points Batch Input
5 Undefir

Madule Corfiguration 3
Allocate Project With The Controller, . h

i Bird's-eye
Export Project, ..

Allocate project with the controller - menu

In the dialog that appears, select the new GX Works2 project to use with the module configuration
diagram.

5 MELSOF | Navigator ....d Settings\Keith\My Documenis\PLC_creaie_samp! ect List = =% ]]|
! wWorkspace  Project  Edit  Wiew  SystemLabellist Onlne  Tooks ‘Window  Help -8 X
OB e P T LR RO S v e B
i Workspace X %NetwnrkCnnﬁgurann)/&wnject List | % 4 b w i ModuleList Zxy
= PLC_create_sample Configuration Name = Project Name Title: Package Ty|
=071 Metwark Configuration 1
i F‘-1 Metwork Configuration Mo Assignment ﬁNEW_GXWZ_PROJ Mew Gx WarksZ project PLC |

Allocate Project With The Contreller

= & Mo Assignment Projact _ Configuration Name Base slot | Module Mame Praject Mame
3 NEW_GXW2_PROJ(Q25H) 1/ Module Corfiguration G338 [cPu] Q2EHCPL
@ Project List
EE Structured Data Types
= E-E System Label List
B '5 Undefined_Name o

: Bird's-eye 2 x

i Cross Reference

Allocate project with the controller - dialog
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The new project can now be used in Navigator, and will appear in the network diagram.

i ‘Workspace Project  Edit  Yiew  Metwork Configuration  Systemlabellist  Orline  Tools  indow  Help

SOLESPL M PO ] A O TN NS TS S 50 [ fee s m
‘ot s

i workspace HS B nepwork Configuration | rﬁpmject List ] 4F -

=] PLC_create_sample ~ A

=-E7 Metwork Configuration
|k B 1etvark Configuration
= [:I Module Configuration
=5 ﬁ Q Module Configuration
£ M= " PROJ(C
@ Mo Assignrnent Praject
ek Project List
: E Structured Data Types
=8 System Label List
] UndeﬁnedI Mame ¥
| >

[J Module Canfiguration

|

New project on network diagram

To use the exported labels in GX Works2, double click on the new project name in Navigator to open
GX Works2, then select:

Edit -> System Label -> Execute Verification Synchronous with System Label.

At the prompt (shown below), select Yes.

MELSOFT Series GX Works2

&

werification Synchronous will be executed bebween the system labels of this project and of the database.
After this operation ends, the project will be saved.

[ ywou wank ko conkinue?

Confirm verification synchronous

The verification synchronous dialog will appear, as shown in the example picture below where five
new labels are being added. The action to take is shown in the column on the left, which will initially
release the labels from the project by default.

Execute Verification Synchronous with system label

‘iBatch Setting of Yerification Synchronous | Find Subject {Who\e Display L] Find Characters 1

o

—

T P
‘erify Result of System Label Mame

Reflection Conterts of Verificati,., -— — 17—

Verify Object | System Label List ... | System Label Mame | Label Hame | DataT
0 Sistem Label Database Undefined_Mame ExportedLabell0S  ExportedLabel00S

1

2| .. System Label Database Undefined_Mame ExportedLabeld04  Expor
3 |Release the relation with system |... System Label Database Undefined_Mame ExportedLabeldd3  Exporte
26 Release the relation with system ... System Label Database Undefined_Mame ExportedLabel00z stk
5

Feelease the relation with system |... System Label Database Undefined_Mame

bel0nl =

Verification synchronous dialog
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Click on the Batch Setting of Verification Synchronous button at the top left of the dialog. Select
the batch setting Batch Reflect to Project as shown in the figure below, then click OK.

Batch Setting of Verification Synchronous

(-~ Batch Setting of Reflection Contents of Verification Synchronous -
The setting of "Reflection Contents of Yerification Synchronous" column is changed in a batch,

i

The setting is changed ko reflect the system label data in the system label database to the
project,
Flease select this when the svstem label data is changed in MELSOFT Mavigator,

(™ Batch Reflect ko System Label Datsbase

The setting is changed to reflect the system label data in the project to the swstem label data
base,
Please select this when the project is imported in MELSOFT Mawvigator,

oK | Cancel

Batch setting of verification synchronous

On returning to the verification synchronous dialog, the left column will have changed to show
Copy to Project for each item.

Execute Verification Synchronous with system label

|§Batch Setting of Verification Synchronous | Find Subject iwhole Display L.‘ Find Characters

| =

o
i

werify Result of System Label Mame
Reflection Contents of Verificati.,., - = = T

Yerify Object | System Label List M... = System Label Mame Label Name Data Type
1 ct System Label Database Undefined_Mame Expartedlabell0S  Exportedlabel00S -
2 | Copy to Project System Label Database Undefined_Mame Exportedlabeld4  Expor
3 | Copy ko Project System Label Database Undefined_Mame Exportedlabell03  Exporte
4 | Copy to Project System Label Database Undefined_Mame ExportedLabel0nz g m-k
5 Copy ko Project System Label Database Undefined_Mame

Verification synchronous dialog

Click on the Reflection button to copy the exported labels into the GX Works2 project.
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10.5 Importing fromiQ Works

Once a connection to the iQ Works workspace has been established, you can also import the data from
GX Works2 projects into your configuration database from the iQ Works workspace. When you import data from
iQ Works, each GXWorks2 project in the workspace can be imported as a new device in the MX OPC
Configurator project.

To import a project from the workspace:
1. From the File menu, select iQ Works project Actions > Import GX Works2 project.

2. You will be shown a list of GX Works2 projects in the workspace which have not already been linked
to the current MX OPC Configurator project, as in the figure below.

Select PLC projects for import

The PLC projects below are in the i Works workspace buk not in the local project. Please select the
ones that should be imported.

| PLC Project

[] pevmt

all
Mane

Cancel

dljdld

Select PLC projects to import

To select a device for import, click on the box next to the device name so that it appears checked.

Note: Since the project will be created as a new device in MX OPC Configurator, you will only be able
to select PLC projects with names that would be valid as device names. Device names are limited to
32 characters and cannot contain spaces. To import a PLC project with a name that would be invalid
as a device, rename the project before attempting to import it.

The controls on this dialog are:
e All - select all available devices
* None - deselect all devices
e Cancel - close the dialog without importing from iQ Works

e OK - import the selected devices from iQ Works
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3. Each time you import a device, a new Communication_Setting Wizard|os} appears to allow the
connection details to be set up. Select the link to the PLC (for example, Ethernet connection or serial
connection) in the same way as for a new device.

4. After the devices are created, all supported labels[203 will be imported into the MX OPC Configurator
database. On successful completion, the message below will be shown:

MXConfigurator

\l) Impart From iQ) Works succeeded,

Import Successful

10.6 Adding iQ Works labels

In MX devices that are linked to GX Works2 projects in iQ Works, the New DataTag menu item is replaced with
New iQ Works label(s)..., which allows new labels to be created for use in iQ Works.

To add labels to a connected iQ Works project:

1. Right click on the background of the labels window and select New iQ Works label(s)... from the
context menu, as shown in the figure below.

S =

. Mame Enable Simulate ¥

Labeld01 es Mo

MWew Eroup... Chrl+F
o
N Mew i) Works label(s),., §

F ‘““\““__h.-hm

Select all

New label context menu
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2. The Add iQ Works labels dialog will be shown as in the figure below.

Add i) Works labels

S R[=" §
System label name | MewsSystemLabel cormment |
Label type: Comment ;| Added in Mx OPC Configuratm:i |
basicar : &
Type class Data T
structure YE Sl
&) gimple types e
- | Double Wword] Signed]
O Sructure | Double Ward[Unsigned]/Bit[326it]
FLOAT[Singls Precision] Data type
Array Element | String selection
| ward [UnsignediBit[16hit]
Clarray | 'Word[Signed]
Lower bound  Elements
Array ; T e
: Dir. 1 |0 | 20 |
@talls L LI 8|
Dim. 2 | [ | |
Dlml 3 I -1 T 1
l = I ] [ Save I [ Save B new l [ Cancel

Add iQ Works labels

The controls on this dialog are:

e System label name - name to use for the new system label. This cannot be blank or the same
as any existing label name.

e Comment - the comment for the new system label name

e Type class - whether to create a simple data type (e.g. Word) or a structured data type (see
below)

e Datatype - the data type for the new label. Depending on the selection in Type class, this may
be a simple data type or a structured data type. The list of simple data types is limited to types
that can be supported in iIQ Works and in MX OPC Configurator.

e Array element: ARRAY - check this box to create an array variable. For simple types, only one-
dimensional arrays are permitted. Arrays of strings cannot be created.

e Array element: Lower bound - for arrays, enter the lower bound of the array (usually 0). Note
that negative values are not permitted for simple label types, as although iQ Works supports
them, MX OPC Configurator does not. Arrays of structures can have negative lower bounds.

e Array element: Elements - for arrays, the number of elements in the array. For example, items
with type array(0..19) or array(10..29) would have 20 elements.

e Save - save the new label in MX OPC Configurator and close the dialog.

e Save and new - save the new label in MX OPC Configurator, but leave the dialog open to add
more new labels.

e Cancel - close the dialog without importing from iQ Works
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If the iIQ Works workspace contains structure definitions, the type class can be set to 'Structure’ to
create a structure label (see Structure support@ﬂ). The data types list will change to show the
available structure types.

Add i) Works labels

System label name : ! StruckToBeAdded |

Comment iStructure| |

Twpe class Daka Type
) gimple types i_-l

| STRUCTZ

@' Skructure | STRUCT=

STRUCT4

Array Element
[Clarray

Lowwer bound  Elements

Dim. 1 ! | |
Dim.2[ | |
._; |-

| [

i I
D|m.3! [ Save :] lsave &neﬂ] [ Cancel

Add iQ Works labels (structure type)

For structures, arrays of up to three dimensions are permitted, and the lower bounds can be
negative. The controls for each dimension are enabled when the dimension before it has been filled
in. To disable a dimension, clear the '‘Lower bound' and 'Elements' values.

After a label is saved, it will appear in the label list in MX OPC Configurator with default details and no
assigned address (the address will appear as 'Unallocated’). The label can be edited further (e.g. to
set addresses) up until the next synchronisation with iQ Works. Unless there is a reason to set a
specific address, it is safe to leave the address blank. GX Works2 will assign an address when the
project is compiled and saved, and the new address will be reflected back to MX OPC Configurator
during synchronisation. The addresses of arrays of structures cannot be set in MX OPC
Configurator, and should always be set in GX Works2 instead.

New labels can also be deleted from MX OPC Configurator if they have not yet been synchronised.
After synchronisation, they must be deleted from GX Works2 instead.

To write the new labels to the workspace, it is necessary to synchronise the workspace as
described in Synchronising with iQ Works|z:3, by selecting File -> iQ Works project actions ->
Synchronise. If there is more than one system label list in the iQ Works workspace, you will be
prompted to select the system label list that should be used for the new system labels:

Select system label list for new labels [EJ

: Sustern label lizt |

Ligt001
List002

Ok Cancel

Import Successful
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5. To use the new labels in GX Works2, start GX Works2, and select:

Edit -> System Label -> Execute Verification Synchronous with System Label. At the prompt
(shown below), select Yes.

MELSOFT Series GX Works2

Werification Synchronous will be executed bebween the system labels of this project and of the database.
! After this operation ends, the project will be saved.

Do wou wank ko conkinue?

Confirm verification synchronous

The verification synchronous dialog will appear, as shown in the example picture below where two
new labels are being added. The action to take is shown in the column on the left, which will initially
release the labels from the project by default.

Execute Verification Synchronous with system label ’

|§Batch Setting of Verification Synchronous | ‘ Find Subject ;Whole Display _:j Find Characters I ,.f"_'.
+
—
! werify Result of System Label Mame T
Reflection Contents of Verificati,., | =

I Yerify Object | System Label List M. .. ‘ System Label Mame | Label Name | Data Tgpg,

1] System Label Database Undefined_Mame NewLabelo2 NewLabelo2

2 |Release the relation with system ... Svstem Label Database Undefined_Mame MNewLabel01 Mewl

Verification synchronous dialog

For each new label, click on the 'Reflection contents..." text and select 'Copy to Project' from the list.

=

: [ ‘erif;

- 1_] Release the relation with sys... __-_j System L?l'
[ Em La

Reflection Contents of Verificati, .

Release the relation with syskem label

Selecting 'Copy to Project’
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Alternatively, if the list only shows new labels, the ‘Copy to project’ setting can be selected for all
items at once. Click on the Batch Setting of Verification Synchronous button at the top left of the
dialog. Select the batch setting Batch Reflect to Project as shown in the figure below, then click
OK.

Batch Setting of Verification Synchronous

~Batch Setting of Reflection Contents of Yerification Svnchronous -
The setting of "Reflection Contents of Yerification Synchronous” column is changed in a batch.

@ Batch Reflect to Project
The setting is changed to reflect the system label daka in the system label database to the

projeck,
Flease select this when the svstem label data is changed in MELSOFT Mavigator,

™ Batch Reflect to System Label Database

The setting is changed to reflect the system label data in the project to the svstem label data
base,
Please select this when the project is imparted in MELSOFT Mavigator,

oK | Zancel

Batch setting of verification synchronous

On returning to the verification synchronous dialog, the left column will have changed to show
Copy to Project for each item.

Execute Verification Synchronous with system label

Eatch Setting of Yerification Synchronous ] Find Subject iwhole Display lj Find Characters 1 —

| Werify Result of System Label Hame
Reflection Contents of Yerificati,.. |- = T

Yerify Object | System Label List M., | SystemLabel Mame | Label Name | Data Type
System Label Database Undefined_Mame Mewlabelo0z MNewlabelo0z
System Label Database Undefined_Mame MewlLabel00l Mewl

Verification synchronous dialog

Click on the Reflection button to copy the new labels into the GX Works2 project.
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10.7

216

Restrictions on editing labels

MX OPC Configurator is a reference project in iQ Works. It imports labels from assignment projects such as
GX Works2. System labels are owned by the assignment project, and although other applications such as MX
OPC Configurator can read the labels, modifications are not permitted in other projects.

System labels can still be modified or deleted, but the changes must be made in the project to which they are
assigned (usually GX Works?2).

MX OPC Configurator is permitted to:

¢ Modify the addresses of individual elements in a structure variable (except arrays of structures), up until the
point where it is synchronised with iQ Works

e Delete entire structure variables (from the highest level folder downwards), unless they have been
synchronised with iQ Works

MX OPC Configurator is not permitted to:
¢ Modify the addresses of labels that have been synchronised with iQ Works
e Delete labels that are linked to iQ Works

e Add or delete part (but not all) of any structure variable — this would be equivalent to changing the structure

If an attempt is made to modify a system label in a way that is not permitted, the warning message below will be
shown:

MXConfigurator

Labels in a project linked to i) Works cannok be edited directly,
Please use G Warks2 or Mavigator ko edit the label,

Edit not permitted warning

There is a restriction on the number of labels that can be added to a single system label list in iQ Works. This
limit is 1000 labels in the current version. If this limit is likely to be exceeded when exporting or synchronising, the
message below will be shown and the action will be cancelled. Labels should be divided between system label
lists so that no individual list exceeds the maximum number of labels.

MXConfigurator

Too many labels would be added to the system label list,
. Action will be cancelled.

Too many labels in list warning
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10.8 Change notification

When changes (such as setting a new /O address) are made to system labels linked to iQ Works, the new
details are notified to all other applications that use those labels. This will typically happen when a GX Works2
project that MX OPC Configurator has imported from iQ Works is compiled and saved.

Notification of changed tags in the iQ Works workspace

When a change to an existing label is detected, the notification message below will appear:

MXConfigurator

2 Some labels have been changed in the warkspace.
‘-'/ Show changes now?

Notification of changed labels in iQ Works

Select either:

e Yes - to show the details of the changes immediately, equivalent to selecting File -> iQ Works project
actions -> Show changes, or

¢ No - to deal with the changes later. If you select this option, no further changes will be shown until after the
next synchronisationm with iQ Works.

Notification of new labels in a connected project

When new labels are added to (or removed from) a GX Works2 project which is linked to an MX device, the
message below will be shown.

MXConfigurator

9 Labels have been added or removed in a connected PLC project.
‘-"/ Synchronise now ko process the changes?

l Yes ] [ mo |

Notification of new labels in a connected project

Select either:
e Yes-to sxnchronisem immediately, or

¢ No - to deal with the changes later.
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Showing changes

You can show changes at any time using the File -> iQ Works project actions -> Show changes menu

option. This will show a notification dialog like the one below, showing which labels have been modified or
deleted.

Changes received from iQ Works

Content | System label list name | Sypstem label name | Label name | Data type | Constant | CPU name | Project name | Device | Altibute | Comment | Remark

1 LabelList! SystemLabel00  Spstemlab... ‘word[Sig... O25HCPU G2 Project D100 Global  Label 1

2 Delete LabelList Systeml sbel002  Double Global Label 2
Relationship diagram between system label database (1) and project (*2) Change notification CE
S “ 1
*2[9

Gelact Synchronise' b l:q MELSOFT Eq o3 l:q mT DMXOFC

preoeccess 51“; c;::,;sgzs Dnow, Mavigator EE Warks2 ﬁ Developerz Configuratar

Details of changes

The options on this dialog are:
e Synchronise - synchronise with the iQ Works workspace immediately (see below)

e Cancel - close the dialog without synchronising.

If you select Synchronise, the MX OPC Configurator and iQ Works label lists will be synchronised, and all the
changes will be processed. This is described in more detail in Synchronising with iQ Works/219,

Note: Labels that have been added in a connected project are not shown in this dialog. They will be imported
automatically on the next synchronisation with iQ Works.

Note: The notification dialog may sometimes be blank. This can happen if (for example) changes are made to
unsupported labels|zo3l in a connected GX Works2 project.
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10.9 Synchronising with iQ Works

The label lists in MX OPC Configurator and the iQ Works workspace can be synchronised at any time using the
menu option:

File -> iQ Works Project Actions -> Synchronise

Synchronisation will normally involve MX OPC Configurator accepting changes that have been made in the
GX Works2 project - MX OPC Configurator is a reference project in iQ Works and cannot modify system labels
directly. The only exception to this is when the Add_iQ Works label(s)[>11 feature has been used to add new
labels. After the new labels have been synchronised once, they cannot be modified in MX OPC Configurator
again and must be modified in GX Works2 instead.

If the synchronisation succeeds, a summary of the changes will be shown, as in the example below where the
address of one label has been modified, another label has been deleted, and a third label has been added.

Synchronisation changes from iQ Works

Content System label list name | System label name | Label name Data type: Constant| CPU name | Project name | Dewice | Attribute | Comment | Rem|

1 |Befare Change |LabelList] Spstemlabel001  Systemlabel001  ‘Word[Signed] Q25HCFU GHwW2 Project D12287 Global  Label 1

2 ffter Change  LabelList] SestemLabel001  Sestemlabel001  “word[Signed] BZEHCPU  GRw2_Project D100 Global  Label1

3 Delete LabelList1 Systemlabel002  Spstemlabell02  Double Word[Lnsigned]/Bit[328it] Gxw2_Project 012285 Global  Label 2

4 |Add LabelList] Systemlabel003  Systemlabel003  Bit Q25HCPU  Gxw/2 Project ME191  Global  Label3
< >
Relationship diagram between system label database (*1) and project (*2) Synchronise
e [ 1 [ ox |
*2[Y

MELSOFT =33 1 MT MX OPC
Navigator O [% ‘Works2 [_Bﬂ Developerz D Configurator

Summary of changes

Note: It is possible that labels that are marked as 'Deleted’ are still in the workspace, but are no longer
suggorted@ in MX OPC Configurator, or have been reassigned to a GX Works2 project that is not linked
to an MX device. The same applies to labels marked as 'Added’, which may have been modified so that
they are now supported, or may have been assigned to a GX Works2 project linked to an MX device.
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10.10 Unlinking devices fromiQ Works

220

When an MX device no longer needs to be linked to a GXWorks2 project in iQ Works, it can be unlinked to
disconnect it from iQ Works. Other projects in the workspace are not affected.

To unlink one or more MX devices from iQ Works:

1.
2.

From the File menu, select iQ Works project actions -> Unlink device.

You will be shown a list of MX devices in the database which are linked to iQ Works, as in the figure
below.

Select devices to unlink

The My devices below are linked bo @ works2 projects in the i) Wworks workspace, Seleck any that
should be unlinked Fram iC Works,

[ Device Mame
GEXW2_Project

all
Mane

Cancel

i

Select MX devices to unlink

To select a device to be unlinked, click on the box next to the device name so that it appears
checked.

The controls on this dialog are:
e All - select all available devices
e None - deselect all devices
e Cancel - close the dialog without unlinking devices

e OK - unlink the selected devices from iQ Works

When you click OK, the selected devices will be unlinked from iQ Works. They will no longer be
updated on synchronisationm, but it will be possible to modify the label details in MX OPC
Configurator.
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10.11 Structure support

MX OPC Configurator can import labels defined in iQ Works as structures. These are structured data types,
where the structure is defined once as a data type consisting of sub-elements of simple data types (Word, Bit
etc.), and then many different variables can be created using the type definition. Each new variable will inherit all
the sub-elements of the type. This is helpful to users in that less data entry is required when defining objects with
compound data, reducing the risk of typing errors and helping to maintain a logical structure to the program.

As an example, a 'position’ structure could be defined with three integer sub-elements XCOORD, YCOORD and
ZCOORD for the position coordinates, and then variables could be defined using the 'position' type - the
structure definition in Navigator would look like the figure below. Each variable will then have an 'XCOORD',
'YCOORD', and 'ZCOORD' element to store a whole position. This saves time compared with the alternative of
defining variables such as e.g. Pos1X, Posl1Y, Pos1Z, Pos2X, Pos2Y, Pos2Z etc. to store the same data.

- B G
“lespace B Xk Configuration T;&Project Lisk r!ListDDI rsustou EE position |
ﬂI_ND Ass@nment Project | Label Name Data Type Conskank Comment
=8 Project List I T =
" Structured Data Types [ - 00RD Word(Signed] i
. 2 | YCOORD ‘whord[Signed] ¥
% SimpleStruct r | ZCOORD ‘word[Signed]
& System Label List
OBE | jstonz 1
. g, Listoo1 5|
=t e | !
— <

Structure definition in Navigator

In MX OPC Configurator, variables of structure type are stored using the group / folder structure. The variable is
shown as a top-level folder containing one variable for each of the sub-elements (from the structure definition).
Each element may have its address assigned independently in GX Works2. The sub-elements can be read from
an OPC client in the same way as any other label. Individual elements of a structure variable are referenced
using dot notation e.g. StructVariable.StructElement. The sub-element part has the same 32-character limit as
the variable name.

A variable 'PosA' defined with the above type would appear as in the picture below.

EXConfigurator.mdb - MX OPC Configuraio

‘_c_ljt Wieww Go Tools Help ‘f
“onfiguration:  C:MELSEC\MXConfigurator.mdb Gé
Ees@m R hrEHC e (v 9 )
“Paddress Space 4| | pame Enable Simulate Address | fcceps”
PLCO0L Le¥vCOORD ves ho D12270
.4 (@ ynamic | | (v ooRD Ves Mo D17719 Read,"
&3 Fosh (& 2000RD Ves Mo D12218  Read, Wi
. B sttt L
" @ varadde v ,J"
< [ P N | i
. —_—— R S
3 ..ng

Structure variable in MX OPC Configurator
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Arrays of structures are handled slightly differently. These are represented in MX OPC Configurator as a top-
level folder for the structure label itself, with another folder for each of the array elements underneath it. Finally,
under each of these array element folders will be one variable for each of the elements (from the structure
definition). Storing the tags in this way means that OPC clients that do not support arrays or structures can still
reference single elements within a structure label, as long as they have the ability to browse hierarchically for
tags.

The name of the main structure folder matches the structure label name in GXWorks2. For structure array
labels, the structure folder will be given a name representing the array index e.g. '_0' (for [0]), '_-1' (for [-1]) or
' 0_1' (for [0,1]). This format should be acceptable in most client applications’ naming conventions. To ensure
correct sorting of array elements, leading zeroes will be added to the indices to pad each index value up to the
maximum width for that dimension, e.g. for an array with dimensions [0..1,0..100,0..50] an index value of [5,2,8]
would be padded to Element_5_002_08.

A simple example of an array of structure labels in MX OPC Configurator is shown below. This is a variable
'POS_ARR' consisting of an array [0..1] using the POSITION type as above.

= @& fddress Space A1 Name Enable  Simulate = Address  Access Rights = Alarms = Data Type  Polling Method
=8 il PLC_with_structs [DHRCOORD  Ves Mo 012282 Read, Write Mo INT 1000ms
L@ Dynamic Tags (DHYCOORD  Ves Mo 012283 Read, Write Mo INT 1000ms
= POS_ARR (BHZCOORD  Ves Mo D12284 Read, Write Mo INT 1000ms
=S i
=8 i
|:*3|_| Alarm Definitions b

Array[0..1] of POSITION variables

A more complicated example follows. This is an array of variables using the POSITION type as above but with
three dimensions and some negative index values.

=-(3 b Mame Enable  Simulate  Address  Access Rights  Alarms | Data Type | Polling Method
= [A¥COORD  Yes Ma D12282 Read, Write Mo INT 1000rms
& [AYCOORD  Yes Ma D12283 Read, Write Mo INT 1000rms
& %ZCOORD Yes Mo 0122684 Read, Write Mo IMT 1000ms
{E7]
&
[
[+
* 10000
-0 100 00 4
-0 100 013
HL 100,01 4

Array[99..100,-1..1, 3..4] of POSITION variables

Note: When defining addresses of structure array variables in GX Works2, do not use structure offset values if
you intend to use the label with MX OPC Configurator - offsets are not supported.

Like other variables in linked projects in MX OPC Configurator, structure variables cannot be modified directly.
An exception to this is if new structure variables are added as described in Adding iQ_Works labels[z11). In this
case, up until the next synchronisation with iQ Works, the addresses of (non-array) structure elements can be
changed and the whole label can be deleted. However, it is not permitted to make changes that would be invalid
based on the structure definition, such as deleting individual elements of the structure variable. The addresses of
arrays of structures cannot be set in MX OPC Configurator, and should instead be set in GX Works2.
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10.12 Switching between iQ Works and MXChange

A configurator project can be connected to iQ Works or MXChange, but not both at the same time. The warning
message below will be shown before switching between MXChange and iQ Works.

MXConfigurator X-_

| B | Areyou sure you wark bo swikch bebween MXChange and iQ Works?
‘--'/ All devices will be urlinked From the server,

e J e ]

Switch between MXChange and iQ Works

Select either:

* Yes - to switch to the other server type. This will reset all information about linked labels in the project, and
cannot be undone.

¢ No - to cancel the connection, and leave the project connected to the same server.

10.13 Deleting unused projects

MX OPC Configurator projects do not appear in the project lists in Navigator. To delete unused MX OPC
Configurator projects from the connected iQ Works workspace:
1. From the File menu, select iQ Works workspace actions -> Delete unused projects.

2. You will be shown a list of MX OPC Configurator projects in the connected iQ Works workspace
(other than the current project), as in the figure below.

Select unused projects to delete

Please select the unused projects to delete From the list,
‘Warning: This action cannot be undone,

Project narme

[

Mane

Cancel

dljdld

Select unused projects to delete
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To select a project to delete, click on the box next to the device name so that it appears checked.

Note: Deleting a project is permanent and cannot be undone. Only projects that are no longer
needed should be deleted.

The controls on this dialog are:
e All - select all available projects
e None - deselect all projects
e Cancel - close the dialog without deleting unused projects

e OK - permanently delete the selected projects from the iQ Works workspace

3. When you click OK, the selected projects will be deleted from the iQ Works workspace.

10.14 Using MXCSV files

MX OPC Configurator supports connecting to iQ Works using settings provided by another application. These
are supplied as a file with the extension '.MXCSV'.

The procedure to use these files is as follows:

1. From the File menu, select iQ Works project Actions > Import CSV.
2. In the dialog that appears, select the MXCSYV file to import.
Select the file to import @
Look i | (3 MXCSY fles v @ m-
My Recent
Documents
Desklop

i

My Docurnents

o

y Computer

‘l} File name: Froject. macey hd | [ Open ]

ty Netwark, Files of twpe: lMXESV files \_r|

Select MXCSV file to import
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3. If the MXCSV file name does not match the current MX OPC Configurator project, a new
configuration database will be created.

You will first need to select the folder in which the new project should be stored.

Browse For Folder @

Select Folder For new OPC project

[ﬁ Deskiop
£ ,'_l My Documents
= _J My Cormpuker
[E] ﬁ 3% Floppy (&)
== | ocal Disk (0
# & DVD Drive {E:)
# [7) Shared Documents
# % Py Metwork Places

[ IMake Mew Folder ] [ QK l [ Cancel l

Select folder for new configuration database

4. The project will be linked to the iQ Works workspace specified in the MXCSV file. If there any
problems connecting to the specified workspace, the import will stop at this point.

5. In the dialog that appears, select the MXCSV file to import.You will be prompted to edit the device
Qrogerties@ of each new device that will be linked to a GX Works2 project. Use the Configuration
button to edit the connection settings before selecting Save.

6. The devices will be linked to iQ Works, and labels will be imported from each GX Works2 project.

7. To make sure that all details are up to date, you can select iQ Works project Actions >
Synchronise from the File menu.

11 Transfer Setup
11.1 Configuring Transfer Setups

Transfer Setup Selection

The main dialog of the transfer setup provides access to the configured transfer setups. The user can
¢ add new setups

e remove existing setups

¢ modify a setup

e select a setup to be used

e test the communication with a selected setup

The network architecture and settings are displayed with bitmaps representing the network nodes. The
parameters associated with a node are listed underneath the respective bitmap.
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& MX Transfer Setup X I

Select transfer setup ransferSetupl Configure... Cormm, Test... |

PC IF 0K CPU type Q02(H)
Time-out FBD_D ms Transmission speed Eﬁﬁ bps
Caontrol 5TR ar RTS
Multiple CPL Mane
oK I Cancel
Name Description Choices / Default
Setting range
Select transfer| lists the names of existing transfer| 1-32 characters | name of selected transfer
setup setups and the functions 'Newlz28! and setup
'Rename/Removel[z28
ConfigureEf?I edit the selected transfer setup - -
Comm. Test[z29 test the connection to the PLC - -

Pressing the OK button closes the dialog and uses the settings of the currently selected transfer setup to the
device, for which the transfer setup has been opened. If the dialog is closed by pressing the ‘Cancel' button, the
transfer settings of the device remain unchanged.

Note: please notice that devices using the same transfer setup name are not automatically
updated. You need to select each device separately, open the transfer setup dialog and reassign
! | the settings to the device.

New Transfer Setup
For defining a new transfer setup, the user selects the entry ‘<New...>’ from the selection list.

Select transfer setup |<New...> _vJ Configure... Comm. Test...
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If the maximum number of transfer setups (default is max. 32 setups) has been reached, a message is
displayed.

MX Transfer Setup ) X |

L] E The maximurn number of setup entries has been reached,
L

In this case the user must either delete a setup or modify an existing one.

If there is sufficient space for a new transfer setup, a dialog prompts the user to enter the hame of the new
transfer setup.

The user can select an existing transfer setup, from which the settings are copied, or select <Default>.

hewsewn x|

Marne
I TransferSetup3

Copy Settings from

ran Setupl

TransferSetupl
TransferSetup2

227

Name

Description

Choices / Setting range

Default

Name

name of new transfer
setup

1-32 characters

TransferSetup<n>

Copy Settings | uses the current| - existing transfer setup| selected setup
from settings of the selected| names
setup for the new setup
- <Default>

The name assigned to the transfer setup must meet the following restrictions
e must be unique

e must not be empty

e must not exceed 32 characters in length

e must not start or end with blanks (automatically removed)

Rename / Remove Transfer Setup
The user can change the name of existing setups or remove them, if they are no longer used.

Select transfer setup =Rename/Remove,,, = Configure, .. Comm,. Test...

When the entry ‘<Rename/Remove...> is selected, a dialog is displayed, which lists the existing transfer
setups.
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228

Rename,/Remove Setups 1 x|

|TransFer Setups

serial com pork
news ush Rename
ethernet connection

Cancel

[ e |
oK |

Pressing the ‘Remove’ button deletes the currently selected setup. Pressing the ‘Rename’ button or double-
clicking a setup name in the list opens an editor for the name within the list.

Rename/Remove Setups 1 x|

Transfer Setups Fermove |

| Renarme I

ethernet conneckion

Carcel

I
oK |

A setup name is rejected, if it does not meet the reguirements@’l for setup names.

Editing an Existing Transfer Setup

Pressing the 'Configure' button opens the transfer setup wizard[230] for the selected transfer setup.

Replace Transfer Setup Dialog

When the transfer setup dialog is opened, it imports the transfer setup of the currently selected device into the
local transfer setup database. This database is kept in the Windows™ registry.

If the registry already contains a setup with the same name as the one of the selected device, the settings in the
registry are compared with the settings used by the device. In case the settings differ, the user is asked, whether
the local settings should be overwritten with the settings from the device.

MX Transfer Setup ) il

‘_‘_f') Should local transfer settings be overwritten with the settings from the project?

ves [0

Selecting 'Yes' causes the transfer settings from the device to overwrite the settings currently kept in the registry
under the given transfer setup name. Otherwise the settings of the transfer setup in the registry remain
unchanged.
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If no setup with the name exists, a new setup is added to the database. In case there is insufficient space for a
new setup, the following message is displayed.

MX Transfer Setup | X |

P | There is no free buffer ta import the transfer sstup,
'\-'4-} Do wou wank to select an entry to be overvritken 7

If the user selects ‘Yes’, a list of existing setups is displayed. The user can select a setup in the list, which is
overwritten with the new settings.

Select a setup to be replaced ] X |

Transfer Setups

news ush
setial com part
ethernet connection

scc-link, link,
melsechist

Cancel

i

Connection Test

The ‘Comm. Test’ button uses the settings of the selected transfer setup to connect to the PLC. If the
connection can be established, a success message is displayed.

MX Transfer Setup |

'0' Connected to PLC

—  Type of connected CPU is Q17305

If the connection to the PLC fails, the Easysocket error code is displayed, together
with an explanatory message.

MX Transfer Setup ) x|
'E Failed to connect ko PLC {error code Ox1808201)
L

Zannok communicake with the PLC,

Execute again after checking the connections with the PLC,

Please check power module, CPU module, I module, Inteligent module,
MNetwork module, base, cable,

Please check the manual and other documentation,
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11.2 Transfer Setup Wizard

The transfer setup is used for the configuration of communication links from the PC to a PLC system.

The settings for a communication link between PC and PLC are entered in a set of dialogs. These are organized
as a series of sequential pages. Moving between adjoining pages is done via the '‘Back' and 'Next' buttons.

C%TQ{?&‘F“ Relayed station
IBM-PC/AT e it
compatible N =
| = 1
M 1 | 1]
Camponant el O
=T 7 T I T - T it

r— I I
—@ Connected network Relayed netwark

Screen Name Description

set the connected network between the IBM-PC/AT

Wizard 1) compatible and connected station (PLC CPU and
module).
Wizard 2) set the connected station (PLC CPU and module).

set the relayed network between the connected station
(PLC CPU and module) and relayed station (PLC CPU

Wizard 3) and module).
Wizard 4) set the relayed station PLC CPU.
Wizard 5) add a comment

Start the communication setting wizard.

Communication Setting Wizard - PC side x|

Please select the PC side IF

P side P
~Communication setting

Connect port | COM1 'I [ All Ports
Time out 1000 ms

Cancel | = Back | Mext > |

The items shown in the ‘Communication setting' box depend on the selected PC side interface.

Choose the 'PC side I/F' to communicate with. The available interface types are listed below:

'PC side I/F' Selection Communication Type
USBPs3l USB communication
USB (via GOT)E?I USB communication via GOT
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'PC side I/F' Selection

Communication Type

Seriall234

Computer link communication,

CPU COM communication, CC-Link
G4 communication

Serial (via GOT)ks3!

Serial communication via GOT

Ethernet board|z35)

Ethernet communication

Ethernet board (via GOT)lz4

Ethernet communication via GOT

Modem 2481

Modem communication

CC-Link IE Control board[zsa

CC-Link IE communication

MELSECNET/H board[ze1]

MELSECNET/H communication

MELSECNET/10 boardzea

MELSECNET/10 communication

CC-Link IE Field board[ze7

CC-Link IE Field communication

CC-Link board[zs

CC-Link communication

Q Series Bus[zn1) Q Series bus communication
GX Simulator2[272 GX Simulator2 communication
GX Simulatorl273] GX Simulator communication
MT Simulator2l27s MT Simulator2 communication
CPU board|274 CPU board communication

After setting the parameters continue by pressing the ‘Next' button.

MELSOFT

Communication Setting Wizard - PLC side x|
Please select the PLC side I/F
PLC side /F CPU module
- Communication setting

CPU series I@ 'I

CPU type Q02iH) =

Transmission speed IHSEUU 'I bps

Cantral IDTR or RTS Cantral ;i

Cancel | < Back | Next > |

The contents of the 'PLC side I/F' page depend on the selected PC side interface.

Set all available parameters and click the Next button.
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MELSOFT

Communication Setting Wizard - Network i
Please selact the Netwark

Station type

Netwark MELSECNET/0(H)

Metwork route

|

Cancel |

< Back | Mext = |

The contents of the 'Network' page depend on the selections in the previous pages.

Set all available parameters and click the Next button.

Note: when 'Modem' has been selected as 'PC side I/F, the line setting screen appears next. For details of the

line setting screen refer to 'Modem Line Settings'@.

Communication Setting Wizard - Other station

Please select the Other station

~Other station setting
CPU series " -
CPU type QO2(H)-A
Metwark Mo 1
Station No 1
Cancel | < Back | Next > |

The contents of the 'Other station' page depend on the selections in the previous pages.

Set all available setting items and click the Next button.

MX Transfer Setup Wizard - Finished i

The Communication wizard has finished collecting
information.

Press "Finish' to store the modified settings and to close
the wizard.

Comment
Il

Password

Cancel |

= Back | Finish |

You can enter an optional comment of up to 32 characters for the connection.
Pressing the Finish button stores the current settings and closes the wizard.
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Note:

The enclosed sample programs should serve as examples when writing the user
program. They must be modified to match the specific application requirements. The
use of code taken from the sample programs is done at the customer's own risk.

11.2.1 PC Universal Serial Bus (USB) Interface

Configure a connection from an USB port of the PC to a PLC.

PC side USB parameters

Parameter Values Description

Time out

1-2147483647 communication timeout in milliseconds

MX Transfer Setup Wizard - PC side =l

Please select the PC =ide UF

poscerr  [TECHMEG—— - |

— Communication setting

Time out | 1000 e

Cancel | = Hack MNext = |

For a description of the editable parameters on the page see PC side USB parameters [233),

The connected interface on the PLC side is a CPU module[273,

11.2.2 PC Universal Serial Bus (USB) Interface via GOT

233

Configure a connection from an USB port of the PC to a GOT and from there to a PLC.

MELSOFT
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PC side USB parameters

Parameter Values Description

Time out 1-2147483647 communication timeout in milliseconds

MX Transfer Setup Wizard - PC side B =l

Please select the PC =ide UF

PC side I'F

— Communication setting

Timeout | 1000 ms

Cancel | = Hack | MNext =

For a description of the editable parameters on the page see PC side USB parameters [232),

Pressing the <Next> button opens a pagem for selecting the connected CPU type.

11.2.3 PC RS232 Serial Interface

Configure a serial connection to a PLC.

PC side serial parameters
Parameter Values Description

if cleared, only one of the serial interfaces actually installed

in the PC can be selected.
All Ports
if checked, any COM port can be selected. This may be

useful when defining a configuration for a different PC.

‘All Ports'| COML1 - COMn | selects the serial interface in the PC from a list of serial
cleared interfaces found on the PC
Connect port
‘All Ports'| COML -| selects the serial interface in the PC from a list of possible
checked COM256 serial interfaces
Time out 1 -| communication timeout in milliseconds
2147483647
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11.2.4

235

MX Transfer Setup Wizard - PC side

Cancel |

Please select the PC side UF

PC =ide VF

Time out

= Hack

— Communication setting

Connect port |c0r.11 "I [~ AllPorts
| 1000 | ms

Next =

For a description of the editable parameters on the page see PC side serial parametersE?I.

The connected interface on the PLC side can be

e an FX extended port]2e3)

PC RS232 Serial Interface via GOT

a CPU modulel278 (either RS422[278 or USB|ze3) interface)
a C24 module/zs3)
a G4 module[s21l

Configure a serial connection to a GOT and from there to a PLC.

PC side serial parameters

MELSOFT

38400, 57600,
115200

Parameter Values Description
if cleared, only one of the serial interfaces actually installed
in the PC can be selected.
All Ports
if checked, any COM port can be selected. This may be
useful when defining a configuration for a different PC.
‘All Ports'| COM1 - COMn | selects the serial interface in the PC from a list of serial
cleared interfaces found on the PC
Connect port
‘All Ports'| COM1 -| selects the serial interface in the PC from a list of possible
checked COM256 serial interfaces
Transmission speed 9600, 19200, | baud rate of the serial connection

Timeout

1 -
2147483647

communication timeout in milliseconds
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MX Transfer Setup Wizard - PC side I ﬂ

Please select the PC side UF

PCsideUF  |Serial(via GOT) ~|

— Communication setting

Connect port |c0r.'|1 v[ [~ AllPorts
Tranzmission speed |192[|u vI bps
Timeout I 1000 | ms

Cancel | = Hack |

For a description of the editable parameters on the page see PC side serial parametersEgl.

Pressing the <Next> button opens a pagem for selecting the connected CPU type.

11.2.5 PC Ethernet Board

Configure the PC side ethernet interface

PC side Ethernet parameters

Parameter Values Description

AJ71E71k),  AJ71QE71[49) | type of PLC ethernet module
QJ71E71[+3,  GOTP+, FX-
Connect module | ENET(-ADP)|zs8, FX3U-ENET-
ADP246, CPU modulelz4+7], CC
IE Field Ethernet adapterl47

connection-less (UDP) or connection-oriented
(TCP) protocol

not for FX-ENET (-ADP) modules

Precautions for use of TCP protocol

Pratacol ubp, TCP (@) Provide an interval longer than the sequence

scan time of the Ethernet module loaded station
from when the Open method is executed until the
Close method is executed.

(b) Provide an interval of at least 500ms from
when the Close method is executed until the Open
method is executed again.

selects ASCIl or binary packet type for
Packet type ASCII, Binary communication
only for AJ71E71 and AJ71QE71 modules
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Parameter Values Description

Network No 1-239 configured in the 'Network Parameters' of the PLC

network number of the E71 ethernet module, the
PC is connected to. The E71 network number is

settings.

only for AJ71QE71(UDP) and QJ71E71 modules

Station No. 1-64 within the network specified by the network

station number of the PC side interface. This
number can be freely chosen, but must be unique

number.

only for AJ71QE71(UDP) and QJ71E71 modules

free UDP port number on the PC side for data sent
by the PLC. Port numbers below 1025 should not

Port No. 0 - 65535 be used_
only for UDP protocol and for GOT module
Time out 1- 2147483647 communication timeout in milliseconds

Note:

When connecting from several MELSOFT applications to the same E71 module, make the
following settings:

(a) setthe protocol of the communication setting wizard screen to 'UDP".

(b) set"SW2" of the communications setting switches of the E71 module to OFF (binary).

The following restrictions apply to simultaneous connections from multiple PCs to the same E71
module using the TCP/IP protocol:

« for Q series-compatible E71 modules (except QJ71E71-100) the first five digits of the serial
number must be '02122' or later and the function version must at least be 'B’

¢ select 'MELSOFT connection' in the Ethernet parameter 'open system' (via the network
parameters in GID/GD)

Note:

Connecting to the PLC CPU through Ethernet depends on the correct PLC CPU status:
1) TCP selected: the target PLC CPU must be in RUN mode

2) UDP selected: the target PLC CPU must have been in RUN mode once

Note:

When a QnA-, AnU-, Q- (A mode) or motion controller CPU (via E71) are accessed, the device
range is equivalent to that of an AnA CPU.
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AJ71E71

Communication Setting Wizard - PC side x|

Please select the PC side IF

PCsidelF  |Ethernet board -

—Communication setting

Connect module IAJH E71 'I
Protcca I -

Packet type IElinar\,n' 'I

Part Mo I 5001
Time: out ! 1000 ms

Cancel | = Hack | Mext = |

For a description of the editable parameters on the page see PC side Ethernet parametersEé’I.

Pressing the <Next> button opens a pageEz?l for entering the address of the PLC ethernet module.

TCP connections

Connected Station CPU Relayed Station CPU
QCPU (A QnACPU| ACPU Relayed QCPU (Q| QcPU | OnA | ACPU| FX Q |[Lcpu
mode) * Network mode) (A CPU - CPU [Motio
mode) n
*2 MELSECNET/H X X X X X X X
MELSECNET/10 X o *2 o X X X
MELSECNET(II) X o] *2 0 X X X
Ethernet X X X X X X X
Computer link X X X X X X X
CC-Link X X X X X X X
CC-Link IE X X X X X X X

0: Accessible
x: Inaccessible
*1 : Including motion controller CPU

*2 : Operates as the one equivalent to AnACPU
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UDP connections
Connected Station CPU Relayed Station CPU
QCPU (AIQnACPU| ACPU Relayed QCPU (Q| QCPU | QnA|ACPU| FX Q LCPU
mode) o Network mode) (A CPU *1 CPU |Motion
mode)
*2 MELSECNET/H X X X X X X X
MELSECNET/10 X o] *2 o] X X X
MELSECNET(II) X o] *2 o] X X X
Ethernet X X X X X X X
Computer link X X X X X X X
CC-Link X X X X X X X
CC-Link IE X X X X X X X
0: Accessible
x: Inaccessible
*1 : Including motion controller CPU
*2 : Operates as the one equivalent to AnACPU
(c) E71 system example
IBR-PCIAT compatibie
5
Saian (]
o T
O | . 0
T ey
malte e
ik A3
—r ul
51:'9!.153.:.21
Poit No. 500 (HEX)
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Setting
TCP/IP UDP/IP
Switch *1 When ASCII When binary | When ASCIl | When binary
packet is used packetis used packet is used packetis used
Operation mode setting switch 0 (online)
Line processing
selection for OFF
TCP time-out error
L ON (ASClicode) | OFF (binary | ON (ASCII OFF (binary
Communications
L : . code) code) code)
condition setting Data code setting
switches S—
CPU communications
timing setting) ON
Initial timing setting OFF
*1: For switch numbers, refer to the E71 module manual.
AJ71QE71
Communication Setting Wizard - PC side x|

Cancel |

Please zelect the PC side IF

PC side F |Ethernet hoard j

— Communication setting

Connect module AJT1GET

Pratocol LoP >

Metwark Mo I 1

Station Mo I 2

Part Mo I =001

Time out ! 1000 ms
= Hack | Mext = |

For a description of the editable parameters on the page see PC side Ethernet parameters |23

Pressing the <Next> button opens a pagem for entering the address of the PLC ethernet module.
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TCP connections
Connected Station
cPU Relayed Station CPU
QnACPU Relayed Networkl QCPU (Q [QCPU (A QnA [ ACPU Q |[Lcpu
mode) mode) | CPU 1 |Ex cpu Motion

MELSECNET/H X X X X X X X
MELSECNET/10 X X o] X X X X
MELSECNET(Il) X X X X X X X
Ethernet X X o X X X X
C24 X X o X X X X
CC-Link X X X X X X X
CC-Link IE X X X X X X X

o: Accessible

x: Inaccessible

*1 : Including motion controller CPU

UDP connections
Connected Station
cPU Relayed Station CPU
QnACPU Relayed Network] QCPU (Q | QCPU| QnA | ACPU [FXCPU| Q | LCPU
mode) (A CPU 1 Motion
mode)

MELSECNET/H X X X X X X X
MELSECNET/10 X X o X X X X
MELSECNET(II) X X X X X X X
Ethernet X X o X X X X
C24 X X 0 X X X X
CC-Link X X X X X X X
CC-Link IE X X X X X X X

o: Accessible

x: Inaccessible

*1 : Including motion controller CPU
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(b) QET1 system example
IEN-PCIAT compatible
NEtWORK M. 1 EI
Station number: 2
SRR T\
[ ' U
CPU1
— QETI[192.156.0.1)
Siatlon number: 1
N | U
F = NETMJL M. 2
ceuz|| 1| |oO
B %E
QET1[192.166.0.3)
Station number: 3
Setting
TCP/IP UDP /IP
Switch (Switch Number) When ASCII When binary

packet is used

packet is used

When binary packet is

used
Operation mode setting switch 0 (online)
Line processing selection
for OFF
TCP time-out error (SW1)
ON (ASClicode)| OFF (binary
. code)
Data code setting (SW2) As set by user
Communications Automaélgttsi:]z;rt mode
condition setting SW3 OFF ON
switches ( )
— (SW4 to SW6) All OFF
CPU communications
timing setting (SW7) ON
Initial timing setting (SW8) OFF
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QJ71E71
x

Please select the PC side IF

PC side IF |E‘thernet hoard ;I

—Communication setting

Connect module IGJH E71 - I

Pratocal

Metwark Mo

Station Mo

Time: out ! 1000 ms
Cancel | = Hack | Mext = |

For a description of the editable parameters on the page see PC side Ethernet parametersEgI.

Pressing the <Next> button opens a pagem for entering the address of the PLC ethernet module.

TCP connections

Connected Station
CPU Relayed Station CPU
QCPU (Q mode) | Relayed Network Qgg;’egQ Qrgg’:egA S0 Ai:U X oson LCPU
CPU
MELSECNET/H o] X X X o] 0 X
MELSECNET/10 o o o o X o X
MELSECNET(II) X X X X X X X
Ethernet o X o X X o X
C24 *2 X X X X o o
CC-Link o o o o X o o
CC-Link IE Field o X X X X X o
CC-Link IE Control o X X X X o X

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU

*2 : For the Redundant PLC, access is disabled
*3 : partially supported, depends on CPU type
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UDP connections

Connected Station
CPU Relayed Station CPU
Relayed Network
QCPU (@ mode) s el il R VR W Y
CPU

MELSECNET/H 0 X X X 0 0 X
MELSECNET/10 o o o o X o X
MELSECNET(Il) X X X X X X X
Ethernet o X o X X o X
C24 *2 0 X X X 0 o
CC-Link o o o o X o o
CC-Link IE Field o X X X X X o
CC-Link IE Control o X X X X o X

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU

*2 : For the Redundant PLC, access is disabled
*3 : partially supported, depends on CPU type

(a) Q series-compatible E71 system example

IEM-PCIAT compatibie
Logical station number of 27 5 used.

— o =
@ senes-compatitie E71 (152.165.0.2) =
Station numiber. 2

@ senes-compatibie ET1 (192.168.0.1)
Station number: 1

0 i 1

cPuz
QiZHCPU Hetwork Mo. 2

C senes-compatiie E71 (182.166.0.3)
Siaflon number 3

Simultaneous use of different protocol types

When two different communication systems (protocols) are used to access the same Q series-compatible E71
with a serial number before 05051 from one PC, different station numbers must be set for TCP/IP and for UDP/
IP.

(Example) When MX OPC Server uses TCP and GX Developer uses UDP
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IBM-PC/AT compatible
TCPAP station number for MX OPC Server: 2
UDPAP station number for GX Developer: 3

Q series-compatible E71
(Station number: 1)

GOT

PC side UF
— Communication setting

Connect module

Port No

Time out

Please select the PC side UF

|Ethernet board j

ot R

I 5011
I 1000 ms

Cancel | = Hack |

Next = |

For a description of the editable parameters on the page see PC side Ethernet parametersE%’I.

MELSOFT

Pressing the <Next> button opens a page@ for entering the address of the GOT ethernet module.
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FX Ethernet Module
x|

Please select the PC =ide UF

PC side /F |Ethernet board j
— Communication setting

Connect module

Time out I 1000 | ms
Cancel | = Hack | MNext = |

For a description of the editable parameters on the page see PC side Ethernet parameters|2ss).

Pressing the <Next> button opens a gagem’l for entering the address of the PLC ethernet module.

FX3U Ethernet Module

MX Transfer Setup Wizard - PC side =l
Please select the PC =ide UF
PC side /F |Ethernet board j

— Communication setting

Connect module

Time out I 1000 | ms
Cancel | = Hack | MNext = |

For a description of the editable parameters on the page see PC side Ethernet parameters|zz4).

Pressing the <Next> button opens a pagem’l for entering the address of the PLC ethernet module.
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CPU Module

'CPU module' is selected when connecting to a Q-series, L-series or Q Motion series CPU with Ethernet
interface.

MX Transfer Setup Wizard - PC side il

Please zelect the PC side IF

PCsidelF  |Ethernet board -]

— Communication setting

Connect module ICF‘U maodule - I

Pratocol

Time out I 1000 ms
Cancel | = Hack | Mext = |

Pressing the <Next> button opens a page|3_1?| to search for the PLC CPU or to manually enter its IP address.

CC IE Field Ethernet Adapter
x|

Please select the PC =ide UF

PC side /F |Ethernet board j
— Communication setting
Connect module ICC IE Field Ethernet adapter j
Protocol TCP -
UoP

Time out I 1000 | ms
Cancel | = Hack | MNext = |

Pressing the <Next> button opens a page|3_2?| for entering the address of the CC-Link IE Field ethernet adapter.
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11.2.6 PC Ethernet Board via GOT

Configure an Ethernet connection to a GOT and from there to a PLC.

PC side Ethernet parameters

Parameter Values Description
Time out 1-2147483647 communication timeout in milliseconds
|

Please select the PC =ide UF

PC side UF
— Communication setting

Timeout | 1000 ms

Cancel | = Hack | MNext =

For a description of the editable parameters on the page see PC side Ethernet parameters |z

Pressing the <Next> button opens a gagem’l for selecting the connected CPU type.

11.2.7 PC Modem

Configure a dial-up connection via modem.

Note:

It is recommended to configure and test the connection in GX Developer or GX IEC Developer
before using this wizard.

PC side modem parameters

Parameter Values Description

if cleared, only one of the serial interfaces actually installed

in the PC can be selected
All Ports

if checked, any COM port can be selected. This may be
useful when defining a configuration to a different PC
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Parameter Values Description

'All Ports' flag cleared | selects the serial interface in the PC from a list of serial
interfaces found on the PC
Connect port

‘All Ports' flag| selects the serial interface in the PC from al list possible
checked serial interfaces
Connect Q6TEL(QnA), type of remote PLC module
module FXCPU, AJ71QC24N,
QJ71C24, QJ71CMO,
LJ71C24
Time out 1- 2147483647 communication timeout in milliseconds

Note:

Simultaneous modem communication by several MELSOFT applications is not supported.
Communication errors, a disconnection of the telephone line or similar problems may occur.

MX Transfer Setup Wizard - PC side |

Please select the PC =ide UF

PCsideUF  |Modem =l
— Communication setting
Connect port COM1 = | [~ AllPorts
Connect module IQ.STEL(QH_A} j

Time out I 10000 ms

Cancel | = Hack |

For a description of the editable parameters on the page see PC side modem parameters [228),

Pressing the <Next> button opens a pagem for configuring the modem connection (e.g. telephone number
etc.).

11.2.7.1 Modem Line Settings

Enter the parameters for the modem connection to a remote PLC including the phone number and any AT
commands to configure the local modem.

Note:
(@) Do not use a call-waiting phone line.

On a call-waiting phone line, data corruption, telephone line disconnection or similar may occur
due to interrupt reading sounds.

(b) Do not connect the line to master/slave phones.
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If the slave phone picks up while the telephone line is connecting to the master/slave phones, the
telephone line may be disconnected.

(c) Use an analog 2 wire type telephone line.
When using a digital line, use a terminal adaptor.

When the telephone line is of 4 wire type, the line may not be connected depending on the wiring
type of the modular jack.

For the 4 wire type conduct connection tests in advance to check for connection.

Note:
(@) Modem for radio communication using a cellular phone

Although the modem name is different depending on the maker, the modem is generically
referred to as the cellular phone communication unit in this manual. Select the model of the
cellular phone communication unit according to the cellular phone used.

For details, contact the company of your cellular phone.
(b) Cellular phone without auto answer function

For a cellular phone without auto answer function, use a cellular phone communication unit that
has the ANS/ORG/TEL select switch. If the cellular phone communication unit does not have the
ANS/ORG/TEL

select switch, it is impossible to connect the line. The line connection procedure is different
depending on the cellular phone company and cellular phone model.

For details, contact the maker of your cellular phone.

250

Connect line dialog

Set the line connection system, telephone line, AT command, etc.

Communication Setting Wizard - Connect Line

Connect weay IAutc- line connect ;I

Callback number I

i~ Lire
TOME = I Outside line number

Lire type

PULSE
—Connection e
Call number

Brovese. ..

Mame I

—AT command

" Modem standard Help of AT command. ..

{* AT command setting |

Titls |

Detailzs =efting

[
|

= Back Mext= |

Cancel |

Note:

field.

The 'Next' button is disabled, if no number has been entered in the 'Call number'

250



11 Transfer Setup MELSOFT

Item Description
Connect way fixed to 'Auto line connect'
Callback number not available
Line Line type set the line type (Default: Tone)
Outside line| set the outside line access number. The number must not exceed a
number length of 10 characters and can consistof 0, 1, 2, 3,4,5,6, 7,8, 9, -,
#
Connection Call number | enter the telephone number of the connection target.
t t .
arge When the connection target has been selected on the phone book
screen, the telephone number of the connection target appears.
The phone number must not exceed a length of 50 characters and
canconsistof0, 1,2, 3,4,5,6,7,8,9,-, #
Name an optional name, which has been assigned to the phone number in
the phone book
Browse displays the phone book screen. For details see 'Call book diang'E?I
AT Modem when selected the standard AT commands are used
standard
command
AT AT command sequence to initialize the local modem
command
setting The command must not exceed a length of 70 ASCII characters
Title the optional title of the AT command selected in the AT command
registration screen
Browse displays the AT command registration screen. For details see 'AT
command registration dialog'(2ss
Help of AT| displays the AT command help
command
Details setting dSMmﬁtmemmBsmm@dmngﬁ
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Call book dialog
x|

= Remote FLCs Close |
Target PLC
Cancel |

Mew call number... |
ewy graup... |
Edit... |
Capy... |
Wove group.. |
Delete I

Find... |

—Display cursor position

Call nurnber 012345 Select |
Cutside line number

Comment Readfile.. |

WWirite file... |
Item Description

Close store the edited data and close the phone book dialog

Cancel discard the edited data and close the phone book dialog

New call number | open the 'Call number setting dialog'E’?I to enter a new phone number

New group create a new group; opens the 'Group setting'@ dialog for entering the group name

Edit if a group is selected, the 'Grou setting'@ dialog is opened. Otherwise it opens
the 'Call number setting dian‘E% to edit a phone number

Copy copies the selected phone number to a different group (see 'Select phone group

Move group moves the selected phone number to a different group (see 'Select_phone group

Delete deletes the selected phone number or group. Only empty groups can be deleted. If
a group is not empty, the phone numbers must be deleted first.

Find used to search phone numbers and associated names (see 'Find_a phone number'
254

Select closes the dialog and copies the selected phone number to the line dialog

Read file reads phone numbers from a file selected by the user

Write file stores the contents of the phone book in a file selected by the user
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Call number setting dialog
Set the telephone number to be registered to the phone book.

Call number setting x|

Group name

Destination name

Call number

Outside line nurmber | -I

For only line connection

iRemnte FLC Modems

Fassword

A password input is necessan when the password is unset or when connecting to a line.

—

Comment
] 4 I Cancel
Item Description
Group name the group name of the registration destination.

Destination name

name associated with the phone number

Call number

enter the telephone number of the connection target.

The phone number must not exceed a length of 50 characters and can consist
OfO, 1, 2, 3,4, 51 61 71 81 91 ] !#

Outside line number

set the outside line access number.

The number must not exceed a length of 10 characters and can consist of 0, 1,
2,3,4,56,7,8,9, -,  #

For only line| if a password has been set in AGTEL, Q6TEL or Q series C24 for remote
connection access, the password must be entered here in order to access the target PLC
Comment an optional comment describing the phone number

Edit phone group name

Group setting X |

Group narme | (el CHENeES

(854 I Cancel

Enter the name for a group of telephone numbers.
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Select phone group name
|

Group name NI

]34 I Cancel

Select the name of the group, where the selected phone humber is copied to.

Find a phone number

Find call number ) il
Find destination || LI B |
narme
Find call number I ll Cancel |

Find direction
{+ From top to down

" From cursor to down

{~ From cursorto up

Search the phone book for a given name or number.
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AT command registration dialog
Set the AT commands used on the line setting screen.

x|
- Modern at MELSOFT application side Close |
¢ Ldnitmodem
‘.. Modem at TEL side Cancel |
| News AT command. |
Edit... |
Copy.. |
Move group... |
Delate |
Select |
Read file... |
Write file... |
Display cursor position
AT command
|&w050=1
Item Description
Close store the edited data and close the AT command registration dialog
Cancel discard the edited data and close the AT command registration dialog

New AT command

define a new AT command. For details see 'AT command edit dialog'|§6°|

Edit edit an existing AT command. For details see 'AT command edit dialoq'Eé’I

Copy copy the selected command to a different group (see 'Select AT command group_name'
256

Move group move the selected command to a different group (see 'Select AT command group
name'[2s5) T

Delete delete the selected AT command

Select Use_d to display the AT command selected in the AT command display list on the line
setting screen.

Read file reads AT commands from a file selected by the user

Write file stores the AT commands in a file selected by the user
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AT command edit dialog
Register a new AT command and edit the AT command.

AT command registration x|

Group name

|ru10dem at MELSOFT application side

Title

AT command

[o]:4 I Cancel Help of AT carmmand...

Item Description

Group name displays the name of the group to which the AT command is assigned

Title a name for the AT command (max 60 ASCII characters)

AT command enter the AT command for modem initialization (max. 70 ASCIl characters)

Help of AT command | displays the AT command help

Select AT command group name
|

Group name

]34 I Cancel

Select the name of the group, where the selected AT command is copied to.
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Details setting dialog

Set details for telephone line connection.

Details setting x
Line connection CD signal weait time | seconds.
Line connection moclem repart wait time | g seronds.
Line disconnection CO signal weait time | g seconds.
Line disconnection delay time I 3 seconds.
Data transmission delay time I 0 seconds.
AT command response wat time |1_ seconds.
Pazsword cancelation responze wai time I 5 zeconds.
AT commandfpazsword cancellation retry times | 3 e
Line callback cancel wait time | a0 zeconds.
Call back delay time | 20 seconds.
Call back reception waiting time-out 120 seconds.

folt8 CAMNCEL |
ltem Description

Line connection CD signal
wait time

Set the maximum time to wait for the carrier-detect signal to be set (Default: 90)

Increase the time, if the CD signal does not turn ON within the set time depending
on the line-connected region (example: overseas).

Setting range: 1 to 999

Line connection modem
report waiting time

Set the line connection modem report wait time. (Default: 5)
Increase the set time if the response speed of the modem is low.

Setting range: 1 to 999

Line disconnection CD

signal wait time

Set the maximum time to wait for the carrier-detect signal to be dropped (Default:
5)

Increase the set time if the CD signal does not turn OFF within the preset time
depending on the line-connected region (example: overseas).

Setting range: 1 to 999

Line disconnection delay
time

Set the line disconnection delay time. (Default: 3)
Increase the set time if the response speed of the modem is low.

Setting range: 1 to 999

Data transmission delay
time

Set the data transmission delay time. (Default: 0)
Increase the set time if the response speed of the modem is low.

Setting range: 1 to 999
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Iltem

Description

AT command response

Set the AT command response wait time. (Default: 1)

response wait time

wait time L .
Increase the set time if the response speed of the modem is low.
Setting range: 1 to 999
Set the password cancellation response wait time. (Default: 5)
Password cancellation | Increase the set time if the quality of the line with the other end is low.

Setting range: 1 to 999

AT  command/password
cancellation retry times

Set the AT command/password cancellation retry count. (Default: 3)

Increase the set count if the AT command cannot be sent or the password
cannot be canceled.

Setting range: 1 to 999

Line callback cancel wait
time

Set the Line callback cancel wait time. (Default: 90)

Increase the set time if the line at the other end (Q series corresponding C24
side) is not disconnected within the set time depending on the line-connected
region (example: overseas).

Setting range: 1 to 180

Call back delay time

Set the callback delay time. (Default: 20)

Increase the set time if the device for relaying connection to the line (example:
modem, etc.)

requires the set time for reconnection after line disconnection.

Setting range: 1 to 999

Call back reception waiting
time-out

Set the callback reception waiting time-out. (Default: 120)
Increase the set time if a time-out occurs in a callback receive waiting status.

Setting range: 1 to 3600

11.2.8 PC CC-Link IE Control Board

A connection between PC and PLC via CC-Link IE requires the CC-Link IE interface board and the
corresponding driver to be installed in the PC.

258

PC side CC-Link IE Control parameters

Parameter

Values Description

Board No.

1st, 2nd, 3rd, 4th module

selects the interface board in the PC
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MX Transfer Setup Wizard - PC side x|

Please select the PC side UF

PC side UF |CL‘. IE Control board j

— Communication setting

Board No |1st module j

: 1=t module
2nd module

3rd module
4th module

Cancel | = Hack Next =

For a description of the editable parameters on the page see PC side CC-Link IE parameters [2s8),

The PLC station, to which a connection is established, can be either

e the host stationssd)

« a different station in an attached network[a4

« a different station in a separate networklsss)

Q CPU (Q mode)

Connected
Station CPU Relayed Station CPU
Own Board "5Cpu (Q | Relayed Network [QCPU[QCPU| QnA [ACPU Q |LcpPu
mode) m(()?je) méﬁe) CPU *] FXJ:P Mcr>]t|o
MELSECNET/H o] X X X X o] 0
MELSECNET/10 0 X X X X 0 o]
MELSECNET(Il) X X X X X X X
Ethernet o] X X X X o] X
o 0

C24 o] o] o] X X o] X
CC-Link o] X X X X o] 0
CC-Link IE Field *2 X X X X X 0
CC Link IE Control o] X X X X o] X

0: Accessible
x: Inaccessible
*1 : Including motion controller CPU

*2 : partially supported, no redundant CPUs
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Q CPU (A mode)
Connected
Station CPU Relayed Station CPU
Own Board " 5cpy (A Relayed [QCPU[QCPU[ QnA|ACPU Q |LCPU
mode) Network m(()?je) méﬁe) CPU 1 FXSP M(:]tIO
MELSECNET/H| x X X X X X X
MELSECNET/1| x X X X X X X
0
MELSECNET(Il)| x X X X X X X
Ethernet X X X X X X X
o 0
C24 X X X X X X X
CC-Link X X X X X X X
CC-Link IE Field[ x X X X X X X
CC-Link IEH x X X X X X X
Control
o: Accessible
x: Inaccessible
*1 : Including motion controller CPU
QnA CPU
Connected
Station CPU Relayed Station CPU
Own Board " onacPU | Relayed Network [QCPU[ QCPU | QnA [ACPU Q |LCPU
m(()(cgie) méﬁe) e e FXUCP M(r)1tlo
MELSECNET/H X X X X X X X
MELSECNET/10 X X o X X X X
MELSECNET(Il) X X X X X X X
o Ethernet X X o X X X X
C24 X X X X X X X
CC-Link X X X X X X X
CC-Link IE X X X X X X X

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU
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A CPU
Connected
Station CPU Relayed Station CPU
Own Board ™ Acpy Relayed [QCPU[QCPU QnA[ACPU Q [Lcpu
* Network m(()(ge) mége) CPU 1 FXUCP Mcr>1tio
MELSECNET/H| x X X X X X X
MELSECNET/1| x X X X X X X
0
MELSECNET(Il)| x X X X X X X
° ° Ethernet X X X X X X X
C24 X X X X X X X
CC-Link X X X X X X X
CC-Link IE X X X X X X X

0: Accessible
x: Inaccessible

*1 : Including motion controller CPU

11.2.9 PC MELSECNET/H Board

A connection between PC and PLC via MELSECNET/H requires the MELSECNET/H interface board and the
corresponding driver to be installed in the PC.

PC side MELSECNET/H parameters

Parameter Values Description
Board No. 1st, 2nd, 3rd, 4th module selects the interface board in the PC
x|

Please select the PC side UF

PCsideUF  |MELSECNETH board ~]

— Communication setting

Board No |1st module j

: 1=t module
2nd module

3rd module
4th module

Cancel I = Hack Next =

For a description of the editable parameters on the page see PC side MELSECNET/H parameters@?l.
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The PLC station, to which a connection is established, can be either

¢ the host station[ssol

e adifferent station in an attached networkfsa

e adifferent station in a separate networkssa

MELSECNET/H mode to Q CPU (Q mode)

Connected
Station CPU Relayed Station CPU
Own Board " 5¢cpy (Q Relayed [QCPU[QCPU QnA[ACPU Q |LCPU
mode) Network Q (A | CPU Motio
mode)|mode) E FXJ:P n
MELSECNET/H| o X X X X o]
MELSECNET/1 o] o] o] o] X o]
0
MELSECNET(Il)| x X X X X X
Ethernet 0 X X 0 X 0
o 0]

C24 0 X 0 X X 0
CC-Link 0 X X X o] 0
CC-Link IE Field] *3 X X X X 0
CC-Link IEl o X X X X 0
Control

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU

*2 : Operates only when QCPU (Q mode) is used.

*3 : For the Redundant PLC, access is disabled.

*4 : partially supported, depends on CPU type
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MELSECNET/10 mode to Q CPU (Q mode)
Connected
Station CPU Relayed Station CPU
Own Board " 5¢cpy (Q Relayed [QCPU[QCPU QnA[ACPU Q |LCPU
mode) Network Q (A | CPU Motio
mode)|mode) E FXSP n
MELSECNET/H| X X X X X o]
MELSECNET/1 o] o] o] o] X o]
0
MELSECNET(Il)| x X X X X X
Ethernet 0 X X X X 0
o 0]
C24 0 X 0 X X 0
CC-Link 0 X X X X 0
CC-Link IE Field] *2 X X X X 0
cc-Link IEl o X X X X 0
Control

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU

*2 : For the Redundant PLC, access is disabled

*3 : partially supported, depends on CPU type

MELSECNET/10 mode to Q CPU (A mode) and A CPU

Connected Relayed Station CPU
Station CPU laved
Own Board =~ 5T/ ch lsgtw);rk QCPU[QCPU QnA |ACPU Q [LCPU
n?ogﬁz = mc(che) mcgfj\e ey = FXUCP Mcr)ltlo
)
MELSECNET/H| x X X X X X
MELSECNET/1| o o] o] o] X X
0
MELSECNET(l)| x X X X X X
° ° ©  [Ethernet X X X X X X

C24 X X X X X X
CC-Link X X X X X X
CC-Link IE X X X X X X

0: Accessible
x: Inaccessible

*1 : Including motion controller CPU
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MELSECNET/10 mode to QnA CPU

Connected
Station CPU Relayed Station CPU
Own Board " opacPU Relayed [QCPU[QCPU QnA[ACPU Q [Lcpu
Network m(()(ge) mége) CPU 1 FXUCP MC:IO
MELSECNET/H| x X X X X X X
MELSECNET/1| o o o o X X X
0
MELSECNET(Il)| x X X X X X X
° ° Ethernet X X o] X X X X

C24 X X o] X X X X
CC-Link X X X X X X X
CC-Link IE X X X X X X X

0: Accessible
x: Inaccessible

*1 : Including motion controller CPU

11.2.10 PC MELSECNET/10 Board

A connection between PC and PLC via MELSECNET/10 requires the MELSECNET/10 interface board and the
corresponding driver to be installed in the PC.

PC side MELSECNET/10 parameters

Parameter Values Description
Board No. 1st, 2nd, 3rd, 4th module selects the interface board in the PC
x|

Please select the PC side UF

PCsideUF  |MELSECNET/10 board Rl

— Communication setting

Board No |1st module j
: 1=t module i

2nd module

3rd module
4th module

Cancel I = Hack Next =
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For a description of the editable parameters on the page see PC side MELSECNET/10 parameterlefI.

The PLC station, to which a connection is established, can be either

e the host stationlssdl

« a different station in an attached network[a4

* a different station in a separate network[ss

Q CPU (Q mode)

Connected
tati P .
Station CPU Relayed Station CPU
Own
Board QCPU (Q Relayed QCPU|QCPU| QnA [ACPU Q |LCPU
mode) Network Q (A | CPU Motio
mode)|mode) = FXJZP n
MELSECNET/H 0 X X X X 0
MELSECNET/1 o] o] o] o] X o]
0
MELSECNET(Il)| x X X X X X
Ethernet o] X X X X X
o] o]
C24 0 X 0 X X 0
CC-Link o] X X X X o]
CC-Link IE Field] *3 X X X X X
CC-Link IEf o X X X X o]
Control

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU

*2 : For the Redundant PLC, access is disabled

*3 : partially supported, depends on CPU type
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Q CPU (A mode) and A CPU
Connected Relayed Station CPU
own Station CPU Relayed
Board "ocpuU[ACPUl Network [QCPU[QCPU| QnA[ACPU Q |LCPU
mcgfj\e) = mc(che) mcgfj\e) ey = FXUCP Mcr)ltlo
MELSECNET/H| x X X X X X
MELSECNET/1| o o] o] o] X X
0
MELSECNET(l)| x X X X X X
° ° °  [Ethernet X X X X X X
Computer link X X X X X X
CC-Link X o X X X X
CC-Link IE X X X X X X
o: Accessible
x: Inaccessible
*1 : Including motion controller CPU
QnA CPU
Connected
own Station CPU Relayed Station CPU
Board QnACPU Relayed |QCPU[QCPUl QnA |ACPU Q |LcpPu
Network m(()?je) méﬁe) CPU 1 FXSP Mgtlo
MELSECNET/H| x X X X X X
MELSECNET/1| o o o o X X
0
MELSECNET(Il)| x X X X X X
° Ethernet X X o] X X X
C24 X X o] X X X
CC-Link X X X X X X
CC-Link IE X X X X X X

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU
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11.2.11 PC CC-Link IE Field Board

A connection between PC and PLC via CC-Link IE Field requires the CC-Link IE Field interface board and the
corresponding driver to be installed in the PC.

PC side CC-Link IE Field parameters

Parameter Values Description

Board No. 1st, 2nd, 3rd, 4th module selects the interface board in the PC

MX Transfer Setup Wizard - PC side . ﬂ

Please select the PC side UF

PCsideUF  |CCIE Field board ~]

— Communication setting

Board No |1st module j

Cancel | = Hack Next =

For a description of the editable parameters on the page see PC side CC-Link IE parameters [261),

The PLC station, to which a connection is established, can be either

« the host station[z33l

« a different station in an attached networkfsaal

¢ adifferent station in a separate networklzael
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Q CPU (Q mode)
Connected
Station CPU Relayed Station CPU
Own
Board QCPU (Q Relayed QCPU|QCPU|l QnA |ACPU Q |LCPU
mode) Network Q (A |CPU| , Motio
mode) mode) 1 FXSP n
MELSECNET/H o] X X X X X
MELSECNET/1 o] o] o] o] X X
0
MELSECNET(Il)| x X X X X X
Ethernet 0 X X X X X
0] 0]
C24 0 X X X X X
CC-Link 0 X X X X X
CC-Link IE Field] *2 X X X X X
CC-Link IEl o X X X X X
Control
o: Accessible
x: Inaccessible
*1 : Including motion controller CPU
*2 : For the Redundant PLC, access is disabled
L CPU
Connected
tati P .
Station CPU Relayed Station CPU
Own
Board LCPU Relayed QCPU|QCPU| QnA [ACPU Q |LCPU
Network Q (A | CPU Motio
mode)|mode) = FXJ:P n
MELSECNET/H X X X X X X
MELSECNET/1 X X X X X X
0
MELSECNET(Il)| x X X X X X
Ethernet X X X X X X
o] o]
C24 0 X X X X X
CC-Link o] X X X X X
CC-Link IE Field] *2 X X X X X
CC-Link IH x X X X X X
Control

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU

*2 : For the Redundant PLC, access is disabled
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11.2.12 PC CC-Link Board

A connection between PC and PLC via CC-Link requires the CC-Link interface board and the corresponding
driver to be installed in the PC.

PC side CC-Link parameters

Parameter Values Description

Board No. 1st, 2nd, 3rd, 4th module selects the interface board in the PC

Note:

The CC-Link master/local module used in CC-Link communication or CC-Link G4
communication (only when the AJ65BT-G4 is used), must have software version 'N' or later.
Modules with software version 'M' or earlier will not operate properly.

MX Transfer Setup Wizard - PC side I ﬂ

Please select the PC side UF

PCsideUF  |CC-Link board ~|

— Communication setting

Board No |1st module j

Cancel | = Hack Next =

For a description of the editable parameters on the page see PC side CC-Link parameters@.

The PLC station, to which a connection is established, can be either

« the host station[ss0l

« a different station in an attached network[=4

¢ adifferent station in a separate networkfsas!

269 269



11 Transfer Setup MELSOFT

Q CPU (Q mode)

Connected
Station CPU Relayed Station CPU
Own Board ["5cpu (Q | Relayed Network [QCPU[QCPU] QnA [ACPU Q |LCPU
mode) m(()(ge) méﬁe) CPU 1 FXSP M(r)1t|o
MELSECNET/H o] X X X X o] X
MELSECNET/10 0 X X X X 0 X
MELSECNET(Il) X X X X X X X
o o Ethernet o X X X X o X
C24 X X X X X X X
CC-Link X X X X X X X
CC-Link IE Control o] X X X X o X

0: Accessible
x: Inaccessible
*1 : Including motion controller CPU

*2 : partially supported, depends on CPU type

Q CPU (A mode)

Connected
Station CPU Relayed Station CPU
Own Board " 5cpy (A Relayed [QCPU[QCPU QnA[ACPU Q |LCPU
mode) Network m(()?je) méﬁe) CPU 1 FXSP M(:]tIO
MELSECNET/H| x X X X X X X
MELSECNET/1| x X X X X X X
0
MELSECNET(Il)| x X X X X X X
° ° Ethernet X X X X X X X

C24 X X X X X X X
CC-Link X X X X X X X
CC-Link IE X X X X X X X

0: Accessible
x: Inaccessible

*1 : Including motion controller CPU
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QnA CPU
Connected
Station CPU Relayed Station CPU
Own Board " opacPU Relayed [QCPU[QCPU QnA[ACPU Q [Lcpu
Network m(()?je) méﬁe) CPU 1 FXSP M(:]tIO
MELSECNET/H| x X X X X X X
MELSECNET/1| x X o X X X X
0
MELSECNET(Il)| x X X X X X X
° ° Ethernet X X o] X X X X
C24 X X X X X X X
CC-Link X X X X X X X
CC-Link IE X X X X X X X

0: Accessible
x: Inaccessible

*1 : Including motion controller CPU

A CPU
Connected
Station CPU Relayed Station CPU
Own Board ™ Acpy Relayed [QCPU[QCPU QnA|ACPU Q |LCPU
*1 Network mc()?je) méﬁe) CPU *] FXJ:P McIthio
MELSECNET/H| x X X X X X X
MELSECNET/1| X X X X X X X
0
MELSECNET(Il)| x X X X X X X
° ° Ethernet X X X X X X X

C24 X X X X X X X
CC-Link X X X X X X X
CC-Link IE X X X X X X X

0: Accessible
x: Inaccessible

*1 : Including motion controller CPU

11.2.13 PC Q Series Bus

Configure a connection from the PC CPU module installed in a Q series rack to a PLC CPU within the same
rack, using the back panel bus. Alternatively the communication between PC CPU and PLC CPU module can
use a MELSECNET/HPs1l or a CC-Linkl2e3] interface.
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MX Transfer Setup Wizard - PC side

Cancel | = Hack | Next =

Please select the PC side UF

rescerr  [EETTOR -

Caution:

If accessing the PLC CPU through a MELSECNET/H unit
that is controlied by computer CPU, please select
[MELSECMET/H board] on the [PC =ide UF].

If accessing the PLC CPU through a CC-Link unit that is
controlled by computer CPU, please select [CC-Link
board] on the [PC =side UF].

Pressing the <Next> button opens a page|;§| for selecting the connected CPU type.

Q Series Bus - Network

MELSOFT

Parameter

Values

Description

CPU type

see list of supported CPU types

type of PLC CPU module

Multiple CPU

No. 1, No. 2, No. 3

selects the CPU module in the PLC

MX Transfer Setup Wizard - Network

Please select the Network

Connect CPU series
CPU type

Muttiple CPU

Cancel | = Back | MNext =

|o I

No.1 |

Pressing the <Next> button opens a page@ for entering a comment for the connection.
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11.2.14 PC GX Simulator

Define a connection to an instance of GX Simulator running on the same computer.

PC side GX Simulator parameters

Parameter Values Description
Station type 'Host station' or 'Other station’ direct connection or MELSECNET network
CPU series Q, QnA A FX series of the CPU type selected in GX
Simulator
(FX is only available for station type 'Host
station')
CPU type see list of supported CPU types | type of CPU selected in GX Simulator

not selectable for 'Other station' as
'Station type’

Network No 1-239 network number of the E71 ethernet module,
the PC is connected to. The E71 network
number is configured in the 'Network
Parameters' of the PLC settings.

only for 'Other station' as 'Station type'

Station No. 1-64 station number of the PC side interface. This
number can be freely chosen, but must be
unique within the network specified by the
network number.

only for 'Other station' as 'Station type'

Time out 1-2147483647 communication timeout in milliseconds

Note:

Before configuring the connection please make sure that GX Simulator and GX Developer are

operating.

In addition, do not terminate GX Simulator and GX Developer while the user program is running.

If you do so, you will not be able to terminate the user program normally.
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MX Transfer Setup Wizard - PC side x|

Please select the PC side IF
PC =side UF |G.X Simulator j
— Communication Settion
wion e TP -
CPU Series [a =~
CPU type {ao21) |

Time out I 1000 ms

Cancel | = Hack | Next = |

MX Transfer Setup Wizard - PC side =l

Please select the PC =ide UF

PCsidelF  |GX Simulator |
r—Communication Settion

wonvoe [T~
CPU Series [ =
CPU type [azen =l
Network No | 1
Station Mo I 1

Time out I—‘IEIEIU me

Cancel | = Hack | MNext =

For a description of the editable parameters on the page see PC side GX Simulator parameters [273,

Pressing the <Next> button opens a pageEf?I for entering a comment for the connection.

11.2.15 PC GX Simulator2

Define a connection to an instance of GX Simulator2 running on the same computer.
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PC side GX Simulator2 parameters

Parameter

Values

Description

Target simulator

None

e Simulator A
e Simulator B
e Simulator C

e Simulator D

simulator instance to connect to (for FX series
projects at present only one simulation can be
executed at a time)

if the simulation is currently running, pressing
the 'Browse' button opens the 'Find GX
Simulator2__Runtime'__dialogle7sl to  view
additional information of the available targets,
e.g. the GXW2 project name

CPU series

QL FX

series of the CPU type selected in GX
Simulator2

MELSOFT

Note:

Before configuring the connection please make sure that GX Simulator2 is operating.

In addition, do not terminate GX Simulator2 while the user program is running. If you do so, you
will not be able to terminate the user program normally.

MX Transfer Setup Wizard - PC side

Cancel |

Please select the PC =ide UF

PCsideUF  |GX Simulator2 |
— Communication setting
Target Simulator INU”E vl Browse. . |
CPU Series
= Hack | Mext =

For a description of the editable parameters on the page see PC side GX Simulator2 parameters[z73)

Pressing the <Next> button opens a page@ for entering a comment for the connection.
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'Find GX Simulator2 Runtime' Dialog
This dialog shows the list of locally active GX Simulator2 runtimes.

Find GX Simulator? Runtime

Targek Project Mame CPL Series CPU Type ‘Warkspace

Q100UDEH
on | Q2sPH |

Cancel

|

Update

Lists the current simulstions on the local computer

For each runtime the following items are displayed:

Column Description
Target marks the instance of the runtime, if multiple runtimes are active
Project Name file name of the GXW2 project
CPU Series family of the CPU type set in the GXW?2 project
CPU Type CPU type set in the GXW?2 project
Workspace the GXW2 workspace of the project, if it is part of a workspace

The table contents are not automatically refreshed, when a runtime is started or stopped. To update the list of
runtimes press the <Update> button.

Pressing <OK> sets the 'Target Simulator' selection in the transfer setup wizard to the simulation, which has
been selected in the table.

11.2.16 PC MT Simulator?2

Define a connection to an instance of MT Simulator2 running on the same computer. MT Simulator2 simulates
only motion CPUs which are supported by MT Developer2. The simulator runtime can be controlled with MT

Developer2.

PC side MT Simulator2 parameters

Parameter Values Description

Target simulator | e Simulator No. 2 simulator instance to connect to
e Simulator No. 3

e Simulator No. 4
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Note:
Before configuring the connection please make sure that MT Simulator2 is operating.

In addition, do not terminate MT Simulator2 while the user program is running. If you do so, you
will not be able to terminate the user program normally.

"MK Transfer Setup Wizard - PC side .

Please select the PC side UF

PCsideUF  |MT Simulator2 ]

& Communication setting

Target Simulator Simulator Ho.2 vI

Simulator No.2

Simulator No.3
Simulator No.4

Cancel I < Back l MNext =

For a description of the editable parameters on the page see PC side MT Simulator2 parameters|zsl.

Pressing the <Next> button opens a pageE(?l for entering a comment for the connection.

277 277



11 Transfer Setup MELSOFT

11.2.17 PC CPU Board

A connection between PC and PLC using a CPU board requires the CPU board and the corresponding driver to
be installed in the PC.

MX Transfer Setup Wizard - PC side x|

Please select the PC side UF

PC =ide VF CPU board X

Cancel | = Hack Next =

The PLC station, to which a connection is established, can be either

« the host station[s33l

« a different station in an attached networkssel

11.2.18 PLC CPU Interface

278

Enter the settings for the serial interface of a PLC CPU module.

PLC side CPU interface parameters

Parameter Values Description
CPU series Q, QnA, A, FX, L, Q Motion series of the CPU type selected in serial PC
side interface
CPU type see list of supported CPU types | type of PLC CPU module
Transmission 300 - 115200 baudrate on the serial link
speed
Control DTR only, RTS only, DTR and| handshake signals

RTS, DTR or RTS

Note for Q00J/Q00/Q01 CPUs:

If the baudrate set in the PC differs from the baudrate in the CPU module, the actual baudrate is
fixed at 9600 bps. To increase the communication speed, match the personal computer side
transmission speed with the Q00J/Q00/Q01CPU side transmission speed.

278



11 Transfer Setup MELSOFT

Supported transmission speeds:

As the transmission speed of the QCPU(Q mode) and QCPU(A mode), you can set 9600bps,
19200bps, 38400bps, 57600bps or 115200bps.

19200bps or 38400bps.
For the QnACPU of other versions, you can set 9600bps or 19200bps.

The transmission speeds of the ACPU (except A2USHCPU-S1), FXCPU and motion controller
CPU are fixed to 9600bps. (The A2USHCPU-S1 may be set to 19200bps.)

For the QnACPU of version 9707B or later, you can set the transmission speed of 9600bps,

PLC CPU Standard Serial Interface (RS 422)
MX Transfer SetupWizard -PLCside x|

Please select the PLC =side VF

PLCside F | CPU module |
— Communication setting
CPU series [a |
CPU type [ao2) =
Transmission speed |11520L'r j bps
Control IDTR or RTS Control j

Cancel | = Back |

For a description of the editable parameters on the page see PLC side CPU interface parameters|forl.

Pressing the <Next> button opens a page|¥51 for entering a comment for the connection.
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Q CPU (Q mode)

Connected
Station CPU Relayed Station CPU
QCPU (Q Relayed QCPU|QCPU] QnA | ACPU Q |LCPU
mode) Network m(()(ge) méﬁe) CPU| FXUCP rl]\/lgga

MELSECNET/H| o X X X X o X
MELSECNET/1| o o o o X o] X
0
MELSECNET(l)| x X X X X X X
Ethernet 0 X 0 X X 0 X
C24 o] X o] X X o] o]
CC-Link o] *2 *2 *2 *4 o] o]
CC-Link IE Field[ *3 X X X X X o]
CC-Link IE o X X X X 0 X
Control

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU

*2 : Use the QnA or ACPU side CC-Link module whose ROM version is "S" or later

*3 : For the Redundant PLC, access is disabled

*4 : partially supported, depends on CPU type

Q CPU (A mode)

Connected
Station CPU Relayed Station CPU
QCPU (A Relayed [QCPU|QCPU|l QnA|ACPU Q [Lcpu
mode) Network m(()(ge) méﬁe) CPU| FXUCP rl]\/lgga

MELSECNET/H| x X X X X X X
MELSECNET/1| x o X o X X X
0
MELSECNET(l)| x o] X o] X X X
Ethernet X X X X X X X
C24 X X X X X X X
CC-Link X X X X X X X
CC-Link IE X X X X X X X

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU

MELSOFT
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QnA CPU
Connected
Station CPU Relayed Station CPU
QnACPU Relayed [QCPU|QCPUl QnA|ACPU Q [Lcpu
etwork m((J(ge) m(gﬁe) = 1 FXUCP r?ﬂglga
MELSECNET/H| x X X X X X X
MELSECNET/1| x X o X X X X
0
MELSECNET(l)| x X o] X X X X
Ethernet X X 0 X X X X
C24 X X o] X X X X
CC-Link X X X X X X X
CC-Link IE X X X X X X X
o: Accessible
x: Inaccessible
*1 : Including motion controller CPU
A CPU
Connected
station CPU Relayed Station CPU
ACPU Relayed [QCPU[QCPUl QnA[ACPU Q [LcpPu
e etwork mc(J?ie) mcgﬁ‘e) e i FXUCP rll\/l(cl)lt::f)
MELSECNET/H| x X X X X X X
MELSECNET/1 X 0 X 0 X X X
0
MELSECNET(l)| x o} X o} X X X
Ethernet X X X X X X X
C24 X X X X X X X
CC-Link X X X X X X X
CC-Link IE X X X X X X X

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU

MELSOFT
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FX CPU
Connected
Station CPU Relayed Station CPU
FXCPU Relayed QCPU|QCPU] QnA | ACPU Q |LCPU
etwork m((J(ge) m(gﬁe) = 1 FXUCP r?ﬂglga
MELSECNET/H| x X X X X X X
MELSECNET/1| x X X X X X X
0
MELSECNET(l)| x X X X X X X
Ethernet X X X X X X X
C24 X X X X X X X
CC-Link X X X X *3 X X
CC-Link IE X X X X X X X
o: Accessible
x: Inaccessible
*1 : Including motion controller CPU
*3 : partially supported, depends on CPU type
LCPU
Connected
Station CPU Relayed Station CPU
LCPU Relayed [QCPU[QCPUl QnA[ACPU Q [LcpPu
etwork mc(J?ie) mcgﬁ‘e) e i FXUCP rll\/l(cl)lt::f)
MELSECNET/H| x X X X X X X
MELSECNET/1 X X X X X X X
0
MELSECNET(Il)| x X X X X X X
Ethernet X X X X X X X
C24 0 X 0 X X X o
CC-Link o o o o X X o
CC-Link IE Field] *2 X X X X X o

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU

*2 : for the redundant CPU types , access is disabled

MELSOFT
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PLC CPU Universal Serial Bus Interface (USB)

PLC side CPU USB interface parameters

MELSOFT

Parameter Values Description
CPU series Q, FX, L, Q Motion series of the CPU type
CPU type see list of supported CPU types |type of PLC CPU module

Cancel | = Back |

MX Transfer Setup Wizard - PLC side )

Please select the PLC side U'F
PLCside F | CPU module |
— Communication setting
CPU series [a |
CPU type {aozc) |

For a description of the editable parameters on the page see PLC side CPU USB interface parameters|zs3,

Pressing the <Next> button opens a pagem for entering a comment for the connection.
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Q CPU (Q mode)

Connected
Station CPU Relayed Station CPU
QCPU (Q Relayed QCPU|QCPU] QnA | ACPU Q |LCPU
mode) Network m(()(ge) méﬁe) CPU| FXUCP rl]\/lgga

MELSECNET/H| o X X X X o X
MELSECNET/1| o o o o X o] X
0
MELSECNET(l)| x X X X X X X
Ethernet 0 X 0 X X 0 X
C24 o] X o] X X o] o]
CC-Link o] *2 *2 *2 *4 o] o]
CC-Link IE Field[ *3 X X X X X o]
CC-Link IE o X X X X 0 X
Control

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU

*2 : Use the QnA or ACPU side CC-Link module whose ROM version is "S" or later

*3 : For the Redundant PLC, access is disabled

*4 : partially supported, depends on CPU type

FX CPU
Connected
Station CPU Relayed Station CPU
FX CPU *2 Relayed QCPU|QCPU|l QnA [ACPU| FXCP| Q |LCPU
Network @Q (A | CPU 1 U *2 | Motio
mode)|mode) n CPU
MELSECNET/H X X X X X X X
MELSECNET/1 X X X X X X X
0
MELSECNET(l)| x X X X X X X
Ethernet X X X X X X X
Cc24 X X X X X X X
CC-Link X X X X *2 X X
CC-Link IE Field] x X X X X X X
CC-Link IH x X X X X X X
Control

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU

*2 : partially supported, depends on CPU type

MELSOFT
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L CPU

Connected

Station CPU Relayed Station CPU

QCPU (Q Relayed [QCPU[QCPU QnA[ACPU Q [LcpPu
mode) Network mc()(ge) méﬁ‘e) CPU 1 FXUCP rll\/l(c:)lt::fj

MELSECNET/H| o X X X X X X
MELSECNET/1| o o] o] o] X X X
0
MELSECNET(Il)| x X X X X X X
Ethernet o X o X X X X
C24 0 X 0 X X X o
CC-Link o *2 *2 *2 X X o
CC-Link IE Field] *3 X X X X X o]
CC-Link g x X X X X X X
Control

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU

*2 : Use the QnA or ACPU side CC-Link module whose ROM version is "S" or later

*3 : For the Redundant PLC, access is disabled

MELSOFT

Warning:

Frequently disconnecting/reconnecting the USB cable or resetting or powering ON/OFF the PLC
CPU during communications with the PLC CPU may cause a communication error which cannot
be recovered.

If it is not recovered, completely disconnect the USB cable once and then reconnect it after 5 or
more seconds have elapsed.

PLC Ethernet CPU

Please see PLC Ethernet Interfacels:.

11.2.19 PLC C24 Interface

Enter the settings for a serial interface module in the PLC.

285

PLC side C24 module parameters

Parameter

Values

Description

Module type

AJ71C24[2s8,
AJ71QC24[z63, QJ71C24[20),
LJ71C24 296

AJ71UC24[s5),

type of PLC C24 module
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Parameter Values Description

Station No. 0-31 station number of the PC side interface. This
number can be freely chosen, but must be
unique within the network specified by the
network number.

Transmission 300 - 115200 baudrate on the serial link
speed

Parity Odd, None, Even parity

Data bit 7,8 number of data bits in a byte

only for AJ71C24 and AJ71UC24

Stop bit 1,2 number of stop bits
only for AJ71C24 and AJ71UC24

Sum check Existence, None enable/disable sumcheck
only for AJ71C24 and AJ71UC24

Control DTR only, RTS only, DTR and| handshake signals
RTS, DTR or RTS

Note:

In any connection form (direct coupling, relaying), where the target station of the UC24 or C24 is
the QnACPU, an error is returned, if clock data read/write is executed.

AJ71C24 /1 AJ71UC24

Communication Setting Wizard - PLC side x|

Please select the PLC side IF

PLC side IF 24 mocule
—Communication setting
Maciule type IAJH C24 -I
Station Mo I a
Transmizsion speed I'I 9200 vl bps
Parity Ol -
Data it m bt
Stop kit m hit
Sum check W
Cartrol DR or RTS Cortral -

Cancel | = Back | Mext = |
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Communication Setting Wizard - PLC side

Cancel |

PLC side IF

— Communication setting

Please zelect the PLC side IF

24 module

Module type IAJ?1 ucz4 vl

Station No I o

Tranzmizsion speed |1 9200 -I bps

Parity Ol =

Deta it [ ]t

Stop it ﬁ bt

Sum check Im

Cartrol [DTR or RTS Cortral =l
= Back | Mext = |

MELSOFT

For a description of the editable parameters on the page see PLC side C24 module parameters|zss\.

Pressing the <Next> button opens a pageEfI for specifying an optional additional network layer.

Note:

If the connected station CPU is the AnUCPU and the computer link module

is the UC24 for computer link connection, remote operation will result in an error when access is
made to the ADNCPU, AnACPU or QnACPU via the MELSECNET/10.

Connected Station Relayed Station CPU
CPU Relayed
QCP|0QnAJACPU|  Network QcP|ocP|onAlACP| FX | Q@ [LcpPu
U (A|CPU *1 UQ[U(A|[CPU| U |CPU [Motion
mode mode|mode * CPU
1
) ) )
*2 MELSECNET/H X X X X X X X
MELSECNET/10| x o] *2 o] X X X
MELSECNET(Il) | X o] *2 o] X X X
Ethernet X X X X X X X
C24 X 0 *2 0 X X X
CC-Link X X X X X X X
CC-Link IE Field X X X X X X X
CC-Link IE x X X X X X X
Control

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU

*2 : Operates as the one equivalent to ANACPU
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Switch *1

Settings

For 1:1

communication

For 1:n communication

Module 1) Module 2)

Mode setting switch

1 (format 1)

A (format 1) 5 (format 1)

Station number setting switches

0

As set by user

Transmission
specifications
setting switches

Main channel setting

OFF (RS-232)

OFF (RS-232) |ON (RS-422)

Data bit setting

As set by user

As set by user *2

Transmission speed setting

As set by user

As set by user *2

Parity bit yes/no setting

As set by user

As set by user *2

Stop bit setting

As set by user

As set by user *2

Sum check yes/no setting

As set by user

As set by user *2

Online change enable/disablgAs set by user

setting

Computer link/multidrop setting |ON (computer link)

ON (computefON (computer link)
link)

*1: For switch numbers, refer to the computer link module manual.

*2: Make the same settings to Module 1 and Module 2.

AJ71QC24

Communication Setting Wizard - PLC side

Cancel |

Please zelect the PLC side IF

24 module

PLC side IF

— Communication setting

Module type IAJ?1 Q224 vl
Station Mo I

1]
Transmizsion speed |192DD 'I bps
IOdd 'I

Parity
Contral [DTR or RTS Cortral =l
= Back | Mext = |

For a description of the editable parameters on the page see PLC side C24 module parameters|zss\.

Pressing the <Next> button opens a pageEfI for specifying an optional additional network layer.
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Note:

For the QC24, note that the illegal case of specifying the first /O number of a nonexisting module
and reading/writing U \G will not return an error if the software version of the module is 'k" or

E earlier.

With AJ71QC24-R2, A1SJ71QC4-R2, AJ71QC24N-R2 or A1SJ71QC24N-R2 modules only CH1

can be used.
Connected
Station CPU Relayed Station CPU
QnACPU Relayed [QCPU|QCPUl QnA|ACPU Q [Lcpu
Network m((ge) méﬁe) CPUI FXUCP r']\/'gga
MELSECNET/H| x X X X X X X
MELSECNET/1| x X o X X X X
0
MELSECNET(l)|] x X o] X X X X
Ethernet X X 0 X X X X
C24 X X o] X X X X
CC-Link X X 0 X X X X
CC-Link IE X X X X X X X
o: Accessible
x: Inaccessible
*1 : Including motion controller CPU
Settings
For 1:1 For 1:n communication
Switch (Switch Number) communication Module 1) Module 2)
CHL1 side{CH2 sideCH1 side CH2 side|CH1 CH2
side side
5 (format 5) 0 or 55 (format5 (format 5)
Mode setting switch (format 5) 15)
Station number setting switch 0 As set by user
OFF (independenfiOFF OFF (independent
Operation setting switch (SWO01) operation) g;g?gieonnd)em ON or operation)
OFF *1
Data bit setting (SW02) ON (8 hit)
Parity bit yes/no setting (SWO03)  |As set by user As set by user *2
Even parity/odd parity settingAs set by user As set by user *2
(SWo04)
Transmissio Stop bit setting (SW05) OFF (1 bit)
n Sum check yes/no setting (SWO06) [ON (yes)
:pecificszggzg Online change enable/disable
switches setting As set by user
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(Swov7)

Settling change enable/disable

setting As set by user As set by user *2
(SWo08)

Transmission speed setting

(SW09 to SW12) As set by user As set by user *2
— (SW13 to SW15) All OFF

*1: Set to ON if the CH1 side mode setting switch setting is 0 or to OFF if the
setting is 5 (format 5).

*2: Make the same settings to Module 1 and Module 2.

QJ71C24

Communication Setting Wizard - PLC side x|

Please select the PLC side IF

PLC side IF C24 mocule
—Communication setting
Maciule type IQJH C24 -I
Station Mo I a
Transmizsion speed I'I 9200 vl bps
Parity Ol -
Cartrol |DTR or RTS Cortral -

Cancel | = Back | Mext = |

For a description of the editable parameters on the page see PLC side C24 module parametersEt?I.
Pressing the <Next> button opens a page@’l for specifying an optional additional network layer.

Note:
When QJ71C24-R2 of function version A is used, only either of CH1 and CH2 can be used.

When the MELSOFT product, such as GX Developer or GOT, is using one channel, the
application cannot use the other channel.

When the QJ71C24-R2 of function version B is used, the application can use both channels.
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Connected
Station CPU Relayed Station CPU
QCPU (Q Relayed QCPU|QCPU| QnA [ ACPU Q |(LCPU
mode) Network m(()(ge) méﬁe) CPU 1 FXUCP rl}\/lgga
MELSECNET/H| o X X X X o X
MELSECNET/1| o o o o X o X
0
MELSECNET(l)|] x X X X X X X
Ethernet 0 X 0 X X 0 X
C24 o] X o] X X X o]
CC-Link 0 0 0 0 *3 0 0
CC-Link |IE Field| *2 X X X X X 0
CC-Link IE o X X X X 0 X
Control
o: Accessible
x: Inaccessible
*1 : Including motion controller CPU
*2 : For the Redundant PLC, access is disabled
*3 : partially supported, depends on CPU type
(a) For 1:1 communication
[ oes
== 7| |ojo
3 7 H H
?
Settings
Item b15to b8 b7 to b0 Set Value
Switch 1 CH1 communication speed CHL1 transmission setting *1 0000H
Switch 2 — CH1 communications protocol 0000H
Switch 3 CH2 communication speed CH2 transmission setting *1 0000H
Switch 4 — CH2 communications protocol 0000H
Switch 5 Module station number 0000H

*1: Settings of CH1 and CH2 are indicated below.

Bit Description CH1 transmission CH2 transmission
setting setting
b0 Operation setting 0 (independent) 0 (independent)
bl Data bit 0(7) 0(7)
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Bit Description CH1 transmission CH2 transmission
setting setting
b2 Parity bit 0 (no) *3 0 (no) *3
b3 Odd/even parity 0 (odd) *3 0 (odd) *3
b4 Stop bit 0(1) 0(2)
b5 Sum check code 0 (no) 0 (no)
b6 Online change *2 0 (disable) 0 (disable)
b7 Setting change 0 (disable) 0 (disable)

*2: When the communication protocol is set to GX Developer connection

MELSOFT

(OH), the online change bit (b6) setting is made invalid to enable online change regardless of the online change setting.

*3: Set the followings to odd:

"Parity bit" of the communication setting utility/"ActParity" of the ActQJ71C24 control property.

Setting CH1/CH2 communication protocol to GX Developer connection (OH) makes the communication speed/

transmission settings to OH (all OFF).

Refer to the Q series-compatible C24 manual for details.

(b) For 1:n communication

ry—=
cao

— 71|00 i
—T oo ajo
=
il i
Module 1)
Settings Set Value
Item
b15to b8 b7 to b0 Synchronous operation
] CH1 communicationCH1 transmission setting
Switch 1 speed *1
0726H
Switch 2 CH1 communications
witc
. protocol 0008H
] CH2 communicationCH2 transmission setting
Switch 3 speed *1
0727H
Switch 4 CH2 communications
witc
. protocol 0000H
Switch 5 Module station number As set by user

*1: Settings of CH1 and CH2 are indicated below.
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Bit Description Settings Synchronous operation
CH1 transmission CH2 transmission setting
setting
b0 |Operation setting
Match to module 2) setting.
bl |Data bit
Match to module 2) setting.
b2 |Parity bit
Match to module 2) setting.
b3 |Odd/even parity
Match to module 2) setting.
b4 |Stop bit
Match to module 2) setting.
b5 |Sum check code
Match to module 2) setting.
b6 |Online change
Match to module 2) setting.
b7  |Setting change
Match to module 2) setting.
Module 2)
Settings Set Value
Item b15to b8 b7 to b0 Synchronous operation
CH1 communicationfCH1 transmission setting
swich1 ~ [Peed 1 0726H
CH1 communications
Switch2  |— protocol 0008H
CH2 communicationfCH2 transmission setting
Swichs  [Peed 1 0727H
CH2 communications
Switch4  |— protocol 0000H
Switch 5 Module station number As set by user

*1: Settings of CH1 and CH2 are indicated below.

Bit Description CH1 transmission CH2 transmission
setting setting
b0 Operation setting 0 (independent) 1 (synchronous)
bl Data bit 1(8) 1(8)
b2 Parity bit 1 (yes) 1 (yes)

MELSOFT
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Bit Description CH1 transmission CH2 transmission
setting setting
b3 Odd/even parity 0 (odd) 0 (odd)
b4 Stop bit 0(2) 0(2)
b5 Sum check code 1 (yes) 1 (yes)
b6 Online change *2 0 (disable) 0 (disable)
b7 Setting change 0 (disable) 0 (disable)

*2: When the communication protocol is set to GX Deweloper connection (OH), the online change bit (b6) setting is made
invalid to enable online change regardless of the online change setting.

Refer to the Q series-compatible C24 manual for details.
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Settings
Module 1) Module 2)
Switch (Switch Number) CH1 side CH2 side CH1 side CH2 side
Mode setting switch 0 5 (format 5) 5 (format 5)
Station number setting switches 1 3
OFF ON OFF (independent operation)
Operation  setting SWitCh(independent (synchronous
(SWO1) operation) |operation)
Data bit setting (SW02) ON (8 hit) ON (8 bit)
Parity bit yes/no setting ON (yes) ON (yes)
(SW03)
Even parity/odd parity setting OFF (odd) OFF (odd)
(SWo4)
Stop bit setting (SW05) OFF (1 bit) OFF (1 bit)
Sum check vyes/no settinglON (yes) ON (yes)
(SWo06)
Online change enable/disable)
o setting ON (enable) ON (enable)
Transmission |(sw07)
specifications
setting Setting change enable/disable)
switches setting OFF (disable) OFF (disable)
(SwWo08)
19200bps 19200bps
S Setting SV Setting
S04 CFF Swoa OFF
S0 i S0 D1
Transmission speed setting ST M S I
(SWO09 to SW12) SW12 CFF SW12 OFF
— (SW13to SW15) All OFF All OFF
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LJ71C24

—Communication setting

MX Transfer Setup Wizard - PLC side

Please select the PLC =side VF

PLCsidelF  |c24 module |

Module type ILJT'I c24 vl
Station No I 0

Transmizsion speed |192I}U "I bps

Parity Odd >

Control DTR or RTS Control

Cancel |

= Back |

MELSOFT

For a description of the editable parameters on the page see PLC side C24 module parameters|zs3)

Pressing the <Next> button opens a page@ for specifying an optional additional network layer.

Connected
Station CPU Relayed Station CPU
LCPU Relayed |[QCPU|QCPUl QnA|ACPU Q |LcpPu
et mc(ge) méﬁe) - = FXUCP r?ﬂggfl

MELSECNET/H| X X X X X X X
MELSECNET/1| X X X X X X X
0
MELSECNET(Il)| x X X X X X X
Ethernet X X X X X X X
C24 o] X o] X X X o]
CC-Link 0 0 0 0 X X o]
CC-Link IE Field[ *2 X X X X X o]
CC-Link IE x X X X X X X
Control

0: Accessible
x: Inaccessible

*1 : Including motion controller CPU

*2 : For the Redundant PLC, access is disabled

*3 : partially supported, depends on

11.2.20 PLC FX Extended Port

Enter the settings for the serial port of an FX CPU.

296
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PLC side FX port parameters

MELSOFT

RTS, DTR or RTS

Parameter Values Description
Module type FX485BD/ADP type of PLC C24 module
Station No. 0-15 station number of the PLC side interface
Transmission 300 - 19200 baudrate on the serial link
speed
Parity Odd, None, Even parity
Data bit 7,8 number of data bits in a byte
Stop bit 1,2 number of stop bits
Sum check Existence, None enable/disable sumcheck
Control DTR only, RTS only, DTR and| handshake signals

Transmission wait
time

1-65535

milliseconds

transmission timeout as multiple of 10

Note:

The FX extended port is required when using C24 communication with FXON, FX1S, FX1N(C),
FX2N(C), FX3U(C), FX3G (C/E), FX3S CPU.

Cancel |

MX Transfer Setup Wizard - PLC side

Please select the PLC =side VF

PLC =ide IF |FK extended port j

—Communication setting

Module type |

Station No [ o

Transmission speed Im bps

Parity m

Data bit 7 vl bit

Stop bit Iﬁ bit

Sum check IExistence vl

Control IDTR or RTS Control j

Tt [ xiom
= Back |

For a description of the editable parameters on the page see PLC side FX port parameters|zs1

Pressing the <Next> button opens a pageEfI for specifying an optional additional network layer.
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Connected
Station CPU Relayed Station CPU
FXCPU Relayed QCPU|QCPU| QnA | ACPU Q |LCPU
etwork m((Jae) m(gﬁe) = 1 FXUCP r?ﬂgga

MELSECNET/H| x X X X X X X
MELSECNET/1| x X X X X X X
0
MELSECNET(l)|] x X X X X X X
Ethernet X X X X X X X
C24 X X X X o] X X
CC-Link X X X X X X X
CC-Link IE X X X X X X X

0: Accessible
x: Inaccessible

*1 : Including motion controller CPU

Before use the FX extended port must be configured for communication. There are two ways of configuring the
FX extended port module:

1. use PLC parameters

2. write values to special data registers (D8120, D8121, D8129) in a sequence program. This is the only
approach for FXON CPUs.
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Set PLC parameters

Start GX Developer or GX IEC Developer and select [Parameter]-[PLC parameter] in the project list. Then select

the "PLC system (2)" tab.

FX parameter

termory capacity |Device |F'LEI name |I.n"D assighment |F'LEI aystern(1]  PLC aystem(2) |F'u:usitiu:|ning

CH1 il If the box is not checked, the parameters will be cleared,
Operate [when the pragram iz transfered to the communication board, parameters and
¥ communication Da120 values in the PLC must be cleard upon program transfer. |
setting
r~ Protocal
IDedicated pratacal j I Cantral lins
r— Data length — HA W hupe
| 7hit =l |R5-485 =l
— Parity — Contral mode
{0dd = Irvvalid
— Stop bit
| 1hit = ¥ Sum check
— Transmisgion speed — Transmisgion control procedure
{15200 Els | Formwithout CRLF) =]
— Station number zetting
[T Header IDD H

(00H--0FH]

[T Temirator

— Time out judge time

[1 %10ms  [1--255]

MELSOFT

x|

Drefault

Check End Canicel

Item

Setting value

Operate communication setting

Check the corresponding check box.

Protocol Dedicated protocol
Data length As set by user.
Parity As set by user.
Stop bit As set by user.

Transmission speed

As set by user.

H/W type RS-485
Sum check As set by user.
Transmission control procedure Form1

Station number setting OOH to OFH
Time out judge time 1to 255

299



11 Transfer Setup

300

MELSOFT

Note:

- When communication setting is made, power the FX CPU again after writing to the PLC.

When performing multi-drop connection, make the same communication settings for the

devices. However, make sure that the station numbers do not overlap.

Special data registers

1) D8120 (Communication format)

procedure

Bit Description Setting details
0: 7 bit
Data length
b0 1: 8 bit
h2 b1
bl
Parity Harie 0
Odd numkber 1
b2 Ewven number 1 1
] 0: 1 bit
Stop bit
b3 1: 2 bit
b7 i s}l b
b4 A00hps 1] a 1 1
GO0bps 1] 1 a 1]
b5
Transmission speed 120058 o ! L 1
2400bps 0 1 1 0
b6 48000hps 0 1 1 1
9600bps 1 a a 1]
b7 158200bps 1 a a 1
b8 0
b9 0
b1l HW type RS-485 0 i
b12 0
0: N/A
b13 Sum check
1: Available
b14 Communication 1: Computer link
protocol
b15 Transmission contro 0: Form 1

2) D8121 (Station No. setting)
Specify the station No. in the range of 00H to OFH
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3) D8129 (Time out judge time setting)
Specify the FX CPU timeout as a multiple of 10ms. The range depends on the CPU type:

CPU Type Range

FXON, FX1S and FXIN(C) |1 to 255 (10 to 2550ms)
FX2N(C) 1to 3276 (10 to 32760ms)

A value of 0 corresponds to 100ms.

Note:
- when communication settings have been downloaded, reset the FX CPU

when setting up a multi-drop connection, apply the same communication settings for all
devices. However make sure that the station numbers do not overlap.

REMARK

The following shows an example of setting values to the special data registers by using GX Developer.

Ha0n2
1
r

T MO HED&D Da1z0

{ MOY HIC ba

{ MOV p2on Da12a

The following shows the setting details of each special data register in the above program.

(1) D8120
Transmission control procedure : Form 1

Communication protocol : Computer link

Sum check : Available

H/W type 1 RS-485

Transmission speed : 9600bps Stop bit: 1 bit Parity :N/A
Data length 2 7 bit

(2) D8121

Station No. 112

(3) D8129

Time out time : 200ms

301 301



11 Transfer Setup MELSOFT

11.2.21 PLC Modem

Enter the settings for a modem interface module in the PLC.

PLC side modem parameters

Parameter Values Description
Module type Q6TEL(QnA)_3|_05|, FXCPU[z03], type of PLC modem or serial interface module
AJ71QC24Nl0d,  QJ71C24ls03,
QJ71CMO|3z03], LI71C24I306
Station No. 0-31 station number of the PLC side interface

only for AJ71QC24N, QJ71C24, QJ71CMO

Transmission 300 - 115200 baudrate on the serial link
speed only for AJ71QC24N, QJ71C24, QI71CMO

Please select the PLC side IF

PLCsidelF  [Modem -

—Communication setting

Mocule type |eTEL(ANA) -

Cancel | = Back | Mext = I

For a description of the editable parameters on the page see PLC side modem parameters@.

Pressing the <Next> button opens a gage@’l for specifying an optional additional network layer.
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Q6TEL CPU
Connected
Station CPU Relayed Station CPU
Relayed QCPU|QCPU| QnA |ACPU Q |LCPU
Network @Q (A | CPU Motio
Qe mode)|mode) e FXUCP n CPU
MELSECNET/H| x X X X X X X
MELSECNET/1 X X 0 X X X X
0
MELSECNET(Il)| x X o] X X X X
0 Ethernet X X 0 X X X X
Cc24 X X 0 X X X X
CC-Link X X X X X X X
CC-Link IE X X X X X X X

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU

AJ71QC24N / QJ71C24/ QJI71CMO

Communication Setting Wizard - PLC side

Cancel |

Please select the PLC side IF

PLC side IF

Module type

Station Mo

|M0dem

—Communication setting

|@J?1 24

|7u

Transmizsion speed |1 9200

= Back | Mext = I

For a description of the editable parameters on the page see PLC side modem parameters@.

Pressing the <Next> button opens a page@’l for specifying an optional additional network layer.

MELSOFT
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QJ71C24 CPU
Connected
Station CPU Relayed Station CPU
Relayed QCPU|QCPU] QnA | ACPU Q |LCPU
e etwork m((J(ge) m(gﬁe) = R r?ﬂglt::a
mode) U
MELSECNET/H| o X X X X X X
MELSECNET/1| o o o o X X X
0
MELSECNET(l)| x X X X X X X
Ethernet 0 X 0 X X X X
° C24 o] X o] X X X o]
CC-Link 0 0 0 0 X X o]
CC-Link |IE Field| *2 X X X X X 0
CC-Link IE o X X X X X X
Control
o: Accessible
x: Inaccessible
*1 : Including motion controller CPU
*2 :For the Redundant CPU, access is disabled
AJ71QC24N CPU
Connected
Station CPU Relayed Station CPU
Relayed QCPU|QCPU] QnA | ACPU Q |LCPU
e etwork m((J(ge) m(gﬁe) = R r?ﬂglt::a
mode) U
MELSECNET/H| x X X X X X X
MELSECNET/1| x X o X X X X
0
MELSECNET(l)| x X o] X X X X
Ethernet X X 0 X X X X
° C24 X X o] X X X X
CC-Link X X 0 X X X X
CC-Link IE Field[  x X X X X X X
CC-Link IE x X X X X X X
Control

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU

MELSOFT
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FX CPU

Communication Setting Wizard - PLC side

Cancel |

Please zelect the PLC side IF

PLC side IF

Module type

|M0dem

— Communication setting

IF}{CPU

= Back | Mext = I

For a description of the editable parameters on the page see PLC side modem parameters|so3),

Pressing the <Next> button opens a page@ for specifying an optional additional network layer.

Connected
Station CPU Relayed Station CPU
Relayed QCPU|QCPU| QnA [ACPU Q |LCPU
R etwork mc(ge) méﬁe) = 1 FXUCP r?ﬂgga
MELSECNET/H| X X X X X X X
MELSECNET/1| x X X X X X X
0
MELSECNET(Il)| x X X X X X X
0 Ethernet X X X X X X X

Computer link X X X X X X X
CC-Link X X X X X X X
CC-Link IE X X X X X X X

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU

MELSOFT
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LJ71C24

Cancel |

Plesse zelect the PLC side IF

PLC side IF

Mocdule type

Station Mo

MX Transfer Setup Wizard - PLC side |

|M0dem

— Communication setting

IL.JT-'1 c24

|7u

Transmission speed |1 9200

= Back |

Nex‘t:

For a description of the editable parameters on the page see PLC side modem parameters|so2),

Pressing the <Next> button opens a page@ for specifying an optional additional network layer.

Connected
Station CPU Relayed Station CPU
Relayed QCPU|QCPU| QnA [ACPU Q |LCPU
e etwork mc(ge) méﬁe) = R r?ﬂggfl
mode) U
MELSECNET/H| X X X X X X X
MELSECNET/1| x X X X X X X
0
MELSECNET(Il)| x X X X X X X
Ethernet X X X X X X X
° C24 o] X o] X X X o]

CC-Link 0 0 0 0 X X o]
CC-Link IE Field[ *2 X X X X X o]
CC-Link IE x X X X X X X
Control

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU

*2 :For the Redundant CPU, access is disabled

MELSOFT
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11.2.22 PLC Ethernet Interface

Enter the settings for an Ethernet module in the PLC.

307

PLC side Ethernet module parameters

Parameter Values Description
AJ71E71s0d), type of PLC ethernet module

Connect module

AJ710E71ko0d),

QJ71E71[:10, GOT/a:2
FX3U-ENET-ADP 218
CPU_modulels17l, cC

IE___Field Ethernet
Adapterf21)

Host (IP address)

nnn.nnn.nNN.NNN

IP address of the PLC side interface. This value must equal
the address, which has been configured in the ‘Network
Parameters' of the PLC settings.

Network No

1-239

network number of the E71 ethernet module. This value can
only be edited in the 'PC Ethernet board[2s8 page.

only for AJ71QE71, QJ71E71 modules

Station No.

station number of the PLC side interface. This value must
equal the station number, which has been configured in the
'Network Parameters' of the PLC settings.

only for AJ71QE71, QJ71E71 modules

Port No.

1-65535

free UDP port number on the PC side for data sent by the
PLC. Port numbers below 1025 should not be used.

only for AJ71E71 (UDP and TCP), AJ71QE71 (TCP), FX-
ENET-ADP modules

CPU time out

1-65535

CPU timeout as multiple of 250 milliseconds
only for AJ71E71 modules

Note:

The 'Next >' button is disabled, if no IP address has been entered.

Note:

Replacement of Ethernet modules

If the PLC Ethernet module has been replaced during Ethernet communication,

the

communication on the PC must be restarted, because Ethernet (MAC) address is different.
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AJ71E71

MX Transfer Setup Wizard - PLC side ] x|

Please select the PLC =side VF

PLC side I'F |Ethernet module j

— Communication setting

Module type IA.JT1ET1 vl
Host(IP Address) I

Part No | 1280

CPU time out 40 x250 ms

Cancel | = Back | Mext = |

For a description of the editable parameters on the page see PLC side Ethernet module parameters|aof,
Pressing the <Next> button opens a page|§5| for specifying an optional additional network layer.

Connected
Station CPU Relayed Station CPU
Relayed QCPU|QCPU| QnA [ACPU Q |LCPU
QRACPU e mc(ge) méﬁe) - 1 FXUCP r?ﬂggfl
MELSECNET/H| X X X X X X X
MELSECNET/1| x o o o X X X
0
MELSECNET(Il)| x o] o] o] X X X
0 Ethernet X X X X X X X

C24 X X X X X X X
CC-Link X X X X X X X
CC-Link IE X X X X X X X

0: Accessible
x: Inaccessible

*1 : Including motion controller CPU
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AJ71QE71

Cancel |

Please select the PLC =side VF

MX Transfer Setup Wizard - PLC side I

PLC side I'F |Ethernet module j
— Communication setting
Module type IAJ'H QET1 vl
Host(P Address) ||
Port No I 1280
CPU time out I 40 %250 ms
< Back | Mext = |

MELSOFT

For a description of the editable parameters on the page see PLC side Ethernet module parametersm.

Pressing the <Next> button opens a gage@’l for specifying an optional additional network layer.

Connected
Station CPU Relayed Station CPU
Relayed QCPU|QCPU| QnA |ACPU Q |LCPU
QUi etwork mc(fc?ie) mchi‘e) e e FXUCP r’:A((:)g(L)J
MELSECNET/H| x X X X X X X
MELSECNET/1 X X 0 X X X X
0
MELSECNET(Il)| x X X X X X X
° Ethernet X X o X X X X

C24 X X o X X X X
CC-Link X X X X X X X
CC-Link IE X X X X X X X

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU
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QJ71E71

Cancel |

Please select the PLC =side VF

MX Transfer Setup Wizard - PLC side N

PLC side I'F |Ethernet module j
— Communication setting
Module type ID.JT"1E?'1 "I
Host(P Address) ||
Network No | 1
Station No | 1
< Back | Mest = |

MELSOFT

For a description of the editable parameters on the page see PLC side Ethernet module parametersm.

Pressing the <Next> button opens a gage@’l for specifying an optional additional network layer.

Connected
Station CPU Relayed Station CPU
Relayed QCPU|QCPU| QnA |[ACPU Q. LCPU
Qﬁzge()Q etwork mc(>?ie) mchi‘e) e e FXUCP rl]\/l gg(L)J
MELSECNET/H| o X X X X 0 X
MELSECNET/1 0 0 0 0 X 0 X
0
MELSECNET(Il)| x 0 0 0 X X X
Ethernet o X o X X o X
° C24 o X X X X o o

CC-Link o o o o X o o]
CC-Link IE Field] *2 X X X X X o
CC-Link g o X X X X X o]
Control

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU

*2 : For the Redundant CPU, access is disabled
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Unlocking password when using QJ71E71

If a password has been set in a QJ71E71 for remote access, the corresponding PLC cannot be accessed as
target PLC. A password has however no effect, when the E71 module is used as a relay.

Starting Enter password to
source unlack.
1 s

No. | Remote Password
1) |With setting (AAAA)
2) |Without setting

Ethernet

Ll == ] 3) |With setling (AAAR)
T __.__._+ ____________ 5y 4) [With setting (BBBB)
| B Thriom I 5] [Without setting
1 a E71 | ET1 |
1 = I[ I
1 1
I = I [ Ethernet Il 0l : oA "

(Ele=d) BECT Bceal 4 Q'_G.T-‘_E! 5 1 . Accessi IE
: e aum Thed =Thal =] :hfn 1 x | Inaccessible
1 madel ET1 Imadel} ET1 Intiodial| E71 ]I
LY

1) Unlocking QJ71E71 password enables access to PLC CPUs in this range.

Use of Q4AR CPU

For using UDP/IP protocol the manufacture date (year and month) of the Q4AR CPU must be "0012" or later and
the function version must be 'B' at least.
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GOT
x

Please select the PLC =side VF

PLC side I'F |Ethernet module j

— Communication setting
wosvetye [T
Host{IP Address) I 182.168.0.53

Cancel | < Back | Next = I

For a description of the editable parameters on the page see PLC side Ethernet module parametersm.
Pressing the <Next> button opens a gage@’l for specifying an optional additional network layer.

FX Ethernet Module
x|

Please select the PLC =side VF

PLC side I'F |Ethernet module j
— Communication setting

Module type IFX—ENET vl

FX-ENET

Host{lP Address)  |PP-ENET-ADP

Cancel | = Back | Mext = |

For a description of the editable parameters on the page see PLC side Ethernet module parametersE?I.
Pressing the <Next> button opens a page@’l for specifying an optional additional network layer.
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Because GX Developer and GX IEC Developer cannot configure the FX-ENET Ethernet module for FX3U(C)
PLCs, there is another tool (FX Configurator-EN) to set up the communication parameters:

i~ FX Configurator-EN {Unset file) - [Ethernet settings] i =lB] x|
File Wiew Help

DEHE &

—Ethermet Module seftings

tadule Maone -

Operational settings

Initial settings

Open settings

Router ralay parametear

E-mail settings

Mecessary setting] Mo setling ¢ Already set ) &l
Setif iz needed! Mozeling § Aleady set ) Check |

Cnline

Transter setup PLC remote operation Diagnostics

Wirite Read “erify

Ready [ o A
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(1) Select the module, up to 8 modules can be selected.

(2) Dialog to select the operational setting:

i+ FX Configurator-EN {Unset file) - [Ethernet operational sekk
Filz  Wiew Help

el
105 |

=ipj xi

[ & W | 5|

—Communication data code Initial timing
&+ Binary codel - Do not wait for OPEN ( Communications
: impozzible at STOP time )
" A5Cl code Alwegys weait for OPEN ( Communication
possible at STOP time )
—IP address Send frame setting ———
Input format  [DEC. - {+ Ethernet(s'2.0)
IP address | 102 162 1 264 ™ IFEEROZ 5
TCP Exiztence confirmation setting —
" Use the Keepdlive
+ Uze the Ping
End Cancel
Ready

[ o[

(3) Set the ethernet open setting:

= FX Configurator-EN (Unset file) - [Ethernek open settings] =loi=|
Filz View Help
=
0w W | &)
Fixed buffer P aifi st Huost station Transmission tTranfr:ms_lon
Frotocol Open system Fixed buffer communication A ><|. encfe Fart No. target device [P SRRl
e open confirmation (DEC) s Fort Mo,
B : (DEC)
1 TCP ~|MELSOFT connection - - - - -
z - - - - - -
] - - - - - -
a - - - - - -
5 - - - - - -
5] - - - - - -
T - - - - - -
5 - - - - - -
Erd Cancel
Ready MM =
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(4) Dialog to select the router:

i~ FX Configurator-EN (Unset file) - [Ethernet router relay patai =loi x|
File Wiew Help
B

Router relay function |Not tised j

Sub-net mask pattern &

Router IP address input format DEC. z
Sub-net mask pattern [ 2w 255 256 0|
Router P address [ 10 225 123 10]

Cancel |

Ready | ﬁ'-l_ | &

(5) Transfer setup is used to download the Ethernet parameter to the FX-ENET. The transfer happens through
the PLC, so that the corresponding setting should be selected, for example serial communication to transfer the
Ethernet parameters.

The ethernet communication via FX-ENET-ADP for FX1S, FX1IN(C) and FX2N(C) is configured through settings
in special PLC devices.

Set the ethernet parameters to nine data registers from D1000 to D1008. If these data registers are used for any
other purpose, the ethernet parameters can be set to nine registers 'D' starting from D2000, D3000, D4000,
D5000, D6000 or D7000.

Data registers Setting Item | Default parameter Description

Dn000, Dn001 Header - Set HA54E4554 ("ENET")

Dn002, Dn003 IP address 192.168.0.100 Set the IP address of the FX-ENET module

Dn004, Dn005 subnet mask 255.255.255.0 Set the sub net mask of the FX-ENET module

Dn006, Dn007 Gateway 192.168.0.1 Set the gateway address ofthe FX-ENET module
address

Dn008 TCP por1024 Set the TCP port number within the range from
number 1024 to 65535

n: Choose any number in the range between 1 and 7
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When a PLC program is used to set the ethernet parameters
The ethernet parameters for the FX-ENET-ADP can be set using the PLC program below:

Note:
In the FX-ENET-ADP the ethernet parameters become valid only when the power is turned ON
and the setting data is stored in specified data registers.

e when a parameter is set for the first time

¢ when the setting of a parameter is changed during operation

M8|EI)02

[BIMOV| H454E4554 |D1000 f—

———BIMOV|HCOAB006E |D1002 |

——{BIMOov| HFFFFFF00 [D1004 [

Setting of Header:
ASCII codes to specify
"ENETT

Setting of IP address™:
192168 .0, 110,
Co A8 00 6E

Setting of Subnet mask:
255 . 255 . 255 .0

—BIMov| HCoAs0001 [D1006 |

—| MOV | K1024

|D1{)DB |—

FF FF FF 00

Setting of Gateway
address:
192.168.0..1,

C0 A8 0001
TCP Port number:1024

*5: When connecting two or more PLCs to a network, do not use the IP address twice.

Example:

Personal Computer (GX IEC Deweloper)

PLC1
PLC2

FX3 Ethernet Module

Use this setting to connect to the built-in ethernet port of an FX3GE CPU.

192.168.0.10

192.168.0.110

192.168.0.111

MELSOFT

In any of the following cases, turn off the power of the PLC once, and turn it on again.
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MX Transfer Setup Wizard - PLC side x|

Please select the PLC =side VF

PLC side IF FX3U-ENET-ADP

— Communication setting

[~ Ethernet port direct connection

Host(IP Address) |

Find CPU (Built-in Ethernet port) on network

Cancel | < Back | Mext = |

For a description of the editable parameters on the page see PLC side Ethernet module parametersE?I.
Pressing the <Next> button opens a page@’l for specifying an optional additional network layer.

PLC Ethernet CPU

If TCP has been selected in the previous pageE’I, the following page is displayed:

MX Transfer Setup Wizard - PLC side x|
Please select the PLC side UF
PLC side IF -

— Communication setting

Host{IP Address} I 192.188.0.17

Find CPU (Built-in Ethernet port} on network

Cancel | = Back | MNext = |

The IP address of the Ethernet interface can be manually entered or looked up online. Pressing the 'Find CPU'
button opens the 'Find CPU[sz0t dialog, in which the QnUDE and L-series CPUs in the local network are listed.
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Connected
Station CPU Relayed Station CPU
Relayed QCPU|QCPU| QnA | ACPU Q |LCPU
Ql\(;s(ljJe()Q etwork m((J(ge) m(gﬁe) = 1 FXUCP r|1vI C(:)IE:B
MELSECNET/H| o X X X X o X
MELSECNET/1| o o o o X o X
0
MELSECNET(l)|] x X X X X X X
Ethernet 0 X 0 X X 0 X
° C24 o] X X X X o] o]
CC-Link 0 X X X X 0 o]
CC-Link |IE Field| *2 X X X X X 0
CC-Link IE o X X X X X o]
Control
o: Accessible
x: Inaccessible
*1 : Including motion controller CPU
*2 : For the Redundant CPU, access is disabled
Connected
Station CPU Relayed Station CPU
Relayed QCPU|QCPU] QnA | ACPU Q |LCPU
LAY etwork m((J(ge) m(gﬁe) = 1 FXUCP r?ﬂgga
MELSECNET/H| x X X X X X X
MELSECNET/1| x X X X X X X
0
MELSECNET(l)|] x X X X X X X
Ethernet X X X X X X X
° C24 o] X X X X X o]
CC-Link 0 X X X X X o]
CC-Link IE Field[ *2 X X X X X o]
CC-Link IE x X X X X X X
Control

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU

*2 : For the Redundant CPU, access is disabled

MELSOFT
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Connections to C-Controller (Q12DCCPU-V)

The 'Find_CPU[=% function Q12DCCPU-V does not show Q12DCCPU units in the network. Their IP-address
must be entered manually and MELSOFT connections must be explicitly enabled with the 'C-Controller Setting

Utility'.
ﬂ C Controller setting utility(192.168.0.52) = | Ellﬂ
Device settings | 140 assignment settings I Muttiple CPU settings I Communication diagnostics I
Module information | Event history | SRAM monitoring | Module monitoring Cnline operation System settings
— Points occupied by empty slot(%) —WDT(Watchdog timer) setting
16 | Points System WDT setting 1000= ms
— Remote reset r— Emor check
I~ Allow W Battery check
¥ Fuse blown check
—Output mode at STOP to RUN W' Moduie verfication
% Previous state —Opperation mode &t the time of emor
™ Reset output (Y) Fuse blown IStDp vi
r— Intelligent function module settings Module verify emor IStop jv
Intemupt event setting | r~ Module synchronization
¥ Synchronize intelligent function module on riging edge
r Initial settings of inteligent function module
Setting list Load initial setting file | Clear | r Built-n Ethemet port open settings
10 address | Module name | Imitial setting |~ ¥ Enable MELSOFT connection
— Event history registration settings
:I [™ Do not register system {information) event details
{") must be set identically for all CP Us when using multiple CPUs Default
Connection settings | Load File Save File | Help | Exit |

|D: VMELSEC\CCPUNCCPUNParam\ghf_3cpu_settings. cst

[ePU type:q12DCCPU-Y

|User name: target

If UDP has been selected in the previous QageE?l, the additional option 'Ethernet port direct connection' is

displayed.

MX Transfer Setup

Plesse zelect the PLC side IF

E-PU module

PLC side IF

x|

— Communication setting

Host(lP Address)

[~ Ethernet port direct connection

|192.1 68.0.51

Find CPU (Built-in Ethernet part) on network

= Back Mext =

Cancel |
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If the option 'Ethernet port direct connection' has been selected, the Ethernet interfaces of PC and PLC CPU
must be connected point-to-point with a single cable. The IP address is not required for this type of connection
and the corresponding input field is therefore disabled.

MX Transfer Setup

Cancel |

Please select the PLC side IF

PLC side iF

—Communication setting

[P module

~1

[w Ethernet port direct connection:

Host(IP Address)

—

Fird CPL (Buitt-ir Ethernet port) on netvwork

= Back

Mext =

Find CPU

Find CPU {Built-in Ethernet port) -

IP address

PLC tvpe

Carmmenkt

192,168.0.12 |  QUELDEH label 2 commerit of CPL 2

192.168.0.13 QZaLDEH label 3 comment of CPU 3 Cancel |
192,1658.0.14 QOAIDEH label 4 comment of CPU 4

192,1658.0.15 Q2AIDEH label = comment of CPUS

192.168.0.16 QOaLDEH label & comment of CPU &

192,1658.0.17 Q2AIDEH label 7 comment of CPU7

192.168.0.18 QOaLDEH label & comment of CPU &

192.168.0.19 QZaLUDEH label 9 comment of CPU 9

192.168.0.20 QoEUDEH label 10 comment of CPIUJ 10 LI

Finds CPU (Buitt-in Ethernet port) on the same network. This cannot be performed
when the following happens:
- Mo response within response wating time.

- Connected via a router or subnet mask is different.

- "D not respond to search for CPU (Built-in Bthernet port)” is checked in PLC parameter .

Reszponze waiting time(sec.)

2
Update |

This dialog lists the QnUDE, QnUDV, L-series and Q Motion series CPUs found in the local Ethernet network.
When a CPU in the list is selected and the OK button pressed, the IP address of the selected CPU is copied to
the 'Host(IP Address)' field. By pressing 'Update’ the local Ethernet network is scanned again for QnUDE,
QnuUDV, L-series and Q Motion series CPUs and the list is updated. The time to wait for CPUs to respond during
the search is entered in the field 'Response waiting time'.
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CC I[E Field Ethernet Adapter
x|

Please select the PLC =side VF

PLCsideUF  |CCIE Field Ethernet adapter ¥ |

— Communication setting

Host(IP Address) | 1234

Cancel | < Back Next =

11.2.23 PLC G4 Module

Enter the settings for a G4 module connected to the PC.

PLC side G4 module parameters

Parameter Values Description
Mode A QnA Q type of PLC C24 module
Transmission 9600 - 115200 baudrate on the serial link
speed available baudrates depend on selected
mode
Control DTR only, RTS only, DTR andhandshake signals

RTS, DTR or RTS

Note:

The CC-Link G4 module used in CC-Link G4 communication (only when the AJ65BT-G4
is used) must have software version 'D' or later. Modules with software version 'C' or
earlier will not operate properly.
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G4 Module connected to PC

Communication Setting Wizard - PLC side

Cancel |

Please select the PLC side IF

PLC side IF

Mo

Cortral

G

—Communication setting

macule

—

Transmigsion speed IQBUU 'I bps

IDTR or RTS Cortrol

= Back |

Mext = |

MELSOFT

For a description of the editable parameters on the page see PLC side G4 module parametersEfI.

Pressing the <Next> button opens a page for specifying an optional additional network layer.

Q mode
Connected
Station CPU Relayed Station CPU
QCPU (Q Relayed QCPU|QCPU] QnA | ACPU Q_ LCPU
mode) Network mc(ge) méﬁe) CPU 1 FXUCP r?ﬂgg&
MELSECNET/H| o X X X o o X
I(\)/IELSECNET/l o o o o X o X
MELSECNET(Il)| x X X X X X X
Ethernet 0 X 0 X X 0 X
C24 X X o] X X X X
CC-Link X X X X X X X
CC-Link IE Field[ *2 X X X X X o]
CC-Link IE o X X X X 0 X
Control

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU

*2 : partially supported, depends on CPU type
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QnA mode
Connected
Station CPU Relayed Station CPU
QnACPU Relayed [QCPU|QCPUl QnA|ACPU Q [Lcpu
etwork m((J(ge) m(gﬁe) = 1 FXUCP r?ﬂgga
MELSECNET/H| x X X X X X
MELSECNET/1| x X o X X X X
0
MELSECNET(l)| x X o] X X X
Ethernet X X 0 X X X
C24 X X o] X X X
CC-Link X X X X X X
CC-Link IE Field[  x X X X X X
CC-Link IE x X X X X X
Control
o: Accessible
x: Inaccessible
*1 : Including motion controller CPU
A mode
Connected Station Relayed Station CPU
cPU Relayed
QCP[QnA[ACPU| Network QCcP|QcP[QnA] ACP| FX | Q [LcPuU
U(A|CPU *1 UQ|UA|CPU| U |CPU|Motio
mode mode|mode * n CPU
) ) | ) !
o X 0o |MELSECNET/H X X X X X X X
MELSECNET/10| x X X X X X X
MELSECNET(II) X X X X X X X
Ethernet X X X X X X X
C24 X X X X X X X
CC-Link X X X X X X X
CC-Link IE X X X X X X X

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU

MELSOFT
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Host station attached to G4 module

Communication Setting Wizard - Network x|
Please zelect the Metwark

Station type Ho=t =tation

Connect CPU series IQ j
CPU type |02+ B
C-Link module Mo I 0

Muttiple: CPL [More B

Cancel | = Back | Mext =

Pressing the <Next> button opens a gageEr?l for entering a comment for the connection.
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Other station in a network attached to G4 module

In a CC IE Control network

MX Transfer Setup Wizard - Network x|

Please select the Network
Station type [otner station =]

Connect station No I 2

Network CC IE Control -

— Metwork route

Cancel | < Back Next =

In a CC IE Field network
x|

Please select the Network
Station type [otner station =]

Connect station No I 2
Network CC IE Field -

— Metwork route

Cancel | < Back Next =

325 325



11 Transfer Setup MELSOFT

In a MELSECNET/10 network

Communication Setting Wizard - Network x|
Please zelect the Metwark

Station type Cther station j

Connect station Mo I 2

Metweork IMELSECNETN OrH) j
—Metweark route

Mocle [mELSECHETID -

MELSECMETH

Cancel | = Back | Mext = |

Pressing the <Next> button opens a gage@’l for specifying the station type and address.

In an Ethernet network

Communication Setting Wizard - Network x|
Please zelect the Metwark

Station type Cther station j

Connect station Mo I 2

Metweark Ethernet j
—Metweark route

Cancel | = Back | Mext = I

Pressing the <Next> button opens a page@?l for specifying the station type and address.
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In a C24 network

Communication Setting Wizard - Network ] x|
Please zelect the Metwark

Station type Cther station j

Connect station Mo I 2

Netwark fcas =
r—Pletwark route

Metwork type |C24 j

2 address I aooo

Cancel | = Back | Mext = I

Pressing the <Next> button opens a gage@’l for specifying the station type and address.

11.2.24 PLC CC-Link IE Field Ethernet Adapter

If TCP has been selected in the previous page@’l, the following page is displayed. Enter the IP address or host
name of the CC IE Field adapter.

MX Transfer Setup Wizard - PLC side ] x|

Please select the PLC =side VF

PLC =ide IF |CC IE Field Ethernet adapter j

— Communication setting

HostiIP Address) | |

Cancel | = Back Mext =

Parameter Values Description

Host (IP Address) | IP address or host|IP address of the CC-Link IE Field
name Ethernet interface

If UDP has been selected in the previous Qagem, the additional option 'Ethernet port direct connection' is
displayed.
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MX Transfer Setup Wizard - PLC side . x|

Please select the PLC =side VF

PLC =side UF CC [E Field Ethernet adapter

— Communication setting

[~ Ethernet port direct connection

Host(IP Address) I

Cancel | < Back Mext =

If the option 'Ethernet port direct connection' has been selected, the Ethernet interfaces of PC and PLC CPU
must be connected point-to-point with a single cable. The IP address is not required for this type of connection

and the corresponding input field is therefore disabled.

MX Transfer Setup Wizard - PLC side . x|

Please select the PLC =side VF

PLCsideUF  |CCIE Field Ethernet adapter ¥ |

— Communication setting

[+ Ethernet port direct connection

Host(IP Address) I

Cancel | < Back Next =
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Connected
Station CPU Relayed Station CPU
Relayed QCPU|QCPU| QnA | ACPU Q |LCPU
Qﬁsge()Q etwork m((J(ge) m(gﬁe) = 1 FXUCP r|1vI 828
MELSECNET/H| o X X X X X X
MELSECNET/1 o X X X X X X
0
MELSECNET(l)|] x X X X X X X
" Ethernet 0 X X X X X X
C24 o] X X X X X o]
CC-Link 0 X X X X X o]
CC-Link IE Field[ *2 X X X X X o]
CC-Link IE o X X X X X X
Control
o: Accessible
x: Inaccessible
*1 : Including motion controller CPU
*2 : For the Redundant CPU, access is disabled
Connected
Station CPU Relayed Station CPU
Relayed [QCPU[QCPUl QnA[ACPU Q |LcpPu
HEPL etwork mc(J?ie) mcgﬁ‘e) e i FXUCP rll\/l(cl)lt::f)
MELSECNET/H| x X X X X X X
MELSECNET/1 X X X X X X X
0
MELSECNET(Il)| x X X X X X X
Ethernet X X X X X X X
° C24 0 X X X X X o
CC-Link o X X X X X o
CC-Link IE Field| *2 X X X X X o
CC-Link g x X X X X X X
Control

0: Accessible

x: Inaccessible

*1 : Including motion controller CPU

*2 : For the Redundant CPU, access is disabled

MELSOFT
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11.2.25 Network

Host station for CPU connections

Communication Setting Wizard - Network x |

Please szelect the Metwark

Station type

Muttiple CPU Mane ;|

Cancel | = Back | Mext = |

If the target PLC contains multiple CPUs, the number of the target CPU must be selected in the 'Multiple CPU'
parameter. For details see 'Appendix Multi-CPU'fes1,

Pressing the <Next> button opens a gageEr?l for entering a comment for the connection.

Host station for MELSECNET and CC-Link connections

Communication Setting Wizard - Network x|

Please zelect the Metwark
Station type [ Host station =

Mutiple CPU Mane j

Cancel | = Back | Mext = I

If the target PLC contains multiple CPUs, the number of the target CPU must be selected in the 'Multiple CPU'
parameter. For details see 'Appendix Multi-CPU'fss1.

Pressing the <Next> button opens a gageEf?l for entering a comment for the connection.
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Host station for C24 connections

Communication Setting Wizard - Network x|
Please select the Metwark
Station type Host station =
Connect CRU series 8] j
CPU typs |0z E
buttiple: CRLU |N-:-ne |

Cancel | = Back | Mext = I

Select the type of the target CPU. If the target PLC contains multiple CPUs, the number of the target CPU must
be selected in the 'Multiple CPU' parameter. For details see 'Appendix Multi-CPU [ss1),

Pressing the <Next> button opens a pageEt'ﬂ for entering a comment for the connection.
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Host station for Ethernet connections

Communication Setting Wizard - Network x|
Please select the Metwark
Station type Host station =
Connect CRU series and, j
CPU type Gz, j

Cancel | = Back | Mext = I

For Q-series PLCs the index of the CPU in a multi-CPU system can optionally be selected.

Communication Setting Wizard - Network * |
Please zelect the Metwark
Station type Hozt station

=
Connect CPU series =] ;I
=

CPU type [02cH)

Muttiple CPL

Cancel | = Back Mext =

Select the type of the target CPU and press the <Next> button to open a Qage|¥3| for entering a comment for the
connection.
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Host station for modem connections

Communication Setting Wizard - Network x|
Please select the Metwark
Station type Host station =
Connect CRU series and, j
CPU type Q28 -

Cancel | = Back | Mext = I

Pressing the <Next> button opens a gageEf?l for entering a comment for the connection.

Host Station for CPU Board Connections
x|

Please select the Network
Station type [Host station =]

Cancel | < Back
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Station in single network

Communication Setting Wizard - Network ] x|
Please zelect the Metwark

Station type Cther station Single) j

Cancel | = Back | Mext = I

Pressing the <Next> button opens a gage@’l for entering the MELSECNET address of the target PLC.

Station in coexisting network

For MELSECNET/10 interfaces

Communication Setting Wizard - Network x |

Please szelect the Metwark

Station type fther station(C J

Connect CPU series IQ ;I
Connect CPU type |@1 2PH ~|
Metweark [MELSECHETA OH) |

—Metwark route

Cancel | = Back Mext =

Select the type of the coexisting network and press the <Next> button to open a page|;§| for entering
parameters of the target PLC in the coexisting network.
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For MELSECNET/H interfaces

Communication Setting Wizard - Network * |
Please zelect the Metwark

Station type Eother stationi

Connect CPU series IQ

=]
Connect CPU type IC:'I 2PH =]

Metweork IMELSECNETN OrH) ;I
—Metweark route

Mocle [MEL=ECKETAD -

Cancel | = Back Mext =

Select the type of the coexisting network and press the <Next> button to open a pagem?l for entering
parameters of the target PLC in the coexisting network.

For CC-Link interfaces

Communication Setting Wizard - Network x |
Please szelect the Metwark

Station type iother station(t
Connect CPU series IQ ;I
Connect CPU type |@1 2PH ~|
Connect station Mo |—2

Metweark [MELSECHETA OH) |

—Metwark route

Cancel | = Back Mext =

Parameter Values Description

Connect  station| 0- 64 station number of the CC-link module in the target station
no.

Select the type of the coexisting network and press the <Next> button to open a page@?l for entering
parameters of the target PLC in the coexisting network.
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For CC-Link IE interfaces

Communication Setting Wizard - Network ] x|
Pleaze zelect the Metwork
Station type Cther station Coexistence) j
Connect CPU series ] j
Connect CPU type T =
Metwsark [MELSECHETA OH) =l

—Metweark route

Made [MELSECKETAD &

Cancel | = Back |

Select the type of the coexisting network and press the <Next> button to open a page|;§| for entering
parameters of the target PLC in the coexisting network.

Station in MELSECNET/10 network

Communication Setting Wizard - Network ] x|
Please zelect the Metwark
Station type IOther station j
Metwark MELSECHETH O(H) -
—Metwark route

MELSECMETIN

Cancel | = Back Mext =

Select the type of the network, to which the target PLC is connected. Additionally the mode may also be
selectable.
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Communication Setting Wizard - Network x|
Please zelect the Metwark
Station type Cther station j
Metwiork IMELSECNETH OiH j

—Metweark route

Mocle [mELSECHETID -

MELSECMETH

Cancel | = Back | Mext =

Pressing the <Next> button opens a pagem’l for entering the MELSECNET address of the target PLC.

Station in Ethernet network
x|

Please select the Network
Station type [otner station =]
PLC mode {acpuia mode) |

QCPU(Q mode)

Network Ethernet j
—MNetwork route

Cancel | < Back Next =
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Station in MELSECNET(Il) netw ork

Communication Setting Wizard - Network * |

Please zelect the Metwark
Station type Cither station ;I

Metwvark MELSECHETIN) =]

—hletwark route —————|MELSECHETHM O(H)
i ] i

Cancel | = Back | Mext =

Pressing the <Next> button opens a pagem’l for entering the MELSECNET address of the target PLC.

Note:

When access is made to the QnACPU, AnUCPU, QCPU (A mode) or motion controller CPU via
the MELSECNET(l), the device range is equivalent to that of the AnACPU.

Station in C24 multi drop network
X Transfer Setup Wizard Network x|

Please select the Network
Station type | otner station =

Network C24 -

— MNetwork route

Network type Ir.'lultidrup(independent} j

Cancel | = Back | MNext = |

Pressing the <Next> button opens a Qagem'a’l for entering the station address of the target PLC in multi drop
network.
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Station in FX multi drop network

MX Transfer Setup Wizard - Network ) =l
Please select the Network
Station type | otner station =

— MNetwork route

Metwork type Multidrop -

Cancel | = Back | MNext = |

Pressing the <Next> button opens a Qage@ for entering the station address of the target PLC in multi drop
network.

Network with C24 station

Parameter Values Description
Network type Cc24 fixed
I/O address /O number divided by 0x10 module /O address of connected station
XTransfer Setup Wizard Network x|
Please select the Network
Station type IDther station j
PLC mode {acpuia mode) |

Metwork I Cz4 j
— Metwork route

Network type [c2e =]

VO address IIJIJIJIJ

Cancel | < Back Next =
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Network with CC-Link station

MX Transfer Setup Wizard - Network : x|

Please select the Network

Station type IDther station j
PLC mode {acpuia mode) |
QCPU(Q mode)
Network | cc-Link |
— Metwork route
VO address I toog
Cancel | < Back Next =
Parameter Values Description
I/O address /O number divided by 0x10 module /O address of connected station

Network with CC-Link IE Control

Station type

PLC mode

Network

MX Transfer Setup Wizard - Network . |

Please select the Network

IDther station j

Iacputa mode) =
QCPUIQ mode)

CC E Control |

— MNetwork route

<= Back Mext =

Cancel |
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Network with CC-Link IE Field

Please select the Network

Cancel |

— Metwork route

Station type IDther station j

PLC mode {acruca mode) |
QCPU(Q mode)

Network CC E Field |

< Back

Next =

11.2.26 Other Station

This page is used to provide type and network address information of the target PLC in a multi-layered network.

Parameter Values Description
CPU series Q, QnA, A, FX, L and Q| series of the CPU type
Motion  depending  on
previous choices
CPU type see list of supported CPU| type of PLC CPU module
types
Network No 1-239 network number of the target interface
Station No. 1-64 station number of the target interface, limits may be
different for certain protocols
Station No. for|0-63 station number of the target interface, 0 is not
CC-Link network available for FX CPUs
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Station in same network for MELSECNET(Il)

Communication Setting Wizard - Other station x|

Please zelect the Other station

—Cther station setting
CPU series Ign a j

CPU type IQQA j

Station M |—.;.

Cancel | = Back | Mext = I

Pressing the <Next> button opens a gageEf?l for entering a comment for the connection.
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Station in same network for C24 or FX

Communication Setting Wizard - Other station x|

Please zelect the Other station

—Cther station setting
CPU series Ign a j

CPU type IQQA j

Station Mo |7n

Cancel | = Back | Mext = I

For PLCs, which support multiple CPUs, the index of the CPU in a multi-CPU system can optionally be selected.

Communication Setting Wizard - Other station * |

Please zelect the Other station

—Cther station setting

CPU series IQ ;I

CPU type

Station Mo

huttiple CPU INnne ;I

Cancel | = Back | Mext = |

Pressing the <Next> button opens a pageEf?l for entering a comment for the connection.
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Station in same network for CC-Link

Communication Setting Wizard - Other station * |

Please zelect the Other station

—Cther station setting

CPU series IQ ;I

CPU type

Station M |—D

Cancel | = Back Mext =

For Q-series PLCs the index of the CPU in a multi-CPU system can optionally be selected.

Communication Setting Wizard - Other station x |

Please =elect the Cther station

—Other station setting

CPU zeries IQ ;I

CPU type

Station Mo |—0

hLitiple CPLI INnne ;I

Cancel | = Back | Mext = |

Pressing the <Next> button opens a page@ for entering a comment for the connection.
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Station in same or different network

Communication Setting Wizard - Other station x|

Please zelect the Other station

—Cther station setting
CPU series I 4 j

CPU type IQDQ(H)-A =l

Meduork ho |—2
Station M |—1

Cancel | = Back | Mext = I

For Q-series PLCs the index of the CPU in a multi-CPU system can optionally be selected.

Communication Setting Wizard - Other station x |

Please =elect the Cther station

—Other station setting
CPU zeries o ;I

CPU type

Metwork Mo |—1
Station Mo |—1

hLitiple CPLI INnne ;I

Cancel | = Back Mext = |

If the target PLC is in a different network, the network number of that network must be provided additionally to the
station number of the target PLC.

Pressing the <Next> button opens a pageEf?l for entering a comment for the connection.
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11.2.27 GOT Side Settings

PC Serial Interfaces (USB and RS232)

For USB and RS232 serial connections between PC and GOT the following interfaces of the GOT can be used
to connect to the PLC

0 GOT Serial Interfacelsssl
o GOT Bus Interfacelsa?
0 GOT Ethernet Interfacels

The interfaces, which are actually available on the GOT, depend on the specific GOT hardware used.

GOT Serial Interface
[MX Transfer Setup Wizard -GOTside X

Please select the GOT - PLC I'F
GOT-PLC VF |5eria| j

— Communication setting

Connect module ICPU module j

QIT1C24
LIT1C24

Cancel | < Back Next =

Parameter Values Description
Connect module CPU module type of connected unit on the PLC side
QJ71C24
LJ71C24
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GOT Bus Interface

MX Transfer Setup Wizard - GOT side I

Please select the GOT - PLC I'F
GOT-PLC VF |Bu5 j

— Communication setting

Connect module ICPU module j

CPU module

Cancel | < Back | Next =

GOT Ethernet Interface

Please select the GOT - PLC IF
GOT-PLC IF [Ethernet =]

— Communication setting

Connect module ICPU module ;I

QITIET

CC [E Field Ethernet adapter
FX3U-ENET-ADP
FX3U-ENET(-L)

Cancel | = Back MNext =

Parameter Values

Description

Connect module CPU module
QJ71E71

CC IE Field Ethernet
adapter

FX3U-ENET-ADP
FX3U-ENET(-L)

type of connected unit on the PLC side

347
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PC Ethernet Interface

For Ethernet connections between PC and GOT the following interfaces of the GOT can be used to connect to
the PLC

0 GOT Serial Interface[s#
0 GOT Bus Interfacelssl

The interfaces, which are actually available on the GOT, depend on the specified GOT hardware used.

GOT Serial Interface
[MX Transfer Setup Wizard -GOTside X

Please select the GOT - PLC I'F
GOT-PLC VF |5eria| j

— Communication setting

Connect module ICPU module j
QIT1C24
LIT1C24

Host(IP Address) I

Port Mo I 5014

GOT side

Cancel | < Back Mext =

Parameter Values Description
Connect module CPU module type of connected unit on the PLC side
QJ71C24
LJ71C24

Host (IP Address) | IP address or host| IP address of the GOT ethernet interface
name

Port No 1024 - 65534 port number on the GOT for the PC
connection
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GOT Bus Interface

MX Transfer Setup Wizard - GOT side N x|

Please select the GOT - PLC I'F

GOT-PLC IF

Connect module

GOT side

|Bu5 j

— Communication setting

Icpu module

=
CPU module

Host{IP Address)
Port Mo

|
I 5014

Cancel | < Back Mest =
Parameter Values Description
Connect module CPU module type of connected unit on the PLC side

Host (IP Address) | IP address or host| IP address of the GOT ethernet interface
name
Port No 1024 - 65534 port number on the GOT for the PC

connection
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11.2.28 Enter Comment

Enter a comment to describe the configured PLC connection and test the PLC connection with the current
settings.

Communication Setting Wizard - Finished x|

The Communication wizard has finished collecting
information.

Press 'Finizh' to stare the madified settings and to close
the wizard.

Comment

Paszward

pemene.

Cancel | = Back |

For modem connections to QJ71C24 and QJ71CMO modules a password may be required in order to gain
access to the CPU. Enter the password, which has been set in the CPU parameters. For other connection types
the password input field is disabled.

The password must not exceed four characters and can consist of alphanumerical characters and standard
signs. Blanks are not allowed.
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Remote access password

The password for remote access via QJ71E71 and QJ71C24 is assigned in the CPU parameters of a GX
Developer project and downloaded to the target PLC. Passwords set in any relaying units have no effect.

Remote password settings | * I
-2 Program — Pazaword settings :
= : Characters that can be uzed in pazsword
[]" Device comment Password l""’“‘ 4 characters. Humbers, 42 a-z,
|:_:|.. Faramater Special characters.
Lol PLC parameter . .
o ) Netwark para — Pazzword active module settingsz
.Remote EE5E todel name Starty Condition
: % gevfte _”'imw QJ7IC24/CM0 0000
evice ini

L NENEHENENERERE

Meceszan zetting] Mo sefting  / dleadp set ]

Clear | Settingcnmpletionl Cancel |

Enter the same password in the 'Password' input field for the connection to gain access to the target PLC.

11.3 Special Setups

11.3.1 Communication with Multi-CPU Systems

For a multi-CPU system the user must specify the CPU number of the target CPU, i.e. the last accessed
station.

When making access to the non-control CPU of the relay module on the accessed station, use the modules of
function version B as the relay modules and Q-CPUs (Q mode) on the own station, all relay stations and
accessed station.
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(Example 1) CPU COM communication

Communication Setting Wizard - Network * |

Please zelect the Metwark

Station type Ho=t =tation

Multiple SPU Mo.3 ;|

Cancel | = Back | Mext =

When the user has selected 'No. 3' (0x3E2) in the 'Multiple CPU' field, the connection is established to the third
CPU in the rack, marked as (3) in the following figure.

Personal Last access target

computer L J:QCPU (Q mode) Na. 1
@ :QCPU (Q mode) No. 2
@|®|  ®.acPU(Qmode) No. 3
@& :QCPU (Q mode) No. 4

Please zelect the Other station

—Cther station setting

CPU zeries

CPU type

Station Mo

|a

IQDQ(H)
Meduork ho |—2

| g

Cancel | = Back Mext = |
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When the user has selected 'No. 3' (0x3E2) in the 'Multiple CPU' field and entered '2' for network and station
number, the connection is established to the third CPU in the 'Last access target' rack, marked as (3)' and
grayed in the following figure.

The CPU number in the 'Relay station' rack cannot be specified. Therefore, if '1' has been entered as network
number for the sample below, an error will occur, because the network number controlled by the CPU (2) is only

2"
: {r: QCPU (Q mode) No. 1
Personal Relay station g Last acctisstlge]t @: QCPU (Q mode) No. 2
computer & : QCPU (Q mode) No. 3
: i || @&: QCPU (Q mode) No. 4
@(@D|1|2]| |OS[(DD[Z] T MELSECNETH module controlied by (D
(Network number: 1, station number: 1)

[t "1 [3]: MELSECNET/H module controlled by @
( MELSECMNET/H j (Network number: 2, station number: 1)
[27: MELSECNET/H module controlled by {8
(Metwork number: 2, station number; 2)

11.3.2 Restrictions with Q00, Q00J and Q01 CPUs

The number of network modules is restricted for Q00J, Q00 and Q01 CPUs.

Type of Network Module Max. Number of Modules
MELSECNET/H module 1 module
Ethernet module 1 module

CC-Link module(Function version B or later) 2 modules

The following figures mark network architectures for Ethernet and MELSECNET/H, which are not supported in
combination with Q00J, Q00 and Q01 CPUs.

Ethernet

O »

————————————————— ]

|

%CPU aJriaim |

{ er1 | e 7 [

rrade ) - |

// I

I : |

re|e=~—=-==—=7=7=77== |

! L] [ Ethemet - [ L] !

,

| s |
1 : :

i ACPUl 71 acPu| gy fgﬁﬁ%ﬁ I

: mode) & muode) == mogde) % :

|
L ——————————————————————————————— ——— — — — —!
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a7l ir
LPZTYLP21

QJT
P21

11.3.3 Redundant CPUs

The following text describes the configuration for accessing redundant Q series PLC systems, i.e. Q12PRH and
Q25PRH.

(1) Target system

Communication Setting Wizard - Network ] * |

Please zelect the Metwark
Station type Hast station =

Target system

Cancel | = Back Mext =

As 'Target system' either 'Control system' or 'None' can be selected.

Parameter Values Description
Control Connects to the control system and maintains access to the
Target system control system after switching control and standby CPU
system - .
None Connects to the target PLC CPU independently of whether it
is control or standby system
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Note: to determine which CPU in the redundant PLC system is being accessed, the following special relays can
be checked.

(1) To distinguish, whether system A or B are accessed

- identifies system A/system B of a redundant system.
System A- remains ON/OFF even if the tracking cable is disconnected while the
SM1511 identification |redundant system is running.
flag
during TRK.CABLE
ERR.
System A | System B (= code 6120)
(System not
System B determined)
SM1512 :ctljentlflcatlon
ag SM1511 ON OFF OFF
SM1512 OFF ON OFF

(2) When checking the operation system status

- indicates the CPU module operation status

- remains ON/OFF even if the tracking cable is disconnected while the

sM1515 | control/ redundant system is running.

Standby
system status

during TRK.CABLE
ERR.
Control | Standby (= code 6120)

system system

(System not
determined)
SM1516

SM1515 ON OFF OFF

SM1516 OFF ON OFF

(2) Operation at occurrence of system switching

When system switching occurs during access to the redundant CPU and 'Control system' has been selected as
target system, access is continued as described below.

(a) Connection via other than MELSECNET/H or Ethernet

Access to the control system after system switching is continued.
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E'.I __..4 Connection to control system
Control system Standby system
i
Tracking cable
A _ﬁi Connection to control system
=gy
%k'-" | Connection to control system via standby system

Standby system V Cantrol systemn

P

ey
[

B
i

Tracking cable

=
(A
TN

(b) Connection to MELSECNET/H or Ethernet

Access to the control system after system switching is continued as shown below, depending on whether a
communication error occurs or not.

The following shows an example of Ethernet connection.

<When communication is normal>

'l,l _:% Connection to control system

|ﬂ— Ethernet
Control system | Standby system
L=
Tracking cable
e —
E' _% Connection to contral system |
i fL | Caonnection to contral system via standby system
Standby system Control systam
i 1 BE ,ﬁ i ]
E 2 H = i ;
Tracking cable I
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<When communication error occurs>

s
| =——_—J| Connection to control system

et
-\-‘""-'EC"_'..—'::-—
”I:.)_ Ethernet
.

| i
Communication
F error

Confrol system | |

Standby system

I
! A
|

Note: in the case of Ethernet connection, it may take time from when a communication error occurs until
communication starts after connection to the control system.

(3) Automatic switching of communication route

If a communication error occurs during access to the redundant CPU via a MELSECNET/H or Ethernet network,
the

communication route is automatically switched to continue access to the control system.

In the following text this automatic switching of the communication route is referred to as 'route switching'.

The following describes the route switching conditions, how to check for route switching occurrence, and
examples of access by route switching.

(@) Route switching conditions

When access is being made under the following conditions, access to the Redundant CPU is continued by route
switching if a communication error occurs.

Mode Conditions for continued access
Operation mode Backup mode, Separate mode
Target system Control system

However, if a tracking error had already occurred at a start of communication (caused for example by power off
or reset of the redundant system), access to the control system is not continued by route switching even if
tracking is recovered after that.
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(b) How to check for route switching occurrence and examples of access by route switching

1) How to check whether route switching occurred or not

Special devices and registers allow to detect whether route switching has occurred.

SM1600t | SD15902 | SD16902 Possibility of route switching Reference
OFF either one is Since a system switching request| see example 1
ther than 0 from the network module was
other than detected, route switching may have
been executed.
ON 0 0 Since an other system fault| see example 2
occurred, route switching may have
been executed.
either one is Since an other system fault| see example 1 and
ON other than 0 occurred or a system switching 2
request from the network module
was detected, route switching may
have been executed.

L even if SM1600 is ON, route switching does not occur when the CPU is not accessed via the tracking cable.

2. when using SM1600, SD1590 and SD1690 to estimate whether route switching has occurred or not for the Redundant
CPU connected to Ethernet, check the following items in the redundant setting of the network parameter dialog box of GX

Deweloper.

-issue a system switching request at disconnection detection.

-issue a system switching request at communication error.

Check the following based on the states of the above special relay and special registers and remove the error

cause.

- Check the Redundant CPU for an error.

- Check the tracking cable status and whether the tracking cable is correctly connected.

Check the relevant network module for an error and the network where the relevant network module is
connected for an error.
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2) Examples of access by route switching

The following shows examples of route switching during access to the control system by Ethernet connection

When system switching occurs at communication error:

\ __..5{ Conneclion lo conlrol system |

l.l_,_,.,_,-'—'—".,-..
-l'caq___-}’”*
| L Ethernet
)i —
Cummumcahuﬂ
F error

Control system ™

 Standby system
I o
e ile
I Tracking cable I
o G
:-T'I, _-——J Connection to control system |

1“-@:‘3"_"

I

Standby systermn

Control system

Tracking cable

Route switching example 1

When standby system fault occurs:

'|I _% Connection to control system |

-
e, O

m-»;,__.":fﬁ‘
I - Ethernet
Standby system Control syslem
[ — ~] - —
] i @ El ~'g ndhv
I E Al B e +system fault |
== | 8 Bl 1 | Bl arei®]
I Tracking cable I
——J Connection to control system |
Ethernet

Tracking cable

Route switching example 2
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Note: the following table indicates details of the special relay and special registers to be monitored when
estimating whether route switching occurred or not.

Device Meaning Explanation
Other system| - turns on when an error occurs during redundant system
error fla error check. (Turns on when either of bits for SD1600.
SM1600 g ( )
OFF: No| - remains off when no errors are present.
error
ON: Error
Module no. for| - any of the following bits turns on corresponding to module
network No. for network module requesting route switching in host
module system.
requestin
roﬂte g - turns off by the system after recovery from error of the
switching in relevant
host system | module by user.
Bit status
bifeobll  to  bibo 0:OFF
spisao[ 0 JoA] [pAfa] 19N
3 F ]
| —Module Ne. 0 Invalid, as CPU medule
SD1590 usels 2 slots,
Module No. 1: Indicates the module to
ke the right of CPU module
Madule No.11: Indicates the module at
the right end of a 12-1/0
slot base (Q312B)
refer to SD1690 for module No. for network module
requesting route switching in other system.
Module no. for| - any of the following bits turns on corresponding to module
network No. for network module requesting route switching in other
module system.
requestin
roﬂte g - turns off by the system after recovery from error of the
switching  in relevant module by user.
other system Bit status
b15 to b1 Lo b1 b0 0: OFF
so1e90[ 0 Jor] [orfo] 1:OM
¥ Tt Module Mo. 0: Invalid, as CPU module
uses 2 slots,
Module Mo. 1: Indicates the module to
Lo the right of CPU module
Module Ma.11: Indicates the module at
the right end of a 12-1/0
SD1690 siot base (Q3128)

refer to SD1590 for module no. for network module
requesting route switching in host system.
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11.3.4 Connection Types for Q24DHCCPU-V C-Controllers

The user interface of the transfer setup offers connection types for Q24DH CCPUs, which are not supported by
this software.

The supported connection types are:

1. PC (USB) - Q24DHCCPU-V

2. PC (Ethernet) - Q24DHCCPU-V

3. PC (USB) via GOT (Bus) - Q24DHCCPU-V

4. PC (USB) via GOT (Ethernet) - Q24DHCCPU-V
5. PC (Ethernet) via GOT (Bus) - Q24DHCCPU-V

The following connection types can be selected in the transfer setup, but are presently not supported by the
hardware except for multi-CPU numbers 2-4:

. PC (Serial) - Q24DHCCPU-V

. PC (C24) - Q24DHCCPU-V

. PC (MELSECNET/H) - Q24DHCCPU-V

. PC (CC-Link) - Q24DHCCPU-V

. PC (CC-Link G4) - Q24DHCCPU-V

. PC (CC-Link IE Control) - Q24DHCCPU-V

. PC (CC-Link [E Field) - Q24DHCCPU-V

. PC (Serial) - GOT (Serial) - Q24DHCCPU-V

. PC (Serial) - GOT (C24) - Q24DHCCPU-V
10.PC (Serial) - GOT (Bus) - Q24DHCCPU-V
11.PC (Serial) - GOT (Ethernet) - Q24DHCCPU-V
12.PC (USB) - GOT (Serial) - Q24DHCCPU-V
13.PC (Ethernet) - GOT (Serial) - Q24DHCCPU-V

© 00 N O O b~ W DN P

12  Appendix: Using OPC from Visual Basic

This section gives some simple examples of using OPC from a Visual Basic program. Examples will include
browsing for installed OPC servers, browsing the defined item names and reading data from the server using
synchronous calls.

12.1 Prerequisites

You will need:

e Visual Basic - the examples in this document were developed with Visual Basic 6 Service Pack 5, but could
also be used with other applications that will support VBA (Visual Basic for Applications).

e OPC automation support files (OPCdaAuto.dll and OPCenum.exe) — these must be correctly installed in
e.g. the <WINDOWS\SYSTEM32> directory, and must be registered with REGSVR32.

¢ Aninstalled OPC server, e.g. Mitsubishi.MXOPC.6
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12.2 Terminology

362

Term

Description

OPC

"OLE for Process Control' — an open standard for
connecting to process control equipment such as PLCs
and SCADA databases. OPC is intended to solve the
problem of every SCADA package needing a different
driver for every PLC to which it connects. With OPC, only
one driver needs to be developed, and each SCADA
package connects to the OPC driver using the same
interface.

Automation interface

A simplified OPC interface designed for integration with
programs like Visual Basic and with scripting languages
like VBA (Visual Basic for Applications).

OPCsServer The top level interface to OPC. This provides a way to
find out which OPC servers are installed on a PC, and to
connect to one of them.

OPCBrowser This is the object used to list the items defined in the
OPC server.

OPCGroup A group of items to be read from the OPC server.

OPCGroups Used to add groups to an OPC server and iterate
through the available groups.

OPCltem A single item of data in the OPC server, usually one /O
point.

OPCltems Used to add items to an OPC group and iterate through

the available items.

Server handle

A unique number used by the OPC server to identify a
single item.

Client handle

A number used by the client to identify an OPC item.

Quality

This gives a measure of confidence in the data read from
the server. In normal usage, most applications look for a
quality value of

'OPC_QUALITY_GOOD' (&HCO0) and treat any other
value as an indication that the data is invalid.

MELSOFT
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12 Appendix: Using OPC from Visual Basic MELSOFT

12.3 Adding the OPC Libraries to Your Project

Before you can use the OPC automation libraries, they must be included in your project. To do this, select
'References' from the 'Project’ menu:

Eile Edit Yiew | Project Format Debug Run Query Diagram
g-ﬁvjﬁnddﬁnrm foile b

¥ add MDI Form

32 add Module

iﬁ Add Class Module

')ET Add User Cankrol

E Add Property Page

Add WebClass

add Diata Report

Add DHTML Page

Add Data Environment
add File. ., Chrl+D

Rermove Forrml

Components,..  CErl+T

Projectl Properties...

In the list that appears, check 'OPC DA Automation Wrapper' and 'OPCenum’ to include the OPC automation
libraries in your project, then click OK.

References - Project1

Available References: OF

v Visual Basic For Applications A Zancel

| isual Basic runtime objects and procedures

| Visual Basic objecks and procedures

W OLE Automation Brawss. ..

W OPC DA Autamation ‘Wrapper 2,02 J
+

Pl opcEnum 1.1 Tvpe Library
| 145 Helper COM Component 1.0 Type Library

AL

IAS RADIUS Protocol 1.0 Tyvpe Library Priority

Acrobat Access 3.0 Type Library Help
AcrolEHelper 1.0 Tvpe Library i]

Active DS 115 Extension Dl

Active D5 115 Mamespace Provider
Active DS Type Library
lartive Seton Conteal |ibrars

4 >

OpcEnum 1.1 Type Library

Location:  CAWINDOWS system32yOpcEnum, exe
Language: Standard
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12.4 OPC constants

Some of the more useful OPC constants are shown below, in a format that can be cut and pasted into a new
module in a Visual Basic project.

Data source constants — get cached value, or read direct from device
Public Const OPC_DS_CACHE = 1

Public Const OPC_DS_DEVICE = 2

' Quality and status constants
Public Const OPC_QUALI TY_GOOD = &HCO

Publ i c Const OPC_QUALITY MASK = &HCO
Publ i ¢ Const OPC_STATUS MASK = &HFC
Public Const OPC LIMT_MASK = &H3
Public Const OPC_QUALITY_BAD = &HO
Publ i c Const OPC_QUALITY_UNCERTAIN = &H40
Publ i ¢ Const OPC_QUALI TY_CONFI G ERROR = &H4
Publ i c Const OPC_QUALITY_NOT_CONNECTED = &H8
Publ i c Const OPC_QUALITY_DEVI CE_FAI LURE = &HC
Publ i ¢ Const OPC_QUALITY_SENSOR FAI LURE = &H10
Public Const OPC_QUALITY_LAST KNOWN = &H14
Publ i c Const OPC_QUALITY_COMM FAI LURE = &H18
Publ i c Const OPC_QUALITY_OUT_OF_SERVI CE = &HIC
Publ i c Const OPC_QUALITY_LAST USABLE = &H44
Publ i ¢ Const OPC_QUALITY_SENSOR CAL = &H50
Publ i ¢ Const OPC_QUALITY_EGU EXCEEDED = &H54
Public Const OPC_QUALITY_SUB NORMAL = &H58

C

Publ i ¢ Const OPC_QUALITY_LOCAL_OVERRI DE = &HDS

' Limt constants

Public EnumtOPClimts
OPCLIMT K =0
OPC LIMT LOW= 1
OPC LIMT HGH = 2
OPC_LIMT_CONST = 3

End Enum' tOPClimts

' Server states

Public Enum t Server State
OPC_STATE_RUNNING = 1
OPC_STATE_FAI LED = 2
OPC_STATE_NOCONFI G = 3
OPC_STATE_SUSPENDED = 4
OPC_STATE_TEST = 5
OPC_STATE_DI SCONNECTED = 6

End Enum ' tServerState
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12.5

12.6

365

Listing installed OPC servers

To find out which OPC servers are installed, create a new OPCServer object and call the GetOPCServers()
function. This returns an array of strings giving the names of installed servers. For Visual Basic purposes, the
variable used should be a 'Variant'.

The name of the Mitsubishi OPC server is 'Mitsubishi.MXOPC.6', but when connecting to a server the shorter
name 'Mitsubishi.MXOPC' can also be used. This will connect to the latest available version of the MX OPC
server.

Di m obj Server as OPCServer ' OPC server object

Di m vAl | Servers as Vari ant ' Tenporary to build list of servers
DimintLp as integer ' Loop counter

DimstrS As String ' String to build Iist of servers

Create an OPC server object
Set obj Server = New OPCServer

Use the server object to populate the list of available OPC servers
VAl | Servers = obj Server. Get OPCSer vers

Di spl ay the name of each server
For intLp = LBound(VvAll Servers) To UBound(VvAll Servers)

Add name to |ist
strS = strS & vAll Servers(intLp) & vbCrlLf

Next ' Server

Display results list
MsgBox strS, , "List of servers"

Cl ean up
set obj Server = Not hi ng

Connecting to an OPC server

To connect to an OPC server, create an OPCServer object and call the ‘Connect’ method, passing it the name
of the server. This name can be found from the GetOPCServers() function described above.

Di m obj Server as OPCServer ' OPC server object

Create server object if necessary
I f obj Server |Is Nothing Then Set obj Server = New OPCServer

I f already connected, disconnect first
I f obj Server. Server State = OPC_STATE_RUNNI NG Then obj Server. Di sconnect

Connect to the server
obj Server. Connect "M tsubi shi. MXOPC'

Check server is running
Debug. Assert obj Server. Server State = OPC_STATE_RUNNI NG

Show server version and details
MsgBox "Server: " & obj Server.Vendorlinfo & _
(" & Fornmat (obj Server. MajorVersion) &"." &
For mat (obj Server. M norVersion) & ")", ,
"Connected to server"
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12.7

366

Browsing the OPC server items

The example below will show how to browse the list of items defined on the server hierarchically, writing the
results into a treeview control called tvwBrowse. A subroutine is used to browse the structure recursively, and
for leaf (tag) items the tag's item ID (which is needed to read its value from the server) will be stored in the leaf
node's '.Key' property.

Browsing for tags is not always necessary. If you already know which tags the application needs to read, you
can use their IDs directly with the read and write functions (see sections Reading data values from_the serversed)
and Writing data values to the serverlgfl). For the MX OPC server, these item IDs are built from the device name
followed by any group names and finally the tag name, with each part separated by period characters. Typical
examples would be 'Dev01.Tag001' (without groups) or 'Dev02.Group001.Tag001' (with one group).

The IDs for dynamic tags are built differently, using a 'backwards slash' ('\') as the separator, and with the tag
name in a format which also gives the address and type, for example 'Dev01\D50.I' for a dynamic tag reading
address D50 as an integer, or 'Dev01\G1\D100.S.10' for a 10 character string under a group called 'G1'. For
more examples, see "Dynamic tag support"E@'?I.

Constants for treeview nodes - will be put in the 'Tag' property
Const TREE_ROOT As String = "0"
Const TREE_BRANCH As String = "1"
Const TREE_LEAF As String = "2"

Constant for root node's key
Const strRootKey As String = "ROOT"

Nane: Fi Il Branches()
Description: Fill treevieww th items and branches from OPC hi erarchy.
WIl call itself recursively to get the details.
I nput s: t vwTl - Treeviewto fill
obj Brw - OPC browser object at current position
(initially root)
nodPar - Parent node to fill under

(initially a new, root, node)
Ret ur ns: N A
Private Sub FillBranches(ByRef tvwl As TreeView, _
ByRef obj Brw As OPCBrowser,
ByRef nodPar As Node)
Decl are vari abl es
DimintLp As Integer ' Loop counter
Di m nodN As Node ' Used for node creation

Find branches at this |evel
obj Brw. ShowBr anches
For intLp = 1 To obj Brw. Count
Skip 'register hints' branch, no readable tags
If objBrw. Iten(lngLp) <> "Register Hi nts" Then

Add branch node (no key, not unique for branches)

Set nodN = tvwT. Nodes. Add(nodPar, tvwChild, |,

obj Brw. I ten(intLp))

nodN. Tag = TREE_BRANCH
End If ' Not register hints branch
Next intLp ' Branch

Find child nodes at this |evel
obj Brw. ShowLeaf s
For intLp = 1 To obj Brw. Count
Add | eaf node
Set nodN = tvwT. Nodes. Add(nodPar, tvwChild, _
obj Brw. GetItem D(obj Brw. Item(intLp)),
obj Brw. I ten(intLp))
nodN. Tag = TREE_LEAF
Next intLp ' Leaf
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' Now go back and recursively fill the branches we just created
' (can't do them as we go because each call to ShowBranches

' overwites the data)

Set nodN = nodPar. Child

Whil e Not nodN I's Not hing

' Only interested in branch nodes
If nodN. Tag = TREE_BRANCH Then

' Move down into this branch
obj Brw. MoveDown nodN. Text

" Fill in details recursively
Fi Il Branches tvwI, objBrw, nodN

' Move back up
obj Brw. MoveUp

End If ' Branch node

' Next node
Set nodN = nodN. Next

Wend ' Until all nodes checked

' Clean up object references
Set nodN = Not hi ng

End Sub ' FillBranches()

When button is pressed, read list of itens into treeview
Private Sub cndGetltensList_Click()

Di m obj Browse As OPCBr owser ' OPC hierarchy browser object
Di m nodRoot As Node ' Used to create root node

' Create a browser
Set obj Browse = obj Server. Creat eBr owser

' Start at first item
obj Browse. MbveToRoot

' Use '.' as path separator, so we get device.itemnotation
' when readi ng back
t vwBr owse. Pat hSeparator = "."

" Fill in treeview (first adding a root node)
t vwBr owse. Nodes. Cl ear
Set nodRoot = tvwBrowse. Nodes. Add(, , strRootKey,

cmbServer. Li st(crrbServgr. Li st 1 ndex))
Fi Il Branches tvwBrowse, objBrowse, nodRoot

' Close browser object
Set obj Browse = Not hi ng

End Sub ' cndGetltensList_Click()

MELSOFT
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The routines below can be used to read the list of items back out of the treeview control. Again, a recursive
subroutine is used to extract the details.

Dim strltemNanes() as string ' Array for results
Dimlngltems as Long ' Nunber of items found

' List the itens in the tree
Private Sub Listltens()

Ingltens = 0
ReDi m strltemNames(1 To 1)
Get |t emNanmes tvwBr owse. Nodes(strRoot Key), strltemNanes, |ngltens

End Sub ' Listltens()
' Nane: Get |t emNanes()

' Description: Routine to extract itemnanes fromthe treeview
' W Il traverse the tree recursively

' Inputs: nodPar - Parent node in treeview at which to start

' strDest () - Redi mensionable array of itemnames to fill
' I ngCnt - Nunber of itens read so far

' Returns: N A

Private Sub GetltenNanmes(ByRef nodPar As Node, _
ByRef strDest() As String,
ByRef | ngCnt As Long)
Const intReallocStep = 10 ' Step threshold to resize target array

' Go through nodes, recursing as required until target array is full
Di m nodN As Node ' Used for traverse/recurse

' Work through child nodes of parent node provided
Set nodN = nodPar. Child

' Repeat until run out of nodes
Whil e Not nodN I's Not hing

" If this is a leaf node, collect its nane. If a branch node,
' descend it
If nodN. Tag = TREE_BRANCH Then

' Descend recursively

Get |t emNanmes nodN, strDest, |ngCnt

El se
' Leaf node, add it
IngCnt = IngCnt + 1
' Redimension target array if required
If I ngCnt > UBound(strDest) Then
' Resize target array (but not above maxi mum
ReDi m Preserve strDest(1 To | ngCnt + intReall ocStep)
End If ' Array too small

" Fill in a single item nanme
strDest (1 ngCnt) = nodN. Key

End If ' Branch / |eaf node

' Try next node (if any)
Set nodN = nodN. Next

Wend ' Until no nore nodes or target array is full

' Clean up object references
Set nodN = Not hi ng

End Sub ' GetltemNanes()
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12.8

369

Reading data values from the server

To read item values from the server, first create a new OPCGroup object to hold the items. You can define more
than one group if you have different sets of items that are read at different times.

Once items are added to the group as OPCltems, they can be read individually or as a group. When the items
are defined, their server ‘handles' should be stored for use as parameters in the calls to the read functions.

In the example below (in which the error handling code is omitted for readability), a new group will be created and
all the items found by the browse example in the previous section will be added to it. The items' values will then
be read synchronously as a group.

Private Sub Test Read()

Dim | ngLp As Long ' Loop counter

Dim strG pNane As String ' Group nane

Di m obj G p As OPCGr oup ' Group object

Di m var Val ue As Vari ant ' Used to read OPC item val ues

Di m var Qual As Vari ant ' Used to read OPC quality

Dimobjltem As OPCltem ' Used to get server handles for itens
Arrays for results

Di m | ngSvr Handl es() As Long ' Server handl es

Dim |l ngErrors() As Long ' Error val ues

Di m arrvar Val ues() As Vari ant ' Itemval ues

Result string for nessage box (first 20 items only)
DimstrS As String

Resi ze arrays for required nunber of itens
ReDi m | ngSvr Handl es(1 To | ngltens)
ReDi m I ngErrors(1 To I ngltens)
ReDi m arrvar Val ues(1 To | ngltens)

Create group in server. Name will be e.g. 'Itens200'
strG pName = "ltens" & Format (Il ngltens)
Set obj Grp = obj Server. OPCGr oups. Add( st r G pNane)

Create an OPC item for each item nane
For IngLp = 1 To Ingltens

Add obj ect, get reference
Set objltem = obj G p. OPCltens. Addl ten(strltenNames(I| ngLp),

CLng(!l ngLp))

Check that item was defined correctly
If objltemIs Nothing Then
Failed to define item probably m ssing
MsgBox "Failed to create server itemfor item'" & _
stritemNanmes(l ngLp) & "' - does the item exist?"
Exit For

El se
Item defined correctly - get server handle
I ngSvr Handl es(1 ngLp) = objltem ServerHandl e

Cl ean up reference
Set objltem = Not hi ng

End If ' Itemfailed to define / defined OK
Next IngLp ' Test itemto create
Read all itens as a group

obj G p. SyncRead OPC_DS_DEVI CE, Ingltens, |ngSvrHandl es,
arrvar Val ues, |ngErrors, varQual
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Check results for each item
For IngLp = 1 To Ingltens

Check quality - if quality is bad, data is invalid
I f varQual (I ngLp) <> OPC_QUALI TY_GOOD Then

Not e reason and of fending item nane

MsgBox "Bad quality (O0x" & Hex(varQual (I ngLp)) & _
") for item'" & strltenmNames(lngLp) & """

Exit For

El se
Show val ue on debug consol e
Debug. Print strltemNames(lngLp) & " =" & _
For mat (arrvar Val ues( | ngLp))

Add to list (first 20 only)

If IngLp <= 20 Then strS = strS & striltemNames(l ngLp) & _
" =" & Format (arrvar Val ues(l ngLp)) & vbCrlLf

End If ' Quality bad / K
Next IngLp ' Itemto check
Show results

MsgBox strS, , "ltem val ues”

Miust cl ean up object references to rel ease
nmenory and resources in the OPC server

Renove itenms from group
obj G p. OPCl t ens. Renpve | ngltens, |ngSvrHandles, |ngErrors

Rel ease group object to prevent nenory/resource |eaks
Set obj Grp = Not hing

Renove created group from OPC server
obj Server. OPCG oups. Renbve strG pNane: strG pName = ""

Clean up array variabl es
Erase arrvar Val ues
Erase | ngSvrHandl es
Erase I ngErrors

End Sub ' Test Read

370
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12.9 Writing data values to the server

The example below shows how to set the value of an item in the server. Although only one value is written, an
array of values and item handles is used, so that it can easily be adapted to write multiple items.

Di m varVal () As Vari ant ' Value to wite as a variant

ReDi m varVal (1 To 1) ' Must use resizeable arrays
varVal (1) = 10 ' Sanpl e val ue

' Now ready to wite the value back to the server

Dim obj Grp As OPCGroup ' Group object

Dimobjltem As OPClItem ' lItem obj ect

Di m I ngSvrHandl es() As Long ' Required to renpbve itens

Dim I ngErrors() As Long ' Error val ues

ReDi m | ngSvrHandl es(1 To 1) ' Redinension arrays to right size
ReDi m I ngErrors(1 To 1) ' (must be resizable arrays)

Create a group for the itenms to wite
Set obj G p = obj Server. OPCG oups. Add("WiteG oup")

' Add object, get reference
Set objltem = obj G p. OPCltens. Addlten(striID, 1)

' Check that itemwas defined correctly
If objltemIs Nothing Then
' Failed to define item probably m ssing
MsgBox "Failed to create server itemfor item'" & _
striID & "' - does it exist?"
El se
' Get server handle, required to renove the item
fromthe group later
I ngSvr Handl es(1) = objltem ServerHandl e

Wite values for all itenms in this group
obj Grp. SyncWite 1& |IngSvrHandl es, varVal, IngErrors

" (N.b. an alternative nmethod to wite a single itemis:

' objltem Wite varVal (1)

' This is less efficient than a group wite for many itens)
' Show success

MsgBox "Wote " & Format(varVal (1)) & " to " & strID
' Release itemreference
Set objItem = Not hi ng

' Renove itens from group

obj Grp. OPCl t ens. Renpve 1&, |ngSvrHandles, IngErrors

End If ' Not defined / OK

Rel ease group object to prevent menory/resource |eaks
Set obj G p = Nothing

Renove created group from OPC server
obj Server. OPCGr oups. Renove "WiteG oup”
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12.10 Disconnecting from an OPC server

To disconnect from an OPC server, first check that the connection is not already disconnected, then call the
'‘Disconnect’ method. After disconnecting, set the server variable to the special value 'Nothing' to ensure that the
object is destroyed cleanly. If this is not done, Visual Basic will not destroy the object, causing memory and
resource leaks until the module or program containing the object is unloaded. It is also recommended that the
'End' statement is used in the last Form_Unload of the program, to make sure every resource used is released.

Di sconnect fromthe server if not already disconnected
If Not obj Server Is Nothing Then

Cl ose connection if connected

If obj Server. ServerState <> OPC_STATE_DI SCONNECTED Then
obj Server. Di sconnect
End If ' Connected

Cl ean up OPC server object
Set obj Server = Not hi ng

End If ' OPC server object was created

Normal |y used in the Form Unl oad event — unload all forms, release
all nenory and terminate the program
End

12.11 References

The references below are recommended for further information about using OPC from Visual Basic, and for
information about OPC in general.

e OPC Data Access Automation Specification

e http://www.opcfoundation.org

e http://www.iconics.com/support/free tools.asp
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13 Appendix: Understanding ACT error codes

When there are problems with the communication to an MX device, the statistics window may show a more
detailed error code, as shown in the example screenshot below.

E Statistics

@ i_'\\.T?«éldress Space\Dev03NT agl0l

| Device | Device (Addtional)|

Transmits: i 0] Reties: |

_ Tirne: —_

Receives: | 1| Emars: | ;-_i Last Receive |12 |

Tirme:

Tinmeouts: | 128 Overruns: | 3 | %‘_asl Error " —i
— Ime:

Lazt Transaction Statuz

|

I L. Time Description
BO0  06/14/2008 19:09:26....  Opening connectian....
800 061472008 19:09:27....  Device communication error 0=01808408 [ESCOMM_TIMEOUT_ERR)
800 0B/14/200819:09:27....  Open failed.
BO0  06/14/2008 19:09:27....  Clozing connectian...
| GO0 OEA4/2008 19:05:27....  Connection closed.
I BO0  Ok/14/2008 19:09.27,...  Opening connechon...
|
{

£ I

£

|

Cloze

Statistics window showing error number

This appendix will describe the error codes that may be returned for MX devices when using the MX Component
communications layer. These error codes are divided into three main types:

e HRESULT error codes, which are general failure codes and do not necessarily indicate a problem with the
device — see "HRESULT error codes"[=74

e ACT error codes, returned by the communications layer — see "ACT error codes"fs73)

e CPU, module and network board error codes, returned by a particular device — see "CPU, module and
network board errors"fa13
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13.1 HRESULT error codes

374

MELSOFT

These are general ActiveX errors, which are not necessarily related to the device settings or status.

Value Name Type Description
0x00000000 S_OK Normal termination Function processing terminated normally.
0x00000001 S_FALSE Normal termination Function processing (as ActiveXcontrol) terminated
normally, but operation (access to PLC) failed.
0x80004003 E_POINTER Abnormal termination The pointer passed to the function is invalid.
0x80070006 E_HANDLE Abnormal termination A supplied handle value was invalid.
0x8007000E E_OUTOFMEMORY Abnormal termination Memory allocation or object creation failed.
0x80070057 E_INVALIDARG Abnormal termination An incorrect argument was provided.
0x80070005 E_ACCESSDENIED Abnormal termination Insufficient permissions to use the object.
0x8000FFFF E_UNEXPECTED Abnormal termination An unexpected error occurred.
0x80004005 E_FAIL Abnormal termination An unspecified error occurred.
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13.2 ACT error codes

These error codes will often help to diagnose conn
parameters being set for the connection.

ection problems, as they can show issues such as the wrong

Error Error Definition Action
code
0x01802002 | Device number error. The device [ Review the device number.
character string number specified
in the method is an unauthorised
device number.
0x01802003 | Program Type Error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x01802004 | Sumcheck error. The sumcheck|Check the module side sumcheck setting. Check the
value of the received data is|sumcheck property of the control. Check the cable. Exit the
abnormal. program and restart the computer. Reinstall MX Component.
0x01802005 | Size error. The number of points [ Check the number of points specified in the method. Confirm
specified in the method is|that the address range being read does not exceed the range
unauthorised. configured in the PLC. Review the system, e.g. PLC CPU,
module setting and cable status. Exit the program and restart
the computer. Reinstall MX Component.
0x01802006 |Block number error. The block|Review the block specifying number in the device character
specifying number in the device | string specified in the method.
character string specified in the
method is unauthorised.
0x01802007 |Receive data error. The data|Review the system, e.g. PLC CPU, module setting and cable
received is abnormal. status. Check the cable. Exit the program and restart the
computer.
0x01802008 | Write Protect Error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x01802009 | Reading Parameters error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x0180200A | Writing Parameters error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x0180200B |PLC type mismatch The CPU|Set the correct CPU type as the CPU type of the property.
type set to the property and the|Set the correct CPU type on the communication settings
CPU type set on the|utility. Review the system, e.g. PLC CPU, module setting and
communication settings utility do|cable status.
not match the CPU type on the
other end of communication.
0x0180200C |Request Cancel Error. The[Exit the program and restart the computer. Reinstall MX
request was cancelled while being | Component. If the problem cannot be solved, contact
processed. technical support.
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0x0180200D | Drive Name Error. The specified [ Exit the program and restart the computer. Reinstall MX
drive name is incorrect. Component. If the problem cannot be solved, contact
technical support.
0x0180200E |Beginning Step Error. The|[Exit the program and restart the computer. Reinstall MX
beginning step specified is|{Component. If the problem cannot be solved, contact
incorrect. technical support.
0x0180200F |Parameter Type Error. The|[Exit the program and restart the computer. Reinstall MX
parameter type is incorrect. Component. If the problem cannot be solved, contact
technical support.
0x01802010 | File Name Error. The file name is [ Exit the program and restart the computer. Reinstall MX
incorrect. Component. If the problem cannot be solved, contact
technical support.
0x01802011 |Status Error. The status of|[Exit the program and restart the computer. Reinstall MX
Registration / Cancellation /|Component. If the problem cannot be solved, contact
Setting is incorrect. technical support.
0x01802012 | Detailed Condition Field Error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x01802013 | Step Condition Error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x01802014 | Bit Device Condition Error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x01802015 | Parameter Settings Error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x01802016 |Error in specifying telephone | Check the telephone exchange number. Check if the method
exchange number. Method does |being executed is supported or not. Check the system
not support the operations |configuration such as PLC, unit, etc.
corresponding to the specified
telephone exchange number.
0x01802017 | Keyword Error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x01802018 | Read/Write Flag Error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x01802019 | Refresh Method Error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x0180201A | Buffer Access Method Error Exit the program and restart the computer. Reinstall MX

Component. If the problem
technical support.

cannot be solved, contact
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Action

Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.

Review the clock data to be written.

Place the PLC CPU in the STOP status.

Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.

Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.

Check the value of the first /O number specified in the
method. Using the GPP function, check the PLC CPU
parameters (/O assignment). Exit the program and restart

377

the computer.

Check the value of the buffer address specified in the
method. Exit the program and restart the computer.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

Error Error Definition

code

0x0180201B | Start Mode/Stop Mode Error

0x0180201C |Written clock data error. Clock
data specified for write cannot be
written properly since that data is
in error.

0x0180201D |Online clock data write error.
Write of clock data failed. Clock
data cannot be written since the
PLC CPU is in RUN.

0x0180201E | ROM drive Error

0x0180201F |While Tracing error. Invalid
operation was carried out during
trace.

0x01802020 | First /O number error. The first I/
O number specified in the method
is an unauthorised value.

0x01802021 |First address error. The buffer
address specified in the method is
an unauthorised value.

0x01802022 | Pattern Error

0x01802023 | SFC Block No. Error

0x01802024 | SFC Step No. Error

0x01802025 | Step No. Error

0x01802026 | Data Error

0x01802027 | System Data Error

0x01802028 |Error in number of TC settings
Value

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

377




13 Appendix: Understanding_; ACT error codes

MELSOFT

378

Error
code

Error Definition

Action

0x01802029

Clear Mode Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0180202A

Signal Flow Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0180202B

Version Control Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0180202C

Monitor Not Registered error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0180202D

Pl Type Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0180202E

P1 No Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0180202F

Error in Number of Pls

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x01802030

Shift Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x01802031

File Type Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x01802032

Specified Unit error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x01802033

Error check flag Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x01802034

Step RUN operation error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x01802035

Step RUN data error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x01802036

During Step RUN error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x01802037

Write error while running program
corresponding to E2PROM

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact
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Error
code

Error Definition

Action

0x01802038

Clock data read/write error The
clock data read/write method was
executed for the PLC CPU which
does not have the clock devices.

Do not execute clock data read/write.

0x01802039

Trace not completed error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0180203A

Registration Clear Flag Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0180203B

Operation error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0180203C

Error in the number of exchanges

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0180203D

Error in number of loops specified

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0180203E

Retrieve data selection

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0180203F

Error in number of SFC cycles

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x01802040

Motion PLC Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x01802041

Motion PLC Communication error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x01802042

Fixed execution time setting error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x01802043

Error in number of functions

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x01802044

System information specification
error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x01802045

Registration Condition Not

Formed error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact
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Error
code

Error Definition

Action

0x01802046

Function No. Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x01802047

RAM drive error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x01802048

ROM drive error at the booting
side

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x01802049

Transfer mode specification error
at the booting side

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0180204A

Insufficient memory error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0180204B

Back up drive ROM error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0180204C

Block size error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0180204D

Detached during RUN state error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0180204E

Unit Already Registered error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0180204F

Password Registration Data Full
error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x01802050

Password Not Registered error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x01802051

Remote Password Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x01802052

IP Address Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x01802053

Timeout value out of range error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x01802054

Command not detected error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact
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0x01802055 | Trace execution type error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x01802056 | Version error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x01802057 | Tracking cable error. The tracking | Reexamine the system such as the PLC CPU, module
cable is faulty. The PLC CPU|setting and cable status.
status is error.
0x0180205C | Keyword protection error PLC is | Disable the keyword and execute again.
protected by the key word.
0x0180205D |Keyword disable error. The|Input a correct keyword.
inputted keyword is wrong.
0x0180205E | Keyword protecting error. PLC did [ Execute again or re-switch the power of the PLC.
not accept the protecting
command.
0x0180205F | Keyword entry error. An illegal|Input a correct keyword.
character is included in the
inputted keyword.
0x01802060 |Keyword deletion error. The|Input a correct keyword.
inputted keyword is wrong.
0x01808001 | Multiple Open Error. Open method [ Exit the program and restart the computer. Execute any
was executed while it was open | method other than Open.
0x01808002 | Channel number specifying error. [ Set the correct value to the port number of the property.
The port number set to the|Make communication settings again on the communication
property and the port number set|settings utility.
on the communication settings
utility are unauthorised values.
0x01808003 |Driver not yet started. The|The network board driver is not started. Start the driver.
network board driver is not
started.
0x01808004 | Error in overlap event generation [Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x01808005 | MUTEX generation error. Creation [ Exit the program and restart the computer. Reinstall MX
of MUTEX to exercise exclusive | Component.
control failed.
0x01808006 | Error in socket object generation. [ Exit the program and restart the computer. Reinstall MX

Socket could not be

created

object

Component. If the problem cannot be solved, contact
technical support.
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0x01808007 | Socket object generation error.|Check for a running application which uses the same port
Creation of the Socket object|number. Retry after changing the port number value of the
failed. property. Retry after changing the port number value on the
communication settings utility. Make Ethernet board and
protocol settings on the control panel of the OS. Exit the
program and restart the computer.
0x01808008 | Port connection error.| Review the IP address and port number values of the
Establishment of connection|properties. Review the port number value on the
failed. The other end does not|communication settings utility. Review the system, e.g. PLC
respond. CPU, module setting and cable status. Exit the program and
restart the computer.
0x01808009 |[COM port handle error. The|Check for an application which uses the COM port. Exit the
handle of the COM port cannot be | program and restart the computer.
acquired. The COM port object
cannot be copied. The SOCKET
object cannot be copied.
0x0180800A | Buffer size setting error. Setting of | Check for an application which uses the COM port. Make
the COM port buffer size failed. COM port setting on the control panel of the OS. Exit the
program and restart the computer.
0x0180800B |DCB value acquisition error.|Check for an application which uses the COM port. Make
Acquisition of the COM port DCB | COM port setting on the control panel of the OS. Exit the
value failed. program and restart the computer.
0x0180800C |DCB setting error. Setting of the | Check for an application which uses the COM port. Make
COM port DCB value failed. COM port setting on the control panel of the OS. Exit the
program and restart the computer.
0x0180800D |Time-out value setting error.|Review the time-out value of the property. Review the time-
Setting of the COM port time-out [ out value on the communication settings utility. Check for an
value failed. application which uses the COM port. Make COM port setting
on the control panel of the OS. Exit the program and restart
the computer.
0x0180800E | Shared memory open error. Open | Check whether the GX Simulator has started. Exit the
processing of shared memory|program and restart the computer.
failed.
0x01808101 | Duplex close error Exit the program and restart the computer.
0x01808102 | Handle close error. Closing of the [ Exit the program and restart the computer.
COM port handle failed.
0x01808103 | Driver close error. Closing of the [ Exit the program and restart the computer.
driver handle failed.
0x01808104 | Overlap Event Close Error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x01808105 | Mutex Handle Close Error Exit the program and restart the computer. Reinstall MX

Component. If the problem cannot be solved, contact
technical support.
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0x01808106 | COM Port Handle Close Error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x01808201 | Send error Data send failed. Review the system, e.g. PLC CPU, module setting and cable
status. Make COM port setting on the control panel of the
OS. Make Ethernet board and protocol settings on the control
panel. Retry the method. Exit the program and restart the
computer.
0x01808202 | Send data size error. Data send | Exit the program and restart the computer.
failed.
0x01808203 | Queue clear error. Clearing of the [ Exit the program and restart the computer. Perform Close
COM port queue failed. once and execute Open again.
0x01808301 | Receive error. Data receive failed. | Review the system, e.g. PLC CPU, module setting and cable
status. Review the time-out value of the property. Review the
time-out value on the communication settings utility. Retry
the method. Exit the program and restart the computer.
0x01808302 | Not Sent error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x01808303 | Error in retrieving Overlap Event [ Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x01808304 |Receive buffer size shortage.|Exit the program and restart the computer.
Receive data was larger than the
receive buffer size prepared for
the system.
0x01808401 | Control error. Changing of the|EXxit the program and restart the computer.
COM port communication control
failed.
0x01808402 | Signal Line Control Error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x01808403 |Signal line specifying error. | Exit the program and restart the computer.
Changing of the COM port
communication control failed.
0x01808404 | Open not yet executed Execute Open. Exit the program and restart the computer.
0x01808405 | Communication parameter error. | Review the data bit and stop bit values of the properties. Set
The data hit and stop bit|them again on the communication settings utility.
combination of the properties is
unauthorised.
0x01808406 | Transmission speed value | Review the transmission speed value of the property. Set it

specifying error. The transmission
speed of the property is
unauthorised.

again on the communication settings utility.
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0x01808407 |Data length error. The data bit| Review the data bit value of the property. Set it again on the
value of the property is|communication settings utility.
unauthorised.
0x01808408 | Parity specifying error. The parity | Review the parity value of the property. Set it again on the
value of the property is|communication settings utility.
unauthorised.
0x01808409 | Stop bit specifying error. The stop | Review the stop bit value of the property. Set it again on the
bit value of the property is|communication settings utility.
unauthorised.
0x0180840A | Communication control setting | Review the control value of the property. Set it again on the
error. The control value of the|communication settings utility.
property is unauthorised.
0x0180840B | Time-out error. Though the time- [ Review the time-out value of the property. Set it again on the
out period had elapsed, data could | communication settings utility. Review the system, e.g. PLC
not be received. CPU, module setting and cable status. Perform Close once
and execute Open again. Exit the program and restart the
computer.
0x0180840C | Connect error Exit the program and restart the computer.
0x0180840D | Duplex connect error Exit the program and restart the computer.
0x0180840E | Attach failure. Attaching of the|Exit the program and restart the computer.
socket object failed.
0x0180840F |Signal line status acquisition | Exit the program and restart the computer.
failure. Acquisition of the COM
port signal line status failed.
0x01808410 |CD signal line OFF. The CD |Review the system, e.g. PLC CPU, module setting and cable
signal on the other end of|status. Exit the program and restart the computer.
communication is in the OFF
status.
0x01808411 | Password mismatch error Check the remote password of the property.
0x01808412 | TEL Communication Error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x01808501 | USB driver load error. Loading of [ Exit the program and restart the computer. Reinstall MX
the USB driver failed. Component.
0x01808502 |USB  driver connect error.|Exit the program and restart the computer. Reinstall MX
Connection of the USB driver | Component.
failed.
0x01808503 | USB driver send error. Data send | Review the system, e.g. PLC CPU, module setting and cable

failed.

status. Make USB setting on the control panel (device
manager) of the OS. Retry the method. Exit the program and
restart the computer.
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0x01808504 |USB driver receive error. Data|Review the system, e.g. PLC CPU, module setting and cable
receive failed. status. Make USB setting on the control panel (device
manager) of the OS. Retry the method. Exit the program and
restart the computer.
0x01808505 | USB Driver Timeout Error Recheck the timeout value. Exit the program and restart the
computer. Reinstall MX Component. If the problem cannot be
solved, contact technical support.
0x01808506 |USB driver initialisation error. | Make USB setting on the control panel (device manager) of
Initialisation of the USB driver|the OS. Exit the program and restart the computer.
failed.
0x01808507 | Other USB error. Error related to [ Disconnect the cable once, then reconnect. Exit the program
data send/receive occurred. and restart the computer. Reinstall MX Component.
0x02000001 |Points Exceeded error. The|Reduce the no. of points registered by the monitor. Exit the
number of points registered in the | program and restart the computer. Reinstall MX Component.
monitoring server is very high. If the problem cannot be solved, contact technical support.
0x02000002 |Shared memory creation error.|Exit the program and restart the computer. Reinstall MX
Failed in creating shared memory. | Component. If the problem cannot be solved, contact
technical support.
0x02000003 | Shared memory access error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x02000004 |Memory Secure error. Failed in|Close the other applications. Increase the system memory.
securing memory for the|Exit the program and restart the computer. Reinstall MX
monitoring server. Component. If the problem cannot be solved, contact
technical support.
0x02000005 |Device Not Registered error.|Register the monitor in the monitoring server. Exit the
Monitor has not been registered program and restart the computer. Reinstall MX Component.
If the problem cannot be solved, contact technical support.
0x02000006 | Monitoring Server Startup Error. | Start the Monitoring Server. Exit the program and restart the
Monitoring Server is not started. | computer. Reinstall MX Component. If the problem cannot be
solved, contact technical support.
0x02000010 | Yet to retrieve Device Value error. [ Try to retrieve the value again after waiting for a fixed amount
Monitoring is not yet completed of time. Exit the program and restart the computer. Reinstall
MX Component. If the problem cannot be solved, contact
technical support.
0x03000001 | Command not Supported. | Exit the program and restart the computer. Reinstall MX
Command is not supported. Component. If the problem cannot be solved, contact
technical support.
0x03000002 | Memory Lock Error Failed while[Exit the program and restart the computer. Reinstall MX
locking memory. Component. If the problem cannot be solved, contact
technical support.
0x03000003 | Error Securing Memory. Failed in|Exit the program and restart the computer. Reinstall MX

securing the memory.

Component. If the problem cannot be solved, contact

technical support.
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0x03000004 |DLL read error. Failed in reading|Exit the program and restart the computer. Reinstall MX
DLL. Component. If the problem cannot be solved, contact
technical support.
0x03000005 |Error in securing Resources.|Exit the program and restart the computer. Reinstall MX
Failed in securing the resources. |Component. If the problem cannot be solved, contact
technical support.
0x03010001 |File Creation Error. Failed in|Check if there is enough space on the hard disk. Exit the
creating the file. program and restart the computer. Reinstall MX Component.
If the problem cannot be solved, contact technical support.
0x03010002 |File Open Error. Failed to open|Exit the program and restart the computer. Reinstall MX
the file. Component. If the problem cannot be solved, contact
technical support.
0x03010003 | Buffer Size Error. The buffer size [ Exit the program and restart the computer. Reinstall MX
specified is either incorrect or not| Component. If the problem cannot be solved, contact
enough. technical support.
0x03010004 | SIL Sentence formation error. SIL|Exit the program and restart the computer. Reinstall MX
sentence formation is incorrect. | Component. If the problem cannot be solved, contact
technical support.
0x03010005 |Filename Error. The specified|Specify a shorter filename. Exit the program and restart the
filename is too long. computer. Reinstall MX Component. If the problem cannot be
solved, contact technical support.
0x03010006 |File does not exist error. The|Check the filename. Check if the file exists or not. Exit the
specified file does not exist. program and restart the computer. Reinstall MX Component.
If the problem cannot be solved, contact technical support.
0x03010007 |File Structure Error. The data|Exit the program and restart the computer. Reinstall MX
structure in the specified file is|Component. If the problem cannot be solved, contact
incorrect. technical support.
0x03010008 |File already exists error. The|Check the filename. Exit the program and restart the
specified file already exists. computer. Reinstall MX Component. If the problem cannot be
solved, contact technical support.
0x03010009 |File does not exist error. The|Check the filename. Exit the program and restart the
specified file does not exist. computer. Reinstall MX Component. If the problem cannot be
solved, contact technical support.
0x0301000A | File Deletion Error. The specified [ Exit the program and restart the computer. Reinstall MX
file could not be deleted. Component. If the problem cannot be solved, contact
technical support.
0x0301000B | Multiple Open Error. The specified [ Exit the program and restart the computer. Reinstall MX
project has been opened twice. Component. If the problem cannot be solved, contact
technical support.
0x0301000C |Filename Error. The specified|Check the filename. Exit the program and restart the
filename is incorrect. computer. Reinstall MX Component. If the problem cannot be
solved, contact technical support.
0x0301000D | File Read Error. Failed in reading | Exit the program and restart the computer. Reinstall MX

the file.

Component. If the problem cannot be solved, contact
technical support.
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0x0301000E

File Write Error. Failed in writing
the file.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0301000F

File Seek Error. File seek failed.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03010010

File Close Error. Failed while

closing the file.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03010011

Folder Creation Error. Failed while
creating the folder.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03010012

File Copy Error. Failed while

copying the file.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03010013

Project Path Error. The length of
the project path is incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03010014

Project Type Error. The project
type is incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03010015

File Type Error. The file type is
incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03010016

Sub-File Type Error. The sub-file
type is incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03010017

Insufficient Disk space error. The
disk space is insufficient.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03020002

Multiple Open Error. Tried to open
DBProduct more than once.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03020003

Not Opened error. DBProduct is
not opened.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03020004

Extract Error. DBProduct is not

extracted.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03020010

Parameter Error. The parameters
of DBProduct are incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03020011

Language Error. The
parameter is incorrect.

language

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact
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0x03020012 |Error in specifying Maker. The[Exit the program and restart the computer. Reinstall MX
maker parameter is incorrect. Component. If the problem cannot be solved, contact
technical support.
0x03020013 | Error in specifying Unit. The unit| Exit the program and restart the computer. Reinstall MX
parameter is incorrect. Component. If the problem cannot be solved, contact
technical support.
0x03020014 | SQL Parameter Error SIL, SQL|Exit the program and restart the computer. Reinstall MX
Parameter of DBProduct is|Component. If the problem cannot be solved, contact
incorrect. technical support.
0x03020015 | SIL Sentence formation error. SIL|Exit the program and restart the computer. Reinstall MX
sentence formation is incorrect. | Component. If the problem cannot be solved, contact
technical support.
0x03020016 | Field Key Input Error. The field key [ Exit the program and restart the computer. Reinstall MX
entered is incorrect. Component. If the problem cannot be solved, contact
technical support.
0x03020050 |Record Data Construction Error.|Exit the program and restart the computer. Reinstall MX
Failed in reconstructing the record | Component. If the problem cannot be solved, contact
data of DBProduct. technical support.
0x03020060 |Error Retrieving Record Data.|Exit the program and restart the computer. Reinstall MX
Failed while retrieving DBProduct| Component. If the problem cannot be solved, contact
record data. technical support.
0x03020061 | Last Record error. Cannot retrieve [ Exit the program and restart the computer. Reinstall MX
the next record since the current| Component. If the problem cannot be solved, contact
record is the last record. technical support.
0x03FF0000 | Initialization error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x03FF0001 | Not Initialized error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x03FF0002 | Multiple Initialization error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x03FF0003 | Workspace Initialization Error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x03FF0004 | Database Initialization Error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x03FF0005 | Recordset Initialization Error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x03FF0006 | Error Closing Database Exit the program and restart the computer. Reinstall MX

Component. If the problem
technical support.

cannot be solved, contact
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0x03FF0007

Error Closing Recordset

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03FF0008

Database Not Opened error.
Database is not opened.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03FF0009

Recordset Not Opened error.
Recordset is not opened.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03FFO00A

Table Initialization Error. Failed in
initializing TtableInformation table

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03FF000B

Table Initialization Error. Failed in
initializing Tfieldinformation table

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03FF000C

Table Initialization Error. Failed in
initializing Trelationinformation
table

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03FF000D

Table Initialization Error. Failed in
initializing Tlanguage table

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03FFO00E

Table Initialization Error. Failed in
initializing Tmaker table

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03FFO00F

Table Initialization Error. Failed in
initializing TOpenDatabase table

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03FF0010

Field Value Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03FF0011

Field Value Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03FF0012

Exit Error. Failed to exit the

database.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03FF0100

Moving Record error. Failed while
moving the record.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03FF0101

Retreiving Record Count Error.
Failed to retrieve the record count.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x03FF0110

Retreiving Field Value Error.
Failed in retrieving the field value.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact
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O0x03FF0111

Setting Field Value Error. Failed in
setting the field value.

Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.

OXO3FFFFFF

Other Errors

Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.

0x04000001

No command error. The specified
CPU type cannot be used to
perform processing.

Check the CPU type set to ActCpuType. Check whether the
system configuration is supported or not. Exist the program
and restart the computer. Reinstall MX Component.

0x04000002

Memory lock error. Failed in

locking memory.

Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.

0x04000003

Securing Memory Error. Failed in
securing the memory.

Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.

0x04000004

Internal server DLL load error.
Start of the internal server failed.

Check for the deleted or moved installation file of MX
Component. Exit the program and restart the computer.

Reinstall MX Component.

0x04000005

Securing Resources Error. Failed
in securing the resources.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04000006

Error Loading Main Object. Failed
in reading the file.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04000007

Error Loading Conversion Table.
Failed in reading table data.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04000100

Incorrect Intermediate Code Size
error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04010001

Intermediate Code Not Converted
error. The converted machine
code for one command is more
than 256 bytes.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04010002

Intermediate  Code Completion
Error. Intermediate code area of
the code to be converted ended
abruptly.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04010003

Insufficient Intermediate  Code
error. The intermediate code of
the code to be converted was
insufficient.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04010004

Intermediate Code Data Error.
The intermediate code to be
converted is incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact
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0x04010005 |Intermediate  Code  Structure|Exit the program and restart the computer. Reinstall MX
Error. The number of steps in the| Component. If the problem cannot be solved, contact
intermediate code is incorrect. technical support.

0x04010006 |Error in Number of Steps. The|[Exit the program and restart the computer. Reinstall MX
number of steps in comment|Component. If the problem cannot be solved, contact
intermediate code is incorrect. technical support.

0x04010007 |Insufficient Storage Space for[Exit the program and restart the computer. Reinstall MX
Machine Code error. The storage| Component. If the problem cannot be solved, contact
space for machine code is|technical support.
insufficient.

0x04010008 |Other Errors (Other errors|Exit the program and restart the computer. Reinstall MX
generated during the conversion|Component. If the problem cannot be solved, contact
of Intermediate code to machine | technical support.
code.)

0x04011001 |Machine Code Not Converted|Exit the program and restart the computer. Reinstall MX
error. The converted intermediate | Component. If the problem cannot be solved, contact
code for one command is more [technical support.
than 256 bytes.

0x04011002 | Machine Code Completion Error.|Exit the program and restart the computer. Reinstall MX
The machine code area to be|Component. If the problem cannot be solved, contact
converted ended abruptly. technical support.

0x04011003 | Abnormal Machine Code. Could|Exit the program and restart the computer. Reinstall MX
not convert since the machine|Component. If the problem cannot be solved, contact
code to be converted was|technical support.
abnormal.

0x04011004 |Insufficient Storage Space for|Exit the program and restart the computer. Reinstall MX
Intermediate Code error. The|Component. If the problem cannot be solved, contact
storage area for intermediate|technical support.
code is insufficient.

0x04011005 |Other Errors. Other errors|Exit the program and restart the computer. Reinstall MX
generated while converting [ Component. If the problem cannot be solved, contact
machine code to Intermediate|technical support.
code.

0x04020001 |Text Code Not Converted error.|Exit the program and restart the computer. Reinstall MX
The converted intermediate code|Component. If the problem cannot be solved, contact
for one command is more than|technical support.
256 bytes.

0x04020002 | No Input error. The input list code [ Exit the program and restart the computer. Reinstall MX
is insufficient. Component. If the problem cannot be solved, contact

technical support.

0x04020003 |Command Error. The command|Exit the program and restart the computer. Reinstall MX
name of list code to be converted| Component. If the problem cannot be solved, contact
is incorrect. technical support.

0x04020004 | Device Error. The device name of [ Exit the program and restart the computer. Reinstall MX

list code to be converted is
incorrect.

Component. If the problem
technical support.

cannot be solved, contact
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0x04020005 | Device Number Error. The device [ Exit the program and restart the computer. Reinstall MX
number of the list code to be|Component. If the problem cannot be solved, contact
converted is out of range. technical support.
0x04020006 | Conversion Error. The list code to| Exit the program and restart the computer. Reinstall MX
be converted conversion could not| Component. If the problem cannot be solved, contact
be identified. technical support.
0x04020007 | Text Data Error. The list code to|Exit the program and restart the computer. Reinstall MX
be converted is incorrect. Component. If the problem cannot be solved, contact
technical support.
0x04020008 |Error in SFC Operation Output. [ Exit the program and restart the computer. Reinstall MX
The output command of SFC|Component. If the problem cannot be solved, contact
operation is incorrect. technical support.
0x04020009 |SFC Shift Condition Error. SFC|EXxit the program and restart the computer. Reinstall MX
shift conditon command is|Component. If the problem cannot be solved, contact
incorrect. technical support.
0x0402000A |Error in Statements between|Exit the program and restart the computer. Reinstall MX
lines. The statements entered|Component. If the problem cannot be solved, contact
between lines are incorrect. technical support.
0x0402000B |P.I Statement Error. The P.I[Exit the program and restart the computer. Reinstall MX
statement entered is incorrect. Component. If the problem cannot be solved, contact
technical support.
0x0402000C | Note Error. The Note entered is|Exit the program and restart the computer. Reinstall MX
incorrect. Component. If the problem cannot be solved, contact
technical support.
0x0402000D |Comment Error. The comment|Exit the program and restart the computer. Reinstall MX
entered is incorrect. Component. If the problem cannot be solved, contact
technical support.
0x0402000E |Other Errors (Other errors|Exit the program and restart the computer. Reinstall MX
generated during the conversion|Component. If the problem cannot be solved, contact
of list to Intermediate code) technical support.
0x04021001 |Intermediate Code Not Converted [ Exit the program and restart the computer. Reinstall MX
error. The converted list code for| Component. If the problem cannot be solved, contact
one command has exceeded 256 | technical support.
bytes.
0x04021002 | Intermediate Code Area Full error. [ Exit the program and restart the computer. Reinstall MX
Intermediate code area to be|Component. If the problem cannot be solved, contact
converted is full. technical support.
0x04021003 |Command Error. The command|Exit the program and restart the computer. Reinstall MX
specified by the intermediate code | Component. If the problem cannot be solved, contact
to be converted is incorrect. technical support.
0x04021004 |Device Error. The  device|Exit the program and restart the computer. Reinstall MX

specified in the intermediate code
to be converted is incorrect.

Component. If the problem
technical support.

cannot be solved, contact
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0x04021005

Intermediate Code Error. The
structure of intermediate code to
be converted is incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04021006

Insufficient List Storage Space
error. The space for storing the
converted list code is insufficient.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04021007

Other Errors (Other errors
generated during the conversion
of intermediate code to list)

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04030001

Not Converted error. The storage
space for converted intermediate
code is insufficient.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04030002

Bad Circuit Creation error. The
character memory circuit is not
completed in a sequence.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04030003

Specified Circuit Size Exceeded.
Specified circuit size is too big.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04030004

Incorrect Return Circuit error.
There is no consistency before
and after the return circuit. The
setting for the return circuit is too
high.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04030005

Other Errors (Other errors
generated while converting from
Character Memory to Intermediate
Code)

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04031001

Not Converted error. The size
(vertical/horizontal) of the
character memory specified is
incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04031002

Abnormal Command Code error.
The command intermediate code
to be converted is incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04031003

Bad Circuit Creation error. Could
not be converted to Sequence
Circuit. There is no END
command.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04031004

Specified Circuit Size exceeded
error. Specified circuit size is too
big.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04031005

Fatal Error. Fatal Error has

occured.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

393




13 Appendix: Understanding_; ACT error codes

MELSOFT

394

Error
code

Error Definition

Action

0x04031006

Insufficient number of storage
blocks error. The space to store
the converted character memory
circuit blocks is not sufficient.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04031007

Circuit Block Search Error. Data
is broken off in the circuit block.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04031008

Other Errors (Other errors
generated during the conversion
of intermediate code to character
memory)

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04040001

CAD Data Error. There is no CAD
data to be converted. The CAD
data format is incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04040002

Output Data Error. The input CAD
data type and the output CAD data
type are not matching.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04040003

Library Load Error. Failed to load
the library.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04040004

Storage Space Secure Error. The
space secured to store the
converted data is not sufficient.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04040005

No END Command error. There is
no END command in the CAD
data to be converted.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04040006

Abnormal Command Code. There
is abnormal command code in the
CAD data to be converted.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04040007

Device No. Error. The device
number is out of range.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04040008

Step No. Error. The step number
is out of range.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04040009

The specified circuit size
exceeded error. 1 circuit block is
too big.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0404000A

Return Circuit Error. The return
circuit is incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0404000B

Bad Circuit Creation error. The
circuit data is incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact
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0x0404000C

SFC Data Error. The SFC data to
be converted is incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0404000D

List Data Error. The list data to be
converted is incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0404000E

Comment Data Error. The
comment data to be converted is
incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0404000F

Statement Error. The statement
data to be converted is incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04040010

Other Errors (Other errors
generated during the conversion
of CAD code to Intermediate
code.)

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04041001

Intermediate Code Data Error.
There is no intermediate code to
be converted. The format of the
intermediate code is incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04041002

CAD Data Type Error. The input
CAD data type and the output
CAD data type are not matching.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04041003

Library Error. Failed to load the
library.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04041004

Insufficient Input Data error. Data
to be converted is insufficient.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04041005

Insufficient Storage Space error.
There is not enough space to
store the CAD data to be
converted.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04041006

No END Command error. There is
no END command in the CAD
data to be converted.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04041007

Abnormal Command Code. There
is abnormal command code in the
CAD data to be converted.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04041008

Device No. Error. The device
number is out of range.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04041009

Step No. Error. The step number
is out of range.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact
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0x0404100A

The specified circuit size
exceeded error. 1 circuit block is
too big.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0404100B

Return Circuit Error. The return
circuit is incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0404100C

Bad Circuit Creation error. The

circuit data is incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0404100D

SFC Data Error. The SFC data to
be converted is incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0404100E

List Data Error. The list data to be
converted is incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0404100F

Comment Data Error. The
comment data to be converted is
incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04041010

Statement Error. The statement
data to be converted is incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04041011

Other Errors (Other errors
generated during the conversion
of Intermediate code to CAD
code.)

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x040A0001

Insufficient Intermediate  Code
Storage Space. The space to
store the data after conversion is
insufficient.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x040A0002

The space to store addition SFC
information is not sufficient

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x040A0003

Conversion Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x040A0004

Non-SFC Program Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x040A1001

Step Not Used / No Output error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x040A1002

Step No out of range error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

396




13 Appendix: Understanding_; ACT error codes

MELSOFT

397

Error
code

Error Definition

Action

0x040A1003

Step Not Used / No Output error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x040A1004

Transition No out of range.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x040A1005

Maximum  Number Exceeded

error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x040A1006

Microcontroller
Error

Program space

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x040A1007

Non-SFC Program Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x040B0001

Insufficient Intermediate  Code
Storage Space. The space to
store the data after conversion is
insufficient.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x040B0002

Conversion Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x040B1001

Failed in creating Step Start
position table

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x040B1002

Error Reading Step Information

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x040B1003

Step No. Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x040B1004

Failed in reading the output of
operation/Transition condition
intermediate code error.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x040B1005

Securing Internal Work Area

Failed error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x040B1006

Error in setting the maximum
value of X direction for character
memory

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x040B1007

Insufficient Internal Work Area

error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact
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0x040B1008 | Stack Overflow, Abnormal | Exit the program and restart the computer. Reinstall MX
Character Memory Component. If the problem cannot be solved, contact
technical support.
0x040B1009 | Insufficient No of Storage Blocks [ Exit the program and restart the computer. Reinstall MX
error Component. If the problem cannot be solved, contact
technical support.
0x040B100A | Non-SFC Program Error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x04050001 | Abnormal Character String | Exit the program and restart the computer. Reinstall MX
Specified error. Device character | Component. If the problem cannot be solved, contact
string specified is incorrect. technical support.
0x04050002 |Device Points Error. Device|Exit the program and restart the computer. Reinstall MX
points are out of range Component. If the problem cannot be solved, contact
technical support.
0x04050003 |Other Errors (The  errors|Exit the program and restart the computer. Reinstall MX
generated during the conversion|Component. If the problem cannot be solved, contact
of the Device Character String to | technical support.
Device Intermediate Code)
0x04051001 |Device Name  Error.  The|[Exit the program and restart the computer. Reinstall MX
classification specified for the|Component. If the problem cannot be solved, contact
device intermediate code is|technical support.
incorrect.
0x04051002 |Device Name Error.  The|[Exit the program and restart the computer. Reinstall MX
classification specified for the|[Component. If the problem cannot be solved, contact
extended specification device [technical support.
intermediate code is incorrect.
0x04051003 |Other Errors (The  errors|Exit the program and restart the computer. Reinstall MX
generated during the conversion|Component. If the problem cannot be solved, contact
of the Device Intermediate Code |technical support.
to Device Character String)
0x04052001 | Abnormal Character String | Exit the program and restart the computer. Reinstall MX
Specified error. Device character | Component. If the problem cannot be solved, contact
string specified is incorrect. technical support.
0x04052002 |Device Points Error. Device|Exit the program and restart the computer. Reinstall MX
points are out of range. Component. If the problem cannot be solved, contact
technical support.
0x04052003 |Other Errors (The  errors|Exit the program and restart the computer. Reinstall MX
generated during the conversion|Component. If the problem cannot be solved, contact
of the Device Character String to | technical support.
Device Representation Code)
0x04053001 | Device Representation Error. The [ Exit the program and restart the computer. Reinstall MX

classification specified for the
device intermediate code is
incorrect.

Component. If the problem
technical support.

cannot be solved, contact
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0x04053002 | Device Representation Error. The [ Exit the program and restart the computer. Reinstall MX
classification specified for the|[Component. If the problem cannot be solved, contact
extended specification device | technical support.
intermediate code is incorrect.

0x04053003 | Device Representation Error. The [ Exit the program and restart the computer. Reinstall MX
rectification part specified for the | Component. If the problem cannot be solved, contact
device is incorrect. technical support.

0x04053004 | Device Representation Error. The [ Exit the program and restart the computer. Reinstall MX
rectification part specified for the | Component. If the problem cannot be solved, contact
extended device is incorrect. technical support.

0x04053005 |Other Errors (The  errors|Exit the program and restart the computer. Reinstall MX
generated during the conversion|Component. If the problem cannot be solved, contact
of the Device Representation|technical support.
Code to Device Character String)

0x04064001 |Abnormal Device Intermediate [ Exit the program and restart the computer. Reinstall MX
Code error. The intermediate | Component. If the problem cannot be solved, contact
code for the device is incorrect. technical support.

0x04064002 |Other Errors (Other errors|Exit the program and restart the computer. Reinstall MX
generated during the conversion|Component. If the problem cannot be solved, contact
of the Intermediate code for the|technical support.
Device to Device Name)

0x04065001 | Abnormal Device Name error. The [ Exit the program and restart the computer. Reinstall MX
classification specified for the|[Component. If the problem cannot be solved, contact
intermediate code of the device is | technical support.
incorrect.

0x04065002 | Abnormal Device Name error. The [ Exit the program and restart the computer. Reinstall MX
classification for the intermediate | Component. If the problem cannot be solved, contact
code of the extended specification | technical support.
device is incorrect.

0x04065003 |Other Errors (Other errors|Exit the program and restart the computer. Reinstall MX
generated during the conversion|Component. If the problem cannot be solved, contact
of the device name toftechnical support.
Intermediate code)

0x04066001 | Device Intermediate Code Error.|Exit the program and restart the computer. Reinstall MX
The intermediate code for the|Component. If the problem cannot be solved, contact
device is incorrect. technical support.

0x04066002 |Other Errors (Other errors|Exit the program and restart the computer. Reinstall MX
generated during the conversion|Component. If the problem cannot be solved, contact
of the device intermediate code to | technical support.
device representation code.)

0x04067001 | Device Representation Error. The [ Exit the program and restart the computer. Reinstall MX
classification specified for the|[Component. If the problem cannot be solved, contact
intermediate code of the device is | technical support.
incorrect.

0x04067002 | Device Representation Error. The [ Exit the program and restart the computer. Reinstall MX

classification for the intermediate
code of the extended specification
device is incorrect.

Component. If the problem
technical support.

cannot be solved, contact
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0x04067003

Device Representation Error. The
rectification part specified for the
device is incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04067004

Device Representation Error. The
rectification part specified for the
extended device is incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04067005

Other Errors (Other errors
generated during the conversion
of device representation code to
the device intermediate code)

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04070001

Common Data Conversion Error.
The input data of the device
comment conversion is incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04070002

Insufficient Common Data. The
data to be converted is
insufficient.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04070003

Insufficient Storage Area. The
area where the conversion data is
stored is insufficient.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04071001

Error in PLC Data Conversion.
The input data of the device
comment conversion is incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04071002

Insufficient PLC Data error. The
data to be converted is
insufficient.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04071003

Insufficient Storage Area. The
area where the conversion data is
stored is insufficient.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04072001

Open Error. Failed in creating
conversion object

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04072002

PLC Type Error. The specified
PLC type does not exist.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04072003

Not Converted error. Converted

object does not exist

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04072004

Input Data Error. The input data is
incorrect

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04073001

Program Common Data

Conversion Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact
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0x04073002

Program Common Data

Conversion Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04073101

Program PLC Data Conversion
Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04074001

Common Data Parameter Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04074002

Network Parameter Common
Data Error. The parameter block
exists, but the data inside is not
set.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04074101

Parameter PLC Data Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04074102

Network Parameter PLC Data
Error. The parameter block exists,
but the data inside is not set.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04074103

Offset Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04074201

Error in Specifying Network Type.
The PLC specified does not
support the network type.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04074202

Parameter Block Number Error.
The Block corresponding to the
parameter block number specified
does not exist.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04074203

Parameter Block Content Error. It
is different from the content
supported by the specified.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04074204

Parameter Block Information
Error. The specified block number
does not exist.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04074205

Default Parameter Block is
Abnormal. The specified block
number does not exist.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04074301

Error in Conversion of the

Common Parameter Block

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04074302

Error in Common Parameter
Block No. 1001. The value of the
RUN-PAUSE settings existence
flag is incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact
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0x04074303 |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. 1003 Component. If the problem cannot be solved, contact
technical support.
0x04074304 |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. 1008 Component. If the problem cannot be solved, contact
technical support.
0x04074305 |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. 1100 Component. If the problem cannot be solved, contact
technical support.
0x04074306 |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. 2001 The device|Component. If the problem cannot be solved, contact
intermediate code specified does |technical support.
not exist.
0x04074307 |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. 3000 Component. If the problem cannot be solved, contact
technical support.
0x04074308 |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. 3002 Component. If the problem cannot be solved, contact
technical support.
0x04074309 |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. 3004. The settings for| Component. If the problem cannot be solved, contact
the annunciator display mode is |technical support.
incorrect.
0x0407430A |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. 4000. /O Allotment|Component. If the problem cannot be solved, contact
Data is not created. technical support.
0x0407430B |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. 5000. The specified| Component. If the problem cannot be solved, contact
network is not supported. technical support.
0x0407430C |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. 5001. Valid unit No is|Component. If the problem cannot be solved, contact
not set while accessing other|technical support.
exchange.
0x0407430D |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. 5002 Component. If the problem cannot be solved, contact
technical support.
0x0407430E |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. 5003 Component. If the problem cannot be solved, contact
technical support.
0x0407430F |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. 5SNMO Component. If the problem cannot be solved, contact
technical support.
0x04074310 |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX

Block No. 5SNM1

Component. If the problem
technical support.

cannot be solved, contact
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0x04074311 |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. 5NM2 Component. If the problem cannot be solved, contact
technical support.
0x04074312 |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. 5NM3 Component. If the problem cannot be solved, contact
technical support.
0x04074313 |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. 6000 Component. If the problem cannot be solved, contact
technical support.
0x04074314 |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. FF18. Link parameter|Component. If the problem cannot be solved, contact
Capacity is not set. technical support.
0x04074315 |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. FF25. Calculation|Component. If the problem cannot be solved, contact
circuit check is not set. technical support.
0x04074316 |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. FF30. Sampling Trace|Component. If the problem cannot be solved, contact
Data is not created. technical support.
0x04074317 |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. FF31. Status latch data| Component. If the problem cannot be solved, contact
is not created. technical support.
0x04074318 |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. FF42. Timer processing| Component. If the problem cannot be solved, contact
points are not set. technical support.
0x04074319 |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. FF30. Setting value|Component. If the problem cannot be solved, contact
device for specified extended |technical support.
timer does not exist.
0x0407431A |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. FF44 Component. If the problem cannot be solved, contact
technical support.
0x0407431B |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. FF45 Component. If the problem cannot be solved, contact
technical support.
0x0407431C |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. FF60. Terminal Settings | Component. If the problem cannot be solved, contact
are not set. technical support.
0x0407431D |Error in Common Parameter|Exit the program and restart the computer. Reinstall MX
Block No. FF70. User Release|Component. If the problem cannot be solved, contact
area is not set. technical support.
0x04074401 |Error in Conversion of PLC|Exit the program and restart the computer. Reinstall MX

Parameter Block

Component. If the problem
technical support.

cannot be solved, contact
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0x04074402 |Error in PLC Parameter Block|Exit the program and restart the computer. Reinstall MX
No.1001 Component. If the problem cannot be solved, contact
technical support.
0x04074403 |Error in PLC Parameter Block|Exit the program and restart the computer. Reinstall MX
No.1003 Component. If the problem cannot be solved, contact
technical support.
0x04074404 |Error in PLC Parameter Block|Exit the program and restart the computer. Reinstall MX
No.1008 Component. If the problem cannot be solved, contact
technical support.
0x04074405 |Error in PLC Parameter Block|Exit the program and restart the computer. Reinstall MX
No.1100 Component. If the problem cannot be solved, contact
technical support.
0x04074406 |Error in PLC Parameter Block|Exit the program and restart the computer. Reinstall MX
No.2001 Component. If the problem cannot be solved, contact
technical support.
0x04074407 |Error in PLC Parameter Block|Exit the program and restart the computer. Reinstall MX
No.3000 Component. If the problem cannot be solved, contact
technical support.
0x04074408 |Error in PLC Parameter Block|Exit the program and restart the computer. Reinstall MX
No.3002 Component. If the problem cannot be solved, contact
technical support.
0x04074409 |Error in PLC Parameter Block|Exit the program and restart the computer. Reinstall MX
No.3004 Component. If the problem cannot be solved, contact
technical support.
0x0407440A |Error in PLC Parameter Block|Exit the program and restart the computer. Reinstall MX
No0.4000 Component. If the problem cannot be solved, contact
technical support.
0x0407440B |Error in PLC Parameter Block|Exit the program and restart the computer. Reinstall MX
No0.5000. The specified network|Component. If the problem cannot be solved, contact
type is not supported. technical support.
0x0407440C |Error in PLC Parameter Block|Exit the program and restart the computer. Reinstall MX
No.5001 Component. If the problem cannot be solved, contact
technical support.
0x0407440D |Error in PLC Parameter Block|Exit the program and restart the computer. Reinstall MX
No.5002 Component. If the problem cannot be solved, contact
technical support.
0x0407440E | Error in PLC Parameter Block|Exit the program and restart the computer. Reinstall MX
No.5003 Component. If the problem cannot be solved, contact
technical support.
0x0407440F | Error in PLC Parameter Block No. [ Exit the program and restart the computer. Reinstall MX
5NMO. The specified network type | Component. If the problem cannot be solved, contact
is not supported. technical support.
0x04074410 | Error in PLC Parameter Block No. [ Exit the program and restart the computer. Reinstall MX

5NM1

Component. If the problem
technical support.

cannot be solved, contact
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0x04074411

Error in PLC Parameter Block No.
5NM2. The specified network type
is not supported.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04074412

Error in PLC Parameter Block No.
5NM3

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04074413

Error in PLC Parameter Block No.
6000

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04074414

Error in PLC Parameter Block No.
FF18

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04074415

Error in PLC Parameter Block No.
FF25

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04074416

Error in PLC Parameter Block No.
FF30

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04074417

Error in PLC Parameter Block No.
FF31

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04074418

Error in PLC Parameter Block No.
FF42

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04074419

Error in PLC Parameter Block No.
FF43

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0407441A

Error in PLC Parameter Block No.
FF44

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0407441B

Error in PLC Parameter Block No.
FF45

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0407441C

Error in PLC Parameter Block No.
FF60

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0407441D

Error in PLC Parameter Block No.
FF70

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04075001

Common Data Conversion Error.
Failed while converting the device
memory settings portion.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x04075002

Common Data Conversion Error.
Failed while converting the device
memory data portion.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact
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0x04075003 | Common Data Conversion Error. [ Exit the program and restart the computer. Reinstall MX
Device memory data portion did| Component. If the problem cannot be solved, contact
not exist. technical support.

0x04075101 |PLC Data Conversion Error.|Exit the program and restart the computer. Reinstall MX
Failed while converting the|Component. If the problem cannot be solved, contact
settings portion of the device|technical support.
memory.

0x04075102 |PLC Data Conversion Error.|Exit the program and restart the computer. Reinstall MX
Failed while converting the data|Component. If the problem cannot be solved, contact
portion of the device memory. technical support.

0x04076001 | Common Data Conversion Error. [ Exit the program and restart the computer. Reinstall MX
Failed while converting the|Component. If the problem cannot be solved, contact
settings portion of the device|technical support.
comments.

0x04076002 | Common Data Conversion Error. [ Exit the program and restart the computer. Reinstall MX
Failed while converting the data|Component. If the problem cannot be solved, contact
portion of the device comments. [ technical support.

0x04076101 |PLC Data Conversion Error.|Exit the program and restart the computer. Reinstall MX
Failed while converting the|Component. If the problem cannot be solved, contact
settings portion of the device|technical support.
comments.

0x04076102 |PLC Data Conversion Error.|Exit the program and restart the computer. Reinstall MX
Failed while converting the|Component. If the problem cannot be solved, contact
settings portion of the device|technical support.
comments.

0x04077001 | Common Data Conversion Error. | Exit the program and restart the computer. Reinstall MX
Failed during the conversion of| Component. If the problem cannot be solved, contact
sampling trace settings portion. technical support.

0x04077002 | Common Data Conversion Error. [ Exit the program and restart the computer. Reinstall MX
Failed during the conversion of| Component. If the problem cannot be solved, contact
sampling trace data portion. technical support.

0x04077101 |PLC Data Conversion Error.|Exit the program and restart the computer. Reinstall MX
Failed during the conversion of| Component. If the problem cannot be solved, contact
sampling trace settings portion. technical support.

0x04077102 |PLC Data Conversion Error.|Exit the program and restart the computer. Reinstall MX
Failed during the conversion of| Component. If the problem cannot be solved, contact
sampling trace data portion. technical support.

0x04078001 | Common Data Conversion Error. [ Exit the program and restart the computer. Reinstall MX
Failed in the conversion of the|Component. If the problem cannot be solved, contact
status latch settings portion. technical support.

0x04078002 | Common Data Conversion Error. [ Exit the program and restart the computer. Reinstall MX
Failed in the conversion of the|Component. If the problem cannot be solved, contact
status latch data portion. technical support.

0x04078101 |PLC Data Conversion Error.|Exit the program and restart the computer. Reinstall MX

Failed in the conversion of the
status latch settings portion.

Component. If the problem
technical support.

cannot be solved, contact
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0x04078102 |PLC Data Conversion Error.|Exit the program and restart the computer. Reinstall MX
Failed in the conversion of the|Component. If the problem cannot be solved, contact
status latch data portion. technical support.
0x04079101 |Failure  history @ PLC  Datal|Exit the program and restart the computer. Reinstall MX
Conversion error Component. If the problem cannot be solved, contact
technical support.
0x0407A101 |File List PLC Data Conversion|Exit the program and restart the computer. Reinstall MX
Error Component. If the problem cannot be solved, contact
technical support.
0x0407B101 |Error Information PLC Datal|Exit the program and restart the computer. Reinstall MX
Conversion Error Component. If the problem cannot be solved, contact
technical support.
0x0407C001 |Error in Conversion of Indirect|Exit the program and restart the computer. Reinstall MX
Address to Device Name. The|Component. If the problem cannot be solved, contact
device name storage area is not|technical support.
secured.
0x0407C002 | Error in Conversion of Device[Exit the program and restart the computer. Reinstall MX
Name to Indirect Address. Indirect| Component. If the problem cannot be solved, contact
Address storage area is not|technical support.
secured.
0x0407C003 |Error in Conversion of Indirect|Exit the program and restart the computer. Reinstall MX
Address to Device | Component. If the problem cannot be solved, contact
Representation.  The  device|technical support.
representation storage area is not
secured.
0x0407C004 |Error in Conversion of Device|Exit the program and restart the computer. Reinstall MX
Representation to Indirect| Component. If the problem cannot be solved, contact
Address. Indirect Address storage | technical support.
area is not secured.
0x0407C005 |Error in Conversion of Indirect|Exit the program and restart the computer. Reinstall MX
Address to Device Character|Component. If the problem cannot be solved, contact
String. Device Character String|technical support.
storage area is not secured.
0x0407C006 |Error in Conversion of Device|Exit the program and restart the computer. Reinstall MX
Character String to Indirect| Component. If the problem cannot be solved, contact
Address. Indirect Address storage | technical support.
area is not secured.
0x0407C007 | Error in Conversion of | Exit the program and restart the computer. Reinstall MX
Intermediate Code to Device|Component. If the problem cannot be solved, contact
Name. Device Name storage area | technical support.
is not secured.
0x0407C008 |Error in Conversion of Device|Exit the program and restart the computer. Reinstall MX

Name to Intermediate Code.
Intermediate Code storage area is
not secured.

Component. If the problem
technical support.

cannot be solved, contact
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0x0407C009

Error in Conversion of
Intermediate Code to Device
representation. Device

Representation storage area is
not secured.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0407CO0A

Error in Conversion of Device
Representation to Intermediate
Code. Intermediate Code storage
area is not secured.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0407C00B

Error in Conversion of
Intermediate Code to Indirect
Address. Indirect Address storage
area is not secured.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0407C00C

Error in Conversion of Indirect
Address to Intermediate Code.
Intermediate Code storage area is
not secured.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0407C00D

PLC Type Error The specified
PLC type is not supported.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0407CO0E

Device Character String Error.
The specified device is not
supported.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0407CO0F

Device Character String Error.
The specified device character
string, type is incorrect.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0407C010

Device Error. The specified
device is not supported by the
specified PLC

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0407C011

PLC Type Error. The specified
PLC is not supported.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0407C012

Device out of Range Error. For
AnA system, a device out of AnA
system range was specified.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0407D001

Common Data Conversion Error.
Error in Conversion of SFC trace
condition settings portion.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0407D002

Common Data Conversion Error.
Error in Conversion of SFC trace
condition data portion.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x0407D101

PLC Data Conversion Error. Error
in Conversion of SFC trace
condition settings portion.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact
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0x0407D102 | PLC Data Conversion Error. Error [ Exit the program and restart the computer. Reinstall MX
in Conversion of SFC trace|Component. If the problem cannot be solved, contact
condition data portion. technical support.

0x04080001 |Intermediate Code classification [ Exit the program and restart the computer. Reinstall MX
out of range error. The|[Component. If the problem cannot be solved, contact
intermediate code classification | technical support.
specified is out of range.

0x04080002 | Extended specification | Exit the program and restart the computer. Reinstall MX
Intermediate Code classification| Component. If the problem cannot be solved, contact
out of range error. The extended | technical support.
specification intermediate code
specified is out of range.

0x04080003 | Device Points check absent error. [ Exit the program and restart the computer. Reinstall MX
The device does not check the|Component. If the problem cannot be solved, contact
device points. technical support.

0x04090001 | GPP Project Error. The specified [ Exit the program and restart the computer. Reinstall MX
PLC type and GPP project type| Component. If the problem cannot be solved, contact
are not matching. technical support.

0x04090002 |File Type Error. The specified|Exit the program and restart the computer. Reinstall MX
GPP project type and file type are | Component. If the problem cannot be solved, contact
not matching. technical support.

0x04090010 |Insufficient GPP Data to be|Exit the program and restart the computer. Reinstall MX
converted. There is no data to be | Component. If the problem cannot be solved, contact
converted. The data size specified | technical support.
is incorrect.

0x04090011 |Insufficient Storage Space for|Exit the program and restart the computer. Reinstall MX
Converted Data. The space for|Component. If the problem cannot be solved, contact
storing converted data is|technical support.
insufficient.

0x04090012 |Error in GPP Data to bel|Exit the program and restart the computer. Reinstall MX
converted. The GPP data to be|[Component. If the problem cannot be solved, contact
converted is incorrect. technical support.

0x04090110 |Insufficient Data to be converted|Exit the program and restart the computer. Reinstall MX
error. There is no data to be|Component. If the problem cannot be solved, contact
converted. The data size specified | technical support.
is insufficient.

0x04090111 |Insufficient Storage Space for|Exit the program and restart the computer. Reinstall MX
Converted Data error. The|[Component. If the problem cannot be solved, contact
storage space for converted data|technical support.
is insufficient.

0x04090112 | Error in data to be converted. The [ Exit the program and restart the computer. Reinstall MX
data to be converted is incorrect. | Component. If the problem cannot be solved, contact

technical support.
OxO4FFFFFF | Other Errors Exit the program and restart the computer. Reinstall MX

Component. If the problem
technical support.

cannot be solved, contact
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0x10000001

No Command error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x10000002

Start of communication DLL of MX
Component failed.

Exit the program and restart
Component.

the computer. Reinstall MX

0x10000003

Open failed. (DiskDrive)

Exit the program and restart
Component.

the computer. Reinstall MX

0x10000004

Duplex open error

Exit the program and restart the computer.

0x10000005

File Access Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x10000006

Incorrect Folder Name error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x10000007

File Access Denied error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x10000008

Disk Full Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x10000009

File Delete Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x1000000A

Incorrect File Name error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x1000000C

Execution failed since another
application or thread is making a
request.

Execute again after some time. Perform programming
according to the multithread rules of COM and ActiveX. Exit
the program and restart the computer.

0x1000000D

Folder Creation Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x1000000E

Folder/ File Type Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x1000000F

Offset Address Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x10000010

Request Cancel. Cancel Process
has occurred.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x10000011

Memory securing error

Exit the program and restart
Component.

the computer. Reinstall MX
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0x10000012 | Open not yet executed Exit the program and restart the computer.

0x10000013 | Attach Not Executed error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.

0x10000014 | Object Invalid error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.

0x10000015 | Request Cancel Failed error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.

0x10000016 | Failed in Reading Status error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.

0x10000017 |The specified size (number of|Check the number of points specified in the method. Exit the

devices) is unauthorised. program and restart the computer.

0x10000018 | There is no registered device. Exit the program and restart the computer.

0x10000019 | Dataset Not Executed Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.

0x1000001A | Read Not Executed error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.

0x1000001B | Incorrect Create Flag error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.

0x1000001C | Operation Over Access Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.

0x1000001D | Redundant Device error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.

0x1000001E | Registry search failed. Exit the program and restart the computer. Exit other
programs and secure free memory area. Reinstall MX
Component.

0x1000001F | File Type Error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.

0x10000020 | Device Memory Type Error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.

0x10000021 | Program Range Error Exit the program and restart the computer. Reinstall MX

Component. If the problem
technical support.

cannot be solved, contact
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0x10000022

TEL Type Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x10000023

TEL Access Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x10000024

Cancel Flag Type Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x10000030

Multiple Device Registration Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x10000031

Device Not Registered error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x10000032

Specified device error

Review the specified device data. Exit the program and
restart the computer. Exit other programs and secure free

memory area.

0x10000033

Specified device range error

Review the specified device data. Exit the program and
restart the computer. Exit other programs and secure free

memaory area.

0x10000034

File Write Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x10000040

Server start failed.

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x10000041

Server Stop Error. Failed while

stopping the server

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x10000042

Server Started Twice error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x10000043

Server Not Started error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x10000044

Resource Timeout Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x10000045

Server Type Error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact

0x10000046

Failed to Access Server error

Exit the program and restart
Component. If the problem
technical support.

the computer. Reinstall MX
cannot be solved, contact
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0x10000047 | Server Already Accessed error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x10000048 | Failed in Simulator Startup Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x10000049 | Failed in exiting Simulator Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x1000004A | Simulator Not Started error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x1000004B | Simulator Type Error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x1000004C | Simulator Not Supported error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x1000004D | Simulator Started Twice error Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0x1000004E | Shared Memory Not Started error [Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0xF0000001 | No-license error. The license is|Using the license FD, give the license to the IBM-PC/AT
not given to the IBM-PC/AT|compatible.
compatible.
0xF0000002 |Set data read error. Reading of|Specify the correct logical station number. Set the logical
the set data of the logical station|station number on the communication settings utility.
number failed.
0xF0000003 |Already open error. The Open|When changing the communication target CPU, execute the
method was executed in the open| Open method after performing Close.
status.
0xF0000004 |Not yet open error. The Open|After executing the Open method, execute the corresponding
method is not yet executed. method.
0xF0000005 | Initialisation error. Initialisation of [ Exit the program and restart the computer. Reinstall MX
the object possessed internally in| Component.
MX Component failed.
0xF0000006 | Memory securing error. Securing | Exit the program and restart the computer. Exit other
of MX Component internal | programs and secure free memory area.
memory failed.
0xF0000007 | Function non-support error. The|[Can not use because the corresponding method is not

method does not support.

supported.
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0xF1000001 | Character code conversion error. | Check the character string specified in the method. The
Character code  conversion|ASCIl character string acquired from the PLC CPU is
(UNICODE ASCIl code or ASCIl{abnormal. Review the system, e.g. PLC CPU, module
code UNICODE) failed. setting and cable status. Exit the program and restart the
computer. Retry the GetCpuType method.
0xF1000002 | First YO number error. The first I/ | Check the value of the first /O number specified in the
O number specified is an|method. Using the GPP function, check the PLC CPU
unauthorised value. A matching | parameters (/O assignment).
first /O number does not exist.
0xF1000003 |Buffer address error. The buffer|Check the value of the buffer address specified in the
address specified is an| method.
unauthorised value. The buffer
address is outside the range.
0xF1000004 | Buffer read size error. As a result| Perform reopen processing. Review the system, e.g. PLC
of buffer read, the specified size | CPU, module setting and cable status. Retry. Exit the
could not be acquired. program.
0xF1000005 |Size error. The size specified in|Check the size specified in the method.
the  read/write  method is
abnormal. The read/write first
number plus size exceeds the
device or buffer area.
0xF1000006 |Operation error. The operation|Check the operation specifying value specified in the method.
specified for remote operation is
an abnormal value.
0xF1000007 | Clock data error. The clock data is | Check the clock data specified in the method. Set the correct
abnormal. clock data to the clock data of the PLC CPU.
0xF1000008 |Monitored device registration | Register the device points between 1 and 20 in the
count excess. The number of|EntryDeviceStaus method.
device points registered in the
EntryDeviceStatus method was 0
or less. The number of device
points registered in the
EntryDeviceStatus method was
more than 20.
0xF1000009 | Monitored device data registration [ After making deregistration in the FreeDeviceStatus method,
error execute the EntryDeviceStatus method again.
0xF1000010 | Device status monitor processing | Start/end the device status monitor processing again in the
failed to start. Device status|EntryDeviceStatus method.
monitor processing failed to end.
0xF1000011 | The VARIANT argument data type [ Reexamine the data type specified for the VARIANT
is wrong. argument.
» Check whether the array variable size is large enough.
» Check whether the data type specified in the
corresponding method has been set.
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0xF1000012 | The device status monitoring time
interval is a value outside the
range 1 second to 1 hour (1 to

3600).

Specify the device status monitoring time between 1 and
3600.

0xF1000013 | Already Connected error. Connect
was executed again after it was

executed for the same object.

Execute the Connect method after executing the Disconnect
method.

0xF1000014 |Invalid Telephone Number error.
Characters other than
"0123456789-*#" that are allowed
for telephone numbers are

included.

Rectify the Telephone number and try to Connect again.

0xF1000015 | Exclusive Control Failure error.
There was failure in the exclusive
control process while executing
the Connect and Disconnect

method.

In case if Connect/Disconnect method is being executed for
any other object, execute the failed method (Connect/
Disconnect) again after the completion of the Connect/
Disconnect method of that object. If the Connect/Disconnect
process is in progress only for the self object, perform the
following. Exit the program. Restart the computer. Reinstall
MX Component.

0xF1000016 | While connecting to the telephone
line error. The telephone line is
connected to some  other
application, other than the one

using MXComponent.

Try Connecting again after disconnecting the application that
is using the telephone line.

0xF1000017 | Telephone line not connected
error. Telephone line is not
connected. Connect was
executed and the telephone line
was connected, but it got
disconnected due to some

reason.

(When Connect method has failed) Execute Connect again
after executing Disconnect method. (When method other
than Connect has failed) Execute Disconnect method,
Execute Connect and connect to the telephone line. After
connecting, execute the method that failed once again.

0xF1000018 |No Telephone number error. The
telephone No. is not set. The
telephone No. or call back No. is
not set, if the connection method
is Automatic (when specifying the
call back No.), «call back
connection (when specifying the
number), or call back Request
(when specifying the number).

In case of program settings type, set the telephone No. to the
property ActDialNumber. (Set the telephone No. to the
properties ActDialNumber and ActCallbackNumber, if the
connection method is automatic (when specifying the call
back No.), call back connection (when specifying the
telephone No.), or call back request (when specifying the
number).) In case of utility settings type, set the telephone
No. using the wizard. (Set the telephone No. and call back
No. , if the connection method is automatic (when specifying
the call back No.), call back connection (when specifying the
telephone No.), or call back request (when specifying the
number).)

0xF1000019 | Not Closed error. Disconnect was

executed while in Open state.

Try Disconnect again after executing Close.

415

415




13 Appendix: Understanding_; ACT error codes

416

MELSOFT
Error Error Definition Action
code
0xF100001A | Target telephone line connection|Ilf you want to connect to a different telephone number,
mismatch error. Connect was | Execute Disconnect with respect to the telephone line that is
tried for a different telephone|already connected and executes Connect after it gets
number using the port which is|disconnected. In case of connecting the telephone line with
already connected to a telephone | callback reception, use the Connect of the connection
line. (When the method of|method thatis executed at the earliest in the same port as
connection is a  callback| callback reception.
reception, it is considered that the
telephone number is different from
methods of connection in other
than the callback reception.)
0xF100001B | Control Type Mismatch error. An|Execute Disconnect for the object currently connected to the
object, whose control type is|telephone line and execute Connect once again after the
different from that of the object|telephone line gets disconnected.
already  connected to the
telephone line, tried to Connect.
0xF100001C |Not Disconnected error. When|[Execute Disconnect for all the Connected objects. Try
Disconnect method is executed|Disconnect again for the object that actually performed the
for the object connected to the|telephone line connection.
telephone line, it is found that
other objects are in connected
state.
0xF100001D | Not Connected error. Open was | Execute Open again after executing Connect. Or execute
executed before Connect Or,|Disconnect again after executing Connect.
Disconnect was executed.
0xF100001E | Fatal Error. Exit the program. Restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact
technical support.
0xF100001F |Open time setting error. There is [ Check the telephone number and the port number. Check
some difference in telephone|the Connect way.
number and the port number
settings used during Connect and
Open.There is some error in
Connect way.
0xF2000002 |There is an error response from [ Check the value of the properties set in case of program
the target telephone. Normally|settings type and check the contents of the detailed settings
caused by a communication error. | that were set using the wizard in case of utility settings type.
0xF2000003 | Invalid data was received. Causes | Retry. Check the communication device used at the other
can include an incorrect datafend.
packet received due to noise, or
communicating with a device
other than A(Q)6TEL/C24.
0xF2000004 |There is no response from the|Check the status of the modem. Check the telephone
modem. Causes can include|number. If the problem persists even after checking the
abnormality in the modem, or the [above points, change the value of the properties set
wrong telephone number. (Properties such as ActConnectionCDWaitTime etc. , which
set the timings) in case of program settings type and change
the contents of the detailed settings that were set using the
wizard in case of utility settings type.
0xF2000005 | There are chances that the line is | Check the line.

not disconnected.
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0xF2000006 | The PC modem did not receive [ Check the contents of the AT command. Check the status of
the AT command. Causes can|the modem.
include specifying an invalid AT
command, or an abnormality in
the modem.
0xF2000007 | Modem did not respond properly [ Check the modem. Confirm whether the value of the time-out
to the standard escape | is too small. ( 5000ms or more is recommended. )
command.
0xF2000009 | Modem does not respond properly [ Check the modem.
to the line Disconnect command.
0xF200000A | Target did not receive the signal. [ Check the Receive settings of the modem at the other end.
The Receive settings of the|Check if the other end is busy. Check the telephone number.
modem at the other end may be
incorrect, the other end may be
busy or the telephone number
may be incorrect.
0xF200000B | Timeout reached for the call back|Increase the call back receive waiting time
receive waiting time. ActCallbackReceptionWaitingTimeOut and execute connect
again.
0xF200000C |Password of AG6TEL, Q6TEL,|Set the password to ActPassword property and execute the
QJ71C24 units could not be|failed method again.
resolved.
0xF2010001 | The callback line disconnect wait| Check whether the callback line disconnect wait time is with
time is other than 0 -180|in 0 — 180 Seconds. Check whether the callback execution
Seconds. The callback execution | delay time is with in 0 - 1800 Seconds. Check whether the
delay time is other than 0 -1800 | telephone number is less than or equal to 62 characters. Exit
Seconds. The telephone number|the program and restart the computer. Reinstall MX
is more than 62 characters. Component. If the problem cannot be solved, contact
technical support.
0xF2010002 |QJ71C24 did not receive the|Check whether the settings of QJ71C24 and the
specified connection method. | MXComponent are matching.
Causes can include an incorrect
Connection method or an
incorrect telephone number for
Call back.
0xF2010003 |QJ71C24 does not permit the|Check the settings of QJ71C24.
automatic connection (during fixed
Call back or when the number is
specified.)
0xF2100005 | There are chances that the line is [ If there is no problem with the modem or the telephone line,
not disconnected. change the value of the properties set (Properties like
ActConnectionCDWaitTime etc. , which set the timings) in
case of program settings type and change the contents of
the detailed settings that were set using the wizard in case of
utility settings type.
0xF2100008 | There was no response from the [ Change the value of the properties set (Properties such as
modem for the data sent from the | ActConnectionCDWaitTime etc. , which set the timings) in
PC. case of program settings type and change the contents of
the detailed settings that were set using the wizard in case of
utility settings type.
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0xF2100006

Modem did not receive the startup
command AT.

Change the settings of the property ActATCommand. in case
of program settings type and change the command AT that
were set using the wizard in case of utility settings type.

0xF2100007

The PC modem does not respond
to the Escape command.

If there is no problem with the modem or the telephone line,
change the value of the properties set (Properties like
ActConnectionCDWaitTime etc., which set the timings) in
case of program settings type and change the contents of
the detailed settings that were set using the wizard in case of
utility settings type.

0xF21000**

There is no response from the
modem. Causes can be the

following. Abnormality in the
modem. Wrong telephone
number.

Check the status of the modem. Check the telephone
number. If the problem persists even after checking the
above points, change the value of the properties set
(Properties such as ActConnectionCDWaitTime etc., which
set the timings) in case of program settings type and change
the contents of the detailed settings that were set using the
wizard in case of utility settings type.

OxF21001**

There is no response from A(Q)
6TEL/C24. Causes can be the
following. Setting mistake w.r.t.
A(Q)B6TEL/C24 A(Q)6TEL/C24 got
connected to a non-existent
modem.

Re-examine the settings of A(Q)6TEL/C24. Confirm whether
the modem exists. If the problem persists even after
checking the above points, change the value of the properties
set (Properties such as ActConnectionCDWaitTime etc.,
which set the timings) in case of program settings type and
change the contents of the detailed settings that were set
using the wizard in case of utility settings type.

OxF202****

There was a communication
failure. Following causes can be
considered depending on the
status. Communication time over
(Break in cable, the specified port
not supported, a mistake in
specifying the COM  port)
Modem's power is switched OFF.

Check whether the cable is broken. Check whether the
specified port is not supported. Check whether correct COM
port is set. Check if the modem power is switched OFF. For
detailed troubleshooting, please refer to the details of the
Error Code got after replacing the first four digits with
"0x0180". e.g. In case of "0xF202480B", please refer to the
code "0x0180480B".
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CPU, module and network board errors

In addition to the error codes in the previous sections, there are additional error codes relating to specific
hardware modules. These error codes are separated into two parts; the upper two bytes of the error number
give the module where the error was reported, and the lower two bytes give the error number within that module.
These error numbers can then be found in the manual of the device that reported the error.

Error Code Module which reported the error

0x01010000 to 0x0101FFFF  |QCPU (A mode), ACPU, motion controller CPU [see also ACT error codes|z73]

0x01020000 to 0x0102FFFF QnACPU

0x01030000 to Ox0103FFFF C24

0x01040000 to Ox0104FFFF QC24(N)

0x01050000 to Ox0105FFFF E71

0x01060000 to Ox0106FFFF QE71

0x01070000 to OX0107FFFF MELSECNET/H, MELSECNET/10, CC-Link or CPU board

0x01090000 to Ox0109FFFF FXCPU

0x010A0000 to 0XO10AFFFFE QCPU (Q mode)

0x010B0000 to OX010BFFFF Q series-compatible C24

0x010C0000 to 0x010CFFFF Q series-compatible E71

0x010D0000 to 0xO10DFFFF PC CPU module

0x010F0000 to 0x010FFFFF GOT

Note: The module number calculated from the above table may be incorrect if the device settings were
incorrect, for example if the wrong CPU type is specified in the settings, the number for that (incorrect) CPU type
may appear in the error number.

Another possible exception with these error codes is if the AJ71E71 or AJ71QE71 communication module is
used. If the two lower bytes of the error number do not appear in the E71 or QE71 manual, this may mean that
DIP switch SW2 on the front of the E71 or QE71 module is not correctly set. This switch controls whether the
packet data is transmitted in ASCII or binary format, and when the wrong format is used it may not be possible to
return an accurate error number.

When the driver is used to access another station (e.9g. MELSECNET/H, MELSETNET/10, CC-Link, Ethernet
etc.), it is also possible that the error code was returned by another module elsewhere in the network, which
encountered an error while trying to relay the data. If it is not possible to find the two lower bytes of the error
number in the expected manual, it may be that the error code can be found in the manual of another CPU,
relayed network module or network board that is between the driver and the target device.
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Appendix: DCOM Configuration

This appendix will explain the changes that need to be made to the configuration on the client and server PCs to
use DCOM.

The server PC and the client PC must both be configured correctly, so that the connection works in both
directions.

Introduction

When connecting to the MX OPC server from a client application (such as a SCADA package or a Visual Basic
program), it is not normally necessary to use DCOM. Typically the server and client components will be on the
same computer anyway, or there will be a better way to pass the data from the OPC server across the network,
such as using an Ethernet connection to the PLC, or passing the data between computers using a SCADA
package's own built-in networking. However, there are some situations where DCOM is a suitable way to pass
data from the OPC server between PCs, such as reading data from a Visual Basic program on another
computer when there is only a single serial link connection available to the PLC.

Security considerations

Configuring DCOM almost always involves a compromise in the level of security on the client and server PCs,
as security settings have to be 'opened up' to allow DCOM to communicate between the PCs in both directions
— with the callback mechanisms, the OPC server also behaves as a client, and the OPC client also behaves as
a server.

DCOM is not recommended for use to connect two computers over an internet connection; XML-DA is more
suitable for this and does not have the same incompatibilities that DCOM has with the network address
translation (NAT) used in most internet firewalls and routers.

Before setting up DCOM in a corporate environment, you will need to discuss the changes to the security
configuration with your network administrator or IT department, to make sure that the settings are consistent with
your company's security policy.

If the OPC server and client PCs are both on the same network and isolated from other PCs and the internet,
you may be able to use a simpler security configuration than if the PCs are connected across a corporate
network.

Compatibility

Some of the changes that need to be made to the DCOM configuration will affect all applications using DCOM
on the computer, not just the MX OPC server.

It is recommended that you make a note of the original settings before making changes, so that if another
application using DCOM (such as another OPC server) stops working, the original settings can be restored.
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14.2 Before you begin
Before you start to make changes to the DCOM configuration, please ensure that:

e The client and server PCs are up to date with service packs and security fixes (e.g. service pack 4 for
Windows 2000, and service pack 3 for Windows XP). There are some known problems with DCOM that
are fixed by service packs, and applying the latest security fixes will reduce the risks introduced when the
security configuration is changed.

¢ You are logged on to the PC(s) using a local administrator account

e There is a working TCP/IP network connection between the client and server PCs. One way to test this is
by using the 'ping' command:

1. Open a command prompt as follows:
Windows XP, Windows 2000 or Windows Server 2008 R2

Select 'Start' -> 'Run’, enter ‘cmd' in the dialog that appears and click 'OK'.

CIEEE— x|

=== Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | cm| j

oK I Cancel Browse... |

Windows 7, Windows Vista or Windows Server 2008 R2

Click the Windows icon or start button, then enter ‘cmd' in the search box and press enter.

2. In the command window that appears, enter 'ping <otherpc>', where <otherpc> is the name of the
other computer e.g. '‘ping SCADAserver'. A computer's network name can normally be found by right-
clicking on "My computer', selecting 'properties’ then clicking on the '‘Computer name' tab. If in doubt,
ask your network administrator for assistance.

3. After pressing return, you should normally see a message such as 'Pinging <address>
with 32 bytes of data' (where <address> is the IP address such of the other PC, for example
192.168.200.100) followed by four response messages from the other computer. If no address is
shown, there may be a problem in finding the other computer by name — ask your network
administrator to check the PCs settings. If the address is found but there are no responses, this may
mean that the connection is not working, or it can sometimes indicate that a third-party firewall on one
of the computers is preventing the ping request from being sent or the ping response from being
received.

e If you are developing the client application yourself, make sure that you have applied the most recent
service packs to your development environment. There are known issues with DCOM in un-patched
versions of (for example) Visual Basic 6.
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14.2.1 User accounts

422

For the highest level of security, it is safest to assign DCOM access rights to specific user accounts instead of
assigning full access rights to all users.

The best way to set up security depends on your network configuration and the client software you will be using,
but some typical ways in which the account security can be configured are:

Creating a new account for the OPC server connection — a single account is created and always used for the
OPC connection. This is useful in situations where the OPC server is always used unattended or used by a
client application that runs as a service on another computer. The MX OPC server service can be configured to
run ‘as' the new user.

Adding access rights for each remote user individually.

Creating a group for OPC users — this is useful when many different named users need access to the server,
and has the advantage that when another user needs to be given access, they can be simply added to the group
without having to go through all of the configuration steps again.

Allowing all users to access the server, by adding permissions for the group 'Everyone'. This is only advisable if
you are using a separate, isolated network and if there have been problems connecting to the OPC server with
the other options.

There are some other built-in accounts that may need to be given access rights depending on your application:

SYSTEM — most system services run under this account by default, unless they have been manually configured
to run under a specific user account. If a system service is acting as an OPC client, you may need to give
access rights to the 'SYSTEM user.

INTERACTIVE — this account represents the currently logged-on user. Some applications may operate in a way
that requires access rights to be assigned to this account.

ANONYMOUS LOGON (or 'NT AUTHORITY\AANONYMOUS LOGON' on Windows 2000) — this represents a
connected user whose details are not available, which may be a result of connecting with authentication set to
'None' (described later).

Distributed COM users - this security group may be available on later operating systems to simplify assigning
DCOMrrights to users.
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Domain issues

Depending on whether the client and server PCs are members of a domain, you may need to make some
additional configuration changes.

Domain status Notes
Client and server PCs are in When adding a new account or group for
the same Domain the OPC sener connection, it can be

added to the domain and will then be
available on both PCs.

Client and server PCs are in Each domain must be configured to trust
different Domains user accounts from the other domain.
You will need to contact the
administrator of each domain to confirm
that this change is permitted by your
corporate security policy.

Neither of the computers is in Whether adding a new account for the
a domain OPC sener connection, or assigning
access rights to named users, there
must always be an account with the
same username and password set up in
both PCs independently. If the account
details do not match, the connection will
not work, so if you change the password
on one of the PCs, it must be changed
on the other PC as well.

Only one of the PCs is in a For this configuration to work, it may be
domain necessary to configure DCOM on the
sener to allow all users full access
rights. In general, this configuration
should be awided.

It is also recommended that the same operating system (e.g. Windows 2000, Windows XP or later) is used on
both computers.
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14.3 'Express' DCOM configuration on Windows XP Service Pack 2

This topic explains the simplest possible configuration of DCOM on Windows XP Service Pack 2 (or later). This
assumes that you have a standard installation of Windows XP and will be assigning access rights to a single
named user account or group, without any requirement for tight security. If you require more thorough security,
your PC(s) have a more complex configuration, or if DCOM does not work first time after configuration, you will
need to follow the full instructions in the section 'Configuring DCOM on Windows XP Service Pack 2[asl

First, configure the Windows firewall for DCOM by following the instructions in 'Configuring the Windows
Firewall'fsssl. This will allow the applications using DCOM to access the network.

Next, the DCOM settings must be configured. From the 'Start' menu, select 'Run' to show the window below.

= Tvpe the name of a program, Folder, document, or
Intermet resource, and Windows will open it For vou,

Cipen: | deomenfg |

[ Ok ][ Cancel J[ Browse. ..

Enter 'dcomcenfg’ and click 'OK' to start the DCOM configuration utility.

In the first window that appears (see example below), click on the 'Component services' and '‘Computers' items
in the left hand pane to expand them, so that 'My Computer' is shown.

i#; Component Services

(B Fle Action Wiew Window Help
e B X E# @ 2
[ Console Rook My Computer 4 object(s)
[=1 @ Cormponent Services =
=-[C3 Computers D G I I
+ My Compuker ; i -
¥ COM+ DCOM Config  Distributed Running

* g Event Viewsr (Local) Applications Transacti... Processes

[#] Services (Local)
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Right click on "My computer' and select 'Properties’ from the pop-up menu. In the next window, click on the ‘COM
security' tab to show the dialog below:

My Computer,
General I Optionz Default Properties ]
Default Protocals | MSDTC COM Security

Access Permizsions -

Yo may edit who iz allowed default access to applications. 'ou may
alzo zet limitz on applications that determine their own permissions.

Edit Limits. . | Edit Defaul.. |

Launch and Activation Permizzions -

You may edit wha iz allowed by default ta launch applications or
activate objects. You may alzo zet limits on applications that
determing their owh permiszions.

Edit Limitz... Edit Default...

ak Cahcel

The 'Limits' on this page will override the COM security settings for individual components, and from XP service
pack 2 onwards the default settings are too restrictive to allow OPC communications to work. The restrictions
must be relaxed before using DCOM to access an OPC server remotely.
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In the 'Access permissions' section, click 'Edit limits' to display the window below.

Access Permission

Security Limits ]

GIDUD ar Uger names;

L £6 AMONYMOLS LOGON

Add... J Femove ]
Permizzions for AMOMNYMOUS
LOGOM Allow Deny
Local dccess E
Remote Access Bl

QK. | Cancel

If 'ANONYMOUS LOGON' does not already appear in the list, add it. Make sure that the 'Remote Access' / 'Allow'
checkbox is selected.

Use the 'Add' button to add your named user or group, and make sure the 'Allow' checkbox is set for both 'Local
access' and 'Remote access'.

426 426



14 Appendix: DCOM Configuration MELSOET

427

Click 'OK' to save the changes, then on the 'COM security' screen click the 'Edit limits' button in the 'Launch and
Activation Permissions' section to show the window below:

Launch Permission

Security Limits ]

Group or uger names;

ﬂi Administrators [VPC+P-DEV 2005\ dministratars]

WETPONE

Add... | Bemove |
Permizsions for Everyone Allow Deny
Local Launch O
Remote Launch Ll
Local Activation F
Remote Activation F

QK. | Cancel

Use the 'Add user' button to add your named user or group, and ensure that all the 'Allow' checkboxes are set.

Click 'OK' to return to the 'COM security' window. The 'Edit defaults’ settings for 'Access permissions' and
'Launch permissions' on this page are used to set the default permissions for COM applications. An application
can either use the default settings, or can set customized security permissions (described later). These dialogs
have the same format as the 'Edit limits' screens above.

In the 'Edit defaults' setting for '‘Access permissions', add your named users or group, and ensure that the 'Allow’
box is checked for both local and remote access.

Repeat this step for the 'Edit defaults’ setting for ‘Launch and activation permissions', ensuring that all of the
‘allow' check boxes are set.
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When you have finished, click 'OK' to return to the '‘Component Services' dialog. For the server PC configuration
(only), you will need to configure the security on the MX OPC server, MX Runtime and OPC enumeration
services. To do this, double-click on the 'DCOM config' entry, and find '"MXOPC', 'MXRuntime' and ‘OpcEnum' in
the list, as shown in the picture below.

EEX

(B Fle Action Wiew Window Help = =] ]|
+ = | @@ * B2 e
(L1 Console Root DCOM Hsmall Toon jobiect(s)
=)@ Component Services O A e o i o - i
=3 Computers Microsoft WMI Microsoft, A, .. TR Maobsync M3SDAINITI... B
= @ My Camputer Provider Su... Applicat...
-2 Com+ Applications
#-423 DCOM Canfig @ @ @ @ @
(2 Distributed Transaction C
; +C| Runring Processes MSDEY AP... MsMpCaom MSMG MxRuntime =
[+ Event Viewer (Local)
[+ Services (Local) @ @ @ @ @
niekman MetMesting Tekiwork, QpcEnum Paintbrush
¢ 3 Provisioni. .. “

This step will need to be repeated for ‘'MXOPC', '"MXRuntime' and 'OpcEnum’ in turn —'MXOPC" will be used for
this example. Right click on the 'MXOPC" icon and select 'properties’, then switch to the 'Security tab'.

Launch and Activation Permizsions

 Use Default

& Cugtomize Edi...

Access Permizsions

T Use Default

% Customize Edi...

k

- Configuration Permigzions

" Use Default

(* Customize Edit...

[ QK. ”_ Cancel ][ Apply ]

The 'Launch and activation permissions' and 'Access permissions' can both be left as 'Default’ to use the default
security settings configured earlier. Alternatively, they can be customized to allow more control over the users
that can start and use each server. To do this, select 'customise’ for each option and select 'Edit'.
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A sample 'Launch and activation permissions' edit window is shown below, in which a named user 'OPCIink'
has been added. As with the 'edit defaults' settings, all four 'allow' check boxes must be set for users requiring
access through DCOM.

Launch Permission

Security ]

GI'EIUFI ar User names:

m Administrators [WPC-=P-DEV 2005 A dminiztrators)
€5 INTERACTIVE
7 SYSTEM
Add... | Remove ‘
Permizgions for OPClink Al Deny
Local Launch [l
Femote Launch |
Local Activation ]
Femote Activation |

ak | Cancel
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The 'Access permissions' configuration screen is shown below, with a named user 'OPClink' added.

Access Permission

Security ]

GIDUD ar LUSer names:

€7 SELF

7 SvSTEM

‘P-DEV200550PClink]

Add. . J Remowe |
Permizzions for DPClink Allow Ciery
Local Access ]
Femote Aocess O

ak. | Cancel

430

430



14 Appendix: DCOM Configuration MELSOET

14.4

431

After changing the settings on the security tab (if required), select the 'ldentity’ tab. In the sample screen below,
the server has been configured to run as a named user.

MXOPC and MXOPC Properties

| General || Location | Sécurit__l,l___ _Enl:!!:_unin-tsi Identity

Which uzer account do pou want o uge to run this application’?

[ The interactive user.

[ The launching user.

* Thiz uzer.
User [DPCink m
Paszword: | xxxxxxx

]

Confirm paszword:

~

(] 4 H Cancel H Apply

The options on this screen are:

e The interactive user —the user who is currently logged on to the machine. This can cause problems with
DCOM, as there is no guarantee of which user (if any) will be logged on when the server is accessed from
another computer.

e The launching user —the user who accessed the server, causing it to be started.

e Anamed user —the server runs as a specified user, whose name and password are provided. This option
allows the server to be configured independently of the user that started the server and the user that is
logged on, and works well for unattended computers.

e The system account, when the server is configured to run as a service.

For a simple configuration, 'named user' is recommended. After setting the option, press 'OK' to return to the
‘Component settings' page, which can then be closed.

If the OPC server is installed as a service, you may also wish to set up the service to run as a named user - see
section 'Configuring services to use a specific user account'[+71) for instructions on how to do this.

Configuring DCOM on Windows Vista or later

This section contains instructions specific to Windows 7, Windows Server 2008 R2 and Windows Vista. The
configuration for these operating systems is very similar, although there may be slight differences in the
appearance of the dialogs.

Most of the changes in this section must be made on both the server PC and the client PC, so that the
connection works in both directions.
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14.4.1 Configuring the Windows firewall

If you are using the Windows firewall, you will need to configure it to allow DCOM network traffic to pass through.
If you are using a third party software firewall, please refer to the manual to find out how to make the equivalent
configuration changes. If DCOM does not work when your third-party firewall is enabled, but works when it is
switched off, the problem is likely to be with the firewall configuration.

To edit the windows firewall settings, click on the Windows icon (or start button), and enter ‘wf.msc' in the
search box before pressing enter.

| wi.ms| ® | | Shut down |T|

On Windows Vista, you may see a UAC prompt like the one below, in which case click "Yes' or 'Allow'.

User Account Control i x|

E‘\J) Windows needs your permission to continue

If you started this action, continue.

Microsoft Management Consaole

Microsoft Windows

j Details Continue

User Account Control helps stop unauthorized changes to your computer.
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This will show the firewall advanced settings page, as in the sample below.

File A

&=

View  Help

Inbound Rules

Qutbound Rules

5‘5 Connection Security Rules
» B Monitoring

ﬁ Windows Firewall with Advanced Security provides network security for Windows computers.

@ Windows Firewall with Advance R e e e P for e e

Domain Profile

@ Windows Firewalis on

@ Inbound connections that do not match a rule are blocked.
@@ Outbound connections that do not match a rule are allowed

Private Profile is Active

& Windows Firewallis on

o Inbound connections that do not match a rule are blocked.
@ Outbound connections that do not match a rule are allowed
Public Profile

@ Windows Firewallis on

® Inbound connections that do not maich a s are blocked

@ Outbound connections that do not match a rule are allowed

g Windows Firewall Propeties

Overview -

Create connection security ules to specify how and when connections between computers are authenticated and
protected by using Intemet Protocol security (IPsec).

B3 Connection Sscurity Rules

View and create firewall rules

Crazta firmusll nilas tn 2l neblack rannections tn snecfied nmarsms o nnte Yoo can slen sllaw 5 connection ook §

2 n ]

Getting Started -

b

m

Actos B
Windows Firewall vith Adv... &
| Import Policy...

«a| ExportPelicy...

Restore Default Policy
Diagnese / Repair

View 4
Refresh

Properties

H@EB

Help

Advanced firewall settings

Click on 'Inbound Rules' and find "Windows Management Instrumentation (DCOM-In)'. If the ‘enabled' column for
the rule does not already show 'Yes', right click on the rule and select 'Enable rule’ for the menu. The rule may
appear more than once for different profiles, so it will need to be enabled in any profile where it will be used.

w5 >2EF = HE
i Windows Firewall with Advancs
8 Inbound Rules
3 Outbound Rules
E& Connection Security Rules
» B Monitering

Inbound Rules

Mame Group Profile

.Wmd ows Management Instrumentation (ASync-In) Domain

dows Management Instrumentation (DCOM-In)

Windows Management Instr...
. Private, Public

Windows Management

Actions Y
Inbound Rules

@ NewRule... it

Enable Rule

Windows Management Instrumentation (DCOM-In)
.Wmdows Management Instrumentation (WMI-In)
@ Windows Management Instrumentation (WMI-Tn)

Windows Management Instr...
Windows Management Instr...

Windows Management Instr...

Domain

Cut
Copy

Domain
Private, Public

Ly e et

.Windows Media Player (UDP-In)

.Wmdows Media Player Network Sharing Service (HTTP-5...
@ Windows Media Player Netwark Sharing Service (HTTP-S...
.Windows Media Player Network Sharing Service (qWave-...
.Wmdows Media Player Network Sharing Service (qWave-...
@ Windows Media Player Netwark Sharing

.Windows Media Pla

All
Private, Public

Windows Media Player

Windows Media Player Net...
Windows Media Player Net...
Windows Media Player Net..  Private, Public

Windows Media Player bt Somnin_
T

Domain

Enabling DCOM inbound rule

Delete
Properties

Help

Every program that will use DCOM must now be added to the exceptions list. These programs include:

e The OPC server itself (on the server PC)

e The 'OPCenum’ service (on the server PC)

e Each client application (on the client PC where it will run)
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The example below will show how to add the 'OPCenum' service. Start by right clicking on 'Inbound Rules' and
then selecting 'New Rule...".

@@ Windows Firewall with Advance B G0 20
|&3 Inbound Rules;
3 Outbound Rul LI \
B : 9
ca Connection e gy by profle » 3
» Bl Monitoring .
Filter by State * |Content Retrieval (i
Filter by Group b [Hosted Cache
Vi R Peer Discovy
- MNetwork Proje
Refresh MNetwo
Export List... Nefual
.
Help [T
. Connect to ¢
R
. Con
™ T
e 5]

New inbound rule

When the 'New Inbound Rule Wizard' appears, select 'Program' (as shown below) before clicking 'Next'.

r el
9 New Inbound Rule Wizard ﬁ

Rule Type
Select the type of firewall rule to create.

Steps:

@ Rule Type What type of rule would you like to create?

@ Program

@ Action @ Program

@ Frific Rule that controls connections for a program.
@ Name ) Port

Rule that controls connections for a TCP or UDP port.

) Predefined:
BranchCache - Content Retrieval (Uses HTTF)
Rule that controls connections for a Windows experience.

Custom rule.

Leam more about mile types

New inbound rule wizard - rule type
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On the next page, select 'This program path' and either enter the path to the program to add, or use the ‘Browse'
button to search for it. The example picture below shows the usual path to OpcEnum.exe. Depending on your

operating system, OpcEnum.exe could also be at '%SystemRo0t%\SysWOW64\OpcEnum.exe' (expanded to
'C:\Windows\SysWOW64\OpcEnum.exe").

& MNew Inbound Rule Wizard [ﬁ

Program

Specify the full program path and executable name of the program that this rule matches.

Steps:

» Ruls Typs Does this rule apply to all programs or a specific program?

» Program

@ Action ) Al programs
@ Profis Flule applies to all connections on the computer that match other rule properties.
@ Mame

@ This program path:

% SystemRoot %\ System 32Opc Enum exe Browse...
Bxample: cpath\program exe
%:ProgramFiles i \browser\browser exe

Leam more about specifying programs

l < Back I I Next = J | Cancel

Select program path
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Click 'Next' to show the 'Action’ page. Select 'Allow the connection' (or alternatively if you have configured IPsec,
select 'Allow the connection if it is secure’).

- B
9 Mew Inbound Rule Wizard M
Action
Specify the action to be taken when a connection matches the condttions specified in the nule.
Steps:
@ Rule Type What action should be taken when a connection matches the specified conditions 7
@ Program 3
) @ Allow the connection
¥ Action This includes connections that are protected with IPsec as well as those are not .
& Profile
" | Allow the connection if it is secure
ARG This includes only connections that have been authenticated by using |Psec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Fule node.
| Block the connection
Leam more about actions
<Back || MNed> |[ Cancl
A - — 4

Select action
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Click 'Next' to show the 'Profiles' page. Make sure there is a check mark next to all the profiles that should use

this rule.
9 Mew Inbound Rule Wizard M
Profile
Specify the profiles for which this rule applies.
Steps:
@ Rule Type When does this rule apply?
@ Program
@ Action [¥] Domain
& Prfle Applies when a computer is connected to its comparate domain.
@ MName [¥] Private
Applies when a computer is connected to a private network location.
[¥] Public
Applies when a computer is connected to a public network location.
Leam more about profiles
[ <Back |[ New> |[ Cancel
= —

Select profiles
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Click 'Next' to show the screen below, where a name and description can be entered for the new rule.

~
ﬂ New Inbound Rule Wizard &

Name

Specify the name and description of this rule.

Steps:

& Fule Type

@ Program

@ Action

@ Frofil it
OpcEnum

@ Name

Description (optional):

OPC server enumeration

[ <Back || Fnmsh ][ Ccancel

L= —— —_— —— = ]

Enter description

When you click 'Finish', the new rule will appear in the incoming rules list.

Repeat the above steps to add the OPC server itself (normally located in '%SystemDrive%\MELSEC
\MX OPC server 6.05\MXOPC.exe', but it will depend on the path selected during installation).

On the client PC, it may be necessary to perform this step for each client application.

When all applications that will use DCOM have been added, select 'File' -> 'Exit' to close the firewall settings
screen.

14.4.2 Configuring DCOM security

Click on the Windows icon or 'Start' button, then in the search box type 'dcomcnfg’ and press enter.

| dcomcm‘g| ® | [ Shut down | b
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On Windows Vista, you may see the user account control prompt shown below. Click 'Continue' or 'Yes'.

User Account Control N |

@ ‘Windows needs your permission to continue

If you started this action, continue.

@ ComM+
Microsoft Windows

ﬂ Details Continue T Cancel

User Account Control helps stop unauthorized changes to your computer,

In the first window that appears (see example below), click on the ‘Component services' and ‘Computers' items
in the left hand pane to expand them, so that 'My Computer' is shown.

%. File Action View Window Help
e E)RE S = H

[Z3 Console Root

Name

Actions
| COM+ Applications My Computer -
"I DCOM Config T —

b
b y p g
» [ Event Viewer (Local) e -

2 5 [ Distributed Transaction Coordinater
b 4 Services (Local)
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Right click on '‘My computer' and select 'Properties’ from the pop-up menu. In the next window, click on the
'Default properties' tab and a window similar to the one below will be shown:

| My Computer Prope
Default Protocols |  COMSecuity | MSDTC |
General | Options | Default Properties

Enable Distributed COM on this computer
[7] Enable COM Intemet Services on this computer
Default Distributed COM Communication Properties
The Authertication Level specifies securty at the packet level.

Default Authentication Level:
Connect hd

The impersonation level specifies whether applications can determine
who is calling them, and whether the application can do operations
using the client's idertity.

Default Impersonation Level:
[1derty =

Security for reference tracking can be provided if authentication is used
and that the default impersonation level is not anormymous.

[ Provide additional security for reference tracking

Leam more about getting these properties.

Make sure that 'Enable distributed COM on this computer' is checked.

The 'Default authentication level' should normally be set to ‘Connect’, which checks the user's details once when
a connection is first made. If there are problems with the connection, the minimal security option 'None' can be
used (Note: this requires that the ‘Anonymous login' user is given access rights, as described later).

The 'Default impersonation level' should normally be set to 'ldentify". If you are having problems connecting, this
can be changed to 'Impersonate’.
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Switch to the 'Default protocols' tab. In this dialog (see example picture below), make sure that the ‘Connection
oriented TCP/IP' protocol appears at the top of the list. If there are any other protocols in the list which you are
not using, remove them.

| General | Options I Default Properties
Defautt Protocols |  COMSeauty |  MSDTC
|
DCOM Protocols

| § Connection-orierted TCP/IF

i) () (Vo ) o
Description

The set of network protocols available to DCOM on this machine. The
ordering of the protocols reflects the priarity in which they will be used,
with the top protocol having first priority.

Leam mare about zetting these properties.

oK || Cancel
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Click on the 'COM security' tab to show the dialog below:

General I Options I Default Properties
Default Protocols | COMSecuity | MSDTC

Access Pemissions

You may edit who is allowed default access to applications. You may
also set imits on applications that detemmine their own permissions.

. Caution: Medifying access pemmissions can affect the ability
B of applications to start, connect, function and/for run
securely.

| Edilmis.. | [ EditDefaut.. |

Launch and Activation Permissions
You may edit who is allowed by default to launch applications or

activate objects. You may also set limits on applications that
determine their own pemissions.

. Caution: Modifying launch and activation pemissions can
4 & affect the ability of applications to start, connect, function
— and/or run securely.

| Edtlmts.. | | EditDefaut.

Leam more about getting these properties.

0K || Cancel

The 'Limits' on this page will override the COM security settings for individual components, and if the settings are
too restrictive DCOM will not be able to access an OPC server remotely.
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In the 'Access permissions' section, click 'Edit limits' to display the window below.

r bl
Access Permission . — M
Security Limits

Group or user names:

Everyone

‘Qj Performance Log Users (WIN-IVCDVEANDO T \Pedormance...
52 Distibuted COM Users (WIN-IVCDWVEANOO T Distributed C...
RﬁNONYMOUS LOGON

[ Add... ” Remove I
Permissions for Everyone Allow Deny
Local Access |
Remote Access & |

Leam about access control and permissions
[ ok || Ccancel

If 'ANONYMOUS LOGON' does not already appear in the list, add it — this is required to allow enumeration of
OPC servers by remote PCs, and for applications where minimal security is being used due to other connection
issues. If you do not need to fetch a list of available OPC servers from other PCs, you may be able to increase
the server's security by leaving remote access for 'Anonymous logon' switched off.

In the example above, DCOM can be used by all users (the 'Everyone' group). Alternatively, if you are enabling
DCOM for specific users or a group of users, the accounts can be added to this list individually.

Any user accounts in this list that need to use DCOM must have the 'Allow' checkbox set for both 'Local access'
and 'Remote access'.
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444

Click 'OK' to save the changes, then on the 'COM security' screen click the 'Edit limits' button in the 'Launch and
Activation Permissions' section to show the window below:

Launch and Activation Permission @l&]
Security Limits

GI’OLID Qr User names:

33,. Everyone

::S-?‘Administmtors (WIN-IVCDWVEANDO T Administrators)

‘j‘r{ Performance Log Users (WIN-WVCDVEANDO T Pedormance...
52, Distributed COM Users (WIN-VCDVEANCO T Distributed C...

Add.. l [ Remove I
Permissions for Everyone Allow Deny
Local Launch o
Remote Launch |
Local Activation |
Remote Activation |

Leam about access control and permissions

[ ok || cancel

Ensure that all the 'Allow' checkboxes are set for each user or group that will access the server remotely. In the
above picture, the 'Everyone' group has been enabled, but for a more secure configuration, you can add only the
user(s) or group(s) that will actually use DCOM.

Click 'OK' to return to the 'COM security’ window. The 'Edit defaults' settings for 'Access permissions' and
‘Launch permissions' on this page are used to set the default permissions for COM applications. An application
can either use the default settings, or can set customized security permissions (described later). These dialogs
have the same format as the 'Edit limits' screens above.

In the 'Edit defaults' setting for 'Access permissions', add the users or groups that will need OPC access, and
ensure that the 'Allow' box is checked for both local and remote access. For a minimal security configuration, the
'Everyone' user can be given these rights.

Repeat this step for the 'Edit defaults’ setting for ‘Launch and activation permissions', ensuring that all of the
‘allow' check boxes are set.
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445

When you have finished, click 'OK' to return to the '‘Component Services' dialog. You may see a warning
message like the one below, in which case answer 'Yes'.

'DCOM Machine wide settings

. You are about to modify machine wide DCOM settings, this will effect
LJ_—"A all the applications on the machineg, some applications may not work
correctly as a result.Update DCOM settings?

[ s || Mo

For the server PC configuration (only), you will need to configure the security on the MX OPC server, MX
Runtime and OPC enumeration services. To do this, double-click on the 'DCOM config' entry, and find 'MXOPC',
'MXRuntime' and ‘OpcEnum’ in the list, as shown in the picture below. Depending on your operating system and
installation, these items may not be visible in the window at the same time, and there may also be an 'OPC

Enum x64 C

ategoryManager' item.

(% Component Services

%. File Action View Window Help

&= 2FRE &A=

T Console Root TS e PTOTOET St PTOTET St AT
=] A Component Services ¥ p p p
= Computrs ® & & & & @
1 ™ More Acti 3
El I My Computer MSTTSDecObj MYOPCand — MRuntme  NAP Agent NapBlevated  NCLUA i
- COM-+ Applications | clags Surro,., MXOPC Service COM dass
| DCOM Config
| Running Processes % ﬁ. % %’ % %
| Distributed Transac
Event Viewer (Local) NOFAPT netman netprofm  Networkand OPC Enum x64  OpcEnum
L, Services (Local) Sharing Cen... CategoryMa...
e B lle T e e
4 | e [ >
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This step will need to be repeated for each item in turn — 'MXOPC' will be used for this example. Right click on
the 'MXOPC' icon and select 'properties’. The window below should appear; confirm that the authentication level
setting is 'Default'.

General | Location | Security | Endpoirts | Identity |

General properties of this DCOM application

Application Name: MX¥OPC and MXOPC
Application 10; {3F2BB4A3-FD54-45e6-950F-ES2117E2850E)

Application Type: Local Server

L Authentication Level: | Default -

Local Path: I

Leam mare about setting these properties.

oK || Cancel
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Switch to the ‘Location’ tab as shown below. Confirm that the 'Run application on this computer' check box is

selected.

Genersl | Location | Security | Endpoints | Identity |

Fun application on this computer.

[] Run application on the following computer:

Leam more about getting these properties.

The following settings allow DCOM to locate the comect computer for this
application. § you make more than one selection, then DCOM uses the first
applicable one. Client applications may overide your selections.

["] Aun application on the computer where the data is located.

| | Browse..
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Now switch to the 'Security tab'.

Securty | Endpoints | Idertity

Launch and Activation Pemissions

@ Use Default

(7 Customize Edit...

Access Permissions

@ Use Default I

] (7 Customize Edit...

Configuration Pemissions

(71 Use Default

@) Customize

Leam mare about setting these properties.

oK || Cancel

The 'Launch and activation permissions' and ‘Access permissions' can both be left as 'Default’ to use the default
security settings configured earlier. Alternatively, they can be customized to allow more control over the users
that can start and use each server. To do this, select ‘customise’ for each option and select 'Edit'.
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A sample 'Launch and activation permissions' edit window is shown below, in which a named user 'OPCIink'
has been added. As with the 'edit defaults' settings, all four 'allow' check boxes must be set for users requiring
access through DCOM.

' i Rl
Launch and Activation Permission Ii‘g
Security

GI’OLID Qr User Names:

9@‘. Everyone

2 SYSTEM

Q,Administlatnrs (WIN-IVCDVEANDO T Administrators)
S INTERACTIVE

. OPClink (WIN-VCDVEANDO TWOPClink)

[ Add... ] [ Remove ]
Pemigsions for OPClink Allow Dery
Local Launch & [l
Remote Launch ]
Local Activation ® |
Remate Activation [l

Leam about access control and pemmissions
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The 'Access permissions' configuration screen is shown below, with a named user 'OPClink' added.

-

Access Permission

- =

Security

GI’OLID Qr User Names:

'E?J Everyone

£ OPClink (WIN-VCDVEANDO T\OPClink)

§2 SELF

52 SYSTEM

52, Administrators (WIN-IVCDVEANDO T Administrators)

[ Add... ] [ Remove ]
Pemigsions for OPClink Deny
Local Access [
Remote Access [l

Leam about access control and pemmissions
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After changing the settings on the security tab (if required), select the 'ldentity’ tab. In the sample screen below,
the server has been configured to run as a named user.

 MXOPC and MXOP

| General I Location I Securty I Endpoints | Identity |

Which user account do you want to use to run this application?

(7 The interactive user.

(71 The launching user.

@ This user.
User: OPClink Browse. .
| Password: sesenssssenssEne {
Carfirm password: [TI T T TTITTITT)

The system account (services only).

Leam more about setting these properties.

T | |

The options on this screen are:

e The interactive user —the user who is currently logged on to the machine. This can cause problems with
DCOM, as there is no guarantee of which user (if any) will be logged on when the server is accessed from
another computer.

e The launching user — the user who accessed the server, causing it to be started.

e Anamed user —the server runs as a specified user, whose name and password are provided. This option
allows the server to be configured independently of the user that started the server and the user that is
logged on, and works well for unattended computers.

e The system account, when the server is configured to run as a service.

Press 'OK' to return to the ‘Component settings' page, which can then be closed.
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14.4.3 Configuring services to use a specific user account

When the OPC server is installed as a service, it can be useful to configure it to run using a specific user
account. The 'OPC enumeration' EXE is also installed as a service. In this section, the 'OPC enumeration' EXE
will be used as an example, but the same method applies when the OPC server settings are changed.

To open the 'services' page, click on the Windows icon (or 'Start’ button) then type 'Services.msc' in the search
box before pressing enter.

| services.msd| x | |ShutM|_b|

If the warning below appears, select 'Continue’ or 'Yes'.

User Account Control i x|

E‘\J) Windows needs your permission to continue

If you started this action, continue.

Microsoft Management Consaole

Microsoft Windows

j Details Continue

User Account Control helps stop unauthorized changes to your computer.

Find the service to be changed in the list. The sample screen below shows the OPC enumeration service. You
may also need to change the settings for the ‘Mitsubishi Electric MX OPC server 6.05' service.

File Action View Help

& |Elc= B> »nup

. Services (Local) \% <
i -~

Select an item to view its description.  Name Description Status Startup Ty *
x, Offline Files The Offline ... Started Automatic| |
i OpcEnum Manual
‘o Parental Controls This service ... Manual -
4| i ;

\ Extendedj( Standard)'(

= —
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Right click on the service name and select 'Properties’. The service configuration screen (below) will be shown.

General |J_og On I F{ecoveryl Dependencies

Enum

Service name:

Display name: OpcEnum

I Description: ‘

Path to executable:
C:WWindows System 320pc Enum exe

Startup type: Manual

Help me corfigure service startup options.

Service status: Stopped

from here.

Start parameters:

Start Stop | Pause

Resume

You can specify the start parameters that apply when you start the service
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Switch to the 'Log On' tab, select 'This account' and enter the username and password of the user to run as.

| General | Log On | Recovery | Dependencies

Log on as:

@ Local System account
[] Mllow service to interact with desktop

I (7 This account: Browse .. l
Pazzword | | | |
s I
Confirm password
Help me configure user account log on options. [

Now select 'OK' and close the services window.

14.5 Configuring DCOM on Windows XP service pack 2

This section contains instructions specific to Windows XP. Most of the changes in this section must be made on
the server PC and also on the client PC, so that the connection works in both directions.
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14.5.1 Configuring the Windows firewall

455

If you are using the Windows firewall provided with Windows XP service pack 2 (or later), you will need to
configure it to allow DCOM network traffic to pass through. If you are using a third party software firewall, please
refer to the manual to find out how to make the equivalent configuration changes. If DCOM does not work when
your third-party firewall is enabled, but works when it is switched off, the problem is likely to be with the firewall
configuration.

From the 'Start' menu, open 'Control panel'. If you are using 'Classic view', the 'Windows firewall' icon will
already appear in the list, otherwise in 'Category view' it will be under the ‘Network and internet connections'
category. Double-click the icon to view the firewall settings screen (shown below).

%= Windows Firewall

| General | Exceptions | Advanced |

Windows Firewall helps protect your computer by preventing unauthaorized users
from gaining access o vour computer through the Intermet or a netvork,

@ (¥} On [recommended)

This zetting blocks all outzside sources fram connecting tao this
computer, with the exception of thoze selected on the Exceptions tab.

[JDon't allow exceptions

Select thig when pou connect to public networks in less secure
locations, such as airparts. You will not be natified when Wwindows
Firewall blocks programsz. Selectionz on the Exceptions tab will be
ignored.

@ () DFF [not recommended)

Avwoid uging thiz zetting. Tuming off Windows Firevsall may make this
camputer mare vulherable to viruses and intruders.

What elee should | know sbout Windows Firewall?

Ok l [ Cancel
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Click on the 'Exceptions' tab, and a screen similar to the one below will be shown.

Windows Firewall

Windows Firewall iz blacking incoming netwark. cotnections, except for the
programs and services selected below, Adding exceptions allows zome programs
to wark better but might increase pour security rigk,

Proarams and Services:

Mame

AVOCE. EXE

avgemc.exe

aviginet. exe

[ File and Printer Sharing

Metwork Diagnostics for Windows XP
Femote Assistance

[ Remote Desktop

O UPrP Framewark,

| AddProgam.. | | addPot. ||  Edi. | [ Delete

Dizplay a notification when Windows Firewall blocks a program

What are the rizks of allowing exceptions?

L OK J l_ Cancel

Click the 'Add port..." button, and enter the details below to allow other applications to connect to the DCOM port.
In third party firewalls, this may be referred to as 'RPC'.

Add a Port

|Jze these settingz to open a port through Windows Firessall, To find the port
nurnber and protocal, consult the documentation for the program or service you
want bo uze.

Mame: iDCDM |

Fort number: !135 |

& TCR (@b

what are the risks of opening a port?

|

Click 'OK' to return to the previous screen, where 'DCOM will have been added to the exceptions list.
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Every program that will use DCOM must now be added to the exceptions list. These programs include:
e The OPC server itself (on the server PC)
e The 'OPCenum’ service (on the server PC)

e Each client application (on the client PC where it will run)

The example below will show how to add the 'OPCenum’ service. Start by clicking on the 'Add program..." button
on the exceptions screen. In the window that appears, use the '‘Browse' button and find the file 'OPCenum.exe’,
which is normally located in the Windows\System32 directory. The screen should now look like the one below:

Add a Program &l

To allows communications with a program by adding it to the Exceptions list,
zelect the program, or click Browse to gearch for one that is not listed.

Proagrams;
(i S

l [ FILITL EXE
i L%] Outlook Express

| E%F'ackage & Deployment Wizard
i T PDFCreator

| @ Pinbal

| R PLC Monitor Utily

! ﬁ; Frocess Viewer

| (&) Remate Fils Viewer

| B Remote Heap Walker

! 0% Remate Process Viewer

: gﬂemnte Regiztiy Editor v

Path: iE:_'\-\:a\.\;lﬁ55{:\-"5\systemSéiEﬁEl—inum.exe ! | Browse...

o) (e ]

Click 'OK' to return to the exceptions screen, where the program will have been added.
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Repeat the 'Add program...' steps for the OPC server itself (normally located in 'C:\MELSEC
\MX OPC server 6.05\MXOPC.exe', but it will depend on the path selected during installation), as in the example
screen below.

Add a Program FST<|

To allovs communications with a program by adding it to the Exceptions list,
zelect the program, or click Broweze to zearch for one that is not listed.

Programs;

,rﬁhjiXD PC.exe

| (@ OLE Client Test

| EDLE Server Test

BHOLE view

[ () Outlack Express

E%F'ackage & Deployment Wizard
i '@ FDFCreator =
| @ Pirbal

| B PLE Maritor Utiity

| ﬁiﬁ Process Viewer

@Hemnle File Wigwer &l

i

Path; |CAMELSEC'M: OPC Server 6.00WX0PC.ex | [ Browse...

5 Ceowa ]

Repeat the 'Add program...' steps for the 'Microsoft Management Console' (this can usually be found in 'C:
\Windows\System32\MMC.exe' but this will depend on your Windows installation).

On the client PC, you will need to perform this step for each client application.

When all applications that will use DCOM have been added, click 'OK' on the exceptions screen to finish.

14.5.2 Configuring DCOM security

From the 'Start' menu, select 'Run' to show the window below.

= Tvpe the name of a program, Folder, document, or
Intermet resource, and Windows will open it For vou,

Cipen: | deomenfg |

[ Ok ][ Cancel J[ Browse. ..

Enter 'dcomcenfg’ and click 'OK' to start the DCOM configuration utility.
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In the first window that appears (see example below), click on the 'Component services' and '‘Computers' items
in the left hand pane to expand them, so that 'My Computer' is shown.

- Component Services |:|@
(B Fle Action Wiew Window Help __J_@j_:_]
o B XEE (21 =
(L] Console Root My Computer 4 object{s)

B @ Component Services
=L Computers D G G D

e § 1y Computer
% e COM+  DCOMConfig  Distrbuted  Rurning

= % Event Viewer (Local) Applications Transacti... Processes

] Services (Local)
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Right click on '‘My computer' and select 'Properties’ from the pop-up menu. In the next window, click on the
'Default properties' tab and a window similar to the one below will be shown:

My Computer
Default Protocols | MSDTC | COMSecuiy |
General ] Optiohs Default Properties

¥ Enable Distributed COM on this computer
[ Enable COM Internet Services on this computer
— Default Distributed COM Communication Froperties
The Authentication Level specifies zecurity at the packet level.

Default Authentication Lesel:

Connect ﬂ

The imperzonation level specifies whether applications can determine
wha is calling them, and whether the application can do operations
uzing the client's identity.

Default Impersonation Lewvel;

Security for reference tracking can be provided if authentication is uzed
and that the default impergonation level iz not anonymous.

™ Provide additional security for reference tracking

ak. | Cancel

Make sure that 'Enable distributed COM on this computer' is checked.

The 'Default authentication level' should normally be set to 'Connect’, which checks the user's details once when
a connection is first made. If there are problems with the connection, the minimal security option '‘None' can be
used (Note: this requires that the 'Anonymous login' user is given access rights, as described later).

The 'Default impersonation level' should normally be set to 'ldentify". If you are having problems connecting, this
can be changed to 'Impersonate’.
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Switch to the 'Default protocols' tab. In this dialog (see example picture below), make sure that the ‘Connection
oriented TCP/IP' protocol appears at the top of the list. If you are not using the other protocols, remove them.

My Computer Properties

__-_-L_“a:egn_a_l_a_i_' ___. | .-Q-é-tions | _D elfault PIIDEN_E_Itil.ES

Default Protocols | MSOTC Il COM Security

DCOM Protocols

Add Remove Mo L tove Down|  Properties. .

Drezcription

The zet of netwark protocols available to DCOM on thiz maching. The
ordering of the protocols reflects the priority in which they will be uzed,
with the top protocal having first pricrity.

OF. J [ Cancel
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Click on the 'COM security' tab to show the dialog below:

My Computer
General ] Optiohs Default Properties ]
DefaulProtocols | MSDTC COM Security

Acceszz Permissions -

You may edit wha iz allowed default access to applications. You may
alzo zet limits on applications that determine their own permiszions.

Edit Limits... | EditDefaul.. |

Launch and Activation Permisgions -

Yo may edit who iz allowed by default to launch applications or
activate objects. “ou may alzo zet limitz ot applications that
determine their ovn permizgions.

Edit Lirnits. .. Edit Default...

Ok Cancel

The 'Limits' on this page will override the COM security settings for individual components, and from XP service
pack 2 onwards the default settings are too restrictive to allow OPC communications to work. The restrictions
must be relaxed before using DCOM to access an OPC server remotely.
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In the 'Access permissions' section, click 'Edit limits' to display the window below.

Access Permission

Security Limits ]

GIDUD ar Uger names;

L £6 AMONYMOLS LOGON

Add... J Femove J
Permizzions for AMOMNYMOUS
LOGOM Allow Deny
Local dccess E
Remote Access Bl

]

Cancel

MELSOFT

If 'ANONYMOUS LOGON' does not already appear in the list, add it — this is required to allow enumeration of
OPC servers by remote PCs, and for applications where minimal security is being used due to other connection
issues. If you do not need to fetch a list of available OPC servers from other PCs, you may be able to increase

the server's security by leaving remote access for 'Anonymous logon' switched off.

In the example above, DCOM can be used by all users (the 'Everyone' group). Alternatively, if you are enabling

DCOM for specific users or a group of users, the accounts can be added to this list individually.

Any user accounts in this list that need to use DCOM must have the 'Allow' checkbox set for both 'Local access'

and 'Remote access'.
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Click 'OK' to save the changes, then on the 'COM security' screen click the 'Edit limits' button in the 'Launch and
Activation Permissions' section to show the window below:

Launch Permission

Security Limits ]

Group or uger names;

ﬂi Administrators [VPC+P-DEV 2005\ dministratars]

WETPONE

Add... | Bemove |
Permizsions for Everyone Allow Deny
Local Launch O
Remote Launch Ll
Local Activation F
Remote Activation F

QK. | Cancel

Ensure that all the 'Allow' checkboxes are set for each user or group that will access the server remotely. In the
above picture, the 'Everyone' group has been enabled, but for a more secure configuration, you can add only the
user(s) or group(s) that will actually use DCOM.

Click 'OK' to return to the 'COM security' window. The 'Edit defaults’ settings for 'Access permissions' and
'Launch permissions' on this page are used to set the default permissions for COM applications. An application
can either use the default settings, or can set customized security permissions (described later). These dialogs
have the same format as the 'Edit limits' screens above.

In the 'Edit defaults' setting for 'Access permissions’, add the users or groups that will need OPC access, and
ensure that the 'Allow' box is checked for both local and remote access. For a minimal security configuration, the
'Everyone' user can be given these rights.

Repeat this step for the 'Edit defaults' setting for 'Launch and activation permissions', ensuring that all of the
‘allow' check boxes are set.
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When you have finished, click 'OK' to return to the '‘Component Services' dialog. For the server PC configuration
(only), you will need to configure the security on the MX OPC server, MX Runtime and OPC enumeration
services. To do this, double-click on the 'DCOM config' entry, and find '"MXOPC', 'MXRuntime' and ‘OpcEnum' in
the list, as shown in the picture below.

EEX

(B Fle Action Wiew Window Help == ]|
= =  [E|@E| > 2 0| E
(L1 Console Root DCOM C1Small Imnlobject(s)
[= @ Campaonent Services A A A R O A
=1L Computers Microsoft WMI Microsoft, A, .. TR Maobsync M3SDAINITI... B
= @ My Camputer Provider Su... Applicati...
-2 Com+ Applications :
ST 89 9 9 @ 3
(2 Distributed Transaction C
=) Cl Runring Processes MSDEY AP... MsMpCaom MSMG MxRuntime =
- [#1] Event Viewer (Local)
[+ Services (Local)
| 2 3 “]
nekman MetMeeting Metwork, OpeEnum Paintbrush
¢ 3 Provisioni. .. “

This step will need to be repeated for ‘'MXOPC', '"MXRuntime' and 'OpcEnum’ in turn —'MXOPC" will be used for
this example. Right click on the 'MXOPC" icon and select 'properties’. The window below should appear; confirm
that the authentication level setting is 'Default'.

MXOPC and MXOPC Properties

ﬂgmui .Locat-i-o-n.:_. S-El::mit__lé _Endpmildentlt_l,l
i~ General properties of this DCOM application
Application Mane: M#*OPC and M=0PC
Application [0 {3E724C3F-30 35-4AFF-AC35-COEVSBFFE 463}
Application Tupe; Local Server
Authentication Level: | [EEEN -
Local Path:
Ok ] l Cancel Apply
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Switch to the ‘Location’ tab as shown below. Confirm that the 'Run application on this computer' check box is

selected.
MXOPC and MXOPC Properties 2%

[ Genesl[ Losaton | Secuy | Endpains | 1denty|

The following settings allow DCOM to locate the corect camputer far this
application. [f you make more than one selection, then DCOM uses the first
applicable one. Client applications may overide your selections,

[~ Fun application on the computer where the data is located.

W Run application on this computer.

[ Run application on the following computer;

Ok :] I Cancel
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Now switch to the 'Security tab'.

MXOPC and MXOPC Properties.

-~ Launch and &ctivation Permissions

 Use Default

' Customize Edit...

i

—bccess Permizsions

" Use Default

& Customize Edi...

f

— Caonfiguration Permizsions

 Use Default

& Customize Edi... I

[ ] ][ Cancel J[ Apply J

The 'Launch and activation permissions' and 'Access permissions' can both be left as 'Default’ to use the default
security settings configured earlier. Alternatively, they can be customized to allow more control over the users
that can start and use each server. To do this, select 'customise’ for each option and select 'Edit'.
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A sample 'Launch and activation permissions' edit window is shown below, in which a named user 'OPCIink'
has been added. As with the 'edit defaults' settings, all four 'allow' check boxes must be set for users requiring
access through DCOM.

Launch Permission

Security ]

GI'EIUFI ar User names:

m Administrators [WPC-=P-DEV 2005 A dminiztrators)
€5 INTERACTIVE
7 SYSTEM
Add... | Remove ‘
Permizgions for OPClink Al Deny
Local Launch [l
Femote Launch |
Local Activation ]
Femote Activation |

ak | Cancel
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The 'Access permissions' configuration screen is shown below, with a named user 'OPClink' added.

Access Permission

Security ]

GIDUD ar LUSer names:

€7 SELF

7 SvSTEM

‘P-DEV200550PClink]

Add. . J Remowe |
Permizzions for DPClink Allow Ciery
Local Access ]
Femote Aocess O

ak. | Cancel
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After changing the settings on the security tab (if required), select the 'ldentity’ tab. In the sample screen below,
the server has been configured to run as a named user.

MXOPC and MXOPC Properties

| _Genera_l_:__ Location | Sécur_i_t__l,l_____E.nl:!!:_nnin-ts; Identity

Which uzer account do pou want o uge to run this application’?

[ The interactive user.

[ The launching user.

* Thiz uzer.
User [DPCink m
Paszword: | xxxxxxx

|xxxxxxx

Confirm paszword:

~

(] 4 H Cancel H Apply J

The options on this screen are:

e The interactive user —the user who is currently logged on to the machine. This can cause problems with
DCOM, as there is no guarantee of which user (if any) will be logged on when the server is accessed from
another computer.

e The launching user —the user who accessed the server, causing it to be started.

e Anamed user —the server runs as a specified user, whose name and password are provided. This option
allows the server to be configured independently of the user that started the server and the user that is
logged on, and works well for unattended computers.

e The system account, when the server is configured to run as a service.

Press 'OK' to return to the 'Component settings' page, which can then be closed.
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14.5.3 Configuring services to use a specific user account

When the OPC server is installed as a service, it can be useful to configure it to run using a specific user
account. The 'OPC enumeration' EXE is also installed as a service. In this section, the 'OPC enumeration' EXE
will be used as an example, but the same method applies when the OPC server settings are changed.

To open the 'services' page, select 'Start' -> 'Run’, enter 'Services.msc' in the dialog that appears and click 'OK'.

— == Type the name of a program, Folder, docurnent, ar
T 1reernet resource, and Windows will open it For you,

Open: | SEFYICES. ST W |

[ oK ” Cancel J’_ Browse, .. J

Find the service to be changed in the list. The sample screen below shows the OPC enumeration service. You
may also need to change the settings for the 'Mitsubishi Electric MX OPC server 6.05' service.

*% Services

File Action ‘“iew Help
ll:a 2

I% Services (Local) ’-.- g {Local}

OpcEnum Mame ~ Descripkion Skakus Startup Tvpe b
%Network Prowisionin... Manages XML configur... Manual
Manual

%NT LM Security Sup...  Provides security bare...

Start the service
Manual

cEnum
%Performance Logs a... Collects performance d... Manual
%Plug and Play Enables a computer ko .., Starked Automatic w
< 3
\ Extended 4 Standard /
471
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Right click on the service name and select 'Properties’. The service configuration screen (below) will be shown.

OpcEnum Properties [Local Computer)

'_E'eneral'| Lag On | Recovery | Dependencies|

Service name:  OpcEnum
Dizplay name: |E||DCEnum

Dezcription: ‘

Path to executable:
EE:'\WINDDWS'\system32\Dchnum.e>:e

Startup type: Manual e

Service status: Stopped

Stop Pauze Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: | |

[ ak. ] [ Cancel Apply
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Switch to the 'Log On' tab, select 'This account’ and enter the username and password of the user to run as.

OpcEnum Properties (Local Computer)

| General| LoaOn [ Recover | Dependencies |
Log an as:

{2} Local Syster account

[] &llow service to interact with desktop

{71 Thiz account:

“ou can enable or dizable this zervice for the hardware profiles listed below:

Hardware Prafila Service

| Profile 1 Enabled
| Disable

[ 1] J| Cancel J

Now select 'OK' and close the services window.

Appendix: Using XML-DA

The XML-DA web service wrapper for OPC servers provides an interface to OPC servers using modern web
technologies such as SOAP and XML. These technologies make it easier to access OPC data on other
operating systems which have limited support for Windows or COM. The implementation as a 'wrapper' means
that existing OPC servers can be enabled for web service access without any modifications to the software.

When connecting to the MX OPC server from a client application (such as a SCADA package or a Visual Basic
program), it is not normally necessary to use XML-DA. Often the server and client components will be on the
same computer anyway, or there will be a better way to pass the data from the OPC server across the network,
such as using an Ethernet connection to the PLC, or passing the data between computers using a SCADA
package's own built-in networking. However, there are some situations where XML-DA (like DCOM) is a suitable
way to pass data from the OPC server between PCs, such as reading data from a Visual Basic or Visual C#
program on another computer when there is only a single serial link connection available to the PLC. XML-DA is
easier to configure than DCOM, and unlike DCOM it can be used to pass data across firewalls which use
network address translation (NAT). However, it is more difficult to restrict user access to an XML-DA server.

This section will explain how to configure XML-DA with MX OPC Server. It is assumed that you are familiar with
some COM and OPC terminology, and with the use of Internet Explorer and Microsoft Windows.
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15.1
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Security considerations

Unlike DCOM, XML-DA relies on the security settings on the server PC only. This means that it does not have
the same issues when connecting between domains, or between computers running different operating
systems. The disadvantage is that it is harder to check user credentials before allowing access to the OPC
server.

XML-DA can be used to read data over an internet connection or across a network. Any computer which can
reach the server PC using TCP/IP can connect to XML-DA if the firewall is set up to permit this. However, it is
still not advisable to allow external internet traffic to access the XML-DA port on the server PC, as any newly-
discovered vulnerability in either Internet Information Server (lIS) or XML-DA itself could allow an attacker to
remotely control the server computer. Instead, if you need to connect to OPC-DA from another site using an
internet connection, the safest way is to set up a virtual private network (VPN) to pass encrypted TCP/IP traffic
between the two sites, and use this protected connection to connect to the XML-DA server.

Before setting up XML-DA in a corporate environment, you will need to discuss the changes to the security
configuration with your network administrator or IT department, to make sure that the settings are consistent with
your company's security policy.

In these instructions it is assumed that XML-DA and the web server will be installed on the same computer as
the OPC server. If this is not the case and DCOM is used to connect from the OPC XML-DA wrapper to the
server, you will need to set up DCOM security to allow a connection to the OPC server — see "DCOM
configuration"la’lfor instructions on how to do this. This will also affect your choice of the user account which is
used to access the OPC server.
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Some typical security options for XML-DA are shown in the following table.

Option | Notes

1. Fixed user name and password in the Web.config file within the virtual
directory

This method accesses the OPC server under an account with a fixed username and
password, which are entered in plain text in the 'Web.config' file in the wrapper
directory (described in more detail later in "Configuring the XML-DA Wrapper"ma). This
is easy to set up, but means that the plain text password can be read by anyone with
local access to the computer. With some extra configuration, the password can be
hidden in a partially encrypted form in the registry, but it is still recoverable in a readable
form by a determined attacker.

The user account selected for this must have sufficient COM or DCOM access rights
to use the OPC server. You may also find that the policy settings on the computer
prevent you from using an account with a blank password.

If you are using this option, it may be sensible to create a new user account especially
for this purpose and assign it COM access rights to the MX OPC server (described
later in section "COM confiquration"lagl). You may also wish to prevent the account
being used to log on locally (i.e. when the computer is started). To do this on a PC
which is not in a domain, select 'Start -> Run', type 'gpedit.msc’, then click 'OK' to start
the group policy editor. In the tree view, browse to 'Local computer policy ->
Computer configuration -> Windows settings -> Security settings -> Local policies ->
User rights assignment’, and in the 'Policy' list in the right-hand pane, double click on
‘Deny logon locally'. Use the dialog that appears to add the new user account name to
the list.

2. Give OPC server access rights to the ASPNET user

By default, the web service will run under an account created by Internet Information
server called 'ASPNET'. This account can be given COM access rights to the
MX OPC server, which removes the need to use a separate account and plain text
password.

If you have already configured DCOM (described in "DCOM configuration"lzfﬁ) and have
assigned OPC access rights to a new group, you may be able to add the ASPNET
account to this group. Alternatively, you can assign MX OPC server access rights to
the ASPNET user independently (described later).

The main risk with this option is that a badly-secured ASP.NET application running as
the ASPNET user in the same instance of Internet Information Server may be easier for
an attacker to exploit if it has the additional access rights needed by COM or DCOM.
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15.2 Before you begin

Before you start to modify the PC configuration, please ensure that:

e The server (and optionally, client) PCs are up to date with service packs and security fixes (e.g. service pack
4 for Windows 2000, and service pack 3 for Windows XP). Applying the latest security fixes will reduce the
risks introduced when the security configuration is changed.

* You are logged on to the PC(s) using a local administrator account

e If you have not already installed Internet Information Server (lIS), you have your original operating system
installation media available as you may be prompted for additional files.

¢ If you will be testing the XML-DA connection from another PC or using DCOM, that there is a working TCP/IP
network connection between the client and server PCs. One way to test this is by using the 'ping' command:

1) Open a command prompt as follows:
Windows XP or Windows 2000

Select 'Start' -> 'Run’, enter ‘cmd' in the dialog that appears and click 'OK'.

CIEEE—— x|

=== Typethe name of a program, folder, document, or Internet
——  resource, and Windows will open it for you.

Open: | cm| j

Windows 7, Windows Vista or Windows Server 2008 R2

Click the Windows icon or start button, then enter 'cmd' in the search box and press enter.

| cmdl H | I-Shut down | L
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15.3

15.3.1

477

2) In the command window that appears, enter 'ping <otherpc>', where <otherpc> is the name of the other
computer e.g. 'ping SCADAserver'. A computer's network name can normally be found by right-clicking
on 'My computer', selecting 'properties' then clicking on the '‘Computer name' tab. If in doubt, ask your
network administrator for assistance.

3) After pressing return, you should normally see a message such as 'Pinging <address>
with 32 bytes of data' (where <address> is the IP address such of the other PC, for example
192.168.200.100) followed by four response messages from the other computer. If no address is shown,
there may be a problem in finding the other computer by name — ask your network administrator to check
the PCs settings. If the address is found but there are no responses, this may mean that the connection
is not working, or it can sometimes indicate that a third-party firewall on one of the computers is
preventing the ping request from being sent or the ping response from being received.

¢ If you are developing the client application yourself, make sure that you have applied the most recent service
packs to your development environment.

¢ If you need to modify the DCOM or COM settings, make a note of the previous settings in case the changes
have to be reversed. Some of the changes will affect all applications using DCOM on the computer, not just
the MX OPC server, and this could stop other applications (such as other OPC servers) from working.

Configuring XML-DA

The configuration of XML-DA depends on the operating system used. Where there are significant differences
between operating systems, this will be made clear in the directions.

NOTE: If you install Internet Information Server (lIS) after the .NET framework, ASP.NET pages will not work
correctly. Follow the instructions in "Adding ASP.NET support to a new installation of Internet Information Server"”
[4s3 to fix this. If you have not yet installed either package, install IIS first to prevent the issue from occurring.

Turning off user account control

If you are installing on a later operating system which has user account control (UAC) such as Windows Vista,
Windows 7 or Windows Server 2008, you may experience problems installing the XML-DA wrapper, even if you
are logged in as a user with Administrator rights.

If any of the installers do not run correctly, it may be necessary to temporarily turn off user account control during
the installation, and restore it afterwards. The instructions below explain how to turn UAC on or off, for each
operating system. Note that it is usually necessary to reboot after changing the UAC settings.

Windows 7 and Windows Server 2008

Click on the windows logo (or start button) and enter 'UserAccountControlSettings' in the search box that
appears, before pressing enter.

|UserAccnuntContrnISettings % | | Shutdown | » |

Open user account control
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The slider will normally start on the 'Default’ setting (as in the picture below). With this setting, UAC prompts will
be shown as normal.

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes te your computer,
Tell me mere about User Account Control settings

Always notify

Default - Notify me only when programs try to make
«changes to my computer

® Don't notify me when I make changes to Windows
b - settings

@ Recommended if you use familiar programs and visit
I = familiar websites,

MNever notify

Default UAC setting

To disable UAC, drag the slider to 'Never' as shown below. This will prevent UAC prompts from appearing. After
clicking 'OK' to confirm the setting, you will be prompted to restart the computer.

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes te your computer,
Tell me mere about User Account Control settings

Always notify

Never notify me when:

®  Programs try to install software or make changes to
my computer

® Imake changes to Windows settings

@ Mot recommended. Choose this enly if you need to
use programs that are not certified for Windows 7
e because they do not support User Account Control,

MNever notify

T

UAC switched off
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Windows Vista

Select 'Start' -> 'Control panel'. In the search box at the top right of the control panel window, type 'UAC'. The
search results should be updated to show the "Turn User Account Control (UAC) on or off' link as in the image

below:

@(:)v B ~ Control Panel ~ s lg‘ Iuac @J‘

Control Panel Home
Do you want to help improve Control Panel search results?

By choosing to send your search queries to Microsoft, you can help improve search results. Information thatis
collected will not be used to identify or contact you.

Classic View

Please read our Privacy Statement online Yes [

User Accounts
i) r;‘_‘:.‘Turrl User Account Control {UAC) on or off

IZ@'Search Windows Help and Support for "uac”

Control panel search for UAC

Click on "Turn User Account Control (UAC) on or off'. In the window that appears, uncheck the box to disable
UAC, or re-check the box to enable UAC. After pressing 'OK' to confirm the setting, you will be prompted to
restart the computer.

&%, Turn User Account Control On or Off -10] x|

b \\j}v FP_, = User Accounts ~ Turn User Account Control On or Off - [‘ﬂl I;:ea.:-c!-. @J

Turn on User Account Control (UAC) to make your computer more secure

User Account Control (UAC) can help prevent unauthorized changes to your computer, We recommend that you leave
UAC turned on to help protect your computer,

[V Use User Account Control (UAC) to help protect your computer

oK I Cancel

Turn UAC on or off

15.3.2 Installing Internet Information Server (lIS)

479

XML-DA requires Microsoft Internet Information Server (lIS) to operate. Although this is supplied with Windows
2000 and most editions of later operating systems, it is not always installed by default. IIS is not supported for
use with every edition of Windows - for example, it is not available on Windows XP Home edition.

The method to install Internet Information server depends on whether Fogr operating system is Windows XP or
2000[4s3], Windows Server 2008 R2[+2 or other later operating systemsasil,
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15.3.2.1 Installing Internet Information Server on Windows XP

480

To find out whether or not IIS is installed, select 'Start -> [Settings] > Control panel -> Add or remove programs'.
In the left side of the window that appears, select the third item 'Add/remove windows components'. The
window should look similar to the picture below:

Windows Components Wizard

Windows Components
You can add or remove components of Windows #P.

To add aor remove a companent, click the checkbox. A thaded box means that anly
part of the component will be installed. To zee what's included in a component, click

Details.

Components:

D (i Fax Services IEME o '
|[] EPIndeving Service 0.0 ME

| 7] @8 Intemet Explarer 0.0 ME

i %Intemet Information Services [I15) 135 MB |
[ B=1ananement and Monitarinn Tl 2nmp M|

Description:  Includes Windows Acceszones and Utilities for pour computer,

Tatal dizk space required: 56.5 ME ;
Details...
Space available on digk: 08091 ME

[ < Back ” Hewt » ][ Cancel ]

Add/remove windows components

Find 'Internet Information Services (IIS)' in the list. If the box to the left is ticked, it has already been installed, in
which case you can click 'Cancel' and go on to the next section. Otherwise, click on the empty box next to
'Internet Information Services (lIS)' to select it for installation. Select 'Details' if you want to modify the parts of
Internet Information Server that are installed (although the defaults are acceptable for XML-DA). When you are
ready, click ‘Next' and Internet Information Server will be installed. You may be prompted for the original operating
system CD or DVD media if there are any files required that are not already on the computer.
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15.3.2.2 Installing Internet Information Server (Vista or Windows 7)

To install Internet Information Service on Windows 7, Windows Vista and later operating systems (other than
server operating systems), start by clicking on the Windows icon (or 'Start' button) then type 'appwiz.cpl' in the
search box before pressing enter.

|appwiz.cpl ® | |Shut down | » |

In the window that appears, click "Turn Windows features on or off' (as shown below).

: |[=1 <« Programs » Programs and Features -

=
Comtof EanclHame Uninstall or change a prw
View installed updates To uninstall a program, select it fi,
® Turn Windows features on or Repair. ,.._nl"
off 4
Organize = !.
Mame E'
ERmeLsor™
3

A
T ol A | s

Turn Windows features on or off

Depending on your operating system, you may see a user account control prompt like the one below. Click
'Continue’ or 'Yes'.

User Account Control N x|

E:') Windows needs your permission to continue

If you started this action, continue.
— Windows Features
\ Microsoft Windows

User Account Control helps stop unauthorized changes to your computer.

Windows features UAC prompt
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The windows features page is shown below. Find ‘Internet Information Services' in the list. Ensure that the box to
the left is ticked, then expand the item to find 'Web Management Tools' / 'lIS 6 Management Compatibility' and
check the box next to it as well. When you are ready, click 'OK' and Internet Information Server will be installed.

( Tl
Windows Features - - E‘M
Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box, A filled box means that only part of the feature is turned on.

[} Internet Explorer 9 Ta]
= [H | Internet Information Services |
® [0 FTP Server
= . Web Management Tools

A
;IS Management Console
[T] |, TS Managerent Scripts and Tools
[T] |, TS Management Service |
| World Wide Web Services

|:| Internet Information Services Hostable Web Core

[¥] || Media Features

| [@l | Microsoft MET Framework 3.5.1 il

[ ok || canced |
%

»

m

=

H-II_'I;I

Enable internet information server

15.3.2.3 Installing Internet Information Server (Windows Server 2008)

To install Internet Information Server on Windows Server 2008 R2, start by clicking on the Windows icon (or
'Start' button) then type 'ServerManager.msc' in the search box before pressing enter.

IServerManager.msc ﬁ Log off >| ‘
s Ry &

When the 'Server Manager' window appears, right click on 'Roles' then select 'Add Roles' (as shown below).

E,__ Server Manager

File  Action View Help

e=|r M
T Server e (WIN-43HKLIRMUI
SoE

B il Featl Add Roles

@ Diagr  Remove Rolss
33’& Conf
Stors

Refresh
Help

g —
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Click 'Next' to skip the introduction screen (pictured below).

Add Roles Wizard x|

This wizard helps you install roles on this server. You determine which roles to install based on the tasks you

Eerir Boles wanit this server to perform, such as sharing documents or hosting a Web site.
Confirmation Before you continue, verify that:

Progress « The Administrator account has a strong password

Results « Network settings, such as static IP addresses, are configured

» The latest security updates from Windows Update are installed

If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, dick Next.

H Skip this page by default

= Previots | Mext = I Install Cancel
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In the 'Server Roles' list, check 'Web Server (lIS)' then click 'Next'.
pidroiswad x|

Select Server Roles

Before You Begin Select one or more rales to install on this server.
rver Roles Roles: Description:
Web Server {I15) [ Active Directory Certificate Services Web Server (IIS) provides a reliable,
i : 0 5 manageable, and scalable Web
Role Services |:| Active Directory Domain Services

application infrastructure.
|:| Active Directory Federation Services

S [] Active Directory Lightweight Directary Services
Progress [] Active Directory Rights Management Services
Results D Application Server

[] DHCP Server

[] Dns server

|:| Fax Server

[] File Services

] Hyper-v

[] netwaork Policy and Access Services
|:| Print and Document Services

[] Remote Desktop Services

[
[] windows Deployment Services
[] Windows Server Update Services

More about server roles

< Previous | Mext = I Install Cancel
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Read through the instructions on the following page (shown below) then click 'Next'.

Add Roles Wizard ]

Web Server (I1IS)

Before You Begin

Server Roles

Role Services

Confirmation
Progress

Results

Introduction to Web Server (IIS)

Web servers are computers that have spedific software that allows them to accept requests from dient
computers and return responses to those requests. Web servers let you share information over the Internet, or
through intranets and extranets. The Web Server role indudes Internet Information Services (I1S) 7.0, a unified
Web platform that integrates IIS 7.0, ASP.MET, and Windows Communication Foundation. 115 7.0 also features
enhanced security, simplified diagnostics, and delegated administration.

Things to Note
i+ Using Windows System Resource Manager (WSRM) can help ensure equitable servidng of Web server
traffic, espedially when there are multiple roles on this computer.

The default installation for the Web Server (I15) role incudes the installation of role services that enable
you to serve static content, make minor customizations (such as default documents and HTTP errors),
monitor and log server activity, and configure static content compression.

Additional Information

Overview of Web Server (IS

Overview of Available Role Services in IIS 7.0
IS Checklists

Common Administrative Tasks in 115
Overview of WSREM

< Previous | Next = I Insta( Cancel

MELSOFT
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On the 'Role Services' page, scroll the list down to find 'lIS 6 Management Compatibility' under ‘Management

tools', and check the box next to it:

Add Roles Wizard

&/ 7 Select Role Services

Before You Begin

Server Roles
Web Server (IIS)

Confirmation
Progress

Results

Select the role services to install for Web Server (I1IS):

Role services:

[ 115 Client Certificate Mapping Authentication
[ URL Authorization
[¥] RequestFiltering
[] 1P and Domain Restrictions
= [E Performance
Ei Static Content Compression
D Dynamic Content Compression
B [E Management Tools
IE 115 Management Conzole
[] 115 Management Scripts and Tools
|:| Management Service
= ¥ Management Compatibility
1IS & Metabase Compatibility
[¥] 115 6 WMI Compatibility
[¥] 115 6 Scripting Tools
IE 115 6 Management Console
2 [] FTP Server
|:| FTP Service
[] FTP Extensibility
[] 115 Hostable Web Core

|

More about role services

< Previous I Next > I

X

Description:

IIS 6 Management Compatibility
provides forward compatibility for
yourapplications and scripts thatuse
the two IIS APIs, Admin Base Object
{AB0) and Active Directory Service
Interface (ADSI). You can use existing
115 6 scripts to manage the IS 7 Web
SETVer.

Cancel

Install

The 'Application development' items should also be enabled (as shown below), before clicking 'Next'.

|ﬂ g EI ol B

[] HTTP Redirection
blishing
lopment

[] asp.

[¥] .NET Extensibility

[/] asp

[/] car

[/] 15API Extensions

[#] 1SAPI Fiters

[¥] server Side Indudes
B [E Health and Diagnostics
" H'I'I'P Lt:ggjng!w"H

199.- .
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The confirmation page below will be shown. Click 'Install'.

Add Roles Wizard x|

Confirm Installation Selections

Before You Begin
To install the following roles, role services, or features, dick Install.
Server Roles

Web Server {IIS)

Role Services @ This server might need to be restarted after the installation completes.

@ 2 informational messages below

|»

Confirmation ~) Web Server (IIS)

Progress ('D Find out more about Windows System Resource Manager {WSRM) and how it can help optimize
CPU usage

Web Server

Common HTTF Features
Static Content

Default Document
Directory Browsing
HTTP Errors

Application Development
ASP.NET

JNET Extensibility
ASP
CGI
ISAPI Extensions
ISAPI Filters
Server Side Indudes
=

U=lth —md Minamanbien

Results

Print, e-mail, or save this information

< Previous Mext> | Install I Cancel
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When the installation results page appears, click ‘Close’.

Add Roles Wizard x|

ﬁ:’j Installation Results

Before You Begin ) . )
The following roles, role services, or features were installed successfully:
Server Roles

Web Server (I15) ~! Web Server (IIS) '.@" Installation succeeded

|»

Fole Bernres The following role services were installed:
Web Server
Common HTTP Features
Progress Static Content
i
Directory Browsing
HTTP Errars
Health and Diagnostics
HTTP Legging
Reguest Monitor
Security
Request Filtering
Performance
Static Content Compression
Management Tools
1IS Management Console
115 & Management Compatibility
1IS & Metabase Compatibility
115 & WMI Compatibility |

Confirmation

Print, e-mail, or save the installation report

15.3.3 Installing Microsoft .NET framework v1.1

The XML-DA wrapper web service requires Microsoft .NET framework v1.1 to run. To determine whether or not
this is installed on your computer, select 'Start ->Control panel -> Add/remove programs' (or 'Start -> Control
panel -> Programs / Uninstall a program') and see if 'Microsoft .NET framework v1.1' appears in the list. If the
.NET framework was already installed before you installed lIS, you may need to follow the instructions in the next
section before ASP.NET pages will work correctly.

If the .NET framework v1.1 was not installed, download the installer from the Microsoft web site at
www.microsoft.com/downloads. By searching for “.NET framework 1.1” you should be able to find the two items:

e NET framework v1.1 redistributable package (filename 'dotnetfx.exe’)
e NET framework v1.1 service pack 1 (filename 'NDP1.1sp1-KB867460-X86.exe")

Download both of these, and install the redistributable package first, followed by the service pack. After installing
both these items, there will be some remaining security fixes, which can be installed through Windows update
(see the next section).
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When the .NET framework v1.1 is installed on Windows Server 2008 R2, you will see a warning like the one
below. Select 'Run program’.

S Program Compatibility Assistant I |

This program has known compatibility issues

Check online to see if solutions are available from the Microsoft website. If solutions are found, Windows will
automatically display a website that lists steps you can take.

Program: Microsoft .NET Framework 1.1
Publisher: Microsoft
| | Location: Not Available

This software has known incompatibility with 1IS services on this platform.

ﬂ Hide details Check for solutions online I Run program Cancel

[~ Don't show this message again

Compatibility warning on Windows Server 2008

15.3.3.1 Adding ASP.NET support to a new installation of Internet Information Server

489

If Internet Information Server was installed after the .NET framework, you will need to register ASP.NET with
Internet information server using the 'aspnet_regiis.exe' file located in the .NET framework directory.

On Windows XP or earlier, select 'Start -> Run' and enter the following carefully before clicking 'OK":
%N NDI RA M crosoft. NET\ Franewor k\ v1. 1. 4322\ aspnet _regiis. exe -i
For Vista or later operating systems, click on the Windows icon or 'Start' button, then enter the same text in the

search box before pressing Ctrl+Shift+Enter. You may need to answer 'Yes' or 'Allow' if a user access control
prompt appears.

If you will also be using ASP.NET from other versions of the .NET framework later, you may wish to register
those versions as well. For example, to register the current .NET 2.0 framework, the command to use is:

%N NDI R M crosoft. NET\ Franewor k\ v2. 0. 50727\ aspnet _regiis. exe -i
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15.3.4

15.3.5

490

Updating system components

If you installed Internet Information Server (lIS) or the Microsoft .NET framework in the previous steps, it is
advisable to update your computer to ensure that it has the latest security patches, as there may have been
security fixes developed since the installation media were created. If the computer has an internet connection,
the easiest way to do this is to use Windows Update.

A) If your Computer is configured for automatic Windows updates

If you already have automatic updates enabled, you can trigger an update by selecting 'Start->Run' and entering
‘wuaucl t / DETECTNOW (or on later operating systems, clicking the Windows icon or 'Start' button and typing
the same text into the search box). Depending on how the automatic updates are configured, you will either be
prompted to install the new updates and to restart the computer afterwards, or the installation may be performed
the next time you restart the computer.

B) If your computer is not configured for automatic Windows updates

To update the computer manually, either (depending on your operating system):

e select Start -> [All] Programs -> Windows update (or Microsoft update)

e start Internet explorer and select "Tools -> Windows Update'

then follow the prompts and select any patches related to Internet Information Server for installation. You may
need to restart your computer after the patches are installed.

For the .NET 1.1 framework in particular, you may find that you have to repeat this step until no more updates
are found — the updates are not included in a single package.

Installing the XML-DA wrapper

To install the wrapper web service, run the supplied installer "XMLDAwrapperSetup.msi'. Note that on later
operating systems such as Windows 7, Windows Vista and Windows Server 2008, you may need to turn_off
user account controlf+77ltem porarily for the installation to complete successfully.

If you see the message below, the .NET framework v1.1 has not been correctly installed - see
"Installing Microsoft.NET framework v1.1"fss3] for instructions on how to do this.

Ed

i& ICONICS OPC XML-DA Wrapper

Thiz zetup requires the MET Framework verzion 1.1.4322. Pleasze install the HET
Framewark and run thiz setup again. The MET Framework can be obtained fram the
web. Would you like ta da thiz now?

.NET framework required prompt
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Once the .NET framework v1.1 is installed, the installer will go on to the 'Welcome' page (below). Click ‘Next' to
continue.

i ICONICS OPC XML-DA Wrapper

CIEX
Welcome to the ICONICS OPC XML-DA Wrapper bl@?
Setup Wizard

The installer will guide you through the steps required to install ICONICS OPC x<ML-D& Wriapper on
your computer.

WARNING: This computer program iz protected by copynight law and international treaties.
Unautharized duplication or distribution of thiz prograrn, ar any portion of it, may result in severe civil
or criminal penalties, and will be prozecuted ta the maximum extent possible under the law.

You will now be prompted for the location where the wrapper should be installed. For this example, the wrapper
will be installed to 'C:\MELSEC\XMLDA' (see picture below). You may optionally select 'Everyone' to allow other
users to access the files. Select '‘Next' to continue.

75 ICONICS OPC XML-DA Wrapper

Select Installation Folder P@s

The ingtaller will install ICOMICS DPC XkL-DA Wirapper to the following folder.

Ta installin this folder, click "Nest. Ta install to a different folder. enter it below or click "'Browse".

Folder:

CAMELSEC <MLDAN Browse...

Install ICOMICS OPC XML-Dé Wrapper for vourself, or for anyone who uses this computer:

(&) Everyone
O Just me

[ Cancel ] [ < Back ] [ Mext >
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At the 'Confirm installation' prompt, select 'Next'.

i% ICONICS OPC XML-DA Wrapper

Confirm Installation > 5@3

The installer iz ready to install ICONICS OPC =ML-Dd \Wiapper on your computer.

Click "Mext" to start the installation.

Cancel ] ’ < Back l [ et »

% ICONICS OPC XML-DA Wrapper

Installation Complete > 5@

ICOMICS OPC ¥ML-DA Wrapper has been successfully installed.

Click "Cloze" to exit.

Pleaze use Windows Update to check for any critical updates to the MET Framewark,

Cancel < Hacl Cloze

MELSOFT

When installation is complete, you will see the dialog below and the readme file will be displayed. Click 'Close'.
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15.3.6 Configuring the XML-DA wrapper

493

The next step is to set up a web service for MX OPC server.

Browse to the directory where the wrapper was installed (in the above example, this was 'C:\Melsec\XMLDA).
The directory contents should be similar to the following example:

B C:\MELSECYXMLDA =13

File Edit View Favoribes Tools  Help N
@ Back - () ? P Search !J Folders | '

fddress |23 CMELSECIAMLDA v B
Falders X Mare Size  Type

) Inetpub » [Zbin File: Falder
MELSEC ﬂJGI-:-baI.asax 1EE ASP.MET Server Ap...

[-5) DMaviPlus g] MYSERVER. OPCSample, OpcDaz0Server, asm:s 1KE ASP.MNET Web Service
# |5) Easysocket @MYSERVER.OPCSampIe.OpcDaZDServer.config 1 KB %ML Configuration File
] 'lj ¥ IEC Developer ﬁ OPC_AML-DW_\WrapperService, asmx 1KE ASP.NET Web Service
[ [£3) M OPC Server 5 @ OpcMetapi, Cam,xml 153 KE  ¥ML Dacunent
£ =) MuChange 3.0 CIReadMe.exe 16KE  Application
: & | ReadMe.htm SKE HTML Document
i w @Weh.cnnfig 6 KB XML Configuration File
£ | > £ | >

Take a copy of the file 'OPC_XML-DA WrapperService.asmx, and rename this copy as
"Mitsubishi.MXOPC.6.asmx' — this is the 'ProgID' (human-readable name) of the current MX OPC server version.
Other OPC servers can be added in the same way by using the 'ProgID’ of the server with the ".asmx' extension.
If no config file is supplied, the name of the file is used to find the OPC server to read from, which is assumed to
be on the local PC.

An alternative method of configuration is demonstrated by the 'MYSERVER.OpcDa20Server.asmx' and
'MYSERVER.OpcDa20Server.config' files. In this case, a '.config' file is supplied containing the PC and OPC
server names in the 'Node' and 'ProgID’ entries respectively. This requires that DCOM is configured correctly to
allow connections to the PC where the OPC server is running — see the "DCOM configuration"[+20 for
instructions on how to do this.

The 'Web.config' file is a text file can be edited with e.g. 'Notepad' (Select Start -> Run and enter 'notepad.exe’
then click OK and browse to the file) to configure the account that is used to access the OPC server. Find the
lines shown below in the file:

<!-- | NDENTI TY
This section allows the web service to inpersonate a specific Wndows user account that
determ nes what privileges the web service has. This is inportant for the XM.- DA sanple
web service since it nust be able to launch as access local COM servers. The two sanple

COM servers included with the distribution are configured to allow 'Everyone' access which
means that no special web service configuration is required. Changes to this section are

requi red before the XM.- DA sanple server can connect to other COM servers

There are two possibilities for determning identity: the web service can use an account

that is explicitly specified in this file or it can use the account identified by IS

i ntegrated wi ndows authentication, If the later approach is used then there nust be no entry

inthis file for 'userNane/ password' and the virtual directory for the webservice nust

have anonynous access nust be disabled (which forces the client to explicitly login).
-->

<l-- <identity inpersonate="true" userNane="[usernane]" password="[password]"/> -->

Whether this needs to be changed or not depends on your chosen security option from the table in "Security

considerations"[+73. By default, the last line of the section above is commented out (with '<!--' and '-->' markers

at the start and end of the line. With this line disabled, Internet information server will run the web service using
its built-in '"ASPNET" account. This is the correct method if you are using security option 2 (‘assign rights to the
ASPNET user'), in which case you can go on to the next section.
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15.3.7

494

The alternative is to select a fixed user name and password for the account to use — this is the correct method
for security option 1 (‘fixed user name and password in web.config'). To do this, copy the line and paste a copy
of it on the line below. Remove the '<--' and '-->' comment markers at the start and end of the new line, and set a
username and password. The resulting lines for username ‘'xmluser' and password 'opensesame’ would look
like this:

<l-- <identity inpersonate="true" userName="[usernane]" password="[password]"/> -->
<identity inpersonate="true" userNanme="Xm user" passwor d="0pensesane"/ >

WARNING: Do not re-use a password that you use on other systems and wish to keep secret, as it is stored in
readable text form and can be seen by any other user with access to the computer.

After modifying the file, save the changes and close notepad.

Configuring Internet Information Server (IIS)

The configuration of Internet Information Server depends on the operating system and IIS versions.

Depending on your operating system, either following the instructions for Windows XP and Windows 2000(4s3),
or later operating systems|4ss],
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15.3.7.1 Configuring Internet Information Server (lIS) on Windows XP

To use XML-DA, a new 'Virtual directory’ must be configured in lIS. First, run the IIS configuration tool from:
Windows XP

Start -> Control Panel -> [Performance and Maintenance ->] Administrative Tools ->
Internet Information Services

The 'Performance and maintenance' part will only be present if the control panel is set up to display in
'Category view' instead of 'Classic view'.

The configuration window should appear.

¥% Internet Information Services

Computer J Local Wersion
EVPC—XP—DEVZDDS {local computer) Yes 115 W5.1
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Expand the tree control in the left-hand pane until 'Default web site' is shown, then right click on 'Default web site’
and select 'New->Virtual directory' from the context menu.

% Internet Information Services Emilgl
File  Action Yiew Help .

- m| 2 2
lm Internet Information Services Mame
= _.@ YPC-¥P-DEVZ2005 (local computet [C%eb Sites
= D l\;b Sites S5 Defaulk SMTP Yirtual Server
+ i

+- % Default SMTT

Explore
Jpen
Erowse

Stop
Pause

All Tasks  » [

Rename
Refresh

Properties

Help

& E

Create new \Web Virtual Directaory

The 'Virtual directory creation wizard' will be shown (see below). Select 'Next'.

Virtual Directory Creation Wizard gj

Welcome to the Virtual
Directory Creation Wizard

Thiz wizard will help you create a new Vitual Directon on
thiz Wweh site.

Click Next to continue.

| MNext » | Cancel

You will be prompted for the ‘alias' name of the new virtual directory. This is the name that will be used to refer to
the directory as part of the URL entered in the address bar in the web browser, for example http:/
computernamef/alias/...
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In this example, we will use the name 'xmlda’ as shown in the picture below.

Virtual Directory Creation Wizard

Yirtual Directory Alias
Yo muszt give the virwal directom a short name, or aliaz, for quick reference.

Tupe the aliaz you want to uze bo gain access to thiz Web virtual directon, Use the
zame haming conventions that you would far naming a directary.

Aliaz

wmlda

< Back | Mext » | Cahcel

After entering the name, click 'Next'. You will be prompted for the directory where the content is stored. Browse
to the directory where you installed the OPC wrapper (see "Installing the XML-DA wrapper"@?l), then click 'Next'.

Virtual Directory Creation Wizard

Web Site Content Directory
Where iz the content pou want to publizh on the 'web gite?

Enter the path to the directon that containg the content,

Diirectony:

CAMELSECNAMLDA Browse...

< Back | et = | Cancel
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The permissions screen will now be shown.

Virtual Directory Creation Wizard

Access Permizsions Q
wihat access permizsions do you want ta set for this virtual directarg? S

Allows the 'folllowing:

v Read
v Run scripts [such as ASP)

[ Execute [such az |154P applications or CGI)
[ wiite
[ Browse

Click Next to complete the wizard.

< Back | Mest » | Cancel

Ensure that 'Read', 'Run scripts (such as asp)' and 'Execute (such as ISAPI applications or CGI)' are all
selected, then click 'Next'.

Virtual Directory Creation Wizard gj

You have successfully
completed the Virtual
Directory Creation Wizard.

Click Finizh to continue.

| Finizh |

Select 'Finish' to exit the wizard.
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15.3.7.2 Configuring Internet Information Server (IIS) on later operating systems

On Windows Vista and later operating systems, there are some additional steps necessary to configure the
security in lIS, before the application can be added.

Click the Windows icon (or 'Start' button) and enter 'inetmgr' before pressing enter:

| inetrmgr ® | | Shut down |:I|

On Windows Vista, you may see a UAC prompt like the one below, in which case click 'OK' or 'Allow'.

User Account Control i |

U Windows needs your permission to continue

If you started this action, continue.,
§ IIS Manager
i Microsoft Windows
| Detaits Continue |

User Account Control helps stop unauthorized changes to your computer,
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In the 'Internet Information Services (IIS) Manager' window, click on the local computer name in the '‘Connections'
tree at the top left, then find 'ISAPI and CGil restrictions' in the 'lIS' section and double-click it.

% [ » WIN-VCDVEANOOT » &« b @~

File Wiew Help

Connections

Actions
ﬁ;’l WIN-IVCDVEANQOOT Home
¥ Open Feature
ICE] g "
» 95 WIN-IVCDVEANDOT | . - B8Go ~ Gy Showal ) Manage Server
| -~
% Rest
Pages and Providers  Session State SMTP E-mail = b " |
Controls kS
B Stop
s
= . View Application Pools
3'!) %| @ = View Sites
Authentic.. Compression  Default Directory ;hapge :NET Framework
Document  Browsing Version
= o E f i E @ Help
m %‘EL,_H @E ‘ g"‘ﬁ. i Online Help
Error Pages  Handler HTTP | ISAPIand |
Mappings Respon... : CGl ;
= i ¢ Restrictions ;
O 8 m»= 4
ISAPIFilters  Logging  MIME Types  Modules
Ready Q.
L
Find the entry for ASP.NET v1.1 in the list, right click it and select 'Allow":
@) 1SAPIand CGl Restrictions
Use this feature to specify the ISAPI and CGI extensions that can run on the Web server,
Group by: Mo Grouping T
Descript?on Restriction Path
EASP.MET w114, Mot Allowed CAWindows\Microsoft.Met\Frameworkwl 1.4322\aspnet_isapi.dll
ASP.NET v2.0.5.. Allowed Add... Frameworktv2.0.50727aspnet_isapi.dil
Allow
Edit...
XK Remove
Edit Feature Settings...
l@ Help
4 Online Help b
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Return to the previous screen by clicking on the local PC name at the top level again, and this time double-click
on 'ISAPI filters'.

s .

B d e

Authentic... Compression  Default Directory
Document  Browsing

; e oq |
Error Pages Handler HTTP ISAPT and |

Mappings Respon..  CGIRestri.. 4

Logging  MIME Types  Modules

Right click on the background of the ISAPI Filters page, and select 'Add’ from the context menu.

Ugl ISAPI Filters

Use this feature to configure ISAPI filters that process requests
made to the Web server.

Group by: Mo Grouping b

Name Executable Entry T
P ASP.Met 20507270 %windir¥s\Microsoft MET\Fra...  Local

Add...

View Ordered List...

{ﬁl Help

Online Help

‘| i ] b

501 501



15 Appendix: Using_j XML-DA
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MELSOFT

In the 'Add ISAPI Filters' dialog, enter a name e.g. 'ASP.NET v1.1' and path '%windir%\Microsoft. NET\Framework
\v1.1.4322\aspnet_filter.dll'.

r

Add ISAPI Filter

(o

Filter name:
ASP.MET 1.1

Executable:

FWinDirfe\Microsoft MET\Framewerkivl.1.4322\aspnet _filter.dll

oK

After the security has been configured, a new application can be added. Return to the 'Internet Information
Services (lIS) Manager' window, then expand the tree on the left side until 'Default Web Site' is visible, before
right clicking on it and selecting 'Add Application...".

<]

File

View

Help

» WIN-IVCDVEANOOT » Sites » B,

*

Contiects

493 WIN-IVCDVEANDOT (WIN
Q Application Pools
48] Sites

» /@) Default Web Site| ._

Filter:

0 Default Ylﬂ?;

ASP.MET

-

. Explore

Edit Permissions...

Add Application...

] E

Add Virtual Directory...

[
L

Edit Bindings...
Manage Web Site

Refresh

X E

Remawve

Rename

[

Adding an application

Switch to Content View f
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The 'Add Application' dialog will be shown (see below).

-

Add Application

Path: !

Alias:

xmlda

Example: sales

Physical path:
CAMELSEC\XMLDA

Pass-through authentication

Site name:  Default Web Site

Application pool:
ASP.NET 1.1

Connect as... l l Test Settings...

OK I l Cancel

Add application dialog

o

Select Application Pool

=)

Application pool:

[DefaultsppPool

DefaulthppPool

Classic MNET AppPocl

Met Framework Version: 2.0
] Pipeline mode: Integrated

MELSOFT

The 'Alias' name is the name that will be used to refer to the directory as part of the URL entered in the address
bar in the web browser, e.g. 'http://computername/alias/..". In this example, we will use the name 'xmlda’.

The 'Physical path' is the directory where content is stored. Browse to the directory where you installed the OPC
wrapper (see "Installing the XML-DA wrapper"@'ﬂ), then click '‘Connect as'.

The application pool must be changed to 'ASP.NET 1.1'. To do this, click on the 'Select' button to the right of the
application pool, and select '"ASP.NET 1.1' from the list (see below) before clicking 'OK'.
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MELSOFT

In the 'Connect as' settings on the 'Add application' dialog, you can select the user identity that will be used.
Depending on your security configuration, this can either be a specific user account, or the application user.

After selecting 'OK’, the 'Test settings; button from the previous dialog can be used to check if the directory will
be readable.

Path credentials:

() Specific user:

@ Application user (pass-through authentication)

0K ] [ Cancel

Click 'OK' to close the 'Add application' dialog and return to the main configuration page, where the new alias
should appear as an item under the default web site.

You can optionally right click on the new alias, and select 'Edit permissions' from the context menu (as shown

below) to view the standard folder properties dialog. This has a 'Security’ tab where the folder permissions can
be edited (e.g. to make sure that the lIS account used will be able to read the files).

@ &) | @ » WIN-VCDVEANOOT » Sites » Default Web,

File  View Help

{
o
> Q /xmida Hogﬁ;?f

4 ﬁj WIN-IVCDVEANOOT (WIN

i Filter:
: Q Application Pools
4@ Sites 5
4 € Default Web Site . dl
[»-__| aspnet_client ERL =
b 5P xmidaf FHEsas jon
| Explore

| Edit Permissions... |

ey oh s b Tl T e e

& Add Application...
71 Add Virtual Directory... ;
Manage Application r lf
m Refresh f
#& Remove !
Uz Switch to Content View {
1 | Hi

,_,_
m
=1
=

-5

|

Ready

|

IIS manager can now be closed.
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15.3.8 COM configuration

If the user account you selected to run the OPC server has already been configured to have the correct COM
access rights for MX OPC server (for example, through previously configuring a working DCOM connection with
the same account), you can move on to the next section. Otherwise, you will need to configure COM security

MELSOFT

access for the user account (either the fixed user name and password you chose, or the ASPNET account).

This section will describe how to do this. The instructions are different for Windows Vistalsos) (or later) or

Windows XP service pack 2[s15, so follow the instructions in the section for your operating system.

15.3.8.1 COM configuration on Windows Vista or later

Click on the Windows icon or 'Start' button, then in the search box type ‘dcomcnfg' and press enter.

x| | shutdown | » |

On Windows Vista, you may see the user account control prompt shown below. Click 'Continue' or 'Yes'.

User Account Control N

G ‘Windows needs your permission to continue

If you started this action, continue.

@ ComM+
Microsoft Windows

| Detaits

Continue

User Account Control helps stop unauthorized changes to your computer,

In the first window that appears (see example below), click on the ‘Component services' and ‘Computers' items
in the left hand pane to expand them, so that 'My Computer' is shown.

#: File Action View Window Help

&= EXDc HEB LIE=ZEE

[Z3 Console Root
4 (8. Component Services
a4 [ Computers
» . My Compuer
[ @ Event Viewer (Local)
b 4 Services (Local)

Name

| COM+ Applications
1 DCOM Canfig

| Running Processes

[ Distributed Transaction Coordinator

My Computer

More Actions
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Right click on "My computer' and select 'Properties’ from the pop-up menu. In the next window, click on the ‘COM
security' tab to show the dialog below:

General I Options | Default Properties
Default Protocols | COM Security | wmsoTC

Access Pemmissions

You may edit who is allowed default access to applications. You may
also set limits on applications that determine their own permissions.

. Caution: Modifying access pemissions can affect the ability
;8 of applications to start, connect, function andfor run
~ securely.

Edt Limts.. | [ Edi Defaut.. |

Launch and Activation Pemissions

You may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their own pemissions.

. Caution: Medifying launch and activation permissions can
’_h affect the ability of applications to start, connect, function
~ and/or run securely.

| Edilimis.. | | EdiDefaut.

Leam more about gefting these properties.

0K || Cancel

The 'Limits' on this page will override the COM security settings for individual components, and if the settings are
too restrictive there can be problems accessing the OPC server.
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In the 'Access permissions' section, click 'Edit limits' to display the window below.

507

P l
Access Permission —— m
e S A——
Security Limits

GI‘OUL‘I ar User names:

Everyone
!ﬂﬂj Performance Log Users (WIN-IVCDVEANDO T \Pedormance...

52, Distributed COM Users (WIN-IVCDVEANOCT\Distributed C...
£2, ANONYMOUS LOGON

[ Add... ” Remove I
Permissions for Everyone Allow Deny
Local Access |
Remote Access & |

Leam about access control and permissions
[ ok || Ccancel

In the example above, DCOM can be used by all users (the 'Everyone' group) — if 'Everyone’ has at least ‘Local
access' rights, you do not need to change these settings further. Otherwise, add the account(s) to be enabled
(e.g. ASPNET) to this list with the 'add’ button, and make sure that at least 'Local access' is enabled.

Note: Although using XML-DA with an OPC server on the same PC as IlIS does not require 'Remote access' to
be enabled, DCOM does require remote access. If you have already configured DCOM you may find that
'Remote access' is already enabled for some or all users — there is no need to remove it.

507



15 Appendix: Using XML-DA MELSOET
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Click 'OK' to save the changes, then on the 'COM security' screen click the 'Edit limits' button in the 'Launch and
Activation Permissions' section to show the window below:

Launch and Activation Permission @l&]
Security Limits

GI’OLID Qr User names:

.Q?,. Everyone

.“i-?‘Administmtors (WIN-IVCDWVEANDO T Administrators)

82 Performance Log Users (WIN-VCDVEANOO T Parformance..
52, Distributed COM Users (WIN-VCDVEANDO T Distributed C...

| Add.. l [ Remove I
Permissions for Everyone Allow Deny
Local Launch =l o
Remote Launch & |
Local Activation [l ]
Remote Activation |

Leam about access control and permissions

[ ok || cancel

Ensure that all the 'Allow' checkboxes are set for the 'Local launch' and ‘Local activation' permissions of the user
account that will be accessing the server (e.g. ASPNET). If the 'Everyone' group already has permissions (which
is the case in the above picture), it should not be necessary to add the new user account separately. As before,
there is no need to remove the 'Remote’ permissions if they have already been set (for example as part of
DCOM configuration).

Click 'OK' to return to the 'COM security’ window. The 'Edit defaults' settings for 'Access permissions' and
‘Launch permissions' on this page are used to set the default permissions for COM applications. If you are not
too concerned with security (for example, if your computer(s) are running on an isolated network with no internet
connection), one alternative at this point is to give the new user (e.g. ASPNET) default access and launch/
activate permissions to all COM objects using these dialogs. However, it is preferable to set permissions for just
the objects that the user needs, which we will do in the rest of this section.

When you have finished, click 'OK' to return to the 'Component Services' dialog. You may see a warning
message like the one below, in which case answer 'Yes'.

— ]
DCOM Machine wide settings lﬂa

=

You are about te modify machine wide DCOM settings, this will effect
e I % all the applications on the machine, seme applications may not work
correctly as a result.Update DCOM settings?

[ ves ][ o
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You will need to configure the security on the MX OPC server and MX Runtime services. To do this, double-click
on the 'DCOM config' entry, and find '"MXOPC' and 'MXRuntime' in the list, as shown in the picture below.
Depending on your operating system and installation, these items may not be visible in the window at the same
time, and there may also be an 'OPC Enum x64 CategoryManager' item.

Note: As XML-DA does not support enumerating OPC servers, you do not need to set permissions for
'OPCenum’.

(%) Component Services I = =]
®. File  Action WView Window Help |_ 8] x|
«o[2[EIX0 dEEDIE

S PTOTIET St FTOTORT SO APt
(23 Console Root || Actions

P )
= A C:?mponentSErwces y . &I DCOM Config
= [ | Computers :

- More Acti »
Bk MyComputer  yerropecobj MXOPCand — M¥Auntme  NAP Agent NepElevated  NCLUA i
H [E COM-+ Applications | clags Surro,., MXOPC Service COM dass
~ DCOM Config

Tl I S S I
[ Distributed Transac
{2 Event viewer (Local) MNDFAPI netman netprofm  Networkand OPC Enum x64  OpcEnum
L, Services (Local) Sharing Cen... CategoryMa...
e B lle T e e
4 | e | »

This step will need to be repeated for each item in turn — 'MXOPC' will be used for this example. Right click on
the 'MXOPC' icon and select 'properties'. The window below should appear; confirm that the authentication level
setting is 'Default'.

General | Location | Security | Endpoirts | Identity |

General properties of this DCOM application

Application Name: MX¥OPC and MXOPC
Application 10; {3F2B24A3-FD54-4526-5350F-E92117E285DE}

Application Type: Local Server

L Authentication Level: | Default -

Local Path: I

Leam mare about setting these properties.

oK || Cancel
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Switch to the ‘Location’ tab as shown below. Confirm that the 'Run application on this computer' check box is

selected.

Genersl | Location | Security | Endpoints | Identity |

Fun application on this computer.

[] Run application on the following computer:

Leam more about getting these properties.

The following settings allow DCOM to locate the comect computer for this
application. § you make more than one selection, then DCOM uses the first
applicable one. Client applications may overide your selections.

["] Aun application on the computer where the data is located.

| | Browse..
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Now switch to the 'Security tab'.

Securty | Endpoints | Idertity

Launch and Activation Pemissions

@ Use Default

(7 Customize Edit...

Access Permissions

@ Use Default I

] (7 Customize Edit...

Configuration Pemissions

(71 Use Default

@) Customize

Leam mare about setting these properties.

oK || Cancel

The 'Launch and activation permissions' and ‘Access permissions' can both be left as 'Default’ to use the default
security settings configured earlier. Alternatively, they can be customized to allow more control over the users
that can start and use each server. To do this, select ‘customise’ for each option and select 'Edit'.
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A sample 'Launch and activation permissions' edit window is shown below, in which a named user 'OPCIink'
has been added. As with the 'edit defaults' settings, all four 'allow' check boxes must be set for users requiring
access through DCOM.

' i Rl
Launch and Activation Permission m
Security

GI’OLID Qr User Names:

9@_. Everyone

2 SYSTEM

Q,Administlators (WIN-IVCDVEANDO T Administrators)
S INTERACTIVE

. OPClink (WIN-VCDVEANDO TWOPClink)

[ Add... ] [ Remove ]
Pemigsions for OPClink Allow Dery
Local Launch & [l
Remote Launch ]
Local Activation ® |
Remate Activation [l

Leam about access control and pemmissions

[ ok || Ccancel
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The 'Access permissions' configuration screen is shown below, with a named user 'OPClink' added.

-

Access Permission

- =

Security

GI’OLID Qr User Names:

'E?J Everyone

£ OPClink (WIN-VCDVEANDO T\OPClink)

§2 SELF

52 SYSTEM

52, Administrators (WIN-IVCDVEANDO T Administrators)

Add... ][ Remove ]

Pemigsions for OPClink Allow Deny

Local Access
Remote Access

am

Leam about access control and pemmissions

[ ok ]| Ccancel
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After changing the settings on the security tab (if required), select the 'ldentity’ tab. In the sample screen below,
the server has been configured to run as a named user.

 MXOPC and MXOP

| General I Location I Securty I Endpoints | Identity |

Which user account do you want to use to run this application?

(7 The interactive user.

(71 The launching user.

@ This user.
User: OPClink Browse. .
| Password: sesenssssenssEne {
Carfirm password: [TI T T TTITTITT)

The system account (services only).

Leam more about setting these properties.

T | |

The options on this screen are:

e The interactive user —the user who is currently logged on to the machine. This can cause problems with
DCOM, as there is no guarantee of which user (if any) will be logged on when the server is accessed from
another computer.

e The launching user — the user who accessed the server, causing it to be started.

e Anamed user —the server runs as a specified user, whose name and password are provided. This option
allows the server to be configured independently of the user that started the server and the user that is
logged on, and works well for unattended computers.

e The system account, when the server is configured to run as a service.

Press 'OK' to return to the ‘Component settings' page, which can then be closed.
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15.3.8.2 COM configuration on Windows XP service pack 2

From the 'Start' menu, select 'Run' to show the window below.

Tvpe the name of a program, Folder, document, or
! Intermet resource, and Windows will open it For vou,

Cipen: | deomenfg

i

[ ok

][ Cancel J[ Browse. .. J

Enter 'dcomcnfg’ and click 'OK' to start the DCOM configuration utility.
In the first window that appears (see example below), click on the 'Component services' and '‘Computers' items
in the left hand pane to expand them, so that 'My Computer' is shown.

Component Services

ST
Vigw  \Window  Help

(B File  Action

- Ba@E X2

=] =]
(B | e b [
I s e
[ Console Rook My Computer 4 object(s)
[=1 @ Cormponent Services
= 1 Computers = B B =
[
E. V_ el COM+ DCOM Config  Distributed Running
H went Viewsr (Local) Applications Transacti... Processes
[+ Services (Local)

515

515



15 Appendix: Using XML-DA MELSOET

Right click on "My computer' and select 'Properties’ from the pop-up menu. In the next window, click on the ‘COM
security' tab and a window similar to the one below will be shown:

My Computer,
General I Optionz Default Properties ]
Default Protocals | MSDTC COM Security

Access Permizsions -

Yo may edit who iz allowed default access to applications. 'ou may
alzo zet limitz on applications that determine their own permissions.

Edit Limits. . | Edit Defaul.. |

Launch and Activation Permizzions -

You may edit wha iz allowed by default ta launch applications or
activate objects. You may alzo zet limits on applications that
determing their owh permiszions.

Edit Limitz... Edit Default...

ak Cahcel

The 'Limits' on this page will override the COM security settings for individual components, and from XP service
pack 2 onwards the default settings are too restrictive to allow OPC communications to work. The restrictions
must be relaxed so it is possible to access the OPC server.
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In the 'Access permissions' section, click 'Edit limits' to display the window below.

Access Permission

Security Limits ]

GIDUD ar Uger names;

L £6 AMONYMOLS LOGON

Add... J Femove ]
Permizzions for AMOMNYMOUS
LOGOM Allow Deny
Local dccess E
Remote Access Bl

]

Cancel

MELSOFT

In the example above, DCOM can be used by all users (the 'Everyone' group) — if 'Everyone’ has at least ‘Local
access' rights, you do not need to change these settings further. Otherwise, add the account(s) to be enabled
(e.g- ASPNET) to this list with the ‘add' button, and make sure that at least ‘Local access' is enabled.

Note: Although using XML-DA with an OPC server on the same PC as IIS does not require 'Remote access' to
be enabled, DCOM does require remote access. If you have already configured DCOM you may find that

'Remote access' is already enabled for some or all users — there is no need to remove it.

517

517



15 Appendix: Using XML-DA MELSOET

Click 'OK' to save the changes, then on the 'COM security' screen click the 'Edit limits' button in the 'Launch and
Activation Permissions' section to show the window below:

Launch Permission

Security Limits ]

Group or uger names;

ﬂi Administrators [VPC+P-DEV 2005\ dministratars]

WETPONE

Add... | Bemove |
Permizsions for Everyone Allow Deny
Local Launch O
Remote Launch Ll
Local Activation F
Remote Activation F

QK. | Cancel

Ensure that all the 'Allow' checkboxes are set for the ‘Local launch' and ‘Local activation' permissions of the user
account that will be accessing the server (e.g. ASPNET). If the 'Everyone' group already has permissions (which
is the case in the above picture), it should not be necessary to add the new user account separately. As before,
there is no need to remove the 'Remote’ permissions if they have already been set (for example as part of
DCOM configuration).

Click 'OK' to return to the 'COM security' window. The 'Edit defaults' settings for 'Access permissions' and
‘Launch permissions' on this page are used to set the default permissions for COM applications. If you are not
too concerned with security (for example, if your computer(s) are running on an isolated network with no internet
connection), one alternative at this point is to give the new user (e.g. ASPNET) default access and launch/
activate permissions to all COM objects using these dialogs. However, it is preferable to set permissions for just
the objects that the user needs, which we will do in the rest of this section.
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Click 'OK' to return to the 'Component Services' dialog. You will need to configure the security on the

MX OPC server and MX Runtime services. To do this, double-click on the 'DCOM config' entry, and find
'MXOPC' and ‘MXRuntime' in the list, as shown in the picture below.

Note: As XML-DA does not support enumerating OPC servers, you do not need to set permissions for
'OPCenum'.

EEX

(B Fle Action Wiew Window Help == ]|
s B@EXEE @ D[R EmEg
(L1 Console Root DCOM C1 small Icon lobject(s)
=] @ Component Services R A A A A A
=1L Computers Microsoft WMI Microsoft, A, .. TR Maobsync M3SDAINITI... B
= @ My Camputer Provider Su... Applicat...

-2 Com+ Applications :

423 DCOM Config @ @ @ @

(2 Distributed Transaction C

(23] Running Processes M3DEV.AP... MsMpCom MSMG M¥Runtime =
- [#1] Event Viewer (Local)
[+ Services (Local)

niekman MetMesting Tekiwork, QpcEnum Paintbrush

¢ 3 Provisioni. .. “

This step will need to be repeated for 'MXOPC' and 'MXRuntime' in turn —'MXOPC" will be used for this example.
Right click on the 'MXOPC' icon and select 'properties’. The window below should appear.

MXOPC and MXOPC Properties

Genersl | Location | Security i “Endpairts Idertity |

 General properties of thiz DCOM application

Application Mame: MHOPC and M=0PC

Application [D:
Application Type:
Authentication Level;

Lozal Path:

{3E724C3F-3D35-44FF-AC35-CHE 7R FFE 463}

Local Server

Default A

QK. ] [ Cancel Apply
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Switch to the 'Security tab'.

MXOPC and MXOPC Properties

-~ Launch and &ctivation Permissions

 Use Default

' Customize Edit...

i

—bccess Permizsions

" Use Default

& Customize Edi...

f

— Caonfiguration Permizsions

 Use Default

& Customize Edi... I

[ QK. ][ Cancel J[ Apply J

The 'Launch and activation permissions' and 'Access permissions' can be left as 'Default' to use the default
COM security settings configured earlier. However, for better security, they can be customized to control which
users can start and use each server. To do this, select 'customise’ for each option and select 'Edit'".
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A sample 'Launch and activation permissions' edit window is shown below, in which a named user 'OPCIink'
has been added. As with the 'edit defaults' settings, the 'allow' check boxes for 'Local launch' and 'Local
activation' must be set to allow use of the server with XML-DA. DCOM (if previously configured) also uses the
'Remote’ permissions.

lLaunch Permission

Security l

G[DUD Qr UgEr names:

m Administrators [WYPC<P-DEY 2005 A dministratars)
€7 INTERACTIVE

7 SYSTEM
Add... | Remove ‘
Permizsions for OPClink. Al Deny
Local Launch El
Remate Launch il
Local Activation [l
Rermate Activation il

Ok | Cancel
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The 'Access permissions' configuration screen is shown below, with a named user 'OPCIlink' added. Only ‘Local

access' is needed for XML-DA usage.

Access Permission
Security ]

GIDUD ar Uzer names.

P-DEV 200540 FClink]

Add... J Remove |
Permizsions far OPClink. Allow Deny
Local Access F
Fiemaote ccess [F]
QK. | Cancel
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15.3.9

523

After changing the settings on the security tab (if required), select the 'ldentity’ tab. In the sample screen below,
the server has been configured to run as a named user.

MXOPC and MXOPC Properties

| General | Location | Sécurit__l,l___ _Enl:!!:_unintsi Identity

Which uzer account do pou want o uge to run this application’?

[ The interactive user.

[ The launching user.

* Thiz uzer.
User [DPCink m
Paszword: | xxxxxxx

]

Confirm paszword:

~

(] 4 H Cancel H Apply

The options on this screen are:

e The interactive user —the user who is currently logged on to the machine. This can cause problems if a
remote user is using XML-DA with no-one logged on to the PC, as there is no guarantee of which user (if
any) will be logged on when the server is accessed from another computer.

e The launching user —the user who accessed the server, causing it to be started.

e Anamed user —the server runs as a specified user, whose name and password are provided. This option
allows the server to be configured independently of the user that started the server and the user that is
logged on, and works well for unattended computers.

e The system account, when the server is configured to run as a service.

Press 'OK' to return to the 'Component settings' page, which can then be closed.

Configuring the Windows firewall

If you are using the Windows firewall provided with Windows XP service pack 2 (or later), you may need to
configure it to allow TCP/IP network traffic to reach the XML-DA server in Internet Information Server (lIS). If you
are using a third party software firewall, please refer to the manual to find out how to make the equivalent
configuration changes. If XML-DA does not work when your third-party firewall is enabled, but works when it is
switched off, the problem is likely to be with the firewall configuration.

To configure the firewall for XML-DA, following the instructions for either Windows XP[s24] or later_operating
systems|szs|.

Note: Windows 2000 does not include a firewall by default, but if you have installed a third-party software
firewall, you will need to enable the same applications and ports as required by the XP firewall. Please refer to
your firewall manual for instructions on how to do this.
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15.3.9.1 Configuring the Windows firewall (Windows XP)
From the 'Start' menu, open 'Control panel'. If you are using 'Classic view', the 'Windows firewall' icon will

already appear in the list, otherwise in 'Category view' it will be under the 'Network and internet connections'
category. Double-click the icon to view the firewall settings screen (shown below).

= Windows Firewall

| General | Exceptions || Advanced

‘ Windows Firewall helps protect your computer by preventing unauthorized users
fram gaining access to your computer through the Internet or a netwark.

@ (#) On [recommended)
|

This setting blocks all outzide sources fram connecting to thiz
carmputer, with the exception of thoze selected on the Exceptions tab.

[JDon't allow exceptions
Select thiz when you connect to public netwarks in lezs secure
locations, such as airports. vou will nat be notified when 'Windows

Firewall blocks programs. Selectionz on the Exceptions tab will be
ignored.

@ ) DFF [not recommended)

Avoid uzing thiz zetting. Turming off Windows Firewall may make this
computer more wulnerable to viruzes and intruders.

"What elee should | know about Windows Firewall?

ak l [ Cahcel
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Click on the 'Exceptions' tab, and a screen similar to the one below will be shown.

Windows Firewall

| General | Exceptiors | Advanced|

Windows Firewall iz blacking incoming netwark. cotnections, except for the
programs and services selected below, Adding exceptions allows zome programs
to wark better but might increase pour security rigk,

Proarams and Services:

Mame

AVOCE. EXE

avgemc.exe

aviginet. exe

[ File and Printer Sharing

Metwork Diagnostics for Windows XP
Femote Assistance

[ Remote Desktop

O UPrP Framewark,

| AddProgam.. | | addPot. ||  Edi. | [ Delete

Dizplay a notification when Windows Firewall blocks a program

What are the rizks of allowing exceptions?

L OK J [ Cancel

Click the 'Add port..." button, and enter the details below to allow other applications to connect to the HTTP port.
If you have configured your web server on a port other than the usual '80', use the alternative port number
instead and give it a different name.

Add a Port

|Jze theze zettings to open a port through Windows Firewall. Tao find the part
number and pratocal, consult the documentation for the program or service you

want to uze.
I arme: iHTTP |
Part rumber. |80 |

®TCP Cupp

wihat are the rizks of opening a port?

5] [(ores

Click 'OK' to return to the previous screen, where 'HTTP' will have been added to the exceptions list.
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If you are connecting to XML-DA remotely from a Windows XP service pack 2 PC, you may also need to add
your client program(s) to the exceptions list on the remote PC. Start by clicking on the 'Add program...' button on
the exceptions screen. In the window that appears, use the '‘Browse' button and find the EXE file for your client
application. The screen should now look like the one below (where '"MXOPC.exe' has just been added):

To allow communications with a program by adding it to the Exceptions list,
zelect the program, or click Browse to search for one that is not listed.

Proagrams;

EM<0FC.exe

(@ OLE Client Test

E OLE Server Test

0 OLE view

@ Outlook Express

E% Fackage & Deployment Wwizard
'@ FOFCreatar

& Finbal

B PLC Monitar Utility

;ﬁ; Frocess Viewer

@ Femate File Viewer W

[

Path iE:\MELSEE\MX OPC Server E.DD'\MXDF‘E.EHi [ BIGRE

T

Click 'OK" to return to the exceptions screen, where the client program should now appear in the list.

When all client applications have been added, click 'OK' on the exceptions screen to finish.

15.3.9.2 Configuring the Windows firewall (Windows Vista or later)

526

To edit the windows firewall settings, click on the Windows icon (or start button), and enter ‘wf.msc' in the
search box before pressing enter.

x| | shutdown | » |
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On Windows Vista, you may see a UAC prompt like the one below, in which case click "Yes' or 'Allow'.

User Account Control i |

E'\,) Windows needs your permission to continue

If you started this action, continue.,

Microsoft Management Console

Microsoft Windows

ﬂ Detailz Continue

User Account Control helps stop unauthorized changes to your computer,

This will show the firewall advanced settings page, as in the sample below.

ﬂ LULEEPEAS SVEIRMTOLER TG Windows Firewall with Advanced Security on Local Computer

B Inbound Rules =

Outbound Rul . £
g C:nn‘l':_:m ;::mity i e Windows Firewall with Advanced Securty provides network securty for Windows computers &) Import Palicy..

13 ‘.ﬂ Menitering a| Export Policy...
Overview e Restore Default Policy
Domain Profile Diagnose / Repair
@ Windows Firewallis on View ¥
2 Inbound connegtions that do not match a nils are blocked
- |G| Refresh
@ Outbound connections that do not match a nule are allowed

Properties
Private Profile is Active
= E Help

@ Windows Firewallis on
@ Inbound connections that do not match a ruls ars blocked
@ Outbound connsctions that do not match a nle are allowed

Public Profile

& Windows Firewallis on

G Inbound connections that do not match a rule are blocked.
@ Qutbound connections that do not match a rule are allowed

B3 Windows Firewsll Properties

Getting Started -

Authent g b

p

Create connection security rules to specify how and when connections between computers are autherticated and
protected by using Intemet Protocal security (|Psec).

g Connection Security Rules

View and create firewall rules

Create fiewall nilee tn allm or hlnck connectinns n snecfied nmamme orneds Yo ean alsn allow 2 connectinn a7

€ e (Kl . I

Advanced firewall settings
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Click on 'Inbound Rules’, and find 'World Wide Web Services (HTTP Traffic-In)' in the list. Right click on it and
select 'Enable Rule'. If 'Disable Rule' is shown in the context menu instead, the rule is already enabled and does
not need to be changed.

[2 7
W# Windows Firewall with Advanced Security i ' =
File Action View Help
A6 5 |
‘ Windows Firewall with Advance §ETRTTSET Actions
B3 Inbound Rules T | = — S
Name | Profile  Enat # || Inbound Rules = il
Qutbound Rules | Cut
B4 Connection Security Rules || @ Windows REthEManagement-Cnmpat\bilg emote Manage..  Domain  No || @@ NewRule..
» B, Manitoring @ Windows Remote Management - Compatibil ~ <OPY emote Manage..  Private.. Mo T Filter by Profile y |3
@ Windows Remote Management (HTTP-In) Delete emote Manage..  Domain  No
& 7 Filter by State » LA
.Wmdows Remote Management (HTTP-In) emote Manage..  Private.. No
G Properties G 7
.W\reless Portable Devices (S5DP-In) able Devices All Mo Filter by Group 4
oW\reIess Portable Devices (UPnP-In} Help able Devices All No View 3
. World Wide Web Services (HTTP Traffic-In} wioria wige Web Services (... No B
- || @ Refresh
| n | A 1, | 3 = Eitiort List.. -

Enable Rule

Enable HTTP traffic

15.4 Testing XML-DA

After all the software has been installed and configured, you can test the server by going to any browser and
entering the URL of the XML-DA web service. This will be in the form:

htt p: // <conput er name>/ <vi rt ual di r ect or y>/ <servi cenanme>. asnx

where
e <computername> is the PC name or address. 'localhost’ can be used as a shorthand for the local PC
e <virtualdirectory> is the IIS directory linked to the web service — 'xmlda’ in the examples
e <servicename> is the web service file — 'Mitsubishi.MXOPC.6.asmx' in the examples

So for the example configuration in these instructions, the URL would be:
http://1ocal host/xm da/ M t subi shi . MXOPC. 6. asnx

Depending on your firewall settings, the service can be accessed from other PCs by substituting the server
computer name or address in place of 'localhost'.

Note: If your IIS installation does not use the default web port (80), you will need to alter the URL to include the
port number, separated from the computer name by a colon (;) character. For example, if IIS is configured for
port 8080:

http://1 ocal host: 8080/ xm da/ M t subi shi . MXOPC. 6. asnx
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If the web server configuration is correct, you should see a page similar to this:

hitpi//localhost/xmida/MitsubishiMXOPC. © ~ B € X || &8 OPC_XML_DA_ WrapperServ... X

OPC_XML_DA_WrapperService :

The following operations are supported. For a formal definition, please review the Service Description.

* GetStatus

+ Read

* GetProperties

m

* Write
* SubscriptionPolledRefresh
* Subscribe

* Browse

+ SubscriptionCancel

This demonstrates that the server is configured and listening, but does not necessarily prove that it can be used
to read data, as the connection from IIS to the OPC server is not checked at this stage.

To prove that the OPC connection also works, you will need to connect to the server using an XML-DA client.
The Javascript sample code can be used for this purpose. Find the file 'js_sample.htm' from the 'Javascript'
directory under 'XML-DA' on the CD, and copy this into the directory where you installed the XML-DA wrapper
(C\MELSOFT\XMLDA' in the examples). If your wrapper service file was not called

'Mitsubishi.MXOPC.6.asmx' (as in the example), use notepad to find this text in the 'js_sample.htm' file, and
modify it to match the name that you used.

Now replace the 'Mitsubishi.MXOPC.6.asmx' part of the test URL in Internet Explorer with 'js_sample.htm’, e.g.:
http://1ocal host/xm da/js_sanpl e. htm

The javascript example page should appear, similar to the picture below.

/= XML-DA JavaScript sample - Windows Internet Explorer

— ‘
K5 )+ & ntp://192.168.20.201 xmidafjs_ssmple htm v [ 42| %] [co I

* & ‘EXML—DAJavaScriptsamp)e | ‘ G- D

»
. - Qpagev i Took ~

XML-DA JavaScript sample

‘Method Test :Results
GetStatus | Get

Read

Write |Browse, Read, then click on an item to write it
Subscription

[Poll rate (ms): ‘50007‘

[# @ Internet H100% ~
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If you are able to use the 'Get' [status], '‘Browse' and 'Read' buttons on the example page, the XML-DA web
service is working correctly. If there are errors reported, the service may need further configuration. The example
picture below shows an error caused by incorrect DCOM permissions.

¢~ XML-DA JavaScript sample - Windows Internet Explorer

——
@k P |Ehttp:ff192.168.20.201fxmida,’]57;ample.htm ~| 5| X | |2/~
S i | @>xML-DA Javascript sample 17| B - B @ - Dyreger Groosy

~

XML-DA JavaScript sample

;Method Test Results
GetStatus  |Gat| Error: 500 (undefined)

soap:Server Server was unable to process request. --> Object reference not set |
to an instance of an object.

Read
‘Write Browse, Read, then click on |
an item to write it
Subscription
Poll rate (ms): |5OUU |
S = -
Done [# € Internet ®100% -

After fixing the permissions, the example can be used as normal (see picture below where Tag002 is about to be
written).

= XML-DA JavaScript sample - Windows Internet Explorer

e
€3 ) v & hip://192.168.20.201/xmldajs_sample.htm [ #5][%] [Googe e
L 4i | @ XML-DA JavaScript sample ‘ | B - B - dm - 2ypeger Sproos~

XML-DA JavaScript sample

:Method [Test fResults

[GetStatus  |[Get |Server status: running
| |Vendor: OPC XML Data Access 1.00 Sample Server

Browse [ Browse | [+ Devo1l Ti

+ Group001

|(empty)
+ Group002
+ Group003
Tag002 <- Click to write

=75 [xsd:short]

i

Done [8 € Internet #100% -
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15.5

Programming with XML-DA

XML-DA is well-suited to modern development tools which provide support for web services. From Visual Studio
2003 onwards, the development environment will automatically generate most of the code needed to access a
web service.

XML-DA offers a cut-down version of the features available in OPC. The operations supported are:

Operation Description and notes

GetStatus() Determine the status of the OPC server.

Browse() Read the tag hierarchy. It will only read one level at a
time, so it must be called repeatedly to read the full
hierarchy.

GetProperties() Get the properties of an item.

Read() Read the values of one or more tags.

Write() Write new values to one or more tags.

Subscribe() Applications can 'subscribe' to receive information

SubscriptionPolledRefresh() |the server to see which of the tags have changed. This

about one or more groups of tags, then regularly poll

is a more efficient way to poll for data with XML-DA

SubscriptionCancel() than making repeated calls to Read().

15.5.1 Using XML-DA from JavaScript

As XML-DA will respond to standard 'http' requests, it can be used directly from client-side JavaScript through
the "XMLHttpRequest' object. This allows operations to be performed on the OPC database and the results
displayed without having to reload the whole web page, using techniques often called 'AJAX' (Asynchronous
Javascript And XML).

531

An example web page 'js_sample.htm' is provided under the "XML-DA' directory on the OPC server CD. The
features of this example are:

Read server status using 'GetServerStatus()'

Browse tags hierarchically using multiple 'Browse()' calls.
Read tag values using 'Read()' and display them.

Write a new value to a selected tag using '‘Write()'.

Subscribe to data with 'Subscribe()’, and display changed values in real time without reloading the page
using 'SubscriptionPolledRefresh()'. Unsubscribe with ‘SubscriptionCancel()'.

The example code has been tested with Internet Explorer only, but should be possible to convert to other
browsers. It is mainly intended to show the use of asynchronous javascript to make calls to XML-DA and parse
key parts of the result data. It does not cover the use of all the many different parameters available in the XML-
DA specification.
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15.5.1.1 Using the 'XMLHttpRequest' object to call web services

To call a method in a web service, there are two separate stages. Firstly, the request is created and sent, then
once the result has been received a separate function will be called asynchronously to process the result.

To initiate a web service call, the general structure of the code is shown below. The format of the SOAP request
message depends on the web service to be called — the test page for the web service will often show a list of
methods and a sample of the request format for each one.

var reqCbj; /* Declare object to use for request, at global |evel */

/* ... within a function */
function (...etc...)
{

/* ot her code ... */

reqObj = new XM_Htt pRequest;
regoj . open( " POST", strSvrNane);
reqObj . set Request Header (" SOAPAct i on",
"http://opcfoundation. org/ webservi ces/ XM_- DA/ 1. 0/ net hodnane") ;
reqObj . set Request Header (" Cont ent - Type", "text/xm ; charset=utf-8");

/* Must set a function to be called when results are ready */
reqObj . onr eadyst at echange = resul tfunctionnane;

/'l Prepare request nessage
var strReq = '<?xm version="1.0" encodi ng="utf-8"?>'

+ ' <soap: Envel ope xm ns: xsi="http://ww.w3. org/ 2001/ XM_Schena- i nst ance"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schema" xmnl ns: soap="http://
schenmas. xnl soap. or g/ soap/ envel ope/ " >'

' <soap: Body>'
'data here depends on the paraneters to the nethod'
' </ soap: Body>'

+ o+ o+ o+

' </ soap: Envel ope>';

reqgbj .send(strReq); /* Transmt request */

/* ... other code ... */
} /* ... end of function ... */
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Once the request has been processed by the server, the data will be returned through a call to the function
specified in the 'onreadystatechange’ element of the request structure. The code to process these typically takes
the form below, with a check to see if the call has completed (as the function will also be called for other
changes in request state such as 'transmitting', 'waiting for response' etc.). If so, the result code can be checked
to see if the request succeeded. Finally, the XML data in the '.responseXML' element of the request object can
be processed to find the results. The ".responseText' element shows the text of the returned message, which

can be useful for debugging.

/* Function called when soap result is returned */
function resultfunctionnane()

{

/* Check if status is '"result received */
if (reqObj.readyState == 4)
{

/* Check success */

if (reqObj.status == 200)

{
/* Successful call, can process response nessage */
/* ... code to process XM results goes here ... */
/* ... "reqObj.responseXM.' contains the response nessage ...
}
el se
{
/* Error, show details in status bar */
wi ndow. status = "GetStatus() failed error " + reqObj.status
+ " (" + reqObj.statusText + ")";
}

/* Display results */

docunent . get El enent Byl d(" StatusResult").innerHTM. = strQut;

} /* End if result available */

} /* End function GetServerStatusResult() */

The 'responseXML' element of the request object will contain the XML message returned from the server. The
exact message format depends on the method called, and there will be an example of this in the test page of the
web service itself. The relevant data can be extracted by traversing the hierarchy of XML data. Some examples

are shown below for the 'GetStatus()' and 'Read()' methods.

/* Exanple of extracting data fromthe 'GetStatus()' nethod

*/

var resResponse = reqObj.responseXM. get El ement sByTagNanme(" Get St at usResponse") ;

var resStatus = resResponse[0]. get El ement sByTagNanme(" Get St at usResul t") [ 0]

.getAttribute("ServerState");

var resVendor = resResponse[0]. get El ement sByTagNanme(" Vendor| nfo")[0].text;
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/* Exanple of extracting data fromthe 'Read()' method */
var resResp = regbj.responseXM. get El enent sByTagNane(" ReadResponse");
var resList = resResp[0].getEl ementsByTagName("RltenList");
/* Check for 'no itens' (subscription polling nay return this) */
if (resList.length > 0)
{
var resEl ems = resList[0].getEl ement sByTagNanme("|tens");
for (i = 0; i <resEl ens.length; i++)
{
/* Recover client itemhandle */
var strHandle = resElens[i].getAttribute("CientltenHandl e");
var resVal = resElens[i].getEl ement sByTagNanme(" Val ue");

/* Get typel/value (value may have several nodes, conbine as list) */
var datavalue = ""
for (I =0; | < resVal[0].childNodes.|ength; |++)

{
if (datavalue = "")
{
dat aval ue += ", *;
}
dat aval ue += resVal [0].childNodes.item(l).text;
}

var datatype = resVal[O0].getAttribute("xsi:type");
/* ... do something with datatype and dataval ue here ... */

} /* End for (items read) */

15.5.1.2 Updating parts of the web page dynamically

MELSOFT

One simple way to update part of a web page without reloading is to use a '<div>' tag, which has an 'innerHTML'
property that can be dynamically replaced with new HTML content to update the page. This is the method used

in the example code.

In the definition of the web page, each '<div>' tag can be given an ID:

<di v id="Resul t">&nbsp; </ di v>

In script, the content can then be replaced with code such as:
document . get El enent Byl d(" Resul t").innerHTM. = "<p>Ready</p>";
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15.5.1.3 Sample application structure

535
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As the sample application is already available as a whole on the CD, the code will not be duplicated here.
Instead, this section will summarize the structure of the sample application and how it works.

Feature Function / Variable |Description
Shared arrTaglLi st Stores a list of tags returned by hierarchical
code browsing, for use by other operations.
MakeTag() Creates a tag object for addition to arrTagList.
GetStatus | Get Server Status() |Reads OPC server status with GetStatus().
Get Server St at us Result function for the GetStatus() operation.
Resul t () Processes the result message and displays key
data.
Browsing ar r BrowseQueue Since XML-DA browsing only returns one level

at a time, a single browse call cannot fetch the
whole tag hierarchy. To get round this, a queue
of browse requests is defined. When an item
with child nodes is found by a Browse() call, it
is pushed on the queue. After all items are
processed, another Browse() call is made for
the next item in the queue. When the queue is
empty, there are no more nodes to

‘expand' (browse).

VakeBr owse
Request ()

Create an object to add to the browse queue.

St art Browse()

Initiates a browse of the whole tag hierarchy by
adding the top-level (empty ItemPath) item to
the queue and calling StartBrowseSub().

St art BrowseSub()

If there is anything in the browse queue, it
removes the next item from the queue and
initiates a Browse() call to process it. When the
gueue is empty, the browse operation is treated
as complete.

BrowseResul t ()

Called when a Browse() request returns data.
Items with child nodes are added to the
hierarchy 'tree' using placeholder '<div>' tags
that can be filled in later, and pushed onto the
browse queue. Details of readable items are
added to the arrTagList array for use by other
calls. When all items have been processed,
'StartBrowseSub()' is called to process
anything left in the queue. Items are given
additional script code to call 'StartWrite()' when
they are clicked.
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Feature

Function / Variable

Description

Reading

ProcessRead
Dat a()

Updates the hierarchy 'tree’ with data received
from a Read() or SubscriptionPolledRefresh()
operation, by replacing the contents of the
‘<div>' placeholder for the value of the tag,
located using its stored id.

ReadResul t ()

Deals with the return message from a Read()
call by passing it to ProcessReadData().

St art Read()

Initiates a 'Read()' call using the tag list
provided by the Browse() operation.

Writing

StartWite()

Prompts the user for the value to write, then
looks up the data type for the tag in arrTagList
if there has been a previous 'Read()' or
'SubscriptionPolledRefresh()' call. Starts a write
operation using the data and type (defaulting to
'short' if the type is not known).

WiteResult()

Processes the return message from a "Write()'
call, checking for write errors.

Subscribing

st r Svr Sub

Stores the 'subscription handle' returned by the
server, which is needed to read or cancel the
subscribed data.

St art Subscri be()

Calls the 'Subscribe()' method to subscribe to
updates for the tag list returned by the
'‘Browse()' operation.

Subscri beResul t ()

Called with the result from 'Subscribe()'.
Checks for errors then stores the returned
subscription handle. Sets up the browse timer if
successful.

Subscri beTi ner ()

Called on a timer after subscribing, to initiate
SubscriptionPolledRefresh() calls regularly.

Subscri bePol |
Resul t ()

Called when a SubscriptionPolledRefresh() call
returns data, and processes it with the
ProcessReadData() function to display the new
values in the hierarchy 'tree'.

Cancel Subscri be()

Cancels the current subscription using the
SubscribeCancel() call and stops the timer.

Subscri beCancel
Resul t ()

Called with the result of a SubscribeCancel()
operation. Displays a confirmation message.

MELSOFT
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15.5.2 Using XML-DA from Visual Studio

Versions 2003 and above of Microsoft Visual Studio have built-in support for web services, which simplifies the
development of XML-DA client applications.

Visual Studio 2005 is used for the examples in this section, but Visual Studio 2003 uses web services in a very
similar way. In both cases, the development environment removes a lot of the effort needed to use 'SOAP
methods, by automatically formatting and decoding XML messages based on the web service definition.

15.5.2.1 Adding a web service reference to a Visual Studio project

Regardless of the language used for the project, a reference to a web service can be added to the project from
the 'solution explorer' tree. Right click on "Web references' in the tree and select 'Add web reference'.

[od Salution '¥MLDAsample’ (1 project) ||
= E XMLDAsample

[#- =4 Properties
- |xa References

‘Web References

j app.config [ Add web Reference. ..

-

=] Formi.cs
EE_] Farm1.Desig
*;E_] Forml.resx:
Cf_—_] Program.cs

Rename

._='| Properties
T T

In the next dialog, you will be prompted to select the URL of the web service to add, which will be the same as
the URL used in "Testing XML-DA"|s2sl. Alternatively, you can browse for a web service on the local computer, or
on the network.

Add Web Reference
Mavigate to a web service URL and click Add Reference to add all the available services,

" R
URL: | \_fl [ Go

‘Web services found at this URL:

Start Browsing for Web Services

Use this page as a starting point to find Web services. You can dick the links
below, or type a known URL into the address bar.

Browse to:
= Web services in this solution

» Web services on the local machine

= Browse UDDI Servers on the local network
Query your local network for UDDI servers,

Cancel
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Enter the URL of the web service wrapper for OPC server, then select 'Go'. The web service test page should
appear as it would in a normal browser, and the service should be identified correctly in the "Web services found
at this URL' box. Enter a name for the reference, such as 'XML-DA'.

Add Web Reference EI@

Mavigate to a web service URL and click Add Reference to add all the available services,
\:) Back & &L] ﬁ

URL: ;.httP.:.,!’.,I’I0calhos.t.{xmldﬁ{Mitsubishi.MXOPC.asmx > Beo

I A Web services found at this URL:
| OPC_XML_DA_WrapperService 1 Service Found:

] ] o | - Mitsubishi, MZOPC
The following operations are supported. For a formal definition,
please review the Service Description.

*» GetStatus

* Read
‘Web reference name:

*» GetProperties I X
| wmidal J

» Write
Add Reference
* SubscriptionPolledRefresh
* Subscribe
* Browse
* SubscriptionCancel |
el

Finally, select 'Add reference' to add the new web service reference to your project.

Using the new web reference, you can now declare an object that can be used to call methods on the XML-DA
service. The example declaration below is in the 'C#' language:

/1 Web service binding
XM_- DA. OPC_XM__DA_W apper Service srvXM. = new XM.- DA. OPC_XM__DA_W apper Ser vi ce();

Methods such as GetStatus(), Browse() and Read() can be called from the new wrapper service object
'sryXML', e.g. 'srvXML.Read()' etc. The web service reference 'XML-DA' itself contains additional type
declarations needed by the other methods.

15.5.2.2 C# sample application

The source code for the sample C# application can be found in the 'XML-DA\SampleC#' directory on the
MX OPC server installation CD. Although this has been developed using Visual Studio 2005, there is little
difference between this code and the equivalent in Visual Studio 2003.

The sample is a form-based application which demonstrates the use of the most common XML-DA methods.
The code uses a web reference defined as described in the previous section to access the XML-DA server.
Most of the calls are made synchronously, except for the 'SubscriptionPolledRefresh()' call where an
asynchronous call is used, as there are situations where it is useful to receive regularly updates of data without
delaying the front-end application.

This example only demonstrates the use of the most common parameters. More information on the full
capabilities of XML-DA can be found in the XML-DA technical specification, available from the OPC foundation.
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15.5.2.2.1 Shared code and definitions

539

The code and definitions below are shared between the different functions. The service itself is defined once as
a single instance, and the list of available tags is available as an ArrayList. The other items will be described later
with the operations in which they are used.

/1 Web service binding used by all itenms
XM_- DA. OPC_XM__DA_W apper Service srvXM. = new XM.- DA. OPC_XM__DA_ W apper Ser vi ce();

/1 Structure to store informati on about readable itens
struct tTag

{
public string stritenName; // Nane of item
public string stritenPath; // Path to item
public TreeNode ref Node; /1 Tree node entry
public string strNane; /1 1tem nane
public object objVal ue; /1 Current val ue

}

/'l ArrayList of above itens
System Col | ections. ArrayLi st |stTags = new System Col | ections. ArrayList();

/| Declare structure for queue of browse requests
struct tQueueEnt

{
public string strPath; /1 1tem path
public string stritem /1 1tem nane
public TreeNode ref Node; /'l Reference to parent node where nust add
b
/*
* Stored data for subscription handling
*/

private string strSubHandle ; /1 Subscription handle from svr.
private string strCiHandle "sub"; // Client handle
bool bRequest|nProgress = fal se; /1 Flag - poll request active?
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15.5.2.2.2 Initialisation

When the form is constructed, an event handler for the 'Subscription polled refresh' result is added to the XML-
DA web service, and the service URL is set again to match the contents of the URL textbox. This is done by
simulating a click on the 'Reload' button.

public frmXM-DA()

{
/'l Construction
InitializeConponent();

/1 Add 'subscription poll conplete' event
srvXM.. Subscri pti onPol | edRef reshConpl et ed +=
new XM.- DA. Subscri pti onPol | edRef r eshConpl et edEvent Handl er
(srvXM__Subscri ptionPol | edRef r eshConpl et ed) ;

/1 Set initial URL using 'reload" click subroutine bel ow
bt nLoad_Click(this, new EventArgs() );
} /1 End frnmXM- DA()

private void btnLoad_Click(object sender, EventArgs e)

{
/] Update web service with new URL
try
{
srvXM.. Url = txtURL. Text;
}
catch (Exception exc)
{
MessageBox. Show( "Error '" + exc. Message + "' while changing URL");

}
} // End btnLoad_Click()

15.5.2.2.3 GetStatus() method

This method returns the status of the target XML-DA server.

private void btnStatus_Click(object sender, EventArgs e)

{

/1 Variables for out paraneters
XM_- DA. Server Status Status; // Server status

try

/'l Get server status

srvXM. Get St atus("en", /1 (in) Locale ID
", /1 (in) Cient handle
out Status); /1 (out) Server status

| abSt atus. Text = "GetStatus() OK - vendor '" + Status.Vendorlnfo
+ "', version '" + Status.ProductVersion + "'"
MessageBox. Show( | abSt at us. Text);

}

catch (Exception exc)

| abSt atus. Text = "GetStatus() error " + exc.Message;
MessageBox. Show(| abSt at us. Text);

}

} // End btnStatus_Click()

540 540



15 Appendix: Using XML-DA MELSOET

15.5.2.2.4 Browse() method

541

The 'Browse()' method can be used to find the details of the server hierarchy, and build a list of tags.

As each 'Browse()' call will only return one section of the hierarchy at a time, it is necessary to make many
‘Browse()' calls to read the full hierarchy tree. In this example, a 'queue’ of requests of type 'tQueueEnt' is used.
One 'Browse()' call is made for each queue entry, and when a node with further child nodes is found, it is added
to the end of the queue. When there are no more items on the queue, the full tree has been read. In fact, the
order in which the queue is processed does not matter as long as all items are eventually read.

When a readable ('ltem’) node is found, it is added to the separate ArrayList 'IstTags' for use in the 'Read()' and
'Subscribe()' operations.

In this example, the nodes are also stored in a TreeView control for simple display. By storing a reference to the
"TreeNode' of the parent item in the 'tQueueEnt' structure, it is easy to find the insertion point for nodes. The
TreeNode 'Tag' property is used to store the index of the IstTags entry, for use with the "Write'() call.

private void btnBrowse_Click(object sender, EventArgs e)
{

/'l Clear existing list of usable tags

| st Tags. Clear();

/'l Prepare treeview
t vwBr owse. Begi nUpdat e() ;
t vwBr owse. Nodes. Cl ear () ;

I/ Queue of nodes with child items that still need browsing
System Col | ections. ArrayLi st qBrowse = new System Col | ections. ArrayList();

/1 Put root browse request on queue
t QueueEnt gTop = new t QueueEnt ();
gTop.strPath = "";

qTop.stritem ;
gTop. r ef Node t vwBr owse. Nodes. Add(" Root ") ;
gBrowse. Add(gTop) ;

/'l Process browse queue itens until queue is enpty
whi |l e (qBrowse. Count > 0)
{

/! Renmpve first item from queue

t QueueEnt tltem = (tQueueEnt) gBrowse[O0];

gBr owse. RenpveAt (0) ;

/] Use XM.-DA 'browse' nethod to get list of itens at this point
// and add themto the treevi ew under the specified node
try
{
/| Declare variables to return results
XM_- DA. Br owseEl enent[] arr El ens;

XM_- DA. OPCError[] arrErrs;
bool bMreEl ens = fal se;
string strCont = null; // Continuation point (not used)

srvXM.. Br owse(

nul |, /] Property nanes

"en", // Locale ID

"1, // Client handle (not used in sanple)
tltem strPath, /1 1tem path

tltemstritem /1 1tem nane

ref strCont, // Continuation point

0, /1 Max el ements (unlimted)
XM_- DA. browseFilter.all, /'l Browse Filter

nul |, /1 Element name filter

nul |, /1 Vendor filter

fal se, /! Return all property val ues
fal se, /! Return property val ues

fal se, /1 Return error text

out arreEl ens, /1 ltems returned

out arrErrs, // Error data

out bMoreEl ens /'l Flag - nore data avail able
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/'l Process results
foreach (XM.-DA. BrowseEl ement tElemin arrEl ens)

/1 Add to tree
TreeNode tNew = tltemrefNode. Nodes. Add(t El em Nane) ;

/1 1f it has subitems, will need to browse for them
if (tEl em HasChil dren)
{

t QueueEnt t NewQ

t NewQ r ef Node = t New;

tNewQ stritem = tElem |tenmNane;

t NewQ st rPath t El em | t enPat h;

gBrowse. Add (t NewQ) ;

} /1 End if (has sub-itens)

/1 If it is a readable item store details for |later use
if (tElemlIsltem
{
/1 Box index of newiteminto 'Tag' for later use
int ildx = newint();
ildx = |stTags. Count;
t New. Tag = (object)ildx;

/1 Add to tags list

t Tag t NewTag = new t Tag();

t NewTag. strltenmName = tEl em |t emNane;
t NewTag. strltenPath = tEl em |tenPat h;
t NewTag. st rName = t El em Naneg;

t NewTag. r ef Node = t New;

| st Tags. Add(t NewTag) ;

} // End if (is readable item
} // End foreach (elenent to process)

| abSt at us. Text = "Browse() conplete”;

catch (Exception exc)

{
| abSt at us. Text = "Browse() exception " + exc. Message;
MessageBox. Show( | abSt at us. Text);
break; // out of while

}

} // End while (npre items on queue)

/1 Expand treeview, then allow display updates again
t vwBr owse. ExpandAl | () ;
t vwBr owse. EndUpdat e() ;

/1 Enabl e/ di sabl e buttons that depend on a tag |ist
bt nRead. Enabl ed = (I st Tags. Count > 0);

bt nW it e. Enabl ed = bt nRead. Enabl ed,;

bt nSubscri be. Enabl ed = bt nRead. Enabl ed,;

} // End btnBrowse_Click
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15.5.2.2.5 Read() method

The 'Read()' call re-uses the tag list produced by browsing, and fetches the current value of each item before
updating it in the tree.

The 'Read()' call is normally intended for one-off read operations. If you need to regularly poll for new data, the
subscription mechanism described in "Reading data using subscriptions"m is more suitable.

private void btnRead_Click(object sender, EventArgs e)
{
/1 Paraneters used to return data from server
XM.- DA. Request Opti ons obj Opts = new XM.- DA. Request Opti ons();
XM.- DA. ReadRequest I tenlist Istltens = new XM.- DA. ReadRequest | tenLi st ();
XM.- DA. Repl yl tenlLi st |stRItens;
XM.- DA. OPCError[] IstErrs;

/1 Options - set locale and return item nanes/paths for conveni ence
obj Opts. LocalelD = "en";

obj Opts. ReturnltenNane = true;

obj Opts. ReturnltenPath = true;

obj Opts. ReturnError Text = true;

/'l Create and fill in list of itens to read
Istitens.ltenPath = "";
Istlitens.ltens = new XM.- DA. ReadRequest | teni | st Tags. Count];
for (int i = 0; i < IstTags.Count; i++)
{
/1l CGet ref. to tag data
tTag tT = (tTag) |stTags[i];
XM.- DA. ReadRequestltemtl = new XM.- DA. ReadRequestIten();
tl.ItemName = tT.strltenNane;
tl.ltemPath = tT.strltenPath;
tl.CientltemHandl e = i.ToString(); // Use index as handle
Istitens.ltens[i] = tI;
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/1 Call read nethod

try
{
srvXM.. Read( obj Opt s, /| Request options
| stltens, /1 Items |ist
out IstRIitens, // Reply itens |ist
out IstErrs I/ List of errors
)
/'l Prepare to update result tree
t vwBr owse. Begi nUpdat e() ;
int iErrs = 0; // Error count
/'l Process results
foreach (XM.-DA. Itenvalue tV in IstRitens.|tens)
{
tTag tResultTag = (tTag)!stTags[int.Parse(tV.ClientltenHandl e)];
if (tV.ResultID == null)
{
t Resul t Tag. obj Val ue = t V. Val ue;
t Resul t Tag. r ef Node. Text = tResul t Tag.strNane + " ="
+ tV.Value. ToString();
}
el se
/'l Read error
i Errs++;
t Resul t Tag. r ef Node. Text = tResul t Tag.strNane + " (read error "
+ tV.ResultlD. Nane + ")";
} // End for (result itens)
/1 Finished updating result tree
t vwBr owse. EndUpdat e() ;
| abSt at us. Text = "Read() conpleted with " +
((iBrrs == 0) ? "no" : iErrs.ToString()) + " errors";
MessageBox. Show(| abSt at us. Text);
}

cat ch(Excepti on exc)
| abSt at us. Text = "Read() exception " + exc.Message;

MessageBox. Show( | abSt at us. Text);
}

} // End btnRead_Click()
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15.5.2.2.6 Write() method

545

The 'Write()' method uses the stored 'Tag' property of the current select TreeNode to find the index of the OPC
tag data in the 'IstTags' array. This holds the temPath and ltemName details for the item to write.

The value in the edit control is converted to an appropriate type by trial and error (in a real application, the type is
usually known), and then writes this back to the server. More than one value can be written at once by providing
a larger array of items, in the same way as the 'Read()’ call.

private void btnWite_Click(object sender, EventArgs e)
{
/1 Find currently-selected node in treeview
TreeNode tN = tvwBrowse. Sel ect edNode;
if (tN!=null & tN. Tag !'= null)

/] Get index in tag list
int ildx = (int)(tN Tag);

/] Use index to find tag entry
tTag tT = (tTag) |stTags[ildx];

/'l Get new val ue and guess at type
obj ect obj Newal = null;
try
{
/[l Try int first
obj Newval = (object)Int32.Parse(txtWite. Text);

}
catch
{
try
{
/1 Not int - try double
obj Newval = (object) Double.Parse(txtWite. Text);
}
catch
{
/1 Not double - try bool
try
{
obj Newval = (object)bool.Parse(txtWite. Text);
}
catch
/| Default to string
obj Newval = (object) txtWite. Text;
}

} // End conversion to object
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// Build data for Wite call

/] Options - set locale and return item nanmes/paths for conveni ence
XM_- DA. Request Opti ons obj Opts = new XM.- DA. Request Opti ons();

obj Opts. Local el D = "en";

obj Opts. ReturnltemName = true;

obj Opts. ReturnltenPath = true;

/] List of itens to wite - just one for this exanple

XM_- DA. Wit eRequestltenList |Istltems = new XM.- DA. Wi teRequestltenlist();
Istlitens.ltens = new XM.-DA. | tenVal ue[ 1] ;

Istitens.ltens[0] = new XM.-DA.ItenVal ue();

Istitens.|tens[0].Val ue = obj Newval ;
Istitens.ltens[0].ltemNane = tT.strltenNane;
Istitens.ltens[0].ltenPath = tT.strltenPath;
Istitens.ltens[0].ClientltenHandl e = ildx. ToString();

/| Paraneters used to return data from server
XM_- DA. Repl yl tenLi st | stRltens;
XM_- DA. OPCError[] IstErrs;

/] Attenpt wite

try
{
srvXM.. Wit e(obj Opts, /1 Options
| stltens, I/l Items to wite
fal se, // Return items on reply
out IstRItens, /'l Reply itenms |ist
out IstErrs /'l OPC errors
)
/'l Check results
if (IstRItens.ltens[0].ResultlD == null)
| abStatus. Text = "Wite() conpleted successfully";
MessageBox. Show( "W ite successful ");
}
el se
| abStatus. Text = "Wite failed error "
+ IstRIitens.|tens[0].ResultlD. Nane;
MessageBox. Show(| abSt at us. Text);
}
}

cat ch(Excepti on exc)

| abStatus. Text = "Wite failed error " + exc. Message;
MessageBox. Show( | abSt at us. Text);
}

} // End if (anything with tag sel ected)

} // End btnWite_dick()
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15.5.2.2.7 Reading data using subscriptions

547

The 'subscription' mechanism of XML-DA is intended for use when the same tags will be read regularly. Unlike a
straightforward 'Read()' call, using subscriptions allows the server to maintain more state information and even
prepare a list of the tags that have changed since the last call — reducing the amount of bandwidth used, as only

the changed tags need to be sent.

An initial 'Subscribe()' call is used to set up the subscription, with the server returning a handle which must be
passed to later calls. The 'SubscriptionPolledRefresh()’ method can be made at regular intervals to check for
new data, and when the data is no longer needed the 'SubscriptionCancel()' method should be called.

A timer is used to call 'SubscriptionPolledRefresh()' regularly. In this implementation, a boolean flag is used to

indicate that a request is in progress, in case the operation takes longer than the timer interval.

private void btnSubscribe_Click(object sender, EventArgs e)

{

/] Options - set locale and return item nanmes/paths for conveni ence
XM_- DA. Request Opti ons obj Opts = new XM.- DA. Request Opti ons();

obj Opts. Local el D = "en";

obj Opts. ReturnltemName = true;

obj Opts. ReturnltenPath = true;

obj Opts. i ent Request Handl e = strCl i Handl e;

I/l ltems to read - everything in tree
XM_- DA. Subscri beRequestltenlist Istltens =

new XM.- DA. Subscri beRequest|tenList();

Istltens.ltenPath = ""
| stltens. Enabl eBuffering = true;
| stltens. Request edSanpl i ngRate = | nt32. Parse(txtRate. Text);
| stltens. Request edSanpl i ngRat eSpeci fied = true;
Istltens.ltens = new XM.- DA. Subscri beRequestlItenil st Tags. Count];
for (int i = 0; i < |stTags.Count; i++)
{
Il Get ref. to tag data
tTag tT = (tTag) |stTags[i];

XM_- DA. Subscri beRequestltemtl = new XM.- DA. Subscri beRequestlten();

tl.ltemNane = tT.strltenName;
tl.ltemPath = tT.strltenPath;
tl.ClientltenHandl e = i.ToString(); // Use index as handl e
Istitens.ltens[i] = tl;

} // End for (itenms to read)

/] Paraneters for results from server
XM_- DA. Subscri beRepl yltenlist |stRitens;
XM_- DA. OPCError[] arrErrs;

MELSOFT

547



15 Appendix: Using_j XML-DA

548

/| Prepare subscription request

try
{
srvXM.. Subscri be(obj Opts, /| Request options
| stltens, // Items to subscribe to
fal se, /! Return values on reply
60000, /] Subscription ping rate
out IstRitens, /1 Reply list
out arrErrs, Il Errors
out strSubHandl e /1 Server subscription handle
)
| abSt at us. Text = "Subscribe() succeeded, handle " + strSubHandl e;

MessageBox. Show( | abSt at us. Text);

/'l Enabl e cancel, disable further subscribes
bt nCancel Sub. Enabl ed = true;
bt nSubscri be. Enabl ed = fal se;

/1 Enable timer to poll for changes
tinSub.Interval = Int32. Parse(txtRate. Text);
ti mBub. Enabl ed = true;

cat ch(Excepti on exc)

{

| abSt at us. Text = "Subscribe() failed error " + exc. Message;
MessageBox. Show(| abSt at us. Text);

}

} // End btnSubscribe_Click()

private void btnCancel Sub_Click(object sender, EventArgs e)

/] Stop tiner
ti nSub. Enabl ed = fal se;

/1 Cancel subscription

try
{
srvXM.. Subscri ptionCancel (strSubHandl e, ref strdCiHandle);
| abSt at us. Text = "Subscripti onCancel () conpl eted successful ly";
MessageBox. Show( | abSt at us. Text);
}

catch (Exception exc)

MELSOFT

| abSt at us. Text = "SubscriptionCancel () failed error " + exc.Message;

MessageBox. Show(| abSt at us. Text);
}

/1 Al ow subscribe again
bt nCancel Sub. Enabl ed fal se;
bt nSubscri be. Enabl ed true;

} // End btnCancel Sub_Click()
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private void tinmSub_Ti ck(object sender, EventArgs e)
{

/'l Check for overruns

i f (bRequest!|nProgress)

/| Last request has not finished yet
/1 May be caused if poll rate is too fast for server
| abSt at us. Text =

"SubscriptionPol | edRefresh() Warning - poll request overrun";

el se

/1 Set flag - nmake no nore requests until this one conpletes
bRequest | nProgress = true;

MELSOFT

// Options - set locale and return item nanes/paths for conveni ence

XM_- DA. Request Opti ons obj Opts = new XM.- DA. Request Opti ons();
obj Opts. LocalelD = "en";

obj Opt s. Ret ur nl t enNane true;

obj Opts. ReturnltenPath true;

obj Opts. ReturnError Text = true;

/] Create array with one handle in it
string[] strHandles = new string[1] { strSubHandle };

// Start asynchronous request for data, the result wll
/1 be returned through the conpletion event

try
{
srvXM.. Subscri pti onPol | edRef reshAsync(
obj Opt s, /1 Options
st rHandl es, /1 Sub handl es
Dat eTi ne. Now, false, // Hold tine
0, Il Wit time
fal se /'l Return all itemns
)
| abSt at us. Text = "SubscriptionPol |l edRefresh() initiated";
}
catch (Exception exc)
{
bRequest | nProgress = fal se;
| abSt at us. Text = "SubscriptionPol | edRefresh() failed error
+ exc. Message;
}

} // End if (no request already active)

} /1 End tinBub_Tick()
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private void srvXM__Subscri ptionPol | edRef reshConpl et ed( obj ect sender,
XM_- DA. Subscri pti onPol | edRef r eshConpl et edEvent Args ar gs)
{
/1 This event is called when subscription polled refresh returns data
if (largs. Cancell ed)

{
try
{
int iErrs = 0; [// Error count
/1 W1l have at npst one reply list - depends on
/1 no. of subscriptions polled at once
if (args.RItenlist.GetLength(0) > 0)
{
/] Start draw ng
t vwBr owse. Begi nUpdat e() ;
foreach (XM.-DA. Itemvalue tV in args.RItenList[0].|tens)
{
tTag tResultTag = (tTag) |stTags
[int.Parse(tV.ClientltenmHandl e)];
if (tV.ResultID == null)
{
t Resul t Tag. obj Val ue = t V. Val ue;
t Resul t Tag. r ef Node. Text = tResul t Tag.strNane + " ="
+ tV.Value. ToString();
}
el se
{
/'l Read error
i Errs++;
t Resul t Tag. r ef Node. Text = t Resul t Tag. strNane
+ " (read error " + tV.ResultlD. Name + ")"
}
} // End for (returned itens)
// Draw ng conplete
t vwBr owse. EndUpdat e() ;
| abSt at us. Text = "SubscriptionPol | edRefresh() conpleted with "
+ ((iErrs == 0) ? "no" : iErrs.ToString()) + " errors";
}
el se
| abSt at us. Text =
"SubscriptionPol | edRefresh() conpleted, no data";
}
}

catch (Exception exc)

| abSt at us. Text = "Subscripti onPol | edRefresh() exception "
+ exc. Message;

}

/| Ready for next request
bRequest | nProgress = fal se;

} // End if (not cancelled)

} // End srvXM__Subscri pti onPol | edRefreshConpl et ed()
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15.6

15.6.1

551

Troubleshooting

If the XML-DA configuration is not working, this section can be used to identify common problems and how to fix

them.

Problems and solutions

This section will describe possible solutions to some of the problems that may occur when configuring XML-DA.

Problem:

Solution:

Problem:

Solution:

Problem:

Solution:

Problem:

Solution:

Problem:

Solution:

When connecting to the XML-DA server from a web browser, IS reports error 500.

1. Check that the virtual directory is set up correctly and points to the location where the web
service wrapper was installed.

2. Check the 'virtual directory' properties in lIS to make sure that the correct user access has
been configured for the directory. To do this, go to 'Start-> [Settings] -> Control Panel ->
[Performance and maintenance] -> Administrative Tools -> Internet Information Services [XP]
or Internet services manager [Win2K]'. Expand the tree in the left hand pane to find the name of
your computer, then 'Web sites' and then the default web site (or the site in which XML-DA is
configured, if this is different). Expand the web site entry, then find the virtual directory which
was configured earlier (‘'XML-DA' in the example). Right click on this and select 'Properties’,
then switch to the 'Directory security' tab. In the ‘Anonymous access and authentication control'
frame, click 'Edit'. The setting in this dialog is usually 'Anonymous access' with the default IIS
user name 'lUSR_(COMPUTER)'.

When attempting to open a .asmx page, the page is not shown and instead there is a prompt to
open or save the .asmx file.

ASP.NET may not be correctly registered with Internet Information Server. Follow the instructions
in "Adding ASP.NET support to a new installation of Internet Information Server[+31 to fix this.

Although the test web page shows correctly from Internet Explorer, the XML-DA service still does
not work from client applications.

1. Make sure that the user account used for the web service has sufficient access rights to start
and use the OPC server. Check the event log for error messages (see next section). If you are
using XP service pack 2, make sure that the DCOM 'Edit limits' settings are not overriding the
account settings.

2. Check that the web service .asmx file matches the 'proglD' of the server (i.e.
Mitsubishi.MXOPC.6 or Mitsubishi.MXOPC) if no config file is used. If there is a .config file to
match the .asmx file, check that its settings refer to the correct computer name and 'progID'.

XML-DA connection works on the local PC, but not from another PC.

1. Check that there is a working network connection between the PCs.

2. Check the firewall settings to make sure that the port number you are using for the server (the
default is 80 'HTTP") is not being blocked, either on the server PC or the client PC.

Reading items returns error 'E_UNKNOWNITEMPATH'.

Ensure that the 'ltemPath' parameter is set to ™ (empty string) if not used. It can no longer be left
to take the default value.
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Problem:

Solution:

Problem:

Solution:

552

Reading items throws a SOAP exception described as 'bad character in XML'.

If you are reading strings, make sure that the strings do not contain any characters that are not
supported in the XML stream used by SOAP to return the response.

Other general issues

Try restarting Internet Information Server. To do this, run the IIS configuration tool from:

Start -> [Settings] -> Control Panel -> [Performance and Maintenance ->] Administrative Tools ->
Internet Information Services [XP] or Internet services manager [Win2K]

The 'Settings' part is only needed on Windows 2000, and the '‘Performance and Maintenance' part
will only be present on XP if control panel is set up to display in 'Category view' instead of
‘Classic view'.

In the dialog that appears, find your computer name in the list, then right click on it and select
'Restart IIS..." (on Windows 2000) or 'All tasks -> Restart IS' (on XP, as in the picture below).

*% Internet Information Services EJE][E|

File  Action View Help

&+ @@ 2

Internet Infarmation Services | Mame
= B [VPC-2P-DEYZ005 (local computert b= . :
=1 (] web Sites Connect... bzl Server
=g Default Web Site Discannect
i+ {8 1IsHelp Bromise
:Jr % FHL L All Tasks Backup/Restore Configuration...
+ wrmilda =
[ aspret_dlisnt View il Restark I15...
| Zi Default SMTP Virtual Server
Refresh
< | ¥  Exportlist...

Shutdewsn, andfor restart Internet Infort  Help

If restarting IS does not solve the problem, try restarting your computer.
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15.6.2 Using event viewer for troubleshooting

553

When XML-DA is not working as expected, it is often possible to get additional diagnostic information from the
Windows event logs. To start the event viewer, select 'Start->Run' and enter 'eventvwr' before clicking 'OK', or
on later operating systems click the Windows icon (or start button) and enter ‘eventvwr' in the search box.
Check each of the available logs (Application, Security, etc.) for error or warning messages that occurred around
the time that XML-DA or DCOM access was being attempted.

Some example errors are shown in the table below.

Source

Description

Notes

DCOM

The machine-default permission settings do
not grant Local Activation permission for the
COM Server application with CLSID (CLSID)
to the user (USER). This security permission
can be modified using the Component
Services administrative tool.

Messages similar to this suggest that the web
service may be running as a user without sufficient
COM access rights to start or access the OPC
server.

Either use a different user account, or assign OPC
rights to the account as described in "COM
configuration”fso3.

DCOM

DCOM was unable to communicate with the
computer (COMPUTER) using any of the
configured protocols.

If you are using a remote DCOM connection, the
target computer could not be accessed. There may
be a problem with the DCOM or security
configuration, or a problem with the network
connection or routing between the two computers. It
may just be that the computer name has been
mistyped.

Also remember that DCOM cannot cross network
address translation (NAT) boundaries and can be
stopped by certain network switches and routers.

W3SVC

The server was unable to logon the Windows
NT account '(ACCOUNT)' due to the following
error: Logon failure: user account restriction.
Possible reasons are blank passwords not
allowed, logon hour restrictions, or a policy
restriction has been enforced. The data is the
error code.

IIS could not use the specified account due to policy
restrictions (e.g. 'Accounts: Limit local account use
of blank passwords to console logon only').

Find the affected policy and either comply with it (in
the above example, set a non-blank password) or if it
is permitted by your security standards and
reasonable to do so, relax the policy using the Group
policy editor (gpedit.msc).
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Engineering Units (EU) 165
Errors 148
0x00000000 374
0x00000001 374
0x01010000 to OXO10FFFFF 419
0x80004003 374
0x80004005 374

File import results 128

File menu 49
CSV Export 127
CSV Import 128
iQ Works project actions 49, 51
iQ Works workspace actions 49, 51
MXChange database actions 50
MXChange project actions 49, 50

OX8000FFFF 374 File'\rllzvr‘;e 420
0x80070005 374 e

0x80070006 374
0x8007000E 374
0x80070057 374

Firewalls 432, 455, 523, 524, 526
First number 114, 121
Folder 188

ACT 375 Folders 38, 123

CPU ~ 419 Forward (Go menu) 55

E _ACCESSDENIED 374

- FX 296

E FAIL 374 EXoN 103

E_HANDLE 374 EXCPU 103

E_INVALIDARG 374 EX-ENET 307

E_OUTOFMEMORY 374

E_POINTER 374

E_UNEXPECTED 374 -G -

HRESULT 374

Module 419 G4 Module 321

Network board 419 Genbroker 142

S FALSE 374 General tab (Options) 56

S OK 374 Generate alarms 38, 113, 116, 119

Understanding 373 Genesis 12
Ethernet 65, 236, 278, 307, 419 Gomenu 55
Ethernet communication channel 31 Address space 55

Creating 31 Alarm definitions 55
Ethernet Device 84, 87 Back 55
EU (Engineering Units) 165 Collapse item 55
Execute verification synchronous 208, 214 Conversion definitions 55
Exit (File menu) 49 End 55
Expand item (Go menu) 55 Expand item 55
Export devices to GID (MXChange project actions Forward 55
menu) 182 Home 55
Export devices to GX Works2 (iQ Works project Next item 55
actions menu) 51, 203 Next pane 55
Export to GX Developer 182 Page down 55
Export to GX IEC Developer 182 Pageup 55
Exportto iQ Works 203 Poll method definitions 55
Export to MXChange 174 Previous item 55
Exporting Configuration Data to a CSV File 127 Previous pane 55
Express DCOM configuration 424 Simulation definitions 55
Extended port 296 Up one level 55

GOT 307
Group 188
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Group count 163 Windows 7 481
Group properties Windows Server 2008 482
Advanced tab 124, 125 Windows Vista 481
Basic tab 124, 125 Windows XP 480
Groups 38, 123 Installing MX OPC server 13, 14
GX Developer 173, 182, 184 Instrument Range 165
GX IEC Developer 53, 173, 182, 184, 188, 190 Instrument Range (IR) 165
GX Simulator 273 Internet explorer 60
GX Works2 193, 203, 210, 217, 219, 220 Internet Information Server (11S) 474
inTouch 12
_ H _ Introduction 9
Invert selection (Edit menu) 52

IP Address 84, 87

iQWorks 51, 223
Adding labels 211
Assignment project 193
Blank addresses 213
Browse workspace 195, 198
Change notification 217
Connecting 193, 195, 198
Creating labels 211
Deleting unused projects 223
Detaching 202
Disconnecting 202
Exporting 203
Importing 210
Linked MX devices 193
Local workspace 195

Hard drive space 13
Help menu 63

About application 63
Help topics 63

Help topics (Help menu) 63
Hints 45, 56, 164
Historical data access 10
HMI 10

Holding register 118
Holding registers 90
Home (Go menu) 55
Host 65, 330

Hover time 56

HRESULT error codes 374

- I - New labels 211

Reference project 193
I/O address 38, 105, 116 Remote workspace 198
/O driver 11, 24, 141 Removing 202
/O server 9,141 Restrictions 193, 216
iFIX 12 Select devices to export 203
IIS (Internet Information Server) 474 Structure support 221
Import 184 Structures 216
Import CSV (iQ Works project actions menu) 51, Supported labels 203
224 Switch to MXChange 223
Import fromiQ Works 210 Synchronising 219
Import GID projects (MXChange project actions System label list 193, 204
menu) 50, 184 ) ) ) ) Unallocated addresses 213
Import GX Works2 project (iQ Works project actions Unlinking 193
menu) 51, 210 o .
Importing Configuration Data from a CSV File 128 Unlinking devices 220
Importing from MXChange 184 Un§upported labels 203
Incorrect password (MXChange) 177 Using 193

118 Workspace 193

iQ Works project actions
Delete OPC project 202
Export devices to GX Works2 203
Import CSV 224

Input register
Input registers 90
Insert missing parent items 128
Install as service 18
Installation 13, 14 ]
Installaion complete 20 Import GX Works2 project 210
Installing Internet Information Server (11IS) 479 Show cha.nges 218

Set up security for XML-DA 499 Synchronise 219
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iQ Works project actions
Unlink device 220
iQ Works project actions (File menu)
iQ Works project actions menu
Delete OPC project 51
Export devices to GX Works2 51
Import CSV 51
Import GX Works2 project 51
Show changes 51
Synchronise 51
Unlink device 51
iQ Works workspace actions
Close 202
Delete unused projects 223
Open workspace 193
iQ Works workspace actions (File menu)
iQ Works workspace actions menu
Close workspace 51
Delete unused projects 51
Open workspace 51
IR (Instrument Range) 165
ltemIDs 159
tem names 52

2] -

JavaScript 531

L -

LabView 12

Large icons (View menu) 54
Lasterror 148

Last error time 148

Last Read Time 150

Last receive time 148

Last transmittime 148

Last update time 163

Last Write Time 150

Limit 135

Limitalarm 113, 130

Limit alarm definition 113

Limit alarm definitions 131

Limit alarms 119, 131, 132, 133
Limit on number of system labels 216
Limitation 76

Limitations on DUT variables 190
Linear 165

List (Viewmenu) 54

List View 64

LLT 273

Load CSV 58

49, 51

49, 51
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Load MDB 58

Load project from MXChange (MXChange project
actions menu) 50, 191

Local workspace 195
Location type 118
Log files 60
Logging 60
Configuration 60
Directory 60
OPC layer 60
Protocol and wire 60
User changes 60
Wire 60
Logging (Options) 60
Logging configuration changes 60
Lower bound (array) 212

M -

Make active 145
Make float 165
Managing MXChange databases 179
Manual value 109
Master station 95
Max count for R/W operation 69
Max diagnostic messages 58
Max request count 76
Max transaction count 76
MDB 9
MDB file 9
MELSECNET/10
MelsecNet/B 95
MELSECNET/H
MelsecNet/Il 95
Memory 13
Menu bar 48
Menus 48
Edit 52
File 49
Go 55
Help 63
Tools 56
View 54
Message body 113, 131, 135
Message prefix 113, 119
Micro 84 device type (Modbus)
Microsoft .NET 488
Microsoft Access Database 46
Minimum read rate 76
Missing GX Works2 project 204
Missing projects 194
Modbus 50, 64, 84, 86, 87, 90, 119, 121, 173
Modbus device

95, 264, 419

261, 419

84, 87
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Modbus device
Adding 87
Modbus device parameters 90
Modbus Device Properties
Advanced 86
Modbus ethernet 64
Modbus serial 64
Modbus serial port details 89
Modbus tag 121
Modbus type 118, 119
ModCell device type (Modbus) 84, 87
Mode 95
Modem 248, 249, 302, 333
Modem initialisation string 103
Modem support 103
Modems 103
Module list 225
Module type 65, 95

Monitor
Disabling 155
Enabling 154

Monitor CTS for output flow control ~ 89
Monitor view 153, 154

Monitor view (View menu) 54
Monitoring 153

Monitoring data 142

Multi-cpu 351

Multiply 114, 121

Multiply (Modbus Tags) 121

MX Component 10, 19

MX Data Tag Properties

Alarms 113
MX device
Adding 77

MX OPC Configurator 11, 24, 45
MX OPC Runtime 10, 24, 41

MX OPC Server 9

MX OPC server runtime module 141
MX Runtime 9, 24

MX Transfer Setup dialog 26, 77

MXChange 50, 173, 174, 176, 179, 180, 181, 182,

184, 186, 188, 191, 223

Incorrect password 177

Switch to iQ Works 223
MXChange actions (File menu) 49
MXChange database actions 50

Change password 50, 180

Close 50, 179

Compact 50, 180

Delete 50, 181

New 50, 174

Open 50, 176

Savwe as 50, 181
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MXChange database actions (File menu) 50, 179

MXChange project actions
Delete project 50, 179
Export devices to GID 182
Import GID projects 50, 184
Load project from MXChange 50, 191
Show changes 50, 186
Synchronise 50, 186

MXChange project actions (File menu) 49, 50

MXChange project actions menu

Import GID projects 184
MXChange server 19
MXChange2 193, 223
MXComponent 145
MXConfigurator.mdb 24
MXCSV files 224

_N -

NAT (Network address translation) 420, 473,

Network 198, 330

Network address translation (NAT) 420, 473,

Network number 95

New (File menu) 46, 49

New (MXChange database actions) 50, 174
New conversion definition 166
New datatag 38, 116

New database dialog 174
New iQ Works label(s) 211
New iQ Works labels 211
New Modbus device 87

New MX Device 26

New polling method 171

New transfer setup 225

Next item (Go menu) 55

Next pane (Go menu) 55

No unused projects were found 223
Number of Data Blocks 150
Number of elements 118
Number of items 114, 121
Number of Points 150
Number of retries 69, 86
Number of Steps 138
Numeric places 114, 121

_0 -

OLE for process control 10
Online changes 174, 176
Online changes rate 58
OPC 9,10, 362

OPC architecture 10
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OPC client 9, 141, 142

OPC client software 12

OPC condition 135

OPC Data Access 9

OPC dataspy 12

OPC DataSpy 23, 42, 142
OPC layer logging 60

OPC monitoring refresh rate 56, 154
OPC project details 174, 176
OPC project node 176

OPC project node dialog 174
OPC server 141

OPC subcondition 135

OPC DS * 364
OPC_LIMIT_* 364
OPC_LIMIT_MASK 364
OPC_QUALITY_* 364
OPC_STATE_* 364
OPC_STATUS_MASK 364
Open (File menu) 49

Open (MXChange database actions)
Open active file 56

Open database dialog 176
Open recently used file 56
Open specific file 56

Open workspace (iQ Works workspace actions menu)

51, 193

Open workspace dialog 195, 198
Optimization 58, 76
Optimizations 86
Options 56

Advanced tab 58
Generaltab 56
Logging 60

Options (Tools menu) 56
Options dialog 151
Organisation 17

Other station 95, 330, 341
Output flow control 89
Overruns 148

_P-

Packettype 95

Page down (Go menu) 55
Page up (Go menu) 55
Parity 25, 95

Parity checking 89
Password 350

Paste (Edit menu) 52

PC side IlF 26, 69, 77, 95
Period 138

Phase 138, 170
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PLC 10

PLC side I/lF 26, 95

Poll Count 150

Poll method definition 170
Poll method definitions 169, 171, 172
Poll method definitions (Go menu) 55
Poll methods 169

Polling method definitions 105
Polling methods 105

Polling rate 86

Pop-up menus 48

Port number 95

Position 138

Previous item (Go menu) 55
Previous pane (Go menu) 55
Previous versions 9

Primary device 36, 69, 77
Primary polling rate 170, 171
Process control 9, 10
Process hardware 25
Processor 13

Project node was not found in this database
201

Properties (Edit menu) 52
Protocol 95

Protocol and wire 60
Pulse 103

Qseries 271
Q00 353

Q00J 353

Q01 353

Q06 103

Q2AS 103
Q6TEL 103
QJ71C24 103
QJ71E71 307
QnPRH 354
QnUDE 278
Quantum device type (Modbus) 84, 87
Quick start 23
QuickFail 10, 69

R -

Ramp 138
Random 138
Ratio 138

Read aggregation 76
Read Count 138
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Read Point Calls 150
Read/write priority 76 _ S _
Reading bits 158

Reading bits within tags 106, 158
Reading individual array items 157
Ready to install 19

Rebooting the PC 23

Receives 148

Recent projects (File menu) 49
Recently used file 56
Redundancy 354

Redundant 354

Reference project (iQ Works) 193
Refresh (View menu) 54
Refresh dynamic tags 162
Refreshrate 147, 154

Register ranges 164
Registering ASP.NET 489
Remote workspace 198
Remove iQ Works 202

Remove MXChange 179
Remove Point Calls 150
Remove transfer setup 225
Removing transfer setups 93
Rename 52

Rename transfer setup 225

S _FALSE 374

S OK 374

Save As (File menu) 49

Save as (MXChange database actions) 50, 181

Save MXChange database as 181

SCADA 159, 420, 473

Select all (Edit menu) 52

Select devices for export to iQ Works 203

Select local workspace 195

Select MXChange database 176

Select remote workspace 198

Select system label list 204

Select transfer setup 225

Select workspace 195, 198

Serial 234, 278, 285

Serial communication channel 26
Creating 26

Serial Device 84, 87

Serial number 17

Serial Port 84, 87, 89

Serial port details dialog 90

Server status 163

Service 13,18, 21

Rename/Remove... 93 . .
R ina t ¢ " 93 Service installation 18

ena_mlng ransier setups Setting the monitor view refresh rate 154
Repair 62

Setting the Statistics Mode Refresh Rate 147
Setting up the driver 25

Severity 131, 135, 136

Show / hide columns (View menu) 54

Show changes (iQ Works project actions menu)

Replace transfer setup 225
Reply timeout 69, 86, 148
Requires ack 131, 135
Reset statistics 148

Restart computer 20 51, 218

Restore 191 Show changes (MXChange project actions menu)
Restore from Backup (File menu) 49 50, 186

Restore from MXChange 191 Show register ranges for MX devices 56
Restrictions on devices linked to iQ Works 193 Showing register ranges 164
Restrictions on DUT variables 190 Signal type 138, 139

Restrictions on editing labels (IQ Works) 216 Simple DCOM configuration 424

Retries 69, 148 Simulate 69, 84, 87

Return to normal 131, 135 Simulation 109, 139

Reuse 178 Simulation definitons 138

Reuse project 197 Simulation definitions (Go menu) 55
RS232 234 Simulation signal 109, 119, 139

RSview 12 Simulation signals 138

RTS 95 Sine 138

RTS flow control 89 Small icons (View menu) 54

RTU 89 Software licence agreement 17

Runtime 13, 41 Sort by (Viewmenu) 54

Runtime logging 60 Special item names 157

Runtime module 141 Square 138

Runtime polling rate 58 Square Root 165
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Standard buttons (View menu) 54
Standard toolbar 47
Start button 41
Start driver 145
Start GX IEC Developer 53, 190
Start menu 24, 45
Starttime 163
Starting address 108, 118
Starting and stopping the driver 145
Starting the Configurator 45
Starting the driver 41
Starting the MX OPC configurator 24
Starting the MX OPC Runtime Driver 41
Startup settings 56
Station number 95
Station type 77, 95
Statistical tags in OPC address space 151
Statistics 373
Add Point Calls 150
Block Poll Count 150
Connected 151
Consecutive Faults 150
Data blocks 151
Datatag 148
Device 148
Device statistics (additional) 150
Last Read Time 150
Last Write Time 150
Number of Data Blocks 150
Number of Points 150
PointCount 151
Poll Count 150
QueEvents 151
QueReads 151
QueTrans 151
QueWrites 151
Read Point Calls 150
Receives 151
Remove Point Calls 150
Reset 148
Tags 151
Transmits 151
Update Count 150
Write Point Calls 150
Write Poll Count 150
Statistics mode 146, 147
Statistics mode (View menu) 54
Statistics refresh rate 56
Statistics tags 58, 151
Statistics update rate 58
Status bar (View menu) 54
Step 138
Stop bits 25, 89, 95
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Stop button 41

Stop driver 145

Stopping the driver 41

Stopping the MX OPC Runtime Driver 41
structure offset values 222

Structure support (iQ Works) 221
Structures (iIQ Works) 216

Stylesheet 60

Subfolders 123

Sumcheck 95

Supported devices 106, 110

Supported labels in iQ Works 203

Swap word/byte order 109, 119, 168
Switch between iQ Works and MXChange 223
Switch to iQ Works 223

Switch to MXChange 223

Synchronise (iQ Works project actions menu) 51,
219

Synchronise (MXChange project actions menu) 50,
186

Synchronising with iQ Works 219
Synchronising with MXChange 186
System label list 204

System label list limit 216

System label list, selecting 204
System label name 212

System requirements 13

_T-

Tag properties 114, 168
Advanced 109

Basic 105
Target directory 18
TCP Port 84, 87
test 229
Testing 42
Timeout 97
Timeouts 148
Tone 103
Toolbars 47
Data manipulation 48
Standard 47
Toolbars (View menu) 54
Tools menu 56
Compact and repair 62
Options 56
Tracking cable 354
Transaction close delay 58
Transaction max. time 58
Transfer setup 26, 77
Transfer setup already exists 65
Transfer setup editor 91
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Transfer setup management 91
Transfer setups

Creating 92
Removing 93
Renaming 93

Transmission mode 89
Transmission speed 95
Transmission wait time 95
Tree View 64

Triangle 138
Troubleshooting XML-DA 551
Tuning 76

Turn UAC on or off 477
Type class 212

U -

UAC, turning on or off 477
UDP connections

Timeouts 97
Unallocated addresses 190
Unallocated addresses (iQ Works) 213
Unavailable device(s) 194
Understanding ACT error codes 373
UNICODE 13
Unit Identifier 84, 87

Unlink device (iQ Works project actions menu)
220

Unlink device(s) 194
Unlinking devices from iQ Works 220
Unsupported labels in iQ Works 203
Up one level (Go menu) 55
Uptime 163

Update Count 150

Update existing items 128
Update frequency 56

Update rate 132, 133, 136
Upgrade 9

UsB 233

Use advanced types 109

Use as default polling rate 170
Use conversion 109, 119, 168
Use manual value 109, 119
User account control 14

User changes logging 60
User name 17

Using iQ Works 193

Using MXChange 173

Using MXChange2 193

Using MXCSV files 224

Using the configurator 44
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Valid data block registers 108
Validation 76

VBA 361

Vendor info 163

Verification synchronous 208, 214

Version 163
Versions
Previous 9

Video card 13
Viewmenu 54
Active configuration bar 54
Data manipulation 54
Details 54
Diagnostics 54
Largeicons 54
List 54
Monitor view 54
Refresh 54
Show / hide columns 54
Smallicons 54
Sortby 54
Standard buttons 54
Statistics mode 54
Status bar 54
Toolbars 54
Virtual Directory Wizard 495
Virtual private network (VPN) 474
Vista 14
Visual Basic
Adding the OPC libraries to your project 363
Browsing OPC server items 366
Connecting to an OPC server 365
Disconnecting from an OPC server 372
Introduction 361
Listing installed OPC servers 365
OPC constants 364
Prerequisites 361
Reading data values 369
References 372
Terminology 362
Writing data values 371
Visual Studio 537
VPN (Virtual private network) 474

W -

Web service 537
Welcome screen 16
Window Server 2008
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Window Server 2008 Wizard 230
Install Internet Information Server (11S) 482 Wizards
Windows 13 Communication settings 26
Windows 7 Workspace settings 56
COM configuration 505 WR 203
Configuring DCOM 431 Write aggregation 76
Configuring DCOM security 438 Write Count 138
Configuring Internet Information Server (11S) Write Point Calls 150
499 Write Poll Count 150
Configuring service logon 452 Writetotag 155
DCOM configuration 431 Writing array items 157
Firewall configuration 432 Writing bits 158
Install Internet Information Server (11S) 481 Writing bits within tags 158
Turning UAC on or off 477 Writing individual array items 157
Windows firewall 432, 455 Writing to arrays 155
Configuring for XML-DA 523 Writing to strings 155
Configuring for XML-DA (Windows 7) 526 Writing to tags 155, 157, 158
Configuring for XML-DA (Windows Server 2008) \ww 203
526

Configuring for XML-DA (Windows Vista) 526
Configuring for XML-DA (Windows XP) 524 - X -
Windows NT service 18

Windows Server 2008 XML 9, 60
COM configuration 505 XML data access 9
Configuring DCOM 431 XML-DA 499
Configuring DCOM security ~ 438 Add application dialog 502
Configuring Internet Information Server (I1S) Add Virtual Directory dialog 495, 499
499 Adding a web service reference 537
Configuring service logon 452 Adding ASP.NET support 489
DCOM Configuration 431 C# sample - Browse() 541
Firewall configuration 432 C# sample - definitions 539
Turning UAC on or off 477 C# sample - GetStatus() method 540
Windows Update 490 C# sample - Initialisation 540
Windows Vista 14 C# sample - read using subscriptions 547
COM configuration 505 C# sample - Read() 543
Configuring DCOM 431 C# sample - shared code 539
Configuring DCOM security 438 C# sample - subscriptions 547
Configuring Internet Information Server (11S) C# sample - Write 545
499 C# sample application 538
Configuring service logon 452 COM configuration 505
DCOM configuration 431 COM configuration (Windows 7) 505
Firewall configuration 432 COM configuration (Windows Server 2008)
Install Internet Information Server (11IS) 481 505
Turning UAC on or off 479 COM configuration (Windows Vista) 505
Windows XP COM configuration (Windows XP) 515
COM configuration 515 Configuring Internet Information Server (11S)
Configuring DCOM security 458 494, 495, 499
Configuring Internet Information Server (11S) Configuring the Windows firewall 523
495 Configuring the Windows firewall (Windows 7)
Configuring service logon 471 526
DCOM configuration 454 Configuring the Windows firewall (Windows
Firewall configuration 455 Server 2008) 526 _ _
Install Internet Information Server (1IS) 480 Configuring the Windows firewall (Windows

. . Vist 526
Wire logging 60 Ista)
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XML-DA 499
Configuring the Windows firewall (Windows XP)
524

Configuring the XML-DA wrapper 493
Installing .NET framework v1.1 488
Installing Internet Information Server (11IS) 479

Installing Internet Information Server (11S) on
Windows 7 481

Installing Internet Information Server (IIS) on
Windows Server 2008 482

Installing Internet Information Server (IIS) on
Windows Vista 481

Installing Internet Information Server (IIS) on
Windows XP 480
Installing the XML-DA wrapper 490
Introduction 473
Javascript 531
JavaScript sample application 535
Problems and solutions 551
Programming 531
Programming with JavaScript 531
Sample application structure (JavaScript) 535
Security considerations 474
Set up Internet Information Server (IIS) security
499

Testing 528
Troubleshooting 551, 553
Updating system components 490
Updating web page dynamically 534
Using event viewer for troubleshooting 553
Using from JavaScript 531
Using from Visual Studio 537
Using the XMLHttpRequest object 532
Virtual Directory Wizard 494, 495
Visual Studio 537
Web service 537
XMLHitpRequest object 532

XSL 60
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