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Before using this product, please read this manual and the relevant manuals introduced in this manual

® SAFETY PRECAUTIONS @

(Always read these instructions before using this equipment.)

carefully and pay full attention to safety to handle the product correctly.

Note that these precautions apply only to this product. Refer to the user's manual of the CPU module for

the programmable controller system safety precautions.
In this manual, the safety instructions are ranked as "/\\ WARNING " and "/\\ CAUTION".

A WARNING Indicates that incorrect handling may cause hazardous conditions,
resulting in death or severe injury.

A CAUTION Indicates that incorrect handling may cause hazardous conditions,
resulting in medium or slight personal injury or physical damage.

Note that the A\CAUTION level may lead to a serious consequence according to the circumstances.
Always follow the instructions of both levels because they are important to personal safety.
Please save this manual to make it accessible when required and always forward it to the end user.

[Design Precautions]

/N WARNING

¢ When controlling a running programmable controller (e.g. modifying data), establish an interlock
circuit in a sequence program for safety of the overall system.
Also, be sure to read the manual carefully and ensure safety before making controls such as
change of operation status.
Especially, when controlling a programmable controller from a remote location via the Internet,
problems on the programmable controller side may not be dealt with promptly due to abnormal
data communication.
Establish an interlock circuit in a sequence program.

¢ For the operation status of each station in the event of a communication error in the station, see
the manual for each station.
Failure to do so can cause an accident due to false output or malfunction.

¢ When the e-mail function is utilized, it may take time to send e-mail or is disabled depending on
the status of the send server, transmission path, receive server and/or receive device.
To ensure the safety of the programmable controller system, provide calling circuits using lamps
and buzzers.

¢ Provide a safety circuit outside the programmable controller so that safety of the whole system
can be ensured against an external power failure or programmable controller failure.
Failure to do so may cause an accident due to false output or malfunction.




[Design Precautions]

/\ WARNING

¢ Do not write any data into the "System area" of the buffer memory of the intelligent function
module.
Also, do not output (turn on) the "Use prohibited" signal, which is one of the output signals from
the programmable controller CPU to the intelligent function module.
If data is written to the "System area" or the "Use prohibited” signal is output, there is a risk that
the programmable controller system may malfunction.

[Design Precautions]

/\ CAUTION

¢ Do not bunch the control wires or communication cables with the main circuit or power wires, or
install them close to each other.
They should be installed 100 mm (3.94 inch) or more from each other.
Not doing so could result in noise that would cause erroneous operation.

¢ Do not power off a station where this module is mounted and do not reset the programmable
controller CPU while storing the settings into the standard ROM of the module using a Web
browser.
This may make the data unstable within the standard ROM and require resetting and re-storing,
or it may cause a failure or malfunctions of the module.

[Security Precautions]

/N\ WARNING

* To maintain the security (confidentiality, integrity, and availability) of the programmable controller
and the system against unauthorized access, denial-of-service (DoS) attacks, computer viruses,
and other cyberattacks from external devices via the network, take appropriate measures such
as firewalls, virtual private networks (VPNs), and antivirus solutions.




[Installation Precautions]

/\ CAUTION

¢ Use the programmable controller in the environment specified in the user's manual of the CPU
module.
Using this programmable controller in an environment outside the range of the general
specifications could result in electric shock, fire, erroneous operation, and damage to or
deterioration of the product.

¢ While pressing the installation lever located at the bottom of module, insert the module fixing tab
into the fixing hole in the base unit until it stops. Then, securely mount the module with the fixing
hole as a supporting point.
Incorrect loading of the module can cause a malfunction, failure or drop.
When using the programmable controller in the environment of much vibration, tighten the
module with a screw.

o Completely turn off the externally supplied power used in the system before mounting or
removing the module.
Not doing so could result in damage to the product.

¢ Tighten the screw in the specified torque range.
Undertightening can cause a drop, short circuit or malfunction.
Overtightening can cause a drop, short circuit or malfunction due to damage to the screw or
module.

» Do not directly touch the module's conductive parts or electronic components.
Touching the conductive parts could cause an operation failure or give damage to the module.




[Installation Precautions]

/\ CAUTION

¢ For connector wiring, correctly press, pressure-weld or solder the connecting part by using the
tool specified by the manufacturer.
Poor connection may cause short circuits, fires or malfunctions.

¢ Be sure to set the CompactFlash card by pressing it into the CompactFlash card slot. Confirm it
is completely set.
Poor contact may lead to malfunctions.

[Wiring Precautions]

/\ CAUTION

¢ Be sure to fix communication cables and power cables to the module by ducts or clamps.
Failure to do so may cause damage of the module or the cables due to accidental pull or
unintentional shifting of the cable, or malfunctions due to poor contact of the cables.

¢ Connect the connectors to the module securely.

¢ Tighten the terminal screws with the specified torque.
If the terminal screws are loose, it could result in short circuits, fire, or erroneous operation.
Tightening the terminal screws too far may cause damages to the screws and/or the module,
resulting in fallout, short circuits, or malfunction.

* Do not hold the communication cable by hand when pulling it out from the module.
Be sure to hold the connector by hand, when removing the cable with a connector from the
module.
Failure to do so may cause malfunctions or damage to the module or cable.

* Be sure there are no foreign substances such as sawdust or wiring debris inside the module.
Such debris could cause fires, damage, or erroneous operation.

* The module has an ingress prevention label on its top to prevent foreign matter, such as wire
offcuts, from entering the module during wiring.
Do not peel this label during wiring.
Before starting system operation, be sure to peel this label because of heat dissipation.

[Startup/Maintenance Precautions]

/\ WARNING

¢ Do not touch the terminals while the power is on.
Doing so may cause malfunctions.

¢ Before cleaning up and retightening terminal screws and module mounting screws, be sure to
shut off all phases of external power supply used by the system.
Failure to do so can cause the failure or malfunctions of module.
Loose tightening may cause a fall, short-circuits, or malfunctions of the module.
Overtightening may damage the screws and module and cause a fall, short-circuits, or
malfunctions of the module.
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[Startup/Maintenance Precautions]

/\ CAUTION

¢ Never disassemble or modify the module.
This may cause failure, malfunctions, injuries or a fire.

¢ Before mounting/dismounting the module, be sure to shut off all phases of external power supply
used by the system.
Failure to do so may cause failure or malfunctions of the module.

¢ Do not mount/remove the module onto/from base unit more than 50 times (IE C61131-2
compliant), after the first use of the product.
Failure to do so may cause the module to malfunction due to poor contact of connector.

¢ Do not drop the battery installed to the module, and do not give it a shock.
Doing so may damage the battery, causing battery fluid leakage in the battery.
If the battery has been dropped or given a shock, do not use it but dispose of it.

¢ Always make sure to touch the grounded metal to discharge the electricity charged in the body,
etc., before touching the module.
Failure to do so may cause a failure or malfunctions of the module.

[Operating Precautions]

/\ WARNING

¢ Before controlling a running programmable controller (e.g. modifying data), fully ensure safety.

¢ Do not write any data into the "System area" of the buffer memory of the intelligent function
module.
Also, do not output (turn on) the "Use prohibited" signal, which is one of the output signals from
the programmable controller CPU to the intelligent function module.
If data is written to the "System area" or the "Use prohibited" signal is output, there is a risk that
the programmable controller system may malfunction.

[Disposal Precautions]

/\ CAUTION

¢ Dispose of this product as industrial waste.
When disposing of batteries, separate them from other wastes according to the local
regulations.
(For details of the battery directive in EU member states, refer to Appendix 9.)

[Transportation Precautions]

/\ CAUTION

¢ When transporting lithium batteries, make sure to treat them based on the transport regulations.
(Refer to Appendix 8 for details of the controlled models.)
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e CONDITIONS OF USE FOR THE PRODUCT e

(1) MELSEC programmable controller ("the PRODUCT") shall be used in conditions;

i) where any problem, fault or failure occurring in the PRODUCT, if any, shall not lead to any major or serious accident;

and

ii) where the backup and fail-safe function are systematically or automatically provided outside of the PRODUCT for the

case of any problem, fault or failure occurring in the PRODUCT.

(2) The PRODUCT has been designed and manufactured for the purpose of being used in general industries.

MITSUBISHI ELECTRIC SHALL HAVE NO RESPONSIBILITY OR LIABILITY (INCLUDING, BUT NOT LIMITED TO

ANY AND ALL RESPONSIBILITY OR LIABILITY BASED ON CONTRACT, WARRANTY, TORT, PRODUCT

LIABILITY) FOR ANY INJURY OR DEATH TO PERSONS OR LOSS OR DAMAGE TO PROPERTY CAUSED BY the

PRODUCT THAT ARE OPERATED OR USED IN APPLICATION NOT INTENDED OR EXCLUDED BY

INSTRUCTIONS, PRECAUTIONS, OR WARNING CONTAINED IN MITSUBISHI ELECTRIC USER'S, INSTRUCTION

AND/OR SAFETY MANUALS, TECHNICAL BULLETINS AND GUIDELINES FOR the PRODUCT.

("Prohibited Application")

Prohibited Applications include, but not limited to, the use of the PRODUCT in;

* Nuclear Power Plants and any other power plants operated by Power companies, and/or any other cases in which the
public could be affected if any problem or fault occurs in the PRODUCT.

* Railway companies or Public service purposes, and/or any other cases in which establishment of a special quality
assurance system is required by the Purchaser or End User.

« Aircraft or Aerospace, Medical applications, Train equipment, transport equipment such as Elevator and Escalator,
Incineration and Fuel devices, Vehicles, Manned transportation, Equipment for Recreation and Amusement, and
Safety devices, handling of Nuclear or Hazardous Materials or Chemicals, Mining and Drilling, and/or other
applications where there is a significant risk of injury to the public or property.

Notwithstanding the above restrictions, Mitsubishi Electric may in its sole discretion, authorize use of the PRODUCT in

one or more of the Prohibited Applications, provided that the usage of the PRODUCT is limited only for the specific

applications agreed to by Mitsubishi Electric and provided further that no special quality assurance or fail-safe,
redundant or other safety features which exceed the general specifications of the PRODUCTSs are required. For details,
please contact the Mitsubishi Electric representative in your region.

(3) Mitsubishi Electric shall have no responsibility or liability for any problems involving programmable controller trouble and
system trouble caused by DoS attacks, unauthorized access, computer viruses, and other cyberattacks.
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OPERATING INSTRUCTIONS

This section explains the precautions in the following order.
Precautions for network connection
Precautions for performance/specifications
Precautions for security

Precautions for tag function

Precautions for logging function

Precautions for user screen creating function
Precautions for other functions

Precautions for access to Web server module
Precautions for battery

10) Precautions for using CompactFlash card

11) Precautions for using redundant system

12) Precautions for using multiple CPU system
13) Precautions for using Java 7

14) Precautions for using dedicated instructions

1)

I Precautions for network connection

(1) Infrastructure for Internet connection
For devices applicable to the Web server module for the Internet connection or
Internet service providers, refer to Section 2.4.
Note that Internet connection of the Web server module may not be available in
some regions or in some countries depending on the Internet infrastructure.
In this case, please consult your local Mitsubishi representative.

(2) Connection to mail server or FTP server
Powering on the programmable controller immediately after powering it off may
cause failure to connect to the mail server or FTP server. After powering it off,
wait for several minutes before turning it on.

Precautions for performance and specifications

(1) Performance of the Web server module and the system using the Web server

module.

Performance of the Web server module and the system using the Web server

module differs depending on the following factors.

Conduct verification by user prior to starting the system.

* Operating environment (personal computer, network, and the CompactFlash
card)

* Loading status of the network

» Sequence scan time

* Accessing status from a personal computer, terminal display, or intelligent
function module to the programmable controller CPU.

* Accessing status of the Web server module from outside.

* Settings of the Web server module

(2) Number of writes to standard ROM (flash ROM)

Data can be written to the same area of a standard ROM up to 100,000 times, and

there are some write restrictions (standard ROM drive life).

Refer to Section 3.1 REMARKS] (1) for the life of the standard ROM drive and how

to check the used condition.



(3) Time handled by Web server module (Refer to Section 3.9)
Transfer delay may occur since the Web server module acquires the clock data
from CPU No.1 at the following timings.
* When the programmable controller is powered off and then on or CPU module is
reset
» Once per minute

Precautions for security

(1) Security of the Web server module
The Web server module supports the basic authentication (account setting) by the
user name and password and the IP filter function, however, it does not prevent all
of illegal access from the outside.
Preventive measures must be taken by users against illegal access to ensure the
programmable controller system safety. (Refer to Section 4.6.5 (3))

(2) Remote password function of QCPU
The remote password function of the QCPU is not used for the Web server
module.
When restricting access to the QCPU, use the user authentication function of the
Web server module.

Precautions for tag function

(1) Tag setting and component setting (Refer to Section 6.3.3)
(a) When a component setting is deleted, the settings of the components after
the deleted setting No. are shifted up.
When the component has been set in the user part of the user screen creation
function, reexamine the parameters since the setting No. is changed. (Refer to
Chapter 7 for user part details.)

(b) If a component has a wrong device number in the component setting, the
other component that will obtain the device of the same access target CPU
will result in an error. Check the device number set in the component setting.

(c) If the data type is set as "String" in the component setting, device values
may be replaced.

(2) Tag sampled at high speed
(a) Be sure to create a user-set system area in the program memory of the

control CPU. (Refer to Section 6.3.3 REMARKS]|.)

(b) "Sampling: High speed" can be registered to only one tag. (Multiple setting is
not allowed)

(c) The access target CPU of the tag component selected to execute "Sampling:
High speed" is the access target CPU setting No. 1 (control CPU). (Fixed)

(d) Total points of 96 or less can be set for the devices of the tag component
selected to execute "Sampling: High speed".



Precautions for logging function |

(1) Logging setting (Refer to Section 6.4.4)

(a) When the logging file storage has been set to the standard ROM, pay
attention to the free user area of the standard ROM or the number of writes
to standard ROM.

(b) E-mail transmission/File transfer requires several to several tens of seconds
depending on the network line and data size.
Depending on the logging setting, the target file may be deleted before e-mail
transmission or file transfer is completed.
Examine the settings, such as the timing, file capacity and number of saved
files to increase the time to file deletion.

(2) High-speed logging

(a) Be sure to create a user-set system area in the program memory of the
control CPU. (Refer to Section 6.3.3 |REMARKS|.)

(b) A delay may occur in the logging interval depending on the scan time of the
control CPU and the time of access from a peripheral device/intelligent
function module to the programmable controller CPU.

Precautions for user screen creating function

(1)

User parts
(a) Be sure to set the must-be-set parameters of the user parts.
Failure to do so will result in an error.

(b) The file names and parameters of the user parts are not case sensitive.

(c) When the contents of a user screen have been changed, delete the
temporary Internet files (cache), and then read the user screen on the Web
browser.

(Refer to Section 6.2.7 (1) for how to delete the temporary Internet files.)

(d) The device value corresponding to the tag component specified in the user
parts parameter must be retained for a time longer than the tag collection
interval and communication time in the sequence program.

(Especially, be careful when accessing the user screen via the Internet.)
When the retention time of the device value is too short, value change may
not be displayed in user parts accurately.

Sample screens

Sample screens for the user parts are available in the /ROM/WWW/USER/
directory of the Web server module.

Delete all sample screen files before starting actual operation. (To prevent write
to the devices using the sample screens)

The sample screens can be restored by initializing the module. (Refer to Section
4.13.)



(3) Windows® 8.1
When displaying the user screen, set any of the following (a) or (b).
(a) Select [Tool] - [Compatibility View settings] on the Internet Explorer® , and
register the URL of the Web server module.

- o N

Compatibility View Settings

A~ e
@‘37‘ © httpy/192.168.33/USER/SV O ~ & || @ Sample screen for historica.. X | |11 3.0 &k

[/_\h Change Compatibility View Settings
. . Print 4 fad)
Sample screen for historical graj . ,
Zoom (195%) »
Safety 4
Add site to Apps.
View downloads Ctrl+)

Add this website:
| Add

Wobsits ‘ua-acdad to O View:
= |

192.168.3.3
Manage add-ons Remove

F12 Developer Tools

Go to pinned sites
Compatibility View settings ]
Internet options
About Internet Explorer

[V Display intranet sites in Compatibility View
[] Use Microsoft compatibility lists.
Learn more by reading the Internet Explorer privacy statement

(b) Add the following text between <head> and </head> in the source of the
created user screen.
<meta http-equiv="x-ua-compatible" content="IE=EmulatelE9">

Precautions for other functions |

(1) Account setting (Refer to Section 4.6.5)
After completion of initial setting, make sure to register at least one account with
administrator authority, and then connect to the network.

(2) IP filter setting (Refer to Section 4.6.6)
(a) When using a mail server, FTP server, DHCP server, DNS server and/or
router, do not block the IP packets of these devices.
To do so will disable communication with the above devices.

(b) When a proxy server exists on the LAN, block the IP address of the proxy
server. If the IP packet from the proxy server is passed, access to the Web
server module is available from a personal computer that can access the
proxy server regardless of the other setting.

(c) When accessing the Web server module from a personal computer on the
LAN, do not use the proxy server.

(3) Access target CPU setting (Refer to Section 4.6.7)

(a) Web server module requires preparatory time to communicate with the
access target CPU when the "Update" button on the Setting update screen is
clicked, the programmable controller is powered off and then on, or the CPU
module is reset. Therefore, it may take several minutes before the
communication will be available if many access target CPUs are set.

Confirm that the setting update has been completed or the Web server
module has been ready (X0 is on), and make access from the personal
computer to the Web server module.



(4)

®)

(6)

(b) Carefully set the "PLC series" of the access target CPU setting.
A wrong "PLC series" setting will generate an error in the programmable
controller CPU or module on the route to the access target CPU, and a
response time-out error (error code: 0002h) is displayed on the Web server
module.

Event setting (Refer to Section 6.5.3)

When the display form of the component is set to "Exponential” in the tag event
setting, a rounding error is produced in the range outside the number of digits
set in the number of decimal places.

Hence, when the exponential form component is set in the tag event setting, an
event may not be detected correcily.

Refer to Section 6.5.3 (3) for the tag event setting.

Access log function (Refer to Section 6.8)

Depending on the version of the Java VM, HTTP login access may be registered
every time communication occurs.

This access log registration can be inhibited by "Intelligent function module switch
setting". (Refer to Section 4.7.)

Data management function (Refer to Section 6.10)

(a) Backup
Do not alter the backup data (files under "BACKUP\"). Using the altered
backup data can cause the module to fail or malfunction.

(b) Restore
Check that the functions set to data stored on the CompactFlash card are
supported by the destination Web server module. (Refer to Appendix 5.1.)
Functions that have been added/changed by the upgrade of the Web server
module cannot be used with a module of old version.

CSV export/import function (Refer to Section 6.10.3)

(a) When editing the setting information file, be sure to use the CSV-exported
setting information file. The user should not create a new setting information
file.

(b) CSV-import the setting information file in the procedure given in Section
6.10.3 (3).

(c) While CSV export/import is being executed in the data management, do not
switch power from on to off, reset the CPU module, or perform management
menu operation.

To do so can cause the setting information file to be corrupted or cleared.

(d) As the setting information file includes the password and other important
information and its information may be obtained illegally, delete the file from
the standard ROM or CompactFlash card after the setting is completed.

(e) Set functions supported by the Web server module used for the setting
information file. If set functions are not supported, they cannot be used.
(Refer to Appendix 5.1.)



(8) Web screen printing

Do not use the print function of a Web browser. Depending on the version of Java
VM, the Web browser may display "No response".

To print a Web screen, take a screen shot, paste it on graphics editing software
and print it by using the print function on the software.

Precautions for access to Web server module

(1) Monitor screen and user screen

(a) Since the monitor screens and user screen use the Java applet, Java VM is
required for the Web browser to execute the applet.

Refer to Section 3.1 REMARKS] (2) and (3).

(b) Displaying each monitor screen and user screen may take a little while.
When displaying a monitor or user screen on the Web browser, wait for
several seconds after it is fully displayed, and then perform screen switching or
update.

(c) If communication is interrupted due to some reason while monitoring the
system from a monitor or user screen, or if monitoring is executed before
connecting the Web server module to the network, the monitor or user
screen may not be correctly displayed on the Web browser even after
restoration or restart of communications.

(d) If communication is interrupted while monitoring the system from the monitor
screen, the monitor screen may not be displayed normally even after
communication is restored.

(e) When using the Web server module in a local area, make setting in Local
Area Network (LAN) Settings of the Web browser so that the proxy server is
not used for the local address.

Refer to Section 4.5 (3).

(f) Values and states displayed on monitor and user screens may have been
delayed.
Also, when more than one Web browser has been activated, the display
timing varies among them.

(g) Select any other than "Never" for "Check for newer versions of stored pages"
in the temporary Internet files settings of the Web browser.
If "Never" is set, the old screen (the one saved in the temporary Internet
files) is displayed unchanged when the file is read from the Edit screen, etc.
Refer to Section 4.5 (3).

(h) The old screen (the one saved in the temporary Internet files) may be
displayed unchanged if read is performed on the monitor screen and user
screen, etc. In that case, delete the temporary Internet files (cache) of the
Web browser and read it again.

Refer to Section 4.5 (3).

(i) In the security level setting of the Web browser, set the security level of the
Internet and Intranet zones to "Default Level".

Refer to Section 4.5 (3).

() Inthe advanced settings of the Web browser, set to "Restore Defaults".
Refer to Section 4.5 (3). ()
* When using Microsoft® VM, clear the "JIT compiler for virtual machine
enabled [requires restart]" check box.
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(k) When displaying the standard screen using an operating system and a Web
browser of English version, do not click the "Japanese" button, which jumps
the page to the Japanese standard screen, on the TOP page in the standard
screen. Doing so may display an incorrect screen.

Doing so may display an incorrect screen.

() When displaying the standard screen of English version using an operating
system and a Web browser of Japanese version, words and phrases used
by the operating system (e.g. the "Cancel" button to a confirmation message)
are displayed in Japanese.

(m) Do not use the following functions of Internet Explorer®.
* Quick Tabs
* "Open in New Tab"

* "Open in New Window"

(n) If the personal computer is switched to the standby or hibernation status
during monitor operation on the monitor screen or the user screen, the
monitor operation may stop after the personal computer resumes from
standby or hibernation.

In this case, restart the monitor operation.
For the setting to avoid the standby or hibernation status of personal
computer, refer to Section 6.2.7.

(0) When using Internet Explorer® 10 on Windows® 8 or Internet Explorer® 11 on
Windows® 8.1, clear "Enable Enhanced Protect Mode" in the <<Advanced>>
tab of the Internet Options.

If "Enable Enhanced Protect Mode" is selected, a monitor screen and user
screen may not be displayed.

Display of administrative menu screen

(a) On individual administrative menu screens, make sure to click on the "Save"
button after changing the settings.
Switching to another screen or ending the Web browser before clicking on
the "Save" button deletes the new settings.

(b) Before complete screen is displayed, do not operate the buttons, etc.

(c) Do not use the following functions of Internet Explorer®.
* Quick Tabs
* "Open in New Tab"
* "Open in New Window"

Device test and tag component test
(a) The device test or tag component test may affect the control of the
programmable controller CPU. Ensure safety before execution.

(b) An error may be produced between the value set in the tag component
setting and the actually written component value. (Refer to Section 6.2.2 (2).)

(c) In the tag component test, a rounding error may be produced when a real
number is written to the target component. (Refer to Section 6.2.2 (2).)



(4) FTP server function (Refer to Section 6.7.1)

(a) Itis required to end the FTP operation once and restart connection to FTP
from the beginning if a wrong user name or password is entered to FTP, due
to the restrictions on the FTP client side application.

Even when the correct user name or password is entered to "user" of the
FTP command, FTP may not operate normally.

(b) The maximum number of simultaneous connections to the FTP server is 10.
However, since several internal connections may be made simultaneously
depending on the FTP client, login may not be allowed even if the number of
connections does not seem to reach 10.

(c) If many files are transferred at once by FTP, a 426 (Data connection error)
error may occur.
In that case, transfer the files not at once but several times.

(d) When a file of the Web server module is overwritten via FTP, the file will be
deleted if an error occurs during write of the file.
Write the file again via FTP.

(e) In the case of FTP access by the Internet Explorer®, the user authentication
screen may not be displayed depending on the Internet Explorer®'s
specifications.

In this case, enter the Web server module address as follows:

ftp://<User name>:<Password>@<Web server module address or host
name>/

(f) To make access by Internet Explorer® 7.0/8.0/9.0/10.0/11.0 in FTP, change
the file display format of the Web server module from text format to explorer
format.

(Example) Using Microsoft® Windows® XP Professional operating system and
Internet Explorer® 8.0
[Page] — [Open FTP Site in Windows Explorer]

) ftp://192.168.3. 3/ROM/ - Microsoft Internet Explorer,

= FTP. directory /ROM/ @t 192.168,3,3 - Windows Intemnet Explorer,
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o B rm.aesa3 o [=][4][x] [H

s Took el
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Precautions for battery

In any of the following cases, erasure of data (e.g. logging data) being processed,
corruption of data in the standard ROM drive/CompactFlash card during access, or a
file system fault may occur. (%)

1)

2)

When the battery is not replaced after battery error occurrence (Refer to Section
4.10.3)

When shut-down operation is not performed before power off during operation
without battery (Refer to Section 4.11)

When the battery is removed without shut-down operation being performed (Refer
to Section 4.12)

It is recommended to back up the standard ROM data (setting information,
logging data, user HTML, etc.) to the CompactFlash card periodically in case of
corruption of data in the standard ROM drive. (Refer to Section 6.10)

Precautions for use of CompactFlash card |

(1)

Available CompactFlash cards

Use a CompactFlash card listed in Section 2.4. (Refer to Section 2.4.)
Failure to do so may cause a problem such as data corruption in the
CompactFlash card and system stop.

When powering off the system or resetting the CPU module

When the system is powered off or the CPU module is reset during writing to the
CompactFlash card, the write processing may not be completed.

In this case, the Web server module can normally be powered off without file
access stop because it automatically restores the files when powered on again.
In rare cases, however, the module cannot completely restore files.

If a problem arises by this, perform file access stop processing before powering
off the system or resetting the CPU module.

Also, regularly backing up important data (e.g. save on other media) is
recommended. (Refer to Section 4.9.2 (1).)

Removal or replacement of CompactFlash card
(a) Be sure to stop file access before removing or replacing the CompactFlash
card. (Refer to Section 4.9.2.)

(b) Failure to observe the procedures indicated in Section 4.9.2 may result in
erasure of logging data during processing, corruption of data in the
CompactFlash card during access, or a file system fault.

(c) If a CompactFlash card fault has occurred, refer to Section 9.1 (9) and
restore the card.



(4)

®)

(6)

Diagnostic time of CompactFlash card

(a) The Web server module executes diagnosis (including file restoration) of the
CompactFlash card when:
1) Power is turned OFF and ON, or the CPU module is reset.
2) The CompactFlash card is inserted while the power is ON.

(b) The diagnostic time of the CompactFlash card is lengthened if many files are
stored in the card.
It takes approx. 5 seconds for 100 files, and approx. 10 seconds for 1000
files.

(c) Since the following times may be lengthened due to too many files, delete
unnecessary files.
1) Rising time of the CompactFlash card setting status. (X1)
2) Web server module's ready time. (Rising time of the Module READY (X0))

CompactFlash card formatting
(a) Use the formatting function of the Web server module to format the
CompactFlash card. (Refer to Section 6.10.2.)

(b) Do not format the CompactFlash card on Windows®.
If it is formatted on Windows® by mistake, recover it according to the manual
of the CompactFlash card.

CompactFlash card lifetime (limited number of writes)

The CompactFlash card has its own lifetime (the limited number of writes).

For details, check the specifications of each product.

Since the lifetime of the CompactFlash card generally varies depending on its
free space, it is advisable to use the card with sufficient free space.

For the size of the data written to the CompactFlash card, refer to Appendix 7.2.

Precautions for using redundant system

(1)

(2)

(3)

Applicable base units

When using the Web server module in a redundant system, always mount it to an
extension base unit designed for redundant CPU/power supply systems.

The Web server module cannot be mounted to a main base unit in redundant
systems.

Access target CPU setting

(a) If the Web server module is connected to a redundant CPU, it can access
only the CPU of its own station.
Access to the other station's CPU is not allowed.

(b) If the Web server module is connected to any other than redundant CPUs, it
cannot access redundant CPUs on other stations.

Tag setting
(a) When "Execute at high speed" has been selected for Sampling in Tag

setting, always create two user-setting system areas of the same size in the
redundant CPUs on both systems. (Refer to Section 6.3.3 REMARKS].)

(b) If system switching occurs in the redundant CPUs, tag collection may stop
for approx. 15 seconds.
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Precautions for using multiple CPU system

(1)

Access to each CPU module at start-up of multiple CPU system

In the system in which a Web server module is mounted in the multiple CPU
system, an error may occur when accessing other CPU from the Web server
module or accessing the other station via a network module controlled by other
CPU from the Web server module due to the difference of start-up time of each
CPU module. In this case, clear the error in the Web server module after starting
up other CPU. (Refer to Section 9.3)

The start-up of other CPUs can be checked with the special relays, SM220 to
SM223. For the special relays, refer to the user's manual of the CPU module used.

Precautions for using Java 7

(1)

(2)

Security setting

When displaying the applet parts on a monitor screen or user screen using Java 7,
changing the security setting is required. (Refer to Section 3.1)

User screen display

When displaying the multiple applet parts on a user screen, take corrective action
explained in Section 3.1.

Precautions for using dedicated instructions

(1)

Dedicated instructions
When the Web server module is connected to a redundant CPU, dedicated
instructions are not executable.
If instruction execution is attempted, an "OPERATION ERROR" will occur in the
redundant CPU.
However, some of the dedicated instructions may be executable using the Web
server module functionalities.
(a) WMSEND instruction
Please consider sending E-mails by the event monitor function or the logging
function. (Refer to Section 6.6.1.)

(b) FTPPUT and FTPGET instructions
Please consider using the FTP server function. (Refer to Section 6.7.1.)

(c) TAG instruction
Please consider collecting tags by the tag setting. (Refer to Section 6.3.3.)

(d) LOG and LOGDEL instructions
Please consider logging data based on the logging setting. (Refer to Section
6.4.4.)

The operation when incorrect parameters have been set may differ depending on
the CPU module. For details, refer to the user's manual of the CPU module used.



INTRODUCTION

Thank you for purchasing the Mitsubishi Electric MELSEC-Q series programmable controllers.
Before using the equipment, please read this manual carefully to fully understand the functions and
performance of the Q series programmable controller so as to ensure correct use.

CONTENTS

SAFETY PRECAUTIONS .. ...ttt bbbt r bbbt b r e an e sneeanenrennis A- 1
CONDITIONS OF USE FOR THE PRODUCT .....coiuiiitiiiteeiesie sttt see s A- 6
LAY 1S [ 1N P A- 7
OPERATING INSTRUCTIONS ...ttt r et sr e b e nnenn e nreenes A- 9
INTRODUGTION. ...ttt sttt sa bbbt h et e bt s bt e h e e b e sb e e bt e ae e s bt sheeheeneeebeebeeaeeneesbesbeeneenbesbeennans A-20
(010 AV I =V TS A-20
COMPLIANCE WITH EMC AND LOW VOLTAGE DIRECTIVES ......cccooiiieiiienee e A-26
HOW TO USE THIS MANUAL ..ottt s e bt sae et bt e st e e e s b ese e e enee e sbeeneens A-27
GENERIC TERMS AND ADDREVIATIONS ...ttt st ee e sae e sae e A-28
MEANINGS AND DEFINITIONS OF TERMS..........ooiiiiiieieitieeees et A-30
PACKING LIST ...ttt sttt sttt bbbt b e bt h e e bt s bt eb e e ae e s bt sheeheembesbesbeeae e bt sbeebesaeebesbenanans A-31
1 OVERVIEW 1- 1t0 112
R O = (1] OSSR 1- 1
2 SYSTEM CONFIGURATION 2- 1to 2-11
A I Y o) o] Tor= o] L=} Y] (=0 4 T S 2- 1
WA L= AV o] Q0o o g T=Tex 1 o] o = SR 2- 3
2.3 System Configuration for Initial Setting, Maintenance and Inspection.............ccccceecieiie e e 2- 6
2.4 CONNECHON DEVICE ........eiiie ettt sttt et ste e te e s te e s te e s be e s be e s beesbeesbeesbeesbeesbeesbeesbeenteebeebeebeenseenseenes 2-7
2.5 Checking Function Version and Serial NO. ..........coiiiiiiiii e 2-10
3 SPECIFICATIONS 3- 110 3-68
3.1 Performance SPeCifiCatioNS ...........o oo e 3- 1
3.2 RS-232 Connector SPeCifiCatiONS ..........ociiiiiiiiiee e e 3-8
3.3 FUNCHON LISt ...t r bt r b r e e e r e nrenne e e e nrennis 3-9
3.4 Dedicated INSrUCON LISt ........o ettt e e et e e e ee e e ee e e sneeeeneeenns 3-10
3.5 Web Browser Setting em LISt ........c.oo i s 3-11
3.6 1/O Signals for programmable controller CPU...........cccooiiii i 3-12
K B T @ =T | = S 11 USRS 3-12
3.6.2 1/O SIgNaIS ELaIIS ......co.eeeeietieiei e bbb 3-14
3.7 BUfEr MEMOIY lISt ...ttt st e st e saeeeaeesaeesaeesaeeeneeeneeaneeens 3-20
3.8 BUffer MEmMOrY AELaIIS ......c.ooiiiiiie e e et et esaeesre e sre e sneeeneeeneeenneens 3-39
3.8.1 Module status area (ADAress: 010 1) .o e 3-39
3.8.2 Network connection status area (Address: 28 t0 69)........cccvieiriiiiiiineee e 3-39
3.8.3 System setting status area (AAdress: 70 £0 86) .........ccvivuiiiiiiiiiieeee e 3-42
3.8.4 Dial-up setting status area (Address: 90 10 134).......ooi i 3-42
3.8.5 Current error area (AJAress: 140 10 145) ..o e 3-42

A-20 A-20



3.8.6 Errorlog area (AdAress: 150 10 247 ) .....cc.eiiiiiii ittt ettt et e ns 3-43

3.8.7 Login history area (Address: 250 t0 380) ......cc.euiiiiiiiiiiiiiee s 3-44
3.8.8 IP filter area (Address: 382 10 383).......cciciiieiiecie et naree s 3-45
3.8.9 Collection monitor cycle area (Address: 800 10 803)........cccvviriiriiiiiiiie e 3-45
3.8.10 Tag status area (Address: 1000 10 1075).......cuiuiiiiiiiieie et 3-47
3.8.11 Logging status area (Address: 2000 t0 2267)........cceeiieieiieeiiie e esie e se e see st e st e e sae e sreeenne e 3-48
3.8.12 CPU event monitor status area 1 (Address: 3300 t0 3375)......ccccccveiieeieeieeniereesee e 3-50
3.8.13 CPU event monitor status area 2 (Address: 3000 t0 3018).......c.ccciriiriieiieiieeereeee e 3-51
3.8.14 Tag event monitor status area 1 (Address: 10000 t0 10447 ) .......ccoooeiieeieenieeieenee e 3-52
3.8.15 Tag event monitor status area 2 (Address: 3100 t0 3118) .....ccevviiiiriiier e 3-54
3.8.16 Time/Interval monitor status area (Address: 3200 10 3217) ...cceeieiieriiee e 3-55
3.8.17 Access target CPU setting status area (Address: 4000 10 4071).......cccceeierieeiieeneenceneenee e 3-56
3.8.18 E-mail transmission status area (Address: 5000 t0 5984)..........cccccccieeiiieiiiee i 3-57
3.8.19 FTP server status area (Address: 6000 t0 B00T)........cccuerirriiriiniiiie s 3-60
3.8.20 FTP client status (PUT) area (Address: 6002 £0 6553) ........ccoverrirriiiiiiiiiienee e 3-60
3.8.21 FTP client status (GET) area (Address: 8002 t0 8553) ........ccccveiciiiiiiiiiiiee et 3-63
3.8.22 Module initialization request area (Address: 9999).........ooii i 3-65
K N L= = = =T o To [ o o SRRSO 3-66
3.10 Files Handled by Web Server MOAUIE..............ccouiiiiii ittt st 3-67
4 SET-UP AND PROCEDURE BEFORE OPERATION 4- 1t04-78
4.1 HaNdliNg PreCaULIONS ..........oo ittt ettt ettt be e e sa b e e sabe e ebeesbeeeaaeeesnbeesnneeens 4- 1
4.2 Set-up and Procedure before Operation ......... ..o 4- 2
4.3 Part Names and FUNCHONS .........ooiiie ettt st s sreesaee 4- 6
A 07 o] [ @0 a1 [=Y o 1) o 1SRRI 4- 8
4.4.1 10BASE-T/100BASE-TX CONMNECHON .....ueiiiiiiiiiieieiieie e eie sttt e et ee e saeseeseesaeeneeeesneseeseas 4- 9
N S T Y oo 0] 1= (o] o OSSR 4-10
4.5 Network Setting of Personal Computer for One-to-one Connection............cccoccvvevvvieicesiesciescesseeeen 4-11
4.6 Setting from WED BrOWSET ........c.ooiieiieiie ettt st s e e e e sesseesnseenseenneensean 4-27
4.6.1 Display of Standard SCIEEN .........cociiiiiiiiiie ettt sbe e e e saee e eas 4-27
4.6.2 Common operations for the standard SCreen.............ccoooiiiiie e 4-30
4.6.3 SYSIEM SEHING ... .iiitiiiieiiecie ettt e st e st e st e st e sreesreesreesreeereesaeeeteesreenneeeneeenneenneans 4-33
G B I T= [ o JE=T T 11] o o OSSR 4-38
4.6.5 ACCOUNT SEHING ....ccueeiieieiie et e s e e e et e e e e b te e e s earaeeesaaseeesaaseeeesenneeeesanees 4-43
G SR | (1) (=Y Y=Y 11 o SRRSO 4-48
4.6.7 Access target CPU SEtlNg ........c.ooiiiiiiiii e 4-52
4.7 Intelligent Function Module SWitCh SEtting .........ccceiiiiiiiii e 4-57
4.8 Self-diagnoSstiCS FUNCHON. ........ooiiiieiii ittt se et enteenseeseenseas 4-61
v Tt B Ol IR =T= 1 o] o] o =T (=) 4-61

T I A O o V2 T= | B (oY) o] o =Tl [ (=) TR 4-62
T TR = (0 = 1 (o (=) S 4-63
4.9 Setting/Removal of CompactFlash Card and Precautions for USe............ccccvvoiiiiiiinienncnieeeeeee, 4-64
4.9.1 Precautions for using CompactFlash Card .............cocoociiiiii e 4-64
4.9.2 Setting/Removal of CompactFlash Card............ccccevieiiiiieiiesiecee e 4-66
4.10 Mounting and Replacement of Battery...... ..o 4-71
4.10.1 Battery SPECIfICAtIONS ........ooiiieieiie et sttt et esr e sre e sreesreesreesreesreesneesneean 4-71
4.10.2 Mounting Of DAEIY .......ooieeee e e 4-72
4.10.3 Battery replacemEnt ... .. ..o s s naeeea 4-73

A-21 A-21




4.11 Operation without Battery Being MOUNEA .........coooiiiieiieiiecie e 4-76

4.12 Removing Battery for STOrage ..o e 4-77
4.13 Returning the Web Server Module to the Default Setting ..........ccccve i 4-78
5 CONNECTING WEB SERVER MODULE TO NETWORK 5- 1to 5-21
5.1 Network Connection through LAN ...t e 5-1
5.1.1 Access procedure when using static IP address ... 5-1
5.1.2 Access procedure when obtaining IP address from DHCP Server ..........ccccoveiieiieneeneeneeneee 5- 4
5.2 Network Connection by Dial-up (MoOdem, ADSL) ........cooiiiiiiiiee et 5- 8
5.2.1 ACCESS PrOCEUUIE ......oeiiiieiiieeeiieee e eeteee e e ettt e e e ettt e e e s et e e e et te e e s s teeeeaaataeeessteeeeanseeeesassaeesasseeasanseneenns 5-8
5.3 Operation for Returning to One-t0-one ConNECHON..........coiiiiiieii e 5-13
5.3.1 Procedure for returning to one-to-o0ne CONNECHION ..........ccoiiiiiiiiiiiiiiii s 5-13
5.4 Network connection/disconnection procedures for non-continuous connection.............ccccceeeeveeeieens 5-15
5.4.1 Network connection and disconnection methods and their combinations ...............cccccociiiec. 5-15
5.4.2 Network Connection/Disconnection Processing Using Sequence Program............ccccceveeneeneenne. 5-18

6 FUNCTIONS 6- 110 6-136
6.1 Function List of Web Server MOAUIE ............oooieiieeie et eees 6- 1
6.2 MONILOr FUNCHON ...ttt r e e nr e n e nr e sn e nreenes 6- 2
LSO B TN ot 3T o (o USSR 6- 2
LI - Te [ £ 1 o= 1 1 1 (o] o1 (o] USSR 6- 6

LS 0728 T oo o 1o g 10T 01 () S 6-10
6.2.4 Event hiStOry MONION ..o ettt s s eae e s be e e nbe e e saeee s 6-13
6.2.5 PLC diagnoStiCS MOMITOT ... ..ottt ettt b e b e s e et e sbe et et enbeesneenas 6-18
6.2.6 Self-diagnNOStiCS MONITON.......cccuii i e e sare e ste e steeenreeeeanee s 6-20
6.2.7 Precautions for using monitor fUNCHON .............ccoiiiiiiii e 6-22
LSRG T = To I U o] o USRI 6-32
LS 20 B - To I (0] e o o SRR 6-32
6.3.2 Setting procedure for tag fUNCHON ...........ccoouiiiiiii et 6-33
LS TR T = To =11 11 o USSP 6-34

L 3 Mo T [1aTe [ U gV 1) o 1SS 6-41
(S o I o To fo [ aTe [ U1 aTex 1] o SRS SRRUROP 6-41
(O W o T o o o N 1SS 6-43
6.4.3 Setting procedure for 10gging fUNCHON...........coiiiiiiiiii e 6-46
(SR 3 oo T |1 T ==Y 11T S 6-47
6.5 EVent MONItOr FUNCHON ...ttt s e e s e e te e e sneeesnneeenneeen 6-55
6.5.1 EVeNt MONItOr fUNCHION .......eeiiiii e e e e e s e srneeenteesneeennenesnnen s 6-55
6.5.2 Setting procedure for event monitor fuNCioN .............ccooiiiiiiic e 6-57
B.5.3 EVENE SEHING ...cteitiiitieit e he e ae e 6-58
6.6 E-Mail FUNCHON ...t e et et e e st e st e e st e e sneeesnseesnseeenneeeanseeanneeennseenns 6-71
6.6.1 E-maiil FUNCHON ..o e et nas 6-71
6.6.2 Setting procedure for e-mail FUNCHON...........coiiii e 6-73

Lo GG T = 4= 11 = 1 ] o S 6-75
6.6.4 E-mail transmission by programmable controller CPU............cccocoveiiiiieieeieeseeeee e 6-79
6.6.5 E-mail transmission by 10gging fUNCHON ..ot 6-83
6.6.6 E-mail transmission by event monitor fUNCLON ...........ccocciiiiie i 6-85
LI A o I = ¥ [T (o o DSOS 6-91

A-22 A-22




B.7.1 FTP SEIVEI fUNCHION ... .ttt e e e e e e e e e e e e e e e e e b e e e e eeeessenstaeeeeeessseennannns 6-91

LI A7 ol I e [ 1= 1 8 {1 o (o) o S 6-95
L T ol I =T 1 11 o SR 6-98
6.7.4 File transfer by programmable controller CPU (PUT)........cociiiiviiiiiieiie e 6-100
6.7.5 File transfer by programmable controller CPU (GET).......ccooeiiiiiiiiiiiieiie e 6-103
6.7.6 File transfer by 10gging fUNCHON ..........cooiiiie e 6-105
6.8 ACCESS LOG FUNCHON.....coiiiii ettt rh e st be e e b et e sbee e sabeesbeeens 6-106
6.9 Address Notification FUNCHON ..........c.oo et e e eneee s 6-108
6.9.1 Address notification FUNCHON ...........ooiiiiie e s eeaes 6-108
6.9.2 Address notification SEHING ........ccuviiiie i e 6-109
6.10 Data Management FUNCHON ............oo it e 6-116
6.10.1 Backup/Restore fUNCHON..........cooiiiiii e eneeas 6-116
LT O IOZ o T4y 0 =1 B 10 Tox 1o o ST 6-118
6.10.3 CSV export/import fUNCHON ..........ooi e 6-119
6.10.4 Data MaNAGEMENT........ooiiiiieieeiie ettt e sttt e et sae e sb e e saeesseesneeeneeeatesnbeeneesneeenreennean 6-124

L 200 I B D TT=To [ T X3 i o= 3N U o3 1o o T SR 6-129
6.11.1 DiagnOSHCS FUNCHION ......ouiiiiiiee et eneas 6-129
O B S T 1] o [ (=) SRRSO 6-130
6.11.3 PING test by IBM-PC/AT-compatible personal COMPULET ...........ccceevveriieieiieeciee e 6-136

7 USER SCREEN CREATION FUNCTION 7- 1to 7-59
7.1 User Screen Creation FUNCHON .........cociiiiiiie ettt et e 7- 1
7.1.1 User screen creation FUNCHON ..ot 7- 1
7.1.2 Precautions for user screen creation fUNCHON...........ccv i 7- 2
A Y o] o1 (= 3 = 1 (= S 7- 3
7.2.1 Method of Describing Applet Parts in HTML ... 7- 4
7.2.2 Data DIOCK PAITS ....coueeiiiitieitieit ettt ettt e b e e bt bbbttt e be e beenais 7- 6
7.2.3 LeVel diSPlay PartS.........cooiiiiiieiie ettt b e eb e saee e sare e eaeeeas 7-10
7.2.4 GraphiC diSPIay PArtS .....ccccioiii ettt e et e e e e e e s e e enee e ebe e e neeeeaneean 7-14
7.2.5 CommeENt diSPIAY PAIMS .....eotiiitiiiiiri bbb et b e 7-17
4G N0 Lo 1o J o= 5 (=SSR 7-21
7.2.7 Historical graph diSplay PartS...........coooeie it eaeee s 7-27
7.2.8 Historical data display Parts ..........cooeoiiiiii bbb 7-32
A I AT 1 (=3 o 10 o g T 0= T £ SR 7-36
7.2.10 DEVICE MONILOr PAMS ....oiiiiiiiee it e et e e et e e s et e e e e eeab e e e s easeeeseabeeeeeansaeaeean 7-41
7.2.11 Tag data MONItOr PAMS........ooiieiee bbbt et e b e ae e 7-42
47 V2 Moo o[ aTe o a[o T 11 (o] gl o =1 1 < 0SSR 7-43
7.2.13 Event history MONItOr PArtS .........ooiiiiiiiee et et st e e ne e saeee s 7-44
7.2.14 PLC diagnostiCs MONITOr PAIS........eiiiiiiiiiiiieie et 7-45
7.2.15 Self-diagnostics MONITOr PAMS .........coociiiiiiec e re e s e e earee s 7-46
A TS 1S I (R RURRRI 7-47
A% TR TS 1S T I =T To I o = - SR 7-47
A 3 O € I = (SRR 7-49
A L O € R o1 ) o= T T TSROSO 7-49
A A O © I Y= To o T o £ ST 7-54
7.4.3 DISCONNECE PAMS......oiiiiieiiii ettt s e s e et e e st e e stee e sabe e s bee e beeeasaeesabeesnbeeeabeeessseesnressnseeans 7-57
A S =T g =T Oty (o] 3OS 7-59

A-23 A-23




8 DEDICATED INSTRUCTION 8- 110 8-37

8.1 Dedicated Instruction List and Available DEVICES ..........ccceeiiiiiiiiiiieeeeeeereeee e 8- 1
8.2 Z(P).WIMSEND.......coot ettt st s e s te e s te e s te e s te e s beesteesbeesbeesbeesbeesbeesbeesbeesseenbeebeenbeesbeenreenseenns 8- 3
e TR T (TN ol I U S 8- 8
8.4 Z(P).FTPGET ...ttt ettt e s b e st e s b e sbe e sbeesbeeeaeeeaeeetaeeaeeeaeeeaaeeaeesheeeaeeeaeeeneeereereans 8-12
e T4 (T 1Y C USRS 8-16
8.8 Z(P).LOG ... oottt sttt e e h e e e aaee e e e aaeeeaeeaaeeeateeneeeneeareeeneenneeenteenteeseereans 8-19
8.7 Z(P).LOGDEL......ctiiiteeetie ittt st e st e st st e st e e st e ste e ereeaaeeeaeeeaeeeaaeaaaeeaeeeaaeeanesaeeeneesnaeenreereereans 8-22
8.8 Z(P).WEFWRITE ...ttt ettt sttt e st e st e st esaeesaeesaeesseesseeeaeeeneesneeeneesseesaeesneesnseensennseans 8-25
8.9 Z(P).WFREAD.......oooiieitie ettt ettt ettt e st e steesaeesaeesseesseesseesseesseesseessseeneeeneeensesnsesneesneesnneenseenseenreens 8-30
810 Z(P).WEDEL......cctii ettt ettt e st e st e et e eaeeeaeesaaesaaesraeeaeeeateenaeenteeaneeaeeeaneenaeenreenreeraans 8-35
9 TROUBLE SHOOTING 9- 11t09-49
1S I I o0 o] (=3RS o T o 1T SRR 9- 1
S =y (o] f oo [ TP T RO T P RR ORI 9-10
S I B N oY 1U | =T ¢ (o] i oo T [T USSR 9-13
S V) (=Y 1 0T 11 o PSSR 9-15
9.3 EITOr €OdE LSt ......eiiiiiieeei ittt r e et 9-17
APPENDICES App- 1to App-77
Appendix 1 EXternal DIMENSIONS. .......ccuiiiiiiii e et b e sbe e b saeeeas App- 1
Appendix 2 Accessible Devices and RANGES........coouii ittt App- 2
Appendix 3 DiIreCtOry STTUCIUIE.......coo ittt st e e e mte e e eneeeennee s App-10
Appendix 4 Applicable Characters and ASCII Code Tables by Setting Iltems.........cccccovveiinieiinninne App-12
Appendix 5 Improvement of Web Server Module FUNCHONS ...........ccoooviiiiiiicciiccee e App-15
Appendix 5.1 Functions added to/changed from old VEIrSION...........ccceveeiieieeiie s App-15
Appendix 5.2 Precautions for replacing the old version with the new version ...........cccccccevieninnes App-20
Appendix 6 Setting Information File FOrmMats ...........ccoiiiiiiiincn e App-23
Appendix 6.1 Setting information file list and storage area............ccccceveiiiii e App-23
Appendix 6.2 Setting information file formats and editing precautions..............cccocoeieiiienennnn, App-24
Appendix 6.3 SYSTEM.CSV (System Setting) ......cccoieeiiiiiiiiesie e e App-27
Appendix 6.4 DIALUP.CSV (Dial-up SEHNG)....ccverieiieiieiie ettt sree e e App-31
Appendix 6.5 CPU.CSV (Access target CPU Setting) ........ccocvieiiiiiiiiiiieee e App-34
Appendix 6.6 TAG.CSV (Tag SELHNG)......cccoiuieiiie ittt e e ae e App-38
Appendix 6.7 COMPONENT.CSV (Tag setting - Component setting)..........ccccccveevereeneeniesinneenn, App-40
Appendix 6.8 LOGGING.CSV (Logging Setting) ........cceieeiiiiieiiiiie i App-42
Appendix 6.9 FTP.CSV (FTP SELHNG)......cccoiiiiie ettt ettt ne e App-49
Appendix 6.10 EMAIL.CSV (E-mail SEttNG).....ccceevieiiiiiesie e App-50
Appendix 6.11 EVENT.CSV (Event setting - Common setting) ..o, App-53
Appendix 6.12 CPUEVT.CSV (Event setting - CPU event setting).......c.ccocevvvveiieeiceeccie e, App-54
Appendix 6.13 TAGEVT.CSV (Event setting - Tag event setting).........cccoccvvvveverneeneeneenieneeseeen, App-57
Appendix 6.14 TIMEEVT.CSV (Event setting - Time/Interval event setting) .........ccocoeeveiienieennnnn, App-60
Appendix 6.15 ADDRESS.CSV (Address notification setting) .........ccccoveveeiiieiieeeeee e App-63
Appendix 6.16 ACCOUNT.CSV (Account SEHING)......cccverieiieiieiie e s App-67
Appendix 6.17 IPFILTER.CSV (IP filter Setting) .........ccoieiiiiiiiiiesenese e App-69

A-24 A-24




Appendix 7 Sizes of Data Written to Standard ROM and CompactFlash Card..............ccccccoueeennennn.. App-71

Appendix 7.1 Size of data written to standard ROM drive ..o App-71
Appendix 7.2 Size of data written to CompactFlash card..............ccceveeiie i, App-71
Appendix 7.3 Size of data written 10 10gging fil€.........ccoiiiiiiiii App-72
Appendix 7.4 Size of data written to event history file...........ccooi App-72
Appendix 7.5 Size for file writing by dedicated inStruction..............cccoocv i, App-73
Appendix 7.6 Size of data written to file by FTP server function ...........cccoccvvvvviiiicenceceeeeeen App-73
Appendix 8 Transportation PreCautioNs ........ ..o e App-74
Appendix 8.1 Target models Of reguIatioNS...........c.coiiiiiiiieie e s App-74
Appendix 8.2 TranSPOrt QUIAEIINES ..........eeei it e e s sr e e s st e e e e snbae e e e nnreeens App-74
Appendix 9 Handling of Batteries and Devices with Built-in Batteries in EU Member States ................ App-75
Appendix 9.1 DiSpOSal PreCAULIONS ..........coiiiiieiieiie ettt st st sbee b sreesreesreesreeseeesreens App-75
Appendix 9.2 EXportation preCautioNS............cuiii oo App-76
INDEX Index- 1 to Index- 3




COMPLIANCE WITH EMC AND LOW VOLTAGE DIRECTIVES

(1)

Method of ensuring compliance

To ensure that Mitsubishi programmable controllers maintain EMC and Low
Voltage Directives when incorporated into other machinery or equipment, certain
measures may be necessary. Please refer to one of the following manuals.

* QCPU User's Manual (Hardware Design, Maintenance and Inspection)

« Safety Guidelines (This manual is included with the CPU module or base unit.)
The CE mark on the side of the programmable controller indicates compliance
with EMC and Low Voltage Directives.

Additional measures
To ensure that this product maintains EMC and Low Voltage Directives, please
refer to the manual listed under (1).



HOW TO USE THIS MANUAL

For the Web server module (QJ71WS96), the explanation sections are indicated by the purpose of use.
Use this manual, when you need to know the following.

(1) Features, functions and components

(a) Features and functions
1) Chapter 1 describes the features of the Web server module.
2) Chapter 3 describes the common functions, specifications, etc. of the
Web server module.

(b) Supplied products and network components
1) The "Packing List" before Chapter 1 indicates the products included with
shipment of the Web server module.
2) Chapter 2 describes the system configuration of the Web server module.
Parts and members other than the supplied products should be obtained
by users separately.

(2) Procedures required before startup of the Web server module

(a) Startup procedure
Section 4.2 describes the rough procedure prior to the operation of the Web
server module.

(b) Connection to the Internet
1) Section 2.2 describes the devices required for network connection.
2) Section 4.4 describes the network connection method by connection
type.
3) Chapter 5 describes the examples of connection to the network.
(c) Processing required before startup of the Web server module
1) Section 4.6 describes the setting from the Web browser to use the Web
server module.
2) Section 3.5 list the items of setting made from the Web browser. After
confirming the descriptions of the setting items, set the parameters
according to the detailed explanation sections.

(d) How to check whether the Web server module is faulty or not
Section 4.8 describes the self-diagnostic function of the Web server module.

(e) How to check the connection with the external device for a fault
Section 6.11 describes how to conduct the PING test, e-mail transmission
test, file transfer test, etc.

(3) Functions of the Web server module

Chapter 6 describes the functions of the Web server module.

(4) How to create user-original HTML screens

Chapter 7 describes the Mitsubishi-supplied parts that can be used on user-
created HTML screens.

(5) Error check and corrective action

Chapter 9 provides the troubleshooting, how to check the error code, and error
code list.

(6) Enhancement of the Web server module functions

Appendix 5 describes the enhancement of the Web server module functions.
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GENERIC TERMS AND ADDREVIATIONS

Unless otherwise specified, this manual uses the following generic terms and abbreviations to explain the
QJ71WS96 Web server module.

Generic Term/Abbreviation

Description

ACPU

Generic term for AINCPU, A0J2HCPU, A1SCPU, A1SCPU-S1, A1SHCPU, A1SJCPU,
A1SJHCPU, A2CCPU, A2CJCPU, A2NCPU, A2NCPU-S1, A2SCPU, A2SCPU-S1,
A2SHCPU, A2SHCPU-S1, A2ACPU, A2ACPU-S1, A2UCPU,

A2UCPU-S1, A2USCPU, A2USCPU-S1, A2ASCPU, A2ASCPU-S1, A2ASCPU-S30,
A2USHCPU-S1, ASNCPU, A3ACPU, A3UCPU, and A4UCPU

C Controller module

Generic term for the Q06CCPU-V, Q06CCPU-V-B, Q12DCCPU-V, Q24DHCCPU-V, and
Q24DHCCPU-LS

Ethernet module

Generic term for E71, QE71 or Q series-supported E71

Generic term for AJ71E71NS3-T, AJ71E71N-B5, AJ7T1E71N-B2, A1SJ71E71N3-T,

E71 A1SJ71E71N-B5, and A1SJ71E71N-B2
FTPGET Abbreviation for ZFTPGET and ZP.FTPGET
FTPPUT Abbreviation for ZFTPPUT and ZP.FTPPUT

GX Developer

Generic product name for product types SWnD5C-GPPW-E, SWnD5C-GPPW-EA,
SWnD5C-GPPW-EV, and SWnD5C-GPPW-EVA

(n indicates Version 4 or later)

-EA means a volume license product, and -EV an upgraded product.

GX Works2 Generic product name for SWnDND-GXW2-E and SWnDNC-GXW?2-E (n: version)

LCPU Generic term for the LO2SCPU, LO2SCPU-P, L0O2CPU, L0O2CPU-P, LO6CPU, LO6CPU-P,
L26CPU, L26CPU-P, L26CPU-BT, and L26CPU-PBT

LOG Abbreviation for Z.LOG and ZP.LOG

LOGDEL Abbreviation for Z.LOGDEL and ZP.LOGDEL

L series- supported E71 Another term for LI71E71-100

MELSECNET/H Abbreviation for Q corresponding MELSECNET/H network system

MELSECNET/10 Abbreviation for AnU or QnA/Q4AR corresponding MELSECNET/10 network system

QCPU (A mode)

Generic term for Q02CPU-A, Q02HCPU-A, and Q06HCPU-A

QCPU (Q mode)

Generic term for Q00JCPU, Q00CPU, Q01CPU, Q02CPU, Q02HCPU, Q06HCPU,
Q12HCPU, Q25HCPU, Q02PHCPU, Q06PHCPU, Q12PHCPU, Q25PHCPU,
Q12PRHCPU, Q25PRHCPU, Q00UJCPU, QO0UCPU, Q01UCPU, Q02UCPU,
QO3UDCPU, Q04UDHCPU, Q06UDHCPU, Q10UDHCPU, Q13UDHCPU, Q20UDHCPU,
Q26UDHCPU, Q03UDECPU, Q04UDEHCPU, Q0O6UDEHCPU, Q10UDEHCPU,
Q13UDEHCPU, Q20UDEHCPU, Q26UDEHCPU, Q50UDEHCPU, Q100UDEHCPU,
QO3UDVCPU, Q04UDVCPU, Q06UDVCPU, Q13UDVCPU, Q26UDVCPU,
Q04UDPVCPU, Q0O6UDPVCPU, Q13UDPVCPU, and Q26UDPVCPU

Generic term for AJ71QC24, AJ71QC24-R2, AJ71QC24-R4, A1SJ71QC24,

QC24(N) A1SJ71QC24-R2, AJ71QC24N, AJ71QC24N-R2, AJ71QC24N-R4, A1SJ71QC24N,
A1SJ71QC24N-R2, A1SJ71QC24N1, and A1SJ71QC24N1-R2

QE71 Generic term for AJ71QE71N3-T, AJ7T1QE71N-B5, AJ7T1QE71N-B2,
A1SJ71QE71N3-T, A1SJ71QE71N-B5, and A1SJ71QE71N-B2

QnACPU Generic term for Q2ACPU, Q2ACPU-S1, Q2ASCPU, Q2ASCPU-S1, Q2ASHCPU,

Q2ASHCPU-S1, Q3ACPU, Q4ACPU, and Q4ARCPU

Q series-supported C24

Generic term for QJ71C24N, QJ71C24N-R2, QJ71C24N-R4, QJ71C24, and
QJ71C24-R2

Q series-supported E71

Generic term for QJ71E71-100, QJ71E71-B5, and QJ71E71-B2

RCPU

Generic term for R0O4CPU, R0O8CPU, R16CPU, R32CPU, R120CPU

R series- supported E71

Another term for RU7T1EN71
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Generic Term/Abbreviation

Description

TAG

Abbreviation for Z.TAG and ZP.TAG

uc24

Generic term for AJ71UC24, A1SJ71UC24-R2, A1SJ71UC24-R4, A1SJ71UC24-PRF,
A1SJ71C24-R2, A1SJ71C24-R4, A1SJ71C24-PRF, A1SCPUC24-R2, A2CCPUC24, and
A2CCPUC24-PRF

Web browser

Term for software used to locate and display Web pages

Web server module

Abbreviation for QJ71WS96 Web server module

WFDEL Abbreviation for Z.WFDEL and ZP.WFDEL
WFREAD Abbreviation for ZWFREAD and ZP.WFREAD
WFWRITE Abbreviation for ZWFWRITE and ZP.WFWRITE
WMSEND Abbreviation for ZWMSEND and ZP.WMSEND

Computer link module (serial
communication module)

Generic term for UC24, QC24(N), and Q series-supported C24
Described as a serial communication module when specifying QC24(N) or Q series-
supported C24

Switch setting

Abbreviation for intelligent function module switch setting




MEANINGS AND DEFINITIONS OF TERMS

The following table indicates the meanings and definitions of the terms used in the manual of the Web server

module.
Term Description

ADSL ADSL is an abbreviation for Asymmetric Digital Subscriber Line.
This service enables high-speed data communication using the existing analog telephone line.
CGl is an abbreviation for Common Gateway Interface.

CGl This technology starts the program on the server and displays the execution result of the
program on the Web browser.

CHAP CHAP is an abbreviation for Challenge Handshake Authentication Protocol.

This method of authentication is used for the PPP connection.

CompactFlash card (CF)

A storage card stipulated in the “CF+ and CompactFlash Specification” published by the
CompactFlash Association.

DHCP is an abbreviation for Dynamic Host Configuration Protocol.

DHCP This protocol automatically assigns the IP address, subnet mask, DNS server address, etc. in
response to a request from the DHCPU client.
DNS is an abbreviation for Domain Name System.

DNS This system translates IP addresses into domain names easy for the user to remember and
manages them.

FTP FTP is an abbreviation for File Transfer Protocol.
This protocol is designed to transfer a file.

HTML HTML is an abbreviation for Hyper Text Makeup Language.
This language is used to describe Web pages.

HTTP HTTP is an abbreviation for Hyper Text Transfer Protocol.
This protocol is designed to send/receive the WWW data (World Wide Web) of the Internet.
ICMP is an abbreviation for Internet Control Message Protocol.

ICMP This protocol is designed to transfer errors that occur on the IP network and various data

related to the network.

ISP (Internet service
provider)

ISP is an abbreviation for Internet Service Provider.
It is a company that provides services for connection to the Internet.

NAT is an abbreviation for Network Address Translator.

NAT This function makes conversion between the private IP address and global IP address.
PAP PAP is an abbreviation for Password Authentication Protocol.

This method of authentication is used for the PPP connection.
POP3 POP3 is an abbreviation for Post Office Protocol Ver. 3.

This protocol is designed to transfer e-mail received by the mail server to the local computer.

POP before SMTP

This system performs user authentication with the POP server when e-mail is sent.

PPP is an abbreviation for Point to Point Protocol.

PPP This protocol is used for one-to-one computer connection.
SMTP SMTP is an abbreviation for Simple Mail Transfer Protocol.
This protocol is designed to transfer e-mail.
SMTP-Auth This system performs user authentication with the SMTP server when e-mail is sent.
SSl is an abbreviation for Server Side Include.
SSi This technology replaces the part described in SSI format with the server side processing
result when the server returns HTML to the client.
Ta Tag is a data table in which data (components) required to make access to the device data of
9 the programmable controller CPUs on the network are set as one.
UPnP is an abbreviation for Universal Plug and Play.
UPnP This standard is stipulated to easily connect the personal computer, peripheral device, etc.
connected to the Internet.
URL URL is an abbreviation for Uniform Resource Locator.
It represents a place on the Internet.
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PACKING LIST

The following table indicates the products that comprise the Web server module.

Model Name Product Name Quantity
QJ71WS96 Web server module 1
QJ71WS96
Battery (Q6BAT) 1
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1 OVERVIEW

This manual provides the specifications, preparatory procedures, functions,
troubleshooting, etc. of the MELSEC-Q Series QJ71WS96 Web server module
(hereafter referred to as the Web server module).

When applying the following program examples to the actual system, make sure to
examine the applicability and confirm that it will not cause system control problems.

1.1 Features

This section explains the features of the Web server module.

(1) Remote monitoring of programmable controller CPU via Internet
The Web server function allows users to monitor programmable controller CPUs
at a remote location using a commercially available Web browser on a personal
computer connected to the Internet/Intranet.

C/ Internet
(General public line)

Internet service
provider (ISP)

Internet service
provider (ISP)

Intranet
(Factory/Production site)

(2) Accesses from
personal computer
to Web server module.

Personal computer

|/
I

y
mnl]'
.

o
9]
=
o
o

I
wig
H

-
'
1
1
'
'
1
'
'
'
'
'
'
1
'
1
1
1
1
1
'
'
1

E data
iS =
< ono
(1) Web server module
HIIRRRERRNNNNEE collects device data.
= MELSECNET/H etc.

(3) Using Web browser,
controls and monitors
the programmable
controller field devices.
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(2) Collection/Display of tag data (Tag function)
A set of individual programmable controller CPU's device data on a network is
entered as a tag and the Web server module collects those device data in tag
unit.
The collected data can be displayed in a Web browser by specifying a tag name.

@ (;ollects Qevice de'lta Web server module External device
ln ttig ;m't act<t:_ord|ng (3) Specifies a tag (Client)
0 the tag setling. name to display ‘

the tag data.

3 <aononoo>

nnnnunp

-
-
-
Device | Value |(Componentname) m
D100 100 Pressure : Tag setting Tag data monitor
D200 20.3 Temperature gy Tag name : Tag name:
D300 9 Water level = 01: Process A 01: Process A
D400 70 Humidity E Component name | CPU name | Device Component name Value
: Pressure CPU1 D100 Pressure 100
: Temperature CPU1 D200 Temperature 20.3
- Water level CPU1 D300 Water level 9
LLLLLLLE LY Humidity CPU1 D400 Humidity 70
| Quantity of production CPU2 D10 Quantity of production| 1280
Device | Value |(Componentname) (1) Sets a tag and its components ]
D10 1280 | Quantity of production in Web browser.

(3) Display of tag data logging/logging result (Logging function)
Tag data can be stored as a CSV file in time series at the user-specified
execution timing (by setting timing, start/stop condition).

The stored file can be displayed in a Web browser or downloaded by FTP
operation, etc.

(2) According to the logging setting, (3) Specifies a logging
Web server module logs name to display the
tag data. logging data.

N
. Tag data 1 III»
'
'

Web server module 1 External device

0000000000000

»

m | Logging setting Logging monitor

-

: Tag name: | Logging interval (seconds) |[= = Logging name: Display form:

: Process A | Interval specification (300 seconds) Process A List (*)
1 Process B | Interval specification (60 seconds) Date Pressure | Temperature | Water level | = -

-

- Process C | Time specification (05:00:00) 02/07/01 09:00:00 90 20.3 9

-

= \ 02/07/01 09:05:00 97 20.5 7

- (1) Makes logging setting in 02/07/01 09:10:00| 101 20.4 8

: Web browser. 02/07/01 09:15:00 100 20.4 10
1l 02/07/01 09:20:00 103 20.2 13

* Logging data can be viewed as a list or a graph.
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(4) Data write from Web browser to programmable controller CPU
Using the standard screen or user screen, device data or tag data can be written
from the Web browser to the programmable controller CPUs.

While data can be written in word unit, ON/OFF data can be used for ON/OFF
operation in bit unit.

Web server modul Requests for writing

in the device test or
user part.

External device

HITRIRNENENNNEE
- -
= VIELSECNET/H, etc. =
- -
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(5) Event monitoring/History display (Event monitor function)
The Web server module can monitor the programmable controller CPU status
(CPU monitor), tag data (tag monitor) and time (time/interval monitor), and store
the historical data of occurred events into CSV files.
The stored files can be displayed in a Web browser or downloaded by FTP
operation.
The e-mail transmission at event occurrence is also available.

(2) According to event setting,
Web server module performs External device

Web server module monitoring. .
(3) Displays event

i \\* """ " historical data on the
Event history monitor.

- Time/ E
Taq data interval monitor, '
o 1 <J0000000000000000000
‘ Event setting Event history monitor
- ] Event type:
- Tag |Component Condition Trigger o yp
- name name value Tag event
= | |lProcess A| Pressure >= 120 Tag | Component T
- Conditi
B || Frocess Al Temporatre — 30 Date Status e name ondition
= Process Al Water level > 200 02/07/01 09:00:00| Occurrence| Process A| Water level >
: a) 02/07/01 12:55:10 | Occurrence| Process A| Pressure >=
- 02/07/02 14:10:00 | Occurrence| P AlT i =
= (1) Makes event setting using Web - - roc_ess emp?ra ure
- browser.
|
|
(4) Sending e-mail upon
event occurrence is External device
Web server module‘x available. (Client)
E-mail
occurred X

Logging data
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(6) Storage of logging data before and after event occurrence (Logging
function)
By setting the occurrence of an event as the start/stop condition of logging,
logging data before and after event occurrence can be stored.
This enables only necessary data to be stored without the logging data before
and after event occurrence being buried in the file.

2003/11/01 13:54:00
2003/11/01 13:54:14
2003/11/01 13:54:24
2003/11/01 13:54:34
2003/11/01 13:54:44
Web server module \ 2003/11/01 13:54:54

2003/11/01 13:55:04
2003/11/01 13:55:14 Data before and after
2003/11/01 13:55:24 event occurrence are
2003/11/01 13:55:34 always located in the
2003/11/01 13:55:44 latest posiﬁons_

2003/11/01 13:55:54
2003/11/01 13:56:04
2003/11/01 13:56:14
2003/11/01 13:56:24
2003/11/01 13:56:34
2003/11/01 13:56:44
2003/11/01 13:56:54 D,

occurrence

After event occurrence, logging
stops in specified time.
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(7) Data transmission/Alarm notification by e-mail (E-mail function)
(@) E-mail transmission by programmable controller CPU
With the dedicated instruction (WMSEND), a tag data/logging data/user
data file can be sent as an attached file of e-mail.

(1) Makes required setting for e-mail in
control data of dedicated instruction.

Programmable controller CPU{ Web server module
}—I—IZP.WMSEND)-{ INE  Subject ] e AN 11 1] Subject [ ] | AN
= (ASCIl data) (ASCll data)  m T
- -
- -
HI Mantext EEpp|——|[annn Maintext EEEEp
- |
ASCII dat ASCII dat
= (Ascloe (aedlle) 2 -
- . -
M Tag/Logging No. » IIEE  Attachedfile 1 Mail server
User data file name (Binary/CSV data)
(2) Sends an e-mail by

Programmable
controller CPU

WL

dedicated instruction
(WMSEND).

(b) E-mail transmission by event monitor function
Event setting enables transmission of an event data, tag data or logging
data by e-mail when an event occurs.

(1) Performs monitoring

according to event
setting.

Web server module
oo ooao
] = Event [ 1]] Subject (1 | [
- = ) diti -
IS T ey (hsClldata) 2
== . -
- = Time/ (11] Main text |.|»
- o interval monitor (ASCH data) =
&5 : -
-
INN  Attached file 1 _
Mail server
- Logging data (CSV data)
(2) According to the tag

(3) When event conditions
are satisfied, an e-mail
will be sent.

setting, collects device
data in tag unit.

MELSEC-Q
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(8) Read/Write of file by FTP (FTP function)
(@) FTP client function
1) FTPPUT instruction
The tag data/logging data/user data file stored in the Web server
module can be written to an external device (FTP server).

Programmable Web server module External device
controller CPU (FTP client) (FTP server)

i anann
rogram
I

HiHize FrePUT H

O ' ' 0

2) FTPGET instruction
The user data file stored in the external device (FTP server) can be
read to the Web server module.

Programmable Web server module External device
controller CPU (FTP client) (FTP server)

P Read (Download)
rogram ——

—
I

I,

(b) FTP server function
The files stored in the Web server module can be read/written from the
external device (FTP server).

Programmable Web server module External device

(FTP server) (FTP client)
controller CPU Read (Download)

‘IIIIIIIIIIIII

— 3 e

Logging lllllllllllll» Logging - >
— (=] | — =]
Write (Upload)

— — 3
> _ — Setting data
=

O ' ' 0
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(9) Read/write of user data file by programmable controller CPU
(Dedicated instructions)
(@) WFREAD instruction
The user data file on the compactflash card mounted on the Web server
module can be read to the device data of the programmable controller
CPU.

Programmable Web server module
controller CPU

Program

|-l-[ZPAWFREAD ]—|

(Example) User data file reading
Transfer the recipe data created with the personal computer to
the Web server module, and read the data from the Web server
module to the device data of the programmable controller CPU
with the WFREAD instruction. (*1)

Programmable Web server module External device
controller CPU (FTP server) (FTP client)
Program
CF file

2 read command

7 - H->HHzP.WFREAD

|

! — 3) S 1) S

: RN | Recpeces | <@BNNNNRRNNNRRRNNNRRRNNNRRNNNNN |Recpe cata

i

)

i

M
1
|
1
1
1
1
L

1) Transfer the recipe data created with the personal computer to the Web server CF file read instruction F
module. -H« =D
2) Give a file read command from the user screen. 0

B10me @ e

3) Read the recipe data to the programmable controller CPU with the dedicated
instruction (WFREAD).

* 1 File transfer to the Web server module can also be performed with the dedicated instruction (FTPGET).
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(b) WFWRITE instruction
The device data of the programmable controller CPU can be written to the
user data file of the compactflash card mounted on the Web server module.

Programmable Web server module
controller CPU

Program

|-l-[ZPAWFWRITE ]-I
— 3
Devicedata |HH NN »
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(10) Easy Web server (Web server module) system configuration by
setting in Web browser

Setting in a Web browser allows easy Web server system configuration.
Once the Web server module is connected to the network, users can monitor
device data on the standard screen of the Web server module.

Web server module‘x

<20000000000
Various settings

Standard screen HTML
Administrative
menu

Monitor screen

R

[Monitor screen]
0000000000G> s.o29nes.8
Monitor screen display {iffiWses M MITSUBISHI

(11) Creation of user screens using parts supplied as standard

Creating HTML files using the standard-supplied user parts (applet, SSI, CGI
parts) allows the user to make original Web screens.

[Applet parts] [SSI, CGl parts]
g = v
@l e B 9 3B 5 8.5
A | ooty i et Hy | Bt ta  Dieum
ERIEE =] 6 e
Bl E
Sample screen for CGI write part
I 4 r‘ll,’ 7] e
o - A ¥ Compontc
i i ’7;"7
T
I/ b y
7T T o
W77 117 77
177 NN/ 7
177 I 177
01 I
H/' Wi 4& 7
; 7/
i
=
E E
@ @ v GIE O
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(12) Compatibility with a variety of connection methods
(a) A connection method that meets a user's network environment can be

selected.
Web server modul External device
e_\ (Client)
ADSLx* D)
Analog modem * ) - E
LAN D) —= /

* For connection to the Internet, sign-up with the Internet service provider is required in advance.

(b) The Web server module can be connected to an ADSL line via a UPnP-
compatible broadband router.

1) By merely connecting the Web server module to an ADSL line, it can
be connected to the network without taking account of the NAT setting
of the router.

2) Inthe environment where a global IP address is dynamically assigned,
the Web server module can obtain the global IP address from the
router and notify the client of the address.

(Example) Using ADSL modem (router type, UPnP compatible)
Using the router type ADSL modem, a single ADSL line can be
shared with the personal computer, etc.
Using the security functions, e.g. firewall and VPN, of the router
prevents illegal entrance from external networks.

Internet

ADSL % %

Exchange station ISP

ADSL modem
(Router type, UPnP compatible)

1

1

'
g
Lonl

1

1

1

1

1

1
»
"1

A H

Local IP address Global IP address

UPnP communication
(global IP address
obtaining, NAT setting)

Y Y S
U S
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(13) Seamless access beyond network hierarchies
Using the Web server module as a gateway, the statuses of the programmable
controller CPUs connected hierarchically with Ethernet, MELSECNET/H and/or
CC-Link can be monitored and those data can be collected.

(14) High capacity and backup memory

(@)

(b)

()

Processing of large data volume

Large volume of data that is beyond capability of the programmable
controller CPU can be processed using the standard ROM and
CompactFlash card.

Saving device data in file format and accessing them from a remote
location is available using Web browser or FTP.

Backup/Restoration of standard ROM data

The data (setting information, logging data, user HTML, etc.) of the
standard ROM can be backed up on the CompactFlash card. It is also
possible to restore the data of the CompactFlash card onto the standard
ROM.

Power off without shut-down operation
The file protection battery allows power to be switched on/off any time
without troublesome shut-down operation. (When a battery is installed)

(15) Prevention of illegal access by user authentication and IP filter
functions

(@)

(b)

' Web server module

By basic authentication of the user name and password, the Web server
module can restrict access of users and setting operations.
(User authentication function)

The IP address of the access source can be identified to restrict access.
(IP filter function)

(Example) Using IP filter function
When access is made from an intra-company LAN (client 1), 2)),
registering the IP address of the proxy server to the IP filter
shuts off external access (client 3)), enabling access from only
the intra-company LAN.

Client 2)

Internet

Client 1)

1-12
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This chapter explains the system configuration of the Web server module.

2.1 Applicable Systems

(1) Applicable modules and base units, and No. of modules

(@) When mounted with a CPU module

The table below shows the CPU modules and base units applicable to the
Web server module and quantities for each CPU model.
Depending on the combination with other modules or the number of
mounted modules, power supply capacity may be insufficient.

Pay attention to the power supply capacity before mounting modules, and if
the power supply capacity is insufficient, change the combination of the

modules.

Applicable CPU module

CPU type

CPU model

No. of
modules

1)

Base unit (*2)

Main base unit

Extension base
unit

Programmable
controller CPU

Basic model
QCPU

Q00JCPU

8

QO0CPU

QO01CPU

24

O

O

High Performance
model QCPU

Q02CPU

QO02HCPU

QO6HCPU

Q12HCPU

Q25HCPU

64

Process CPU

QO02PHCPU (*6)

QOBPHCPU (*6)

Q12PHCPU

Q25PHCPU

64

Universal model
Process CPU

Q04UDPVCPU(*12

Q13UDPVCPU(*12

)
QO6UDPVCPU(*12)
)
)

Q26UDPVCPU(*12

64

Redundant CPU
(*3) (4) (*8)

Q12PRHCPU

Q25PRHCPU

53

Universal model
QCPU (*8) (*9)

QOOUJCPU (*5)

QOOUCPU (*5)

QO1UCPU (*5)

24

QO2UCPU (*5)

36

QO3UDCPU (*5)

QO4UDHCPU (*5)

QO6UDHCPU (*5)

Q10UDHCPU (*6)

Q13UDHCPU (*6)

Q20UDHCPU (*6)

L~ |~ |~ |~ |~ |~

Q26UDHCPU (*6)

64

(Continued on the next page)
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(From the preceding page)

Applicable CPU module Base unit (*2)

CPU type CPU model *1) Main base unit

No. of modules )
Extension base

unit

Programmable
controller CPU

QO3UDECPU (*6)
QO04UDEHCPU (*6)
QO6UDEHCPU (*6) 2
Q10UDEHCPU (*6)
Q13UDEHCPU (*6)
Q20UDEHCPU (*6)
Universal model | Q26UDEHCPU (*6)
QCPU (*8) (*9) Q50UDEHCPU (*7)
Q100UDEHCPU (*7)

QO3UDVCPU (*11)

Q04UDVCPU (*11)

QO06UDVCPU (*11)

Q13UDVCPU (*11)

Q26UDVCPU (*11)

64 O O

RO4CPU (*13)
RO8CPU (*13)
RCPU (*8) (*9) R16CPU (*13) 59 X O (*14)
R32CPU (*13)
R120CPU (*13)

Safety CPU QS001CPU N/A % %
QO06CCPU-V
QO6CCPU-V-B N/A x x
Q12DCCPU-V
C Controller module 64 O O

(*8) (*9) (*10)
Q24DHCCPU-V (*11)
Q24DHCCPU-LS (*12)

62 O O

O: Applicable, x: N/A
*1 Limited within the range of I/O points for the CPU module.
*2 Can be installed to any I/O slot of a base unit.
*3 Use the Web server module whose serial No.(first five digits) is 09012 or
later.
*4 The redundant CPU can access its own station only.
Access to another station is not allowed.
*5 Use the Web server module whose serial No.(first five digits) is 09042 or
later.
*6 Use the Web server module whose serial No.(first five digits) is 10012 or
later.
*7 Use the Web server module whose serial No. (first five digits) is 11102 or
later.
*8 GX RemoteService-I cannot be used.
*9 MX MESiInterface-WS Version 1 cannot be used.
*10 Use the Web server module whose serial No. (first five digits) is 14022 or
later.
Use the Q12DCCPU-V whose serial No. (first five digits) is 12042 or later.

2-2
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*11 Use the Web server module whose serial No. (first five digits) is 14122 or
later.

*12 Use the Web server module whose serial No. (first five digits) is 15052 or
later.

*13 Use the Web server module whose serial No. (first five digits) is 16072 or
later.

*14 RCPU can be mounted on the RQ extension base unit or Q series
extension base unit which is routed from RQ extension base unit.

POINT

Use a Web server module appropriate to each CPU module.

If an unsupported one is used for a CPU module, it does not function normally.

(b) When mounting to remote I/O station of MELSECNET/H
The Web server module cannot be mounted to remote I/O station of the
MELSECNET/H.

Mount it next to the CPU module on the master station.

(2) Application to multiple CPU system
The Web server module is compatible with a multiple CPU system.
When using the Web server module in a multiple CPU system, refer to the QCPU
User's Manual (Multiple CPU System).
The Web server module is compatible with the multiple CPU system with function
version B from the first product.

2.2 Network Connections

This section explains the connection methods of the Web server module to the network.

(1) LAN connection
The Web server module can be connected to a LAN using the 10BASE-
T/100BASE-TX interface.

Web server module
‘X Twisted pair cable

/;hernet

External device
(a) Precautions for using hubs

The Web server module does not support the IEEE802.3x flow control.
Therefore, when the load of an Ethernet line is high in the connection with
the hub supporting IEEE802.3x, the data to be sent to the module may be
lost.
If the above mentioned phenomenon occurs, add the hubs and reduce the
load on the Ethernet line applied on single hub.
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(2) Connection via ADSL modem
The Web server module can be connected to the Internet through ADSL modem
using 10BASE-T/100BASE-TX interface.

(@) When using bridge type ADSL modem

Web server module ‘X

External device

(b) When using router type ADSL modem (1) (*2)

Genergl,o
public

ADSL modem

External device

(¢) When using bridge type ADSL modem + broadband router
(*1) (x2)

Web server module
‘\ Twisted pair cable

—
PPPOE

ADSL modem

Broadband router External device

General
public line

*1 It is recommended to use a UPnP-compatible product.
When the product is incompatible with UPnP, contract on a static IP
address with an Internet service provider and the NAT setting on the
router are required.

*2 Independently of whether the product is compatible or incompatible with
UPnP, the initial setting of the modem or router must be made before
start-up.

POINT

(1) Internet connection via ADSL modem is made in dial-up setting. (Refer to
Section 4.6.4.)

(2) A global IP address is assigned to the Web server module by the Internet
service provider.
With the address notification function, the external device can be informed of
the IP address that the Web server module has acquired. (Refer to Section
6.9.)
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(3) Connection via analog modem
The Web server module can be connected to the Internet through analog modem
using the RS-232 interface.

Web server module

External device

POINT

(1) Internet connection via analog modem is made in dial-up setting. (Refer to
Section 4.6.4.)

(2) A global IP address is assigned to the Web server module by the Internet
service provider.
With the address notification function, the external device can be informed of
the IP address that the Web server module has acquired. (Refer to Section
6.9.)
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2.3 System Configuration for Initial Setting, Maintenance and Inspection

This section shows a system configuration in the case of initial setting (system setting,
dial-up setting), maintenance and inspection of the Web server module.

(1) System configuration for initial setting, maintenance and inspection
by Web browser

Twisted pair cable
f (crossing cable)
Ethernet

or

Web server module

External device

Twisted pair cable

f (straight cable) \ 3
Ethernet Hub [

External device

POINT |

(1) Set the same network address to the Web server module and external device.
(2) When changing the Web server module's IP address after initial setting,
change the system setting to the default by the switch setting of GX Developer
and make initial setting again.
(Refer to Section 4.7 for the switch setting of GX Developer.)

(2) System configuration for switch setting, sequence program creation
and PLC diagnostics by GX Developer

Web server module

RS-232 cable
or
USB cable

\ External device
CPU module
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2.4 Connection Device

This section explains the devices compatible with the Web server module.

(1) CompactFlash card
One CompactFlash card can be set to the Web server module.
Use a CompactFlash card manufactured by Mitsubishi listed in the following table.
Failure to do so may cause a problem such as data corruption in the
CompactFlash card and system stop.

Model Description
QD81MEM-512MBC CompactFlash card 512 MB
QD81MEM-1GBC CompactFlash card 1GB

POINT |

The CompactFlash card has its own lifetime (the limited number of writes).
For details, check the specifications of each product.

(2) Analog modem

The following table provides the specifications of the analog modem applicable to
the Web server module.

Item Specifications

Operable with the interface specifications of the CH2 (RS-232) side on the
Web server module (refer to Section 3.1).

Data communication control command Compatible with AT command of Hayes.

DR Signal Control Can turn on only the DR (DSR) signal independently.

Web server module side interface

(3) ADSL modem

The following table provides the specifications of the ADSL modem applicable to
the Web server module.

Item Specifications

Operable with the interface specifications of the CH1 (10BASE-
T/100BASE-TX) side of the Web server module (refer to Section 3.1).
Protocol PPPoE (PPP over Ethernet) or PPPoA (PPP over ATM).

Connection form Bridge type or router type. (1)

Web server module side interface

*1 Use the router type ADSL modem that satisfies the following.
e The modem has the NAT (address conversion) function.
e The modem is compatible with Universal Plug and Play (UPnP).
¢ When the modem is incompatible with UPnP, it is necessary for the user to make a
contract on a static IP address with an Internet service provider and make the NAT
setting of the router.
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(4) Broadband router
The following table provides the specifications of the broadband router applicable
to the Web server module.

ltem

Specifications

Web server module side interface

Operable with the interface specifications of the CH1 (10BASE-
T/100BASE-TX) side of the Web server module (refer to Section 3.1).

NAT Should have the NAT (address conversion) function.
UPnP Should be compatible with Universal Plug and Play (UPnP). (*:1)
*1 When the broadband router is incompatible with UPnP, it is necessary for the user to
make a contract on a static IP address with an Internet service provider and make the
NAT setting of the router.
(5) Twisted pair cable
Use the twisted pair cable that meets IEEE802.3 10BASE-T/100BASE-TX
standards.
(a) For 100Mbps
(Unshielded twisted pair cable (UTP) or shielded twisted pair cable (STP))
1) Straight cable: Category 5 or higher
2) Crossing cable: Category 5 or 5e
(b) For 10Mbps
(Unshielded twisted pair cable (UTP) or Shielded twisted pair cable (STP))
1) Straight cable: Category 3 or higher
2) Crossing cable: Category 3 to 5e
POINT |
During the high speed communication (100Mbps) via 100BASE-TX connection, a
communication error may occur due to the effect of high frequency noise generated
from the device other than programmable controller, depending on the installation
environment.
Take the following countermeasures on the Web server module side to eliminate
the effect of high frequency noise.
(1) Wiring
¢ Do not bundle the twisted pair cables with the main circuit or power cables or
bring them close to each other.
e Make sure to place the twisted pair cable in a duct.
(2) Cable
¢ In the environment where the cable is susceptible to noise, use a shielded
twisted pair cable (STP cable).
(3) 10Mbps communication
e Connect the 10Mbps-compatible device with Web server module, and then
transmit the data to the device at transmission speed of 10Mbps.
2-8 2-8
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(6) RS-232 cable
When wiring, use applicable wires described below.
Connector Wire (k1
Length Diameter Type Material | Temperature rating
RS-232 28 to o
connector 15m or less 2AAWG Stranded Copper 60°C or more

*1 The recommenced cable is:
7/0.127 P HRV-SV... | represents the number of pairs. (When the model name is
"7/0.127 13P HRV-SV", the number of pairs of the cable is 13.)
The cable is manufactured by Oki Electric Cable Co., Ltd. (www.okidensen.co.jp/en)

(7) Internet service provider
The following table provides the specifications of the Internet service provider to
be connected to the Web server module.

Item Specifications
Protocol PPP (Point to Point Protocol)
Method of authentication PAP or CHAP (Operable without authentication)
IP address Global IP address must be assigned. (1)
E-mail (When being set) SMTP server must be prepared. (*<2)

*1 When using a UPnP-incompatible router type ADSL modem or broadband router, it is
necessary for the user to make a contract on a static IP address with an Internet
service provider and make the NAT setting of the router.

*2 It must be able to access with "No authentication", "POP before SMTP" or "SMTP-
Auth".
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2.5 Checking Function Version and Serial No.

The serial No. and function version of the Web server module can be confirmed on the
rating plate and GX Developer's system monitor.

(1) Confirming the serial number on the rating plate
The rating plate is situated on the side face of the Web server module.

MELSEC-Q

MODEL

MAC ADD. Serial No. (first 5 digits)
—— Function version

SERIAL [11012B0000000000(B)

i 17— Relevant regulation
standards

MADE IN JAPAN

(2) Checking on the front of the module
The serial No. and function version on the rating plate are also indicated on the

front of the module (lower part).

PR E—
QUT1WS96

ERR.
CH2 SD/IRD

\ ;
PULL

CF CARD

10BASET/
100BASETK
—

D 130
:‘;[]]] B

s s s
%-JCHZ

RS-232

..ﬁ,n
0 00O0O0
ol )jo

Lo

o

s i % QIT1WS9%
H{ E—) h101280000000004E)[«— Function version

Serial No.

REMARKS

Serial No. labelling on the front of the module was started from March in 2009.
Note that, however, some of the modules manufactured around the time of change
may not have the serial No. label attached.
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(3) Confirming the serial number on the system monitor (Product
Information List)

To display the system monitor window, select [Diagnostics] —[System monitor]

—|_Productinf. list | button in GX Developer.

Function version

Serial No. Product No.

Product Information List

e
i
R
-
7
=
=
=)
=
i
[ad
o
[a]
2
=
151
ot
=
=)
3

QOZUCPU

E
o-0 Intelli. 0 QI710596 Jept| 0000 - 110520000000000 B -
0-1 - - Hone - - - - - -
0-2 - - Hone - - - -

1) Production number display

Since the Web server module does not support the production number
display, "-" is displayed.

POINT |

The serial No. described on the rated plate and the front of the module may not

match with the serial No. displayed on the product information list of GX Developer.

» The serial No. on the rated plate and the front of the module describes the
management information of the product.

* The serial No. displayed on the product information list of GX Developer
describes the function information of the product.

The function information of the product is updated when adding functions.
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This chapter provides information on the performance specifications, transmission
specifications, etc. of the Web server module.

For the general specifications of the Web server module, refer to the user's manual of
the CPU module.

3.1 Performance Specifications

This section shows the performance specifications of the Web server module.

(1) Transmission and Interface specifications

Item

Specifications

10BASE-T/100BASE-TX

Interface (*¢1)

10BASE-T | 100BASE-TX

Communication method

Full-duplex/half-duplex

Flow control |Full-duplex None (Does not support to the IEEE802.3x)
Half-duplex Back pressure congestion control
Data transmission speed 10Mbps 100Mbps
Transmission method Base band
Number of cascaded stages Cascade connection Maximum 4 stages | Cascade connection Maximum 2 stages
(*:2) (k2)

Maximum segment length

100m (length between a hub and a node) (¢ 3)

Supported function

Auto negotiation function (automatically recognizes 10BASE-T/100BASE-TX)

RS-232

Interface

Compliance with RS-232 (D-sub 9 pin)

Communication method

Full-duplex communication

Synchronization method

Start-stop synchronization method

Transmission speed

9600, 19200, 38400, 57600, 115200 bps

Transmission distance

Maximum 15m

Start bit 1
Data format |Data bit 8

Stop bit 1
Parity check None

Transmission control

Flow control (RS/CS control) is available

Recommended cable

7/0.127 [P HRV-SV outside diameter: 8.5mm or longer
(Oki Electric Cable Company, Limited Specify the number of pairs in [].)

Extemal wiring applicable connector

CompactFlash card

9 pin D-sub (Male) fixing type

Supply power voltage 3.3V+5%
Supply power capacity Maximum 150mA
Size TYPE | card

Number of mountable cards

1

Number of occupied 1/O points

32 points/1 slot (/0 assignment: intelligent 32 points)

Maximum number of writes for
Standard ROM (Flash ROM)

Maximum 100,000 times to one area (refer to | REMARKS] (1))

Clock

The clock data is obtained from a programmable controller CPU (in multiple CPU
system, CPU No.1) (every 60s) (Refer to Section 3.9)

5V DC internal current consumption

0.69A

External dimensions

98 (3.86 in.) (H) x 27.4 (1.08 in.) (W) x 90 (3.54 in.) (D) [mm]

Weight

0.17kg (0.37Ib.)

*1 Web server module recognizes 10BASE-T/100BASE-TX according to the external device.
For connection with the hub that does not have the auto negotiation function, set the hub
side to the half-duplex communication mode.

3-1
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*2 This item indicates the number of connectable levels using a repeater hub. For the number
of connectable levels using a switching hub, contact the switching hub manufacturer.

*3 For the maximum segment length (a length between hubs), consult with the manufacturer
of the switching hub used.

(2) Software specifications

ltem Specifications
Number of
simultaneously 5
connectable nodes
HTTP version 1.0
Web server Standard ROM: Maximum 5MB
User area capacity When CompactFlash card is used: Maximum 1GB
(Including the home page capacity and logging capacity)
Parts for creating Java applet: 15 types, SSI: 1 type, CGl: 3 types
user screen (The file included as standard can be used (cannot be created by the user))
. Internet Explorer® 5.5/6.0/7.0/8.0/9.0/10.0/11.0
Valid browser | , . .
(Refer to  REMARKS] (4)) (Only 32-bit Web browser is available.)
Browser ) ® Build number: 3309 or later (*¢1) (Refer to (2))
(Refer to Microsoft™ VM Latest operation checked build number: 3810
I(%E?AARKS Java VM (2) (3) v1.4 (v1.4.1_02 or later)/Java 5/Java 6 (Refer to (3))
Oracle JRE (J2SE) Mava 7 (Refer to (1) 8))
(Only 32-bit version is available. (Refer to 9))
Latest operation checked version: Java 7 Update 55
Subject Maximum 373 words
Main text Maximum 960 words
Attached file Maximum 256k words (512k bytes)
Attached file format MIME Format
MIME version 1.0
Attached file Data CSV or binary format
Division Attached file cannot be divided
E-mail Encryption None
Compression None
Communication with Port number 25, 587, Others (1 to 65535)
mail server Method of authentication No authentication, SMTP-AUTH (PLAIN.LOGIN. CRAM-
MD5), POP before SMTP
Operation check Internet Explorer® 5.5/6.0 (Microsoft® Outlook® Express 5.5/6.0)
mailer Microsoft® Windows® Mail (for Windows Vista®)
Others SMTP-Auth, POP before SMTP compatible
Server function Provided
Number of
simultaneously 10
FTP server connectable nodes
?ﬁﬁfﬁfﬁt Z:‘)‘ﬁare Internet Explorer® 6.0/7.0/8.0/9.0/10.0/11.0
Client function Provided (PUT, GET)
FTP client |Operation check Microsoft® Internet information services (11S)
FTP server software
User authentication Account number: Maximum 16
Security (User ID: 1 to 20 characters, password: 8 to 14 characters)
Access log Maximum 500
IP filter Registration number: Maximum 32
No. of tags: Maximum 64, No. of components: Maximum 4096
Data Tag .
collection (maximum 64 components for each tag)
Logging No. of logging: Maximum 64, No. of lines (number of records): Maximum 10000 lines

3-2
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ltem

Specifications

Data

collection

Sampling interval

« When "Sampling: Execute at high speed" is selected in tag setting (control CPU only):
100 to 60000ms (total number of device points: Maximum 96)

¢ When "Sampling: Execute” is selected in tag setting:
1 to 32767 seconds (number of components: Maximum 4096)

*1 There are some restrictions on the use of audio parts in Microsoft® VM. (Refer to Section
7.2.6 (4).)

**2 The compatible Java VM version varies depending on the serial No. of the Web server
module. (Refer to Appendix 5.1.)

*3 When 64-bit Java VM is installed, install 32-bit Java VM additionally. (Uninstalling 64-bit
Java VM or overwriting is not required.)

POINT |

Performance of the Web server module and the system using the Web server

module differs depending on following factors.

Conduct verification by user prior to starting the system.

¢ Operating environment (personal computer, network, and the CompactFlash
card)

¢ Loading status of the network

e Sequence scan time

¢ Accessing status from a personal computer, terminal display, or intelligent
function module to the programmable controller CPU.

¢ Accessing status to the Web server module from outside.

e Settings of the Web server module

REMARKS

(1) Number of writes for Standard ROM (Flash ROM)
Data can be written to the same area of a standard ROM up to 100,000 times
and the life of a standard ROM drive is limited as shown below.
(a) Standard ROM drive life
Life of standard ROM drive (days) = 737000/write size per day * (MB)

(Example) When executing 4 logging settings in which 64 "single word"-data-
type components are to be collected at intervals of 10 seconds
LS=20+(18+1)x64+1=1237 bytes
Write size per day = 1237X(86400/10)¥X4 = 40.8MB
Life of standard ROM drive life = 737000/40.8MB = 18064 days =
49.5 years
LS: Write size to logging file at one time

* For calculation of the size of the data written to the standard ROM drive
per day, refer to Appendix 7.1.

(b) Checking standard ROM drive usage
Used condition of a standard ROM drive can be checked by the number of
standard ROM erasure in the buffer memory area (buffer memory: 10 to
11).
When a standard ROM is erased frequently, take appropriate measures
such as stopping logging or changing the storage location of the logging file
to CompactFlash card.

3-3
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(2) Checking the Build number of Microsoft® VM and downloading Microsoft® VM
(@) Checking the Build number of Microsoft® VM
By entering "jview" on the MS-DOS Prompt (command prompt) screen, the
Build number of Microsoft® VM can be checked as shown below. ()

*k When not displayed as below, Microsoft® VM has not been installed and
must be installed. (Refer to (b).)

[Execution example]
The following is an example in which the above operation is executed on
the command prompt of Microsoft® Windows® XP Professional operating
system.
In this case, the Build number of Microsoft® VM is "3809".

ommand Prompt

IC:s>juiew
Microsoft (R> Command—line Loader for Java Wersion 5
iCopyright (C> Microsoft Corp 1996-280A. All rights resery

Uzage: JUiew [options] {classname? [arguments]

[Options:
27 displays usage text

scp 4classpath> set class path

scpip <path> prepend path to class path

scpsa {path> append path to class path

#n {namespace> ace in which to run

-p hefore terminating if an error occurs

all classes

v veri

sd:{name>=<{value> define system property

sa execute AppletUiewer

sust print verhose stack traces (requires debug classes)
sprof [Zoptions] enabhle profiling <s/prof:? for helpd

Classname =
.CLASS file to bhe executed.

Arguments:
command-line arguments to be passed on to the class file

RS

(b) Downloading Microsoft® VM
When Microsoft® VM has not been installed or the Build number of
Microsoft® VM is earlier than "3309", download Microsoft® VM of the latest
version (Windows® Update, etc.) from the Microsoft® Corporation Home
Page.
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(3) Downloading Java VM (Oracle Corporation) and checking the version
(a) Downloading Java VM (Oracle Corporation)
When using Java VM (Oracle Corporation), download it from the Java
website of Oracle Corporation (java.com/en).

(b) Confirming version
The version can be checked on the Java VM download website of Oracle
Corporation.

(c) Precautions for using Java VM (Oracle Corporation).
1) Installation
When installing Java VM (Oracle Corporation) into an English operating
system, select Custom Setup and enable the "Support for Additional
Languages" setting.
(4) Supported combinations of operating systems and Web browsers
The following table lists supported combinations of operating systems and Web
browsers when they are used on the client personal computer.
We checked operations in each combination use and confirmed that the
operations were successful.
The operating systems and Web browsers support both Japanese and English.
Use the same language for both.

Web browser
0s (Internet Explorer®) ™

55 | 6.0 | 70 | 8.0 9.0 10 11
Microsoft® Windows® 8.1 Operating system X X X X X X O
Microsoft® Windows® 8.1 Pro operating system ' X X X X X X O
Microsoft® Windows® 8 Operating system"' X X X X X O X
Microsoft® Windows® 8 Pro operating system’ X X X X X O X
Microsoft® Windows® 7 Starter operating system X X X O X X X
Microsoft® Windows® 7 Professional operating system ' X X X O O X X
Microsoft® Windows® 7 Home Premium operating system’ X X X O X X X
Microsoft® Windows® 7 Ultimate operating system' X X X O X X X
Microsoft® Windows® 7 Enterprise operating system ' X X X O X X X
Microsoft® Windows Vista® Business operating system 2 X X O O O X X
Microsoft® Windows Vista® Home Basic operating system 2 X X O X X X X
Microsoft® Windows Vista® Home Premium operating system > X X O X X X X
Microsoft® Windows Vista® Ultimate operating system X X O X X X X
Microsoft® Windows Vista® Enterprise operating system X X O X X X X
Microsoft® Windows® XP Professional operating system X O O O X X X
Microsoft® Windows® 2000 Professional operating system O O X X X X X
Microsoft® Windows NT® Workstation operating system Version 4.0 O O X X X X X
Microsoft® Windows® Millennium Edition operating system O O | X X X X X
Microsoft® Windows® 98 operating system O O X X X X X

**1 Both 32-bit version and 64-bit version are available.

However, only 32-bit version can be used for the Web browser and Java VM.
*2 32-bit version is available.
*3 32-bit version is available.

Use a 32-bit Web browser even when using a 64-bit operating system.
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*4 Do not use the following functions of Internet Explorer®.
* Quick Tabs
* "Open in New Tab"
* "Open in New Window"

(a) Precautions
1) When displaying the standard screen using an operating system and a
Web browser of English version, do not click the "Japanese" button,
which jumps the page to the Japanese standard screen, on the TOP
page in the standard screen. Doing so may display an incorrect screen.
2) When displaying the standard screen of English version using an
operating system and a Web browser of Japanese version, words and
phrases used by the operating system (e.g. the "Cancel" button to a
confirmation message) are displayed in Japanese.
(5) Relationship between scan time of programmable controller CPU and maximum
delay time of high-speed sampling
DT =2 X ST + 5 (unit: ms)

DT: Maximum delay time of high-speed sampling (See below)
ST: Scan time of programmable controller CPU

Ow 100 vy 200y Time (ms)
—t [— i
Scheduled sampling time A A I A
(Preset sampling time) N ' IDT . IDT

V¥: Actual sampling time

(6) Printing a Web screen
Do not use the print function of a Web browser. Depending on the version of
Java VM, the Web browser may display "No response".
To print a Web screen, take a screen shot, paste it on graphics editing software
and print it by using the print function on the software.

(7) Security setting
When displaying the applet parts on a monitor screen or user screen using
Java 7, perform any of the following operations.
(a) Registering "Exception site list"
Register the URL of the Web server module (full domain) in "Exception
site list" in the <<Security>> tab of the Java Control Panel.
(Example: http://192.168.3.3/)

[E=8 EcR =)
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(b) Changing security level
Change the security level to "Medium" in the <<Security>> tab of the Java
Control Panel.

(2 e Cortiol Parel =] = =

General | Update [ Java || Sectrity’| advanced

Enable Java content in the browser

Security Level

H\ Yery High

High (rminirourn recarnmended)

Least secure setting - All Java apMestEmmmimmtefued Lo run after presenting a security prompt

Exception Site List

applications launched from the sites listed below will b alowed to run after the appropriate
security prompts,

Click. Edit Site List, ..

Restore Security Prompts ][ Manage Certificates. . ]

(8) Displaying user screen
Clear the "Enable the next-generation Java Plug-in" check box in the
<<Detailed settings>> tab of the Java Control Panel when displaying a user
screen using the multiple applet parts. If displaying the multiple applet parts
without taking this action, a user screen may not be displayed properly
according to the version of the Java.

| £ Java Cantral Panel = = ]

[ ceneral [ update [ 2ava [ securicy | Advanced |

Debugging -
i--[7] Enable tracing
- [] Enable logging
i) Show applet lfecycle exceptions
Java console
Show console
Hide console
(@) Do nat start console
Default Java For browsers
i Microsoft Internet Explarer
il ol
Java Plug-in
i [] Enable the next-generation Java Plug-in (requires brovsser restart) ki |
Shartcub Creation
Ahways allow
Always allow if hinted
Prompt user
Prompt user if hinted
() Mever allow
e /MIME Association
Always allow
Prompt user
() Mever allow
ion Installation
Installif hinted
Install if shorteuk created
Installif hinted and shorteut i

m,

oK H Cancel H Apply

(9) When using 64-bit version operating system
Install 32-bit version Java VM.
When 64-bit version Java VM has already been installed, install 32-bit version
Java VM additionally.
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3.2 RS-232 Connector Specifications
The RS-232 connector specifications are shown below.
(1) RS-232 connector specifications
Direction
Pin No. | Abbreviation Signal name Web server
module <4» Modem
1 CD(DCD) | Data carrier detect —
2 RD(RXD) | Received data +—
3 SD(TXD) | Transmitted data e
4 ER(DTR) | Data terminal ready e
5 SG Signal ground “—>
6 DR(DSR) | Data set ready ¢ —
7 RS(RTS) | Request to send L
8 CS(CTS) | Clear to send ¢ —
9 CI(RI) Ring indicator ¢ —

(2) RS-232 interface connector
For the RS-232 interface connector of Web server module, 9-pin D-sub (female)
screw type (fitting screw M2.6) is used.

First six digits of
) Manufacturer Model Where to contact
serial number
"140318" or lower |DDK Ltd. 17L-10090-27(D9AC)-FA www.ddknet.co.jp/English/index.html
"140319" or higher (OMRON Corporation |XM3B-0922-014 WWW.0mron.co.jp

Use the following model as a connector shell of the Web server module side
connection cable.

Applicable product

Connector Tightening
Type Model
torque
RS-232 * 0.20 to 0.39N*m
Connector shell | 17JE-23090-02 (D8A) (-CG)
connector (M2.6 screw)

*1 Manufactured by DDK Ltd. (www.ddknet.co.jp/English/index.html)
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3.3 Function List

The following is the function list of the Web server module.

: - Reference
Function Description .
Section
. . . . Section
Device monitor Monitors device values. 6.2.1
) . Section
Tag data monitor |Monitors tag data.
6.2.2
Loggi it Monitors logging dat Section
ogging monitor onitors logging data.
Monitor 99ing 99ing 6.2.3
Function |Event history . L Section
. Monitors event histories.
monitor 6.2.4
PLC diagnostics . . Section
) Monitors programmable controller CPU operation status.
monitor 6.2.5
Self-diagnostics . . Section
. Monitors Web server module operation status.
monitor 6.2.6
Stores a set of device data of individual programmable controller CPUs on a
Tag function network as a tag, and collects those device data in tag unit. Section 6.3

Collected data can be displayed in the Web browser.

Stores tag data as a CSV file in time series at the user-specified execution
. i timing (by setting timing, start/stop condition). )
Logging function . ) Section 6.4
The stored file can be displayed in the Web browser or downloaded by FTP

operation, etc.

Monitors the programmable controller CPU status (CPU monitor), tag data (tag
monitor) and time (time/interval monitor), and stores the historical data of

) . occurred events into CSV files. .
Event monitor function ) ) . Section 6.5
The stored files can be can be displayed in the Web browser or downloaded by
FTP operation.

At event occurrence, e-mail can be sent as necessary.

Used to send e-mail.
E-mail function = E-mail transmission by programmable controller CPU Section 6.6
= E-mail transmission by event monitor function

Used to transfer a file between the Web server module and external device.
FTP function = FTP server function Section 6.7
* FTP client function

Access log function Used to record access from the external device to the Web server module. Section 6.8
Address notification function |Used to notify the external device of the Web server module address. Section 6.9
) Backs up/restores the standard ROM, formats the compactflash card, and Section
Data management function i
performs CSV export/import. 6.10
. . . . . . Section
Diagnostic function Used to perform self-diagnostics and connection test of the Web server module. 6.11
User screen creation Creates user-original Web screens using the standard-supplied user parts
) Chapter 7
function (applet, SSI, CGI).
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The following is a list of the dedicated instructions available for the Web server module.

o . o Reference
Application Instruction Description ,
Section
E-mail transmission |WMSEND  |Sends e-mail. Section 8.2
FTP FTPPUT Transfers (PUT) a file to the FTP server. Section 8.3
FTPGET Transfers (GET) a file from the FTP server. Section 8.4
[ Tag TAG Issues a tag collection command. (Triggers a tag collection.) Section 8.5
LOG Issues a logging command. (Triggers a logging.) Section 8.6
LOGDEL Deletes the saved file of logging data. Section 8.7
Writes the device data of the programmable controller CPU to the user .
) WFWRITE i Section 8.8
Logging data file on the compactflash card.
Reads the user data file on the compactflash card to the device data of .
WFREAD Section 8.9
the programmable controller CPU.
WFDEL Deletes the user data file on the compactflash card. Section 8.10
POINT |
When the Web server module is connected to a redundant CPU, dedicated
instructions are not executable.
If instruction execution is attempted, an “OPERATION ERROR” will occur in the
redundant CPU.
However, some of the dedicated instructions may be executable using the Web
server module functionalities.
(a) WMSEND instruction
Please consider sending E-mails by the event monitor function or the logging
function. (Refer to Section 6.6.1.)
(b) FTPPUT and FTPGET instructions
Please consider using the FTP server function. (Refer to Section 6.7.1.)
(c) TAG instruction
Please consider collecting tags by the tag setting. (Refer to Section 6.3.3.)
(d) LOG and LOGDEL instructions
Please consider logging data based on the logging setting. (Refer to Section
6.4.4.)
3-10 3-10
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The following is a list of the parameter setting items to be set on a Web browser.

o Reference
Item Description )
Section
ﬂ This screen is displayed first when the URL of the Web server module is
Top page - —
specified.
) Monitors device data, tag data, logging data, event historical data, PLC
Monitor screen . . . .
diagnostics and self-diagnostics.
ﬁl Device monitor Monitors device values.
% Tag data monitor Monitors tag data.
Logging monitor Monitors logging data. Section 6.2
Event history monitor|Monitors event historical data.
PLC diagnostics ) )
) Monitors programmable controller CPU operation status.
monitor
Self-diagnostics . .
) Monitors Web server module operation status.
monitor
Allows initial setting, various function setting, setting test, etc. for use of
Administrative menu the Web server module. _
Only the user with administrator authority can use this menu.
) Makes the initial setting required for network connection. Section
System setting . .
Be sure to perform this setting to use the Web server module. 46.3
) ) ) . . Section
Dial-up setting Makes setting required for Internet connection. 464
I | Access target CPU . Section
. Sets the connection path to the access target CPU.
setting 46.7
TAG
Tag setting Makes setting for tag data collection. Section 6.3
Logging setting Sets the logging intervals, file capacity, etc. of logging data. Section 6.4
ﬂ FTP setting Makes the setting to log in to the FTP server. Section 6.7
E E-mail setting Sets the send server, e-mail address, etc. Section 6.6
L[a Event setting Sets the event monitor conditions. Section 6.5
Address notification |Makes the setting to notify the external device of the Web server module's )
I . Section 6.9
setting URL.
; . Section
b Account setting Sets the account for making access to the Web server module. 465
E_, . i Sets the IP address at which access to the Web server module is Section
gy T erseting enabled/disabled. 466
Backs up, restores and formats the compactflash card, and performs CSV| Section
Data management .
export/import. 6.10
wol Setting test Conducts connection tests such as e-mail transmission, file transfer and Section
j eting fes PING tests. 6.11
Access log Displays the access log to the Web server module. Section 6.8
!rq,l Setti d Updates the setting made in the Administrative menu on the Web server Section
etting update module operation. 4.6.2 (3)
3-11 3-11
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3.6 1/0 Signals for Programmable Controller CPU

3.6.1 1/0O signals list

The following is the 1/0 signal list of the Web server module for the programmable
controller CPU.

The following 1/O signal assignment is based on the case where the start /O No. of the
MES interface module is "0000" (installed to slot O of the main base unit)

If mounted on other than Slot 0, use the device numbers corresponding to the slot.
Device X indicates an input signal from the Web server module to the programmable
controller CPU, and device Y indicates an output signal from the programmable
controller CPU to the Web server module.

Signal Direction Web server module— Signal Direction Programmable controller CPU—
Programmable controller CPU Web server module
Device . Device .
Signal name Signal name
No. No.
Module READY
X0 ON: Module prepared YO0
OFF: Module being prepared Use prohibited
X1 CompactFlash card setting status V1
ON: Set OFF: Not set
X2 File access status v2 File access stop request
ON: Stopped OFF: Operating ON: Stop requested OFF: —
" File access stop cancel request
X3 Use prohibited Y3
ON: Stop request cancelled OFF: —
Network connection status o
X4 Y4 Use prohibited
ON: Connected OFF: Not connected
X5 Network connection processing Y5 Network connection request
ON: Processing OFF: — ON: Connection requested OFF: —
Network connection completion .
X6 . Y6 Use prohibited
ON: Connection completed OFF: —
X7 Network disconnection processing v7 Network disconnection request
ON: Processing OFF: — ON: Disconnection requested OFF: —
X8 Network disconnection completion V8
ON: Disconnection completed OFF: — Use prohibited
X9 Y9
Device write disable request
XA YA .
Use prohibited ON: Disable OFF: Enable
XB YB
XC YC
CPU event status
XD YD -
ON: Event occurrence OFF: Not occurred Use prohibited
Tag event status
XE YE
ON: Event occurrence OFF: Not occurred
XF Use prohibited YF
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Signal Direction Web server module—

Programmable controller CPU

Signal Direction Programmable controller CPU—

Web server module

Device . Device )
Signal name Signal name
No. No.
X10 ERR. LED status Y10 Error clear request
ON: On, Flicker OFF: Off ON: Error clear requested OFF: —
Tag collection error
X11 Y11
ON: Error occurrence OFF: Normal
Logging error
X12 9ging Y12
ON: Error occurrence OFF: Normal
CPU event monitor error
X13 Y13
ON: Error occurrence OFF: Normal
Tag event monitor error
X14 Y14
ON: Error occurrence OFF: Normal
Time event monitor error
X15 Y15
ON: Error occurrence OFF: Normal
Access target CPU error
X16 Y16
ON: Error occurrence OFF: Normal
X17 E-mail transmission error vi7 |u hibited
ON: Error occurrence OFF: Normal S€ pronibite
FTP transfer error
X18 Y18
ON: Error occurrence OFF: Normal
Connection error
X19 Y19
ON: Error occurrence OFF: Normal
X1A Y1A
Use prohibited
X1B Y1B
Other error
X1C Y1C
ON: Error occurrence OFF: Normal
X1D Y1D
Use prohibited
X1E Y1E
Watchdog timer error
X1F Y1F
ON: Error occurrence OFF: Normal

Important

Do not output (turn on) the signal marked "use prohibited" among the I/O signals for
the programmable controller CPU.
Doing so can cause malfunction of the programmable controller system.
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3.6.2 1/0O signals details

The following table shows the details of the 1/O signals of the Web server module.

(1) Input signals

Device

Signal Name Description
No.

Turns on when the Web server module becomes ready after the programmable controller is
powered off and then on or the CPU module is reset.

CompactFlash (1) Turns on when the CompactFlash card is set and File access status (X2) is off.

X0 Module READY

X1 card setting status |(2) Turns off when the CompactFlash card is not set or File access status (X2) is on.
(1) Is on during file access stop. (*)
The following operations are available during file access stop.
(a) Removing and setting the CompactFlash card. (Refer to Section 4.9.)
(b) Powering off during operation without battery. (Refer to Section 4.11.)
*¢ During file access stop,
1) Write of file to standard ROM is disabled.
2) Read from or write to CompactFlash card is disabled.
3) Tag collection, logging and event monitor are stopped.
(2) Is off during file access operation.
X2 File access status File access stop request OFF
ON
File access stop cancel request OFF OFF

File access status OFF (Stopped) OFF
(x2) (Operating) (Operating)
ON ON
CompactFlash card setting status OFF

X1) G

» CompactFlash card replacement
* Programmable controller power-OFF
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Device

Signal Name Description
No.

(1) Turns on when the Web server module is connected to the network.
(2) The Web server module is connected to the network. (Connection trigger) when:
(a) The programmable controller is powered off and then on or the CPU module is reset
when "Automatic connection to network at start-up." is set in the System setting.
(Refer to Section 4.6.3)
(b) Network connection request (Y5) is turned from OFF to ON.
(c) A telephone call is made to the Web server module side modem when the CALL
function is set. (Refer to Section 4.6.4)
Network (d) E-mail transmission/file transfer is performed.
X4 ) (3) The Web server module is disconnected from the network (Disconnection trigger) when:
connection status . . .
(a) Network disconnection request (Y7) is turned from OFF to ON.
(b) No access is made from the external device within the preset time when the
disconnection function is set. (Refer to Section 4.6.4)
(c) E-mail transmission/file transfer is completed (when connected for
transmission/transfer (above (2) (d))
(d) Line disconnection is requested from the user screen (disconnection by line
disconnection part)
(e) Disconnection is made by the Internet service provider.

(f) The modem is powered off or the cable is disconnected.

(1) Is on while the Web server module is processing for connection to the network (during
dialing or authentication).
Turns on in response to any of the connection triggers shown in (2) of X4.
(2) Upon completion of the network connection processing, Network connection status (X4)
or Connection error (X19) turns on.
(a) When the network connection is normally completed, Network connection status
(X4) turns on.
(b) When the network connection is failed, Connection error (X19) turns on and a
corresponding error code is stored into the connection error code area (buffer

Network memory: 30).
X5  |connection Connection trigger occurred
processing
yON
Network connection OFF
processing (X5)
Network connection OFF W’gﬁ’,}{;{g{;‘g"y
status (X4)
ON
OFF When failed

Connection error (X19)
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Device . _r
Signal Name Description
No.
(1) Turns on at completion of connection made by Network connection request (Y5).
Does not turn on by any connection trigger other than Network connection request (Y5)
indicated in (2) of X4.
(2) Turns off when Network connection request (Y5) turns off.
(x1) ON
Network connection OFF OFF
request (Y5)
ON
Network connection OFF h OFF
Network processing (X5)
X6 connection ON
completion Network connection OFF OFF
completion (X6)
ON
When normally
Network connection OFF completed
status (X4)
ON
Connection error (X19) OFF When failed
*1 When Network connection request (Y5) is turned on while Network connection
status (X4) is on, Network connection processing (X5) turns off, and Network
connection completion (X6) turns on immediately.
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Device . o
Signal Name Description
No.
(1) Is on while the Web server module is processing for disconnection from the network.

Turns on in response to any of the disconnection triggers shown in (3) of X4.

(2) Upon completion of the network disconnection processing, Network connection status

(X4) turns off.

Disconnection trigger occurred
Network
X7 dlsconn'ectlon ON
processing Network disconnection OFF |\ OFF
processing (X7)
ON
Network connection \‘| OFF
status (X4)
(1) Turns on at completion of disconnection made by Network disconnection request (Y7).
Does not turn on by any connection trigger other than Network disconnection request
(Y7) shown in (3) of X4.
(2) Turns off when Network disconnection request (Y7) turns off.
(1) OoN
Network disconnection OFF OFF
request (Y7)
ON
Network Network disconnection OFF I\QFF
X8 |disconnection processing (X7)
completion ON
Network disconnection OFF OFF
completion (X8) (
ON
Network connection \‘| OFF
status (X4)

*1 When Network disconnection request (Y7) is turned on while Network connection
status (X4) is off, Network disconnection processing (X7) turns off, and Network
disconnection completion (X8) turns on immediately.

(1) Turns on when a CPU event occurs.
XD  |CPU event status .
(2) Turns off when a CPU event is restored.
(1) Turns on when a tag event occurs.
XE Tag event status .
(2) Turns off when a tag event is restored.
(1) Is on while the ERR. LED is on (during module continue error occurrence) or flickering

(during module stop error occurrence).

(2) Turns off when the ERR. LED turns off by turning on Error clear request (Y 10) with the
X10 [ERR. LED status . ]
ERR. LED on. (Not for the case of flickering ERR. LED)
(3) While the ERR. LED is on or flickering (when X10 is on), one (or more) of X11 to X19
and X1C turns on.
(1) Turns on when an error of the tag collection occurs.
X11 Tag collection (2) When this turns on, an error code is stored into the tag status area (buffer memory: 1000
error to 1075).
(3) Turns off when Error clear request (Y10) is turned on.
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Device . _r
Signal Name Description
No.
(1) Turns on when a logging error occurs.
. (2) When this turns on, an error code is stored into the logging status area (buffer memory:
X12 |Logging error

2000 to 2267).
(3) Turns off when Error clear request (Y10) is turned on.

X13

CPU event
monitor error

(1) Turns on when an error of CPU event monitor occurs.
(2) When this turns on, an error code is stored into the CPU event monitor status area 1
(buffer memory: 3300 to 3375). (%)
* The statuses of CPU monitor setting No. 1 to 16 are also stored into the CPU event
monitor status area 2 (buffer memory: 3000 to 3018).
(3) Turns off when Error clear request (Y10) is turned on.

X14

Tag event monitor
error

(1) Turns on when an error of tag event monitor occurs.
(2) When this turns on, an error code is stored into the tag event monitor status area 1
(buffer memory: 10000 to 10447). ()
* The statuses of tag monitor setting No. 1 to 16 are also stored into the tag event
monitor status area 2 (buffer memory: 3100 to 3118).
(3) Turns off when Error clear request (Y10) is turned on.

X15

Time event
monitor error

(1) Turns on when an error of time event monitor occurs.

(2) When this turns on, an error code is stored into the time/interval monitor status area
(buffer memory: 3200 to 3217).

(3) Turns off when Error clear request (Y10) is turned on.

X16

Access target
CPU error

(1) Turns on when a communication error of the access target CPU occurs.

(2) When this turns on, an error code is stored into the access target CPU setting status
area (buffer memory: 4000 to 4071).

(3) Turns off when Error clear request (Y10) is turned on.

X17

E-mail
transmission error

(1) Turns on when an e-mail transmission error occurs.

(2) When this turns on, an error code is stored into the e-mail transmission status area
(buffer memory: 5000 to 5984).

(3) Turns off when Error clear request (Y10) is turned on.

X18

FTP transfer error

(1) Turns on when an FTP transfer error occurs.
(2) When this turns on, an error code is stored into the following area of the buffer memory.
(a) Error related to FTP transfer (PUT): FTP client status (PUT) area (buffer memory:
6002 to 6553)
(b) Error related to FTP transfer (GET): FTP client status (GET) area (buffer memory:
8002 to 8553)
(3) Turns off when Error clear request (Y10) is turned on.

X19

Connection error

(1) Turns on when network connection fails.

(2) When this turns on, an error code is stored into the connection error code area (buffer
memory: 30).

(3) Turns off when Error clear request (Y10) is turned on.

X1C

Other error

(1) Turns on when an error not corresponding to X11 to X19 occurs.

(2) When this turns on, the error code is stored into the error log area (buffer memory: 150
to 247).

(3) Turns off when Error clear request (Y10) is turned on. (Only when the module continue
€error occurs)

X1F

Watchdog timer
error

Turns on when a watchdog timer error occurs.
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(2) Output signal details

Device . o
Signal Name Description
No.
v2 File access stop  |(1) Turns on when file access is stopped.
request (2) Refer to X2 for ON/OFF timing.
v3 File access stop  |(1) Turns on when a file access stop is canceled.
cancel request (2) Refer to X2 for ON/OFF timing.
Network .
. (1) Turns on when the Web server module is connected to the network.
Y5  |connection o
(2) Refer to X6 for ON/OFF timing.
request
Network o
. ) (1) Turns on when the Web server module is disconnected from the network.
Y7 disconnection o
(2) Refer to X8 for ON/OFF timing.
request
(1) When this turns on, writing from the device test/tag component test by a write-authorized
YA Device write user is disabled.
disable request (2) When this turns off, writing from the device test/tag component test by a write-authorized
user is enabled.
(1) Turning this on during module continue error occurrence (ERR. LED on) turns off the
ERR. LED and X10 to X19 and X1C. (*)
* The ERR. LED does not turn off if Y10 is turned on during module stop error
Y10 [Error clear request occurrence (ERR. LED flicker).
(2) Clears the current error area (address: 140 to 145) of the buffer memory.
Clears the latest error code displayed in the system monitor of GX Developer. (Refer to
Section 9.2.2)
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3.7 Buffer memory list

The buffer memory addresses are listed below.

Address
(Decimal Application Name Initial value Read/ Refergnce
write 1 | section
(Hex))
0 RUN LED status 0 R
(On) 0: Off 1: On Section
1 ERR. LED status 0 R 4.3(1)
(1) 0: Off 1: On 2: Flicker
Switch 1 status (Mode setting)
0000+ : Online
2 0001+ : Hardware test 0 R
(2n) 0002+ : CH1 self-loopback test
0003H : CH2 self-loopback test
270FH (9999) : Module initialization mode
Switch 2 status (Default operation setting/battery error detection
setting/logging monitor setting)
1) Default operation setting (Account setting) (b0)
0: Operates according to the account setting.
1: Operates according to the default account setting.
al\\/lrzgule status 2) Default operation setting (System setting/IP filter setting) (b1)
0: Operates according to the system setting/IP filter setting.
3 1: Operates according to the default system setting/IP filter setting. Section 4.7
3) 3) Battery error detection setting (b2) 0 R
H 0: Detects battery error.
1: Not detect battery error.
4) Logging monitor setting (b4)
0: Not display the latest file update time.
1: Displays the latest file update time.
5) Access log (HTTP login) registration inhibit setting (b5)
0: Not inhibit registration of HTTP login records to the access log.
1: Inhibits registration of HTTP login records to the access log.
Switch 3 status (Response monitoring time setting)
4 15 to 255 (second): Response monitoring time (%) 0 R
(4n) * When switch setting 3 is not set or any of 0 to 14 has been set, the
response monitoring time is 15 seconds.
(5i :g gH) Use prohibited |System area — — —
7 Module status |Battery status 0 R Section
(741) area 0: Normal 1: Battery error occurrence 4.10.3
(Si :Z gH) Use prohibited |System area — — —
()l(: :g |131H) al\\/lrzgule status Number of standard ROM erasure 0 R SRTECI:\t/IIOArIl{i;
(C1HZt;o 12|37H) Use prohibited |System area — — —
Network
( 1(%? :g ng) z::;zz(;t:g; Router external IP address 0 R S;e.c;.lgn
(*¥2)

(Continued on the next page)
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(From the preceding page)

Address Read/ | Reference
(Decimal Application Name Initial value . )
(Hex)) write % 1 section
30 Connection error code 0 R
(1Ew) 0: Normal Other than 0: Error code
( 13F1 ) Number of successful connection 0 R
"
32 . .
(204) Number of failed connection 0 R
H
33 . . . Section
214) Number of connection tries by request signal (Y5) 0 R 382
(2324 ) Number of connection tries by automatic connection 0 R
H
35 . .
(234) Number of reconnection tries 0 R
"
(23:; ) Network Number of times of connection retry occurrence 0 R
37H connection
(25,) status area Number of disconnection 0 R
"
(23(? ) Number of disconnection by request signal (Y7) 0 R
H
(2379 ) Number of automatic disconnection 0 R
"
(24:) Number of line lost times 0 R S:cétgn
H 8.
(231 ttg gi ) Total connection time (Unit: Minute) 0 R
H H
(2;3 :g ‘214C ) LAN connection time (Unit: Minute) 0 R
H H
(2‘[1')5 Ig ‘2“; ) Modem connection time (Unit: Minute) 0 R
H H
(2?:7 tg gg ) Use prohibited |System area — — —
H H
Network .
(31'9 :g gg ) connection ADSL connection time (Unit: Minute) 0 R Sgcétlgn
H "/ |status area -~
(321 :Z gi ) Use prohibited |System area — R —
H H
(35;3 :g :532 ) Current connection time (Unit: Minute) 0 R
H H
(3575 :g gg ) IP address of R
H H
(327 ttg gi ) Subnet mask 0 R
H H
(329 Ig g(c); ) Default gateway 0 R
6: to 62 ~Network Section
(3D, to 3Ex) connection DNS server address 1 0 R 382
6;t 64H status area s
(3F tg 40,) DNS server address 2 0 R
H H
(ff ) HTTP port number 0 R
H
66 Connection method 0 R
(42y) 0: LAN 1: Modem 3: ADSL
67 Access point 0 R
(434) 1 to 3: Access point number being used
68 Network
(444) connection FTP port number 0 R Section
69 status area Number of disconnections from user screen (number of disconnections 0 R 3.8.2
(45y) (*2) using line disconnection part)

(Continued on the next page)
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(From the preceding page)

Address Read/ | Reference
(Decimal Application Name Initial value| . )
(Hex)) write % 1 section
70 IP address setting
(464) 0: "Obtain an IP address automatically." 0 R
H 1: "Use the following IP address."
7to72 IP address setting: IP address C0AB0303 R
(47, t0 48y) o
H H H
73to74 IP address setting: Subnet mask FFFFFFO0 R
(49, to 4A,) 9
H H H
( 4;5 :Z Zg ) IP address setting: Default gateway 0 R
7; " 78H System setting
0 status area DNS server setting: DNS server address 1 0 R
(4Dy to 4Ey) 9
H H
791080 DNS server setting: DNS server address 2 0 R
(4F to 50,,) 9
H H
81 Web server setting
514) 0to 1023 : "Use the default HTTP port number (80)." 0 R Section
" 1024 to 65535  : "Use the following HTTP port number." 46.3
82 Network type setting
(524) 0: "Connecting through LAN or the router." 0 R
H 1: "Dial-up to the network (modem, ADSL)."
83 Automatic network connection setting at start-up
(534) 0: "No connection to network at start-up.” 0 R
H 1: "Automatic connection to network at start-up."
84 FTP server setting
(54) System setting 0 to 1023 : "Use the default FTP port number (21)." 0 R
H status area 1024 to 65535 : "Use the following FTP port number."
85 (*2) Web server setting Register the HTTP port number to NAT of the
(55.) router. 0 R
H 0: Not register  1: Register
86 FTP server setting Register the FTP port number to NAT of the router. 0 R
(561) 0: Not register 1: Register
(5877 :g gg ) Use prohibited |System area — — —
H H
90 Dial method 0 R
(5An) 0: Tone 1: Pulse
91 .
Retry: Number of retries. 0 R
(5Bn) Dial-up setting etry: Number o refries Section
92 status area Retry: Change access point automatically. 0 R 46.4
5Cx 0: None 1: Provided
(
(595 ) Modem attribute: Communication speed (Unit: bps) 0 R
"
94 to 97
(5E.sfo 611) Use prohibited |System area — — —
H H
98 . . .
(62:) Modem attribute: Call timeout (Unit: Second) 0 R
H
99 . . . .
(63) Modem attribute: Dial pause time (Unit: Second) 0 R
H
100 to 132 |Dial-up setting [Modem attribute: Addition set 0 R Section
(64 to 84y) |status area Addition AT command string 464
133 Modem attribute: CALL function 0 R
(85n) 0: None 1: Provided
134 . ) ) . ) L
(861) Modem attribute: Disconnect function, Disconnect time (Unit: Minute) 0 R
H
135to 139 -
se prohibite stem area — — —
(87 toBB)U prohibited |Syst
H H




PECIFICATION
—_— MELSEC-Q
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Address Application Name Initial Read/ [ Reference
(Decimal (Hex)) PP value | write*1 | section
140 Error code o - Section
(8Cn) 0: Normal Other than 0: Error code 385
141 Current error
System area (Use prohibited — — _
(8Dy) _ |(*2) y (Usep )
142 to 145 ) Secton
(8E, to 91, Time o R oy
146 to 149 -
(92, t0 95,) Use prohibited |System area - o _
150 ]
Number of times of error occurrence 0 R
(96n)
151 . ) Section
(97,) Error log write pointer 0 R P
152 Error code R R
(981) 0: Normal Other than 0: Error code
193 Error log 1 System area (Use prohibited) _ _ _
(99)
154 to 157 _
(9Aq to 9Dy) Date and time 0 R
158 to 163
(9E, to A3y) Error log 2 (Same as Error log 1)
164 to 169
(Ady to A9y) Errorlog 3 (Same as Error log 1)
170 to 175
(AA, to AFy) Error log 4 (Same as Error log 1)
176 to 181
(BO, to B5,,) Errorlog 5 (Same as Error log 1)
182 to 187
(B6, to BBy Error log 6 (Same as Error log 1)
Error log
18810193 Error log 7 (Same as Error log 1)
(BCy to C14) 9 g
194 to 199
(C24 10 CT4) Errorlog 8 (Same as Error log 1) Section
200 to 205 386
(C8, to CDy) Error log 9 (Same as Error log 1)
206 to 211
(CE, to D3,) Errorlog 10 (Same as Error log 1)
212t0 217
(D4, to D9, Error log 11 (Same as Error log 1)
218 to 223
(DA, to DFy,) Error log 12 (Same as Error log 1)
224 to 229
(EOy to E54) Error log 13 (Same as Error log 1)
230t0 235
(E6y to EBy) Error log 14 (Same as Error log 1)
236 to 241
(ECy to F1y) Errorlog 15 (Same as Error log 1)
242 to 247
(F24 to F7,) Error log 16 (Same as Error log 1)
248 to 249 .
(F84 to F9y) Use prohibited [System area - - _

(Continued on the next page)
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Address
(Decimal (Hex))

Application

Name

Initial
value

Read/
write % 1

Reference
section

250 to 251
(FA to FBh)

252
(FCw)

253
(FDw)

254 to 255
(FEH to FFH)

256
(1004)

257 to 260
(1014 to 104y)

261 to 268
(1054 to 10Cy)

269 to 276
(10Dy to 114y)

277 t0 284
(115, to 11Cy)

285 to 292
(11Dy to 1244)

293 to 300
(1 25H to 1 ZCH)

301 to 308
(12Dy to 134y)

309 to 316
(1354 to 13Cy)

317 to 324
(13Dy to 144y)

325 t0 332
(145, to 14Cy)

333 t0 340
(14Dy to 154y)

34110 348
(1 55, to 15CH)

349 to 356
(15Dy to 164,,)

357 to 364
(1 65H to 160H)

365 to 372
(16Dy to 1744)

37310380
(1754 to 17Cy)

Login history

Number of login times

R

Login history write pointer

R

User number

Source IP address

Login history 1 -
Login type

1: Web login

2: FTP login

Date and Time

Login history 2

(Same as Login history 1)

Login history 3

(Same as Login history 1)

Login history 4

(Same as Login history 1)

Login history 5

(Same as Login history 1)

Login history 6

(Same as Login history 1)

Login history 7

(Same as Login history 1)

Login history 8

(Same as Login history 1)

Login history 9

(Same as Login history 1)

Login history 10

(Same as Login history 1)

Login history 11

(Same as Login history 1)

Login history 12

(Same as Login history 1)

Login history 13

(Same as Login history 1)

Login history 14

(Same as Login history 1)

Login history 15

(Same as Login history 1)

Login history 16

(Same as Login history 1)

Section
3.8.7

381
(17Dy)

Use prohibited

System area

3820383
(17Ey to 17Fy)

IP filter (3 2)

Number of times when IP packet is blocked

Section
3.8.8

384 to 799
(180 to 31Fy)

Use prohibited

System area

(Continued on the next page)
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Address o Initial Read/ |Reference
. Application Name . .
(Decimal (Hex)) value | write1 | section
800 to 801
Current cycle (Unit: Second 0 R
(3204 to 3214) |Collection yole ( ) Section
802 t0 803  |monitor cycle 3.8.9
Maximum cycle (Unit: Second 0 R
(322, t0 323,) yele ( )
804 to 999 .
Use prohibited [System area — — —
(324, to 3E74)
1000 to 1003 .
Tag setting data 0 R
(3E84 to 3EBy)
1004 to 1007 )
Tag collection data 0 R
(3ECH to 3EFw)
1008 to 1011 . .
Tag collection error data 0 R Section
(3FO0y to 3F3y) [Tag status
3.8.10
1012 )
Tag collection 1 error code 0 R
(3F44)
. The composition of each area is the same as that of the tag collection 1
1013 to 1075 Tag collection 2 to
error code.
(3F5y to 4334) 64 error codes )
Refer to * 3 for assignment of each area.
1076 to 1999
Use prohibited [System area — — —
(434410 7CFy) | 0P Y
2000 to 2003
Logging setting data 0 R
(7D0y to 7D3,,) 9ging seting
2004 to 2007 .
Logging execute data 0 R
(7D44 to 7D74)
2008 to 2011 Logging error data 0 R
(7D8, to 7DBy) 99ing
2012 ) Error code Section
Logging status 0 R
(7DCh) 0: Normal Other than 0: Error code 3.8.11
2013 ) )
Logging 1 data Number of saved files 0 R
(7DDw)
2014 to 2015 )
Number of the latest saved file 0 R
(7DE to 7DFy)
2016 to 2267 Logging 2to 64 |The composition of each area is the same as that of the logging 1 data.
(7EQy to 8DBy) data Refer to * 4 for assignment of each area.
2268 to 2999
Use prohibited [System area — — —
(8DCuto BB7,) |~ P Y

(Continued on the next page)
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Address o Initial Read/ | Reference
. Application Name . .
(Decimal (Hex)) value | write*1| section
3000
CPU event setting data 0 R
(BBS.) 9
3001
CPU event occurrence data 0 R
(BB9w)
3002 )
CPU event monitor error data 0 R
(BBAW)
3003 )
CPU event monitor 1 error code 0 R
(BBBw)
3004 .
CPU event monitor 2 error code 0 R
(BBCh)
3005 )
CPU event monitor 3 error code 0 R
(BBDw)
3006 .
CPU event monitor 4 error code 0 R
(BBEw)
3007 .
CPU event monitor 5 error code 0 R
(BBFh)
3008
CPU event monitor 6 error code 0 R
(BCOy)
3009 CPU event Section
CPU event monitor 7 error code 0 R
(BC1n) monitor status 2 3.8.13
3010 )
CPU event monitor 8 error code 0 R
(BC2)
3011 .
CPU event monitor 9 error code 0 R
(BC3w)
3012 )
CPU event monitor 10 error code 0 R
(BC4x)
3013 )
CPU event monitor 11 error code 0 R
(BC5)
3014 .
CPU event monitor 12 error code 0 R
(BC6H)
3015 .
CPU event monitor 13 error code 0 R
(BC7w)
3016 .
CPU event monitor 14 error code 0 R
(BC8y)
3017 .
CPU event monitor 15 error code 0 R
(BCYy)
3018 )
CPU event monitor 16 error code 0 R
(BCAW)
301910 3099 Use prohibited |System area
(BCButo C1B.) |- P y - B -
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Address o Initial Read/ | Reference
. Application Name . .
(Decimal (Hex)) value | write*1| section
3100
Tag event setting data 0 R
(C1Cw) 9 9
3101 T t dat 0 R
ag event occurrence data
(C1Dy) 9
3102 Tag event monitor error data 0 R
(C1E) 9
3103 .
Tag event monitor 1 error code 0 R
(C1Fhn)
3104 .
Tag event monitor 2 error code 0 R
(C20y)
3105 )
Tag event monitor 3 error code 0 R
(C21y)
3106 )
Tag event monitor 4 error code 0 R
(C22y)
3107 )
Tag event monitor 5 error code 0 R
(C23y)
3108
Tag event monitor 6 error code 0 R
(C244) 9
3109 Tag event Section
Tag event monitor 7 error code 0 R
(C25y) monitor status 2 9 3.8.15
3110 .
Tag event monitor 8 error code 0 R
(C26)
3111 .
Tag event monitor 9 error code 0 R
(C27y)
3112 .
Tag event monitor 10 error code 0 R
(C28y)
3113 .
Tag event monitor 11 error code 0 R
(C29y)
3114 .
Tag event monitor 12 error code 0 R
(C2An)
3115 )
Tag event monitor 13 error code 0 R
(C2By)
3116 T t itor 14 d 0 R
ag event monitor 14 error code
(C2Cy) 9
3117 T t itor 15 d 0 R
ag event monitor 15 error code
(C2Dy) N
3118 .
Tag event monitor 16 error code 0 R
(C2Ey)
3119 Use prohibited |System area
(C2Fy) P Y B B B
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Address o Initial Read/ | Reference
. Application Name . .
(Decimal (Hex)) value |write*1| section
3200
Time event setting data 0 R
(C804) 9
3201 . .
Time event monitor error data 0 R
(C814)
3202 ) .
Time event monitor 1 error code 0 R
(C82y)
3203 ) .
Time event monitor 2 error code 0 R
(C83h)
3204 . .
Time event monitor 3 error code 0 R
(C84y)
3205 . .
Time event monitor 4 error code 0 R
(C85h)
3206 . .
Time event monitor 5 error code 0 R
(C86w)
3207 . .
Time event monitor 6 error code 0 R
(C87w)
3208 . .
) Time event monitor 7 error code 0 R )
(C88y) Time/Interval Section
3209 monitor status . . 3.8.16
Time event monitor 8 error code 0 R
(C89)
3210 ) .
Time event monitor 9 error code 0 R
(C8A)
3211 ) .
Time event monitor 10 error code 0 R
(C8Bw)
3212 . .
Time event monitor 11 error code 0 R
(C8Cw)
3213 . .
Time event monitor 12 error code 0 R
(C8Dw)
3214 . .
Time event monitor 13 error code 0 R
(C8En)
3215 . .
Time event monitor 14 error code 0 R
(C8Fh)
3216 . .
Time event monitor 15 error code 0 R
(C90)
3217 . .
Time event monitor 16 error code 0 R
(C91y)
3218 to 3299 Use prohibited |System area
(C92,t0 CE3,) |0 P y - B -
3300 to 3303 ) .
CPU event monitor setting data 0 R
(CE4H to CE7H)
3304 to 3307
CPU event occurrence data 0 R
(CE8y to CEBy)
3308 to 3311 [CPU event ) .
) CPU event monitor error data 0 R Section
(CECy to CEFy) |[monitor status 1
3.8.12
3312 (*2) .
CPU event monitor 1 error code 0 R
(CFOw)
. The composition of each area is the same as that of the CPU
3313 to 3375 CPU event monitor 2 to 64 .
event monitor 1 error code.
(CF14 to D2Fy) error code )
Refer to * 5 for assignment of each area.

(Continued on the next page)
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Address o Initial Read/ | Reference
. Application Name . .
(Decimal (Hex)) value |write** 1| section
3376 to 3999
Use prohibited |System area — — —
(D30, to FOF,,) P i
4000 to 4003
Access target CPU setting data 0 R
(FAO4 to FA3,,) 9 9
4004 to 4007
Access target CPU error data 0 R
(FA44 to FA74) |Access target .
. Section
4008 CPU setting
Access target CPU 1 error code 0 R 3.8.17
(FA8) status
The composition of each area is the same as that of the
4009 to 4071 Access target CPU 2 to 64
access target CPU 1 error code.
(FA9y to FE7y) error code , .
Refer to ¢ 6 for assignment of each area.
4072 to 4999 -
Use prohibited |System area — — —
(FE8h to 13874)
5000 Number of times when WMSEND instruction was normally 0 R
(13884) completed
5001 ) . . .
Number of times when WMSEND instruction failed 0 R
(13894)
5002 Number of normally completed e-mail transmission 0 R
(138A4) y comp
5003
Number of sent attached files 0 R
(138Bn)
5004 . .
Number of undelivered e-mails 0 R
(138Cn)
5005 )
Number of writes for error log 0 R
(138Dw)
5006 Error log write pointer 0 R
(138E.,) gwriep
5007
Error code 0 R
(138Fh)
E-mail .
5008 L Section
transmission To 0 R
(13904) 3.8.18
status Error log 1
5009 to 5023 )
Subject 0 R
(13914 to 139F4)
5024 to 5027
Date 0 R
(13A04 to 13A34)
5028 to 5048
Error log 2 Same as Error log 1
(13Ady, to 13B8,,) 9 ( 97)
5049 to 5069
Error log 3 (Same as Error log 1)
(13B94 to 13CDx)
5070 to 5090
Error log 4 (Same as Error log 1)
(13CE+ to 13E24)
5091 to 5111
Error log 5 (Same as Error log 1)
(13E34 to 13F74)
51120 5132
Error log 6 (Same as Error log 1)
(13F84 to 140Ch)
5133 to 5153
Error log 7 (Same as Error log 1)
(140Dy to 14214)
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Address o Initial Read/ | Reference
. Application Name . .
(Decimal (Hex)) value |write** 1| section
5154 to 5174
(1422, to 14364)
5175 to 5195
(1437, to 144B,)
5196 to 5216
(144Cy to 1460y)
5217 to 5237
(14614 to 1475y) )
E-mail .
5238 to 5258 . Section
transmission Error log 12 (Same as Error log 1)
(14764 to 148A4) 3.8.18
status
5259 to 5279
(148By to 149Fy)
5280 to 5300
(14A0y to 14B4y)
5301 to 5321
(14B54 to 14C9y)
5322 to 5342
(14CAy to 14DE,)
5343
(14DFy)
5344
(14E04)
5345
(14E1y) E-mail
5346 to 5360 |transmission
(14E24 to 14F0y) |status (*<2)
5361 to 5364
(14F 14 to 14F4y)

Error log 8 (Same as Error log 1)

Error log 9 (Same as Error log 1)

Error log 10 (Same as Error log 1)

Error log 11 (Same as Error log 1)

Error log 13 (Same as Error log 1)

Error log 14 (Same as Error log 1)

Error log 15 (Same as Error log 1)

Error log 16 (Same as Error log 1)

Transmission log write count 0 R

Transmission log write pointer 0 R

To 0 R

Section
Transmission log 1 Subject 0 R 3.8.18

Date 0 R

The composition of each area is the same as that of the
transmission log 1.
Refer to * 7 for assignment of each area.

5365 to 5984 Transmission log
(14F54 to 17604) 2t0 32

5985 to 5999
(17614 to 176F,)
6000
Number of successful logins 0 R .
(17704) FTP server Section

6001 status ) ) 3.8.19
(1771,) Number of failed logins 0 R
H

Use prohibited |System area — — —
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Address Application Name Initial Read/ | Reference
(Decimal (Hex)) i value | write 1| section
6002 Number of times when the FTPPUT instruction was normally 0 R
(17724) completed
6003 Number of times when the FTPPUT instruction was abnormally 0 R
(1773h) completed
6004
Number of normally completed FTP transfers (PUT) 0 R
(17744)
6005
Number of abnormally completed FTP transfers (PUT) 0 R
(17754)
6006
Number of writes for error log 0 R
(1776w)
6007 Error log write pointer 0 R
(777,) g write p
6008 Error code 0 R
(17784)
6009
Transfer destination 0 R
(1779)
6010 to 6015 Emorleg 1
© Transferred file name 0 R
(177A4 to 177F)
6016 to 6019
Dat 0 R
(1780, to 1783) ale
6020 to 6031
Error log 2 Same as Error log 1
(1784, to 178F) 9 ( 91)
6032 to 6043
(1790, to 179B,) Error log 3 (Same as Error log 1)
6044 to 6055 [FTP client Error log 4 (Same as Error log 1) Section
(179C, to 17A7,,) | Status (PUT) 9 9 3.8.20
6056 to 6067
° Error log 5 (Same as Error log 1)
(17A8, to 17B3h)
6068 to 6079 Error log 6 (Same as Error log 1)
(17B4,, to 17BF,) 9 9
6080 to 6091
Error log 7 Same as Error log 1
(17C0y to 17CB,) 9 ( 97)
609210 6103 Error log 8 (Same as Error log 1)
(17CCy to 17D7,,) 9 9
6104 to 6115
© Error log 9 (Same as Error log 1)
(17D84 to 17E34)
611610 6127 Error log 10 (Same as Error log 1)
(17E4y, to 17EF,) 9 g
6128 to 6139
° Error log 11 (Same as Error log 1)
(17F04 to 17FBhr)
6140 to 6151
(17ECy o 1807,) Error log 12 (Same as Error log 1)
6152 to 6163
Error log 13 Same as Error log 1
(1808, to 18134) 9 ( g91)
6164 to 6175
(18144 to 181F,) Error log 14 (Same as Error log 1)
6176 10 6187 Error log 15 (Same as Error log 1)
(1820, to 182By) 9 g
6188 to 6199
(182G to 1837.,) Error log 16 (Same as Error log 1)

(Continued on the next page)
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Address o Initial Read/ | Reference
. Application Name . .
(Decimal (Hex)) value | write®1 | section

6200
(1838,,)
6201
(1839,)

6202
FTP client Transfer destination 0 R .
(183An) Section
status (PUT)
6203 to 6208 ) 3.8.20
(**2) Transferlog 1 |Transferred file name 0 R
(183B4 to 18404)

6209 to 6212
(18414 to 18444)

6213 to 6553 Transfer log 2 |The composition of each area is the same as that of the transfer log 1.
(18454 to 1999y) to 32 Refer to * 8 for assignment of each area.

6554 to 8001  [Use prohibited

(199A4 to 1F414)
8002 Number of times when the FTPGET instruction was normally
(1F42y) completed
8003 Number of times when the FTPGET instruction was abnormally
(1F43y) completed
8004
(1F444)
8005
(1F454)
8006
(1F464)
8007
(1F474)
8008
(1F48y)
8009
(1F494)
8010 to 8015
(1F4Ay to 1F4Fy)
8016 to 8019
1F504 to 1F53
: §020 to 8031 e cient Section
(1F54, to 1F5F,,) st:tzus (GET) |Errorlog 2 (Same as Error log 1) 3821
8032 to 8043 (*2)
(1F604 to 1F6BR)
8044 to 8055
(1F6Cy to 1F77y)
8056 to 8067
(1F784 to 1F834)
8068 to 8079
(1F844 to 1F8F.)
8080 to 8091
(1F904 to 1F9By)
8092 to 8103
(1F9Ch to 1FAT7R)
8104 to 8115
(1FA8y to 1FB3y)
8116 to 8127
(1FB4y to 1FBFy)
8128 to 8139
(1FCOy to 1FCBy)
8140 to 8151
(1FCCy to 1FD74)

Transfer log write count 0 R

Transfer log write pointer 0 R

Data 0 R

System area — _ —

Number of normally completed FTP transfers (GET) 0 R

Number of abnormally completed FTP transfers (GET) 0 R

Number of writes for error log 0 R

Error log write pointer 0 R

Error code 0 R

Transfer source 0 R

Error log 1
Transferred file name 0 R

Data 0 R

Error log 3 (Same as Error log 1)

Error log 4 (Same as Error log 1)

Error log 5 (Same as Error log 1)

Error log 6 (Same as Error log 1)

Error log 7 (Same as Error log 1)

Error log 8 (Same as Error log 1)

Error log 9 (Same as Error log 1)

Error log 10 (Same as Error log 1)

Error log 11 (Same as Error log 1)

Error log 12 (Same as Error log 1)

(Continued on the next page)
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Address o Initial Read/ | Reference
. Application Name . .
(Decimal (Hex)) value | write®1 | section
8152 to 8163
(1FD8, to 1FE3,) Error log 13 (Same as Error log 1)
8164 to 8175
(1FE4y to 1FEF,) Error log 14 (Same as Error log 1)
8176 to 8187
(1FFO, to 1FFBy,) Error log 15 (Same as Error log 1)
8188 to 8199
(1FFC to 2007,) Error log 16 (Same as Error log 1)
8200 FTP client Transfer log write count 0 R .
(20084) Section
status (GET)
8201 (*2) Transfer log write pointer 0 R 3.8.21
(20095,) g write p
8202
(200A) Transfer source 0 R
8203 to 8208 )
(2008, to 2010y,) Transfer log 1 Transferred file name 0 R
8209 to 8212
(2011, to 2014) Data o R
8213 to 8553 Transfer log 2 to |The composition of each area is the same as that of the transfer log 1.
(20154 to 2169y) 32 Refer to * 9 for assignment of each area.
8554 to 9998 " System area o - -
(216 to 270E+) Use prohibited
Module initialization request
0: No request
9999 Module 1: During module initialization mode Section
initialization (The system is set up when the CPU module is reset) 0] RW
(270F4) s 4.13
request 2: Module initialization request
3: Completed (The system is set up.)
Other than 3: Failed (The system is set up.)
Tag event .
10000 to 10015 . . . Section
(27104 to 271F4) r1nz>>r;|t20)r status [Tag event monitor setting data 0 R 38.14
10016 to 10063 . _ _ _
(2720, to 274F) Use prohibited |System area
10064 to 10079 :-ni%;gre gttatus Tag event occurrence data 0 R Section
(2750, to 275 | 37 9 3.8.14
10080 to 10127 . _ _ _
(2760, to 278F ) Use prohibited |System area
101280 10143 ;a(‘)?]iet)(\)/f Qttatus Tag event monitor error data 0 R Section
(27904 to 279F) 775 9 3.8.14
10144 to 10191 " _ _ _
(27A04 to 27CFy) Use prohibited |System area
10192 Tag event monitor 1 error code 0 R
(27D0y) Tag event Section
monitor status The composition of each area is the same as that
10193 to 10447 . . 3.8.14
(27D, to 28CFy) 1(%2) Tag event monitor 2 to 256 error code |of the tag event monitor 1 error code 1.
H H Refer to * 10 for assignment of each area.
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*1 Shows whether or not reading/writing is possible.
R: Only reading is possible. W: Only writing is possible.
R/W: Both reading and writing are possible.

*2 Can be used in the product whose first 5 digits of serial No. are 05112 or later.
(Assigned as system area for the product earlier than that)

*3 The following shows the assignment of error code area for the tag collection 1 to 64
(address: 1012 to 1075).

Tag Collection 1 to 64 Error Code Area
Name
1 2 3 4 5 6 7 8 9 10
Error code 1012 1013 1014 1015 1016 1017 1018 1019 1020 1021
11 12 13 14 15 16 17 18 19 20
Error code 1022 1023 1024 1025 1026 1027 1028 1029 1030 1031
21 22 23 24 25 26 27 28 29 30
Error code 1032 1033 1034 1035 1036 1037 1038 1039 1040 1041
31 32 33 34 35 36 37 38 39 40
Error code 1042 1043 1044 1045 1046 1047 1048 1049 1050 1051
41 42 43 44 45 46 47 48 49 50
Error code 1052 1053 1054 1055 1056 1057 1058 1059 1060 1061
51 52 53 54 55 56 57 58 59 60
Error code 1062 1063 1064 1065 1066 1067 1068 1069 1070 1071
61 62 63 64
Error code 1072 1073 1074 1075
*¢4 The following shows the assignment of the logging 1 to 64 data area (address:
2012 to 2267).
Logging 1 to 64 Data Area
Name
1 2 3 4 5 6 7 8 9 10
Error code 2012 2016 2020 2024 2028 2032 2036 2040 2044 2048
Number of
) 2013 2017 2021 2025 2029 2033 2037 2041 2045 2049
saved files
Number of the
tostsaveq | 2014 | 2018, | 2022, | 2026, | 2030, | 2034, | 2038, | 2042, | 2046, | 2050,
file 2015 2019 2023 2027 2031 2035 2039 2043 2047 2051
11 12 13 14 15 16 17 18 19 20
Error code 2052 2056 2060 2064 2068 2072 2076 2080 2084 2088
Number of
) 2053 2057 2061 2065 2069 2073 2077 2081 2085 2089
saved files
Number of the
latest saved 2054, 2058, 2062, 2066, 2070, 2074, 2078, 2082, 2086, 2090,
file 2055 2059 2063 2067 2071 2075 2079 2083 2087 2091
21 22 23 24 25 26 27 28 29 30
Error code 2092 2096 2100 2104 2108 2112 2116 2120 2124 2128
Number of
) 2093 2097 2101 2105 2109 2113 2117 2121 2125 2129
saved files
Number of the
2094, 2098, 2102, 2106, 2110, 2114, 2118, 2122, 2126, 2130,
latest saved
file 2095 2099 2103 2107 2111 2115 2119 2123 2127 2131

(Continued on the next page)
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Logging 1 to 64 Data Area
Name
31 32 33 34 35 36 37 38 39 40
Error code 2132 2136 2140 2144 2148 2152 2156 2160 2164 2168
Number of
2133 2137 2141 2145 2149 2153 2157 2161 2165 2169
saved files
Numberofthe | o 0 | 213 | 2142 2146, 2150, 2154, 2158, 2162, 2166, | 2170,
latest saved
file 2135 2139 2143 2147 2151 2155 2159 2163 2167 2171
41 42 43 44 45 46 47 48 49 50
Error code 2172 2176 2180 2184 2188 2192 2196 2200 2204 2208
Number of
X 2173 2177 2181 2185 2189 2193 2197 2201 2205 2209
saved files
Number of the
2174, 2178, 2182, 2186, 2190, 2194, 2198, 2202, 2206, 2210,
latest saved
e 2175 2179 2183 2187 2191 2195 2199 2203 2207 2211
51 52 53 54 55 56 57 58 59 60
Error code 2212 2216 2220 2224 2228 2232 2236 2240 2244 2248
Number of
i 2213 2217 2221 2225 2229 2233 2237 2241 2245 2249
saved files
Number of the
atest g 2214, 2218, 2222, 2226, 2230, 2234, 2238, 2242, 2246, 2250,
\
a esﬂsa © 2215 2219 2203 2207 2231 2235 2239 2243 2047 2251
e
61 62 63 64
Error code 2252 2256 2260 2264
Number of
2253 2257 2261 2265
saved files
Number of the
2254, 2258, 2262, 2266,
latest saved
) 2255 2259 2263 2267
file
*5 The following shows the assignment of the CPU event monitor 1 to 64 error code
area (address: 3312 to 3375).
CPU Event Monitor 1 to 64 Error Code Area
Name
1 2 3 4 5 6 7 8 9 10
Error code 3312 3313 3314 3315 3316 3317 3318 3319 3320 3321
11 12 13 14 15 16 17 18 19 20
Error code 3322 3323 3324 3325 3326 3327 3328 3329 3330 3331
21 22 23 24 25 26 27 28 29 30
Error code 3332 3333 3334 3335 3336 3337 3338 3339 3340 3341
31 32 338 34 35 36 37 38 39 40
Error code 3342 3343 3344 3345 3346 3347 3348 3349 3350 3351
41 42 43 44 45 46 47 48 49 50
Error code 3352 3353 3354 3355 3356 3357 3358 3359 3360 3361
51 52 53 54 55 56 57 58 59 60
Error code 3362 3363 3364 3365 3366 3367 3368 3369 3370 3371
61 62 63 64
Error code 3372 3373 3374 3375
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*6 The following shows the assignment of error code area for the access target CPU
1 to 64 (address: 4008 to 4071).

Name Access Target CPU 1 to 64 Error Code Area
1 2 3 4 5 6 7 8 9 10
Error code 4008 4009 4010 4011 4012 4013 4014 4015 4016 4017
11 12 13 14 15 16 17 18 19 20
Error code 4018 4019 4020 4021 4022 4023 4024 4025 4026 4027
21 22 23 24 25 26 27 28 29 30
Error code 4028 4029 4030 4031 4032 4033 4034 4035 4036 4037
31 32 33 34 35 36 37 38 39 40
Error code 4038 4039 4040 4041 4042 4043 4044 4045 4046 4047
41 42 43 44 45 46 47 48 49 50
Error code 4048 4049 4050 4051 4052 4053 4054 4055 4056 4057
51 52 53 54 55 56 57 58 59 60
Error code 4058 4059 4060 4061 4062 4063 4064 4065 4066 4067
61 62 63 64
Error code 4068 4069 4070 4071
*7 The following shows the assignment of the transmission log 1 to 32 area (address:
5345 to 5984).
Name Transmission Log 1 to 32 Area
1 2 3 4 & 6 7 8 9 10
To 5345 5365 5385 5405 5425 5445 5465 5485 5505 5525
Subject 5346to | 5366to | 5386 to 5406 to 5426 to 5446 to 5466 to 5486 to 5506 to | 5526 to
5360 5380 5400 5420 5440 5460 5480 5500 5520 5540
Date 5361to | 5381to | 5401to 5421 to 5441 to 5461 to 5481 to 5501 to 5521to | 5541to
5364 5384 5404 5424 5444 5464 5484 5504 5524 5544
11 12 13 14 15 16 17 18 19 20
To 5545 5565 5585 5605 5625 5645 5665 5685 5705 5725
Subject 5546 to 5566 to 5586 to 5606 to 5626 to 5646 to 5666 to 5686 to 5706 to 5726 to
5560 5580 5600 5620 5640 5660 5680 5700 5720 5740
Date 5561to | 5581to | 5601 to 5621 to 5641 to 5661 to 5681 to 5701 to 5721to | 5741to
5564 5584 5604 5624 5644 5664 5684 5704 5724 5744
21 22 23 24 25 26 27 28 29 30
To 5745 5765 5785 5805 5825 5845 5865 5885 5905 5925
Subject 5746to | 5766to | 578610 5806 to 5826 to 5846 to 5866 to 5886 to 5906 to | 5926 to
5760 5780 5800 5820 5840 5860 5880 5900 5920 5940
Date 5761to | 5781to | 5801 to 5821 to 5841 to 5861 to 5881 to 5901 to 5921to | 5941 to
5764 5784 5804 5824 5844 5864 5884 5904 5924 5944
31 32
To 5945 5965
Subject 5946 to | 5966 to
5960 5980
Date 5961to | 5981 to
5964 5984
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*8 The following shows the assignment of the transfer (PUT) log 1 to 32 area
(address: 6202 to 6553).

Name Transfer (PUT) Log 1 to 32 Area
1 2 3 4 5 6 7 8 9 10
Transfer 6202 6213 6224 6235 6246 6257 6268 6279 6290 6301
destination
Transferred 6203 to 6214 to 6225 to 6236 to 6247 to 6258 to 6269 to 6280 to 6291 to 6302 to
file name 6208 6219 6230 6241 6252 6263 6274 6285 6296 6307
Date 6209 to 6220 to 6231 to 6242 to 6253 to 6264 to 6275 to 6286 to 6297 to 6308 to
6212 6223 6234 6245 6256 6267 6278 6289 6300 6311
11 12 13 14 15 16 17 18 19 20
Transfer 6312 6323 6334 6345 6356 6367 6378 6389 6400 6411
destination
Transferred 6313 to 6324 to 6335 to 6346 to 6357 to 6368 to 6379 to 6390 to 6401 to 6412 to
file name 6318 6329 6340 6351 6362 6373 6384 6395 6406 6417
Date 6319 to 6330 to 6341 to 6352 to 6363 to 6374 to 6385 to 6396 to 6407 to 6418 to
6322 6333 6344 6355 6366 6377 6388 6399 6410 6421
21 22 23 24 25 26 27 28 29 30
Transfer
- 6422 6433 6444 6455 6466 6477 6488 6499 6510 6521
destination
Transferred 6423 to 6434 to 6445 to 6456 to 6467 to 6478 to 6489 to 6500 to 6511 to 6522 to
file name 6428 6439 6450 6461 6472 6483 6494 6505 6516 6527
Date 6429 to 6440 to 6451 to 6462 to 6473 to 6484 to 6495 to 6506 to 6517 to 6528 to
6432 6443 6454 6465 6476 6487 6498 6509 6520 6531
31 32
Transfer 6532 6543
destination
Transferred 6533 to 6544 to
file name 6538 6549
Date 6539 to 6550 to
6542 6553
*9 The following shows the assignment of the transfer (GET) log 1 to 32 area
(address: 8202 to 8553).
Name Transfer (GET) Log 1 to 32 Area
1 2 3 4 5 6 7 8 9 10
Tsrgﬂrscf:r 8202 8213 8224 8235 8246 8257 8268 8279 8290 8301
Transferred 8203 to 8214 to 8225 to 8236 to 8247 to 8258 to 8269 to 8280 to 8291 to 8302 to
file name 8208 8219 8230 8241 8252 8263 8274 8285 8296 8307
Date 8209 to 8220 to 8231 to 8242 to 8253 to 8264 to 8275 to 8286 to 8297 to 8308 to
8212 8223 8234 8245 8256 8267 8278 8289 8300 8311
11 12 13 14 15 16 17 18 19 20
Tsrgﬂfcf:r 8312 8323 8334 8345 8356 8367 8378 8389 8400 8411
Transferred 8313 to 8324 to 8335to 8346 to 8357 to 8368 to 8379 to 8390 to 8401 to 8412 to
file name 8318 8329 8340 8351 8362 8373 8384 8395 8406 8417
Date 8319 to 8330 to 8341 to 8352 to 8363 to 8374 to 8385 to 8396 to 8407 to 8418 to
8322 8333 8344 8355 8366 8377 8388 8399 8410 8421
21 22 23 24 25 26 27 28 29 30
Transfer
source 8422 8433 8444 8455 8466 8477 8488 8499 8510 8521
Transferred 8423 to 8434 to 8445 to 8456 to 8467 to 8478 to 8489 to 8500 to 8511 to 8522 to
file name 8428 8439 8450 8461 8472 8483 8494 8505 8516 8527
Date 8429 to 8440 to 8451 to 8462 to 8473 to 8484 to 8495 to 8506 to 8517 to 8528 to
8432 8443 8454 8465 8476 8487 8498 8509 8520 8531
31 32
Transfer 8532 8543
source
Transferred 8533 to 8544 to
file name 8538 8549
Date 8539 to 8550 to
8542 8553
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*10 The following shows the assignment of the tag event monitor 1 to 256 error code

area (address: 10192 to 10447).

Tag Event Monitor 1 to 256 Error Code Area

Name 1 2 3 4 5 6 7 8 9 10
Eorcode | 10192 | 10193 | 10194 | 10195 | 10196 | 10197 | 10198 | 10199 | 10200 | 10201
1 12 13 14 15 16 17 18 19 20
Erorcode | 10202 | 10203 | 10204 | 10205 | 10206 | 10207 | 10208 | 10209 | 10210 | 10211
21 22 23 24 25 26 27 28 29 30
Eorcode | 10212 | 10213 | 10214 | 10215 | 10216 | 10217 | 10218 | 10219 | 10220 | 10221
31 32 33 34 35 36 37 38 39 40
Eorcode | 10222 | 10223 | 10224 | 10225 | 10226 | 10227 | 10228 | 10229 | 10230 | 10231
41 42 43 44 45 46 47 48 49 50
Erorcode | 10232 | 10233 | 10234 | 10235 | 10236 | 10237 | 10238 | 10239 | 10240 | 10241
51 52 53 54 55 56 57 58 59 60
Erorcode | 10242 | 10243 | 10244 | 10245 | 10246 | 10247 | 10248 | 10249 | 10250 | 10251
61 62 63 64 65 56 67 68 69 70
Errorcode | 10252 | 10253 | 10254 | 10255 | 10256 | 10257 | 10258 | 10259 | 10260 | 10261
71 72 73 74 75 76 77 78 79 80
Errorcode | 10262 | 10263 | 10264 | 10265 | 10266 | 10267 | 10268 | 10269 | 10270 | 10271
81 82 83 84 85 86 87 88 89 90
Erorcode | 10272 | 10273 | 10274 | 10275 | 10276 | 10277 | 10278 | 10279 | 10280 | 10281
91 92 93 94 95 9% 97 98 99 100
Erorcode | 10282 | 10283 | 10284 | 10285 | 10286 | 10287 | 10288 | 10289 | 10290 | 10291
101 102 103 104 105 106 107 108 109 110
Erorcode | 10292 | 10293 | 10294 | 10295 | 10296 | 10297 | 10298 | 10299 | 10300 | 10301
111 112 113 114 115 116 117 118 119 120
Erorcode | 10302 | 10303 | 10304 | 10305 | 10306 | 10307 | 10308 | 10309 | 10310 | 10311
121 122 123 124 125 126 127 128 129 130
Erorcode | 10312 | 10313 | 10314 | 10315 | 10316 | 10317 | 10318 | 10319 | 10320 | 10321
131 132 133 134 135 136 137 138 139 140
Erorcode | 10322 | 10323 | 10324 | 10325 | 10326 | 10327 | 10328 | 10329 | 10330 | 10331
141 142 143 144 145 146 147 148 149 150
Erorcode | 10332 | 10333 | 10334 | 10335 | 10336 | 10337 | 10338 | 10339 | 10340 | 10341
151 152 153 154 155 156 157 158 159 160
Eorcode | 10342 | 10343 | 10344 | 10345 | 10346 | 10347 | 10348 | 10349 | 10350 | 10351
161 162 163 164 165 166 167 168 169 170
Erorcode | 10352 | 10353 | 10354 | 10355 | 10356 | 10357 | 10358 | 10359 | 10360 | 10361
171 172 173 174 175 176 177 178 179 180
Erorcode | 10362 | 10363 | 10364 | 10365 | 10366 | 10367 | 10368 | 10369 | 10370 | 10371
181 182 183 184 185 186 187 188 189 190
Erorcode | 10372 | 10373 | 10374 | 10375 | 10376 | 10377 | 10378 | 10379 | 10380 | 10381
191 192 193 194 195 196 197 198 199 200
Erorcode | 10382 | 10383 | 10384 | 10385 | 10386 | 10387 | 10388 | 10389 | 10390 | 10391
201 202 203 204 205 206 207 208 209 210
Erorcode | 10392 | 10393 | 10394 | 10395 | 10396 | 10397 | 10398 | 10399 | 10400 | 10401
211 212 213 214 215 216 217 218 219 220
Errorcode | 10402 | 10403 | 10404 | 10405 | 10406 | 10407 | 10408 | 10409 | 10410 | 10411
221 202 223 224 225 226 227 228 229 230
Errorcode | 10412 | 10413 | 10414 | 10415 | 10416 | 10417 | 10418 | 10419 | 10420 | 10421
231 232 233 234 235 236 237 238 239 240
Emorcode | 10422 | 10423 | 10424 | 10425 | 10426 | 10427 | 10428 | 10429 | 10430 | 10431
241 242 243 244 245 246 247 248 249 250
Eorcode | 10432 | 10433 | 10434 | 10435 | 10436 | 10437 | 10438 | 10439 | 10440 | 10441
251 252 253 254 255 256
Erorcode | 10442 | 10443 | 10444 | 10445 | 10446 | 10447
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3.8 Buffer memory details

This section explains the buffer memory details.

POINT

(1) The value stored into the buffer memory is cleared when the programmable
controller is powered off and then on, or the CPU module is reset.
Normally, this area need not be read.
Read as necessary when maintenance is performed.

(2) When a value of 65536 or more is stored in the area consisting of one word, a
count is stopped at FFFFH (65535).

(3) If a value of more than two words is stored in the area consisting of two words, a
count is stopped at FFFFFFFFH (4294967295).

3.8.1 Module status area (Address: 0 to 11)

The Web server module LED ON/OFF status, intelligent function module switch setting
status, battery status, etc. can be confirmed.
Refer to corresponding sections in Section 3.7.

3.8.2 Network connection status area (Address: 28 to 69)

The connection status of the Web server module to the network can be confirmed.

(1) Router external IP address (Address: 28 to 29)
When the Web server module connects to the Internet after selection of "Notify
the global IP address obtained from the router" in the address notification setting,
this area stores the global IP address assigned to the router.

(2) Connection error code (Address: 30)
(@) The error code output at the time of network connection processing.
Refer to Section 9.3 for the error code.

(b) The connection error code is stored in binary when Connection error (X19)
turns on.

(¢) The connection error code is cleared when:
1) The network is connected normally by making reconnection (Network
connection status (X4) turns on); or
2) The programmable controller is powered off and then on or the CPU
module is reset.

(3) Number of successful connection (Address: 31), number of failed
connection (Address: 32)
This area stores the cumulative numbers of successful/failed network connection.

(4) Number of connection tries by request signal (Y5) (Address: 33)
This area stores the cumulative number of attempted connection to the network
by Network connection request (Y5).
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(5) Number of connection tries by automatic connection (Address: 34)
This area stores the cumulative number of attempted automatic connection from
the Web server module to the network.

Refer to X4 of Section 3.6.2 (1) for the trigger of connection to the network.

(6) Number of reconnection tries (Address: 35)
(@) This area stores the number of reconnection to the network.

(b) When connection is cut off unintentionally due to cable disconnection in the
network connection status or line disruption by the Internet service provider,
the Web server module makes reconnection to the network automatically
only once.

(¢) When the number of retries and multiple access points have been set in the
dial-up setting, reconnection is performed for the number of retry times
multiplied by the number of multiple access points.

(7) Number of times of connection retry occurrence (Address: 36)
This area stores the number of connection tries (including initial time) during
network connection the number 05 multiplied by the number of access points.

(8) Number of disconnection (Address: 37)
This area stores the cumulative number of disconnection from the network.
Refer to X4 of Section 3.6.2 (1) for the trigger of disconnection from the network.

(9) Number of disconnection by request signal (Y7) (Address: 38)
This area stores the cumulative number of disconnection from the network by
Network disconnection request (Y7).

(10) Number of automatic disconnection (Address: 39)
This area stores the cumulative number of automatic disconnection from the
network.
Refer to X4 of Section 3.6.2 (1) for the trigger of disconnection from the network.

(11) Number of line lost times (Address: 40)
This area stores the cumulative number of unintentional disconnection from the
network due to cable disconnection in a network connection status or line
disruption from the Internet service provider.

(12) Total connection time (Address: 41 to 42)
This area stores the total time of connection to the network from the start-up time
of the Web server module. (Unit: Minute)

(13) LAN connection time (Address: 43 to 44), Modem connection time
(Address: 45 to 46), ADSL connection time (Address: 49 to 50)
This area stores the time of the network connection for each connection method.
(Unit: Minute)
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(14) Current connection time (Address: 53 to 54)
This area stores the time of current connection to the network. (Unit: Minute)

(15) Network connection status of Web server module(Address: 55 to

68)

This area stores the connection status of the network where the Web server
module is currently connected.

(@)

(b)

(d)
(e)
(f)
(@)

IP address (Address: 55 to 56)

Store the values of an IP address.

For 192. 168. 3. 3, each octet (192 (first octet). 168 (second octet). 3
(third octet). 3(fourth octet)) is stored as follows:

b15 to b8 b7 to b0
Address: 55 03H (3) 03H (3)
Third octet value Fourth octet value
56 COH (192) A8H (168)
First octet value Second octet value

Subnet mask (Address: 57 to 58)

Store the values of a subnet mask.

For 255. 255. 255. 0, each octet (255 (first octet). 255 (second octet). 255
(third octet). O (fourth octet)) is stored as follows:

b15 to b8 b7 to b0
Address: 57 FFH (255) 00H (0)
Third octet value Fourth octet value
58 FFH (255) FFH (255)
First octet value Second octet value

Default gateway (Address: 59 to 60)

Store the values of a default gateway.

For 192. 168. 3. 254, each octet (192 (first octet). 168 (second octet). 3
(third octet). 254 (fourth octet)) is stored as follows:

b15 to b8 b7 to b0
Address: 59 03H (3) FEH (254)
Third octet value Fourth octet value
60 COH (192) A8H (168)
First octet value Second octet value

DNS server address 1 (Address: 61 to 62)
DNS server address 2 (Address: 63 to 64)
HTTP port number

Connection method (Address: 66)

This area stores the method of connection to the network.
0: LAN connection

1: Modem connection

3: ADSL connection
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(h) Access point (Address: 67)
This area stores the access point of the Internet service provider as the
access point setting number on the "Dial-up setting" screen.
1 to 3: Access point setting number

(i) FTP port number (Address: 68)
(16) Number of disconnections from user screen (number of
disconnections by line disconnection part) (Address: 69)

This area stores the cumulative number of disconnections from the network in
response to a line disconnection request from the user screen.

3.8.3 System setting status area (Address: 70 to 86)

The system setting status can be confirmed.
Refer to Section 4.6.3 for system setting.

(1) System setting status of Web server module(Address: 70 to 86)
For the storage example of the following data, refer to Section 3.8.2 (15).
(@) IP address (Address: 71 to 72)

(b) Subnet mask (Address: 73 to 74)

(c) Default gateway (Address: 75 to 76)

(d) DNS server address 1 (Address: 77 to 78)
(e) DNS server address 2 (Address: 79 to 80)

3.8.4 Dial-up setting status area (Address: 90 to 134)

The dial-up setting status can be confirmed.
Refer to Section 4.6.4 for dial-up setting.

3.8.5 Current error area (Address: 140 to 145)

The latest error code that is currently occurring can be confirmed.

(1) Error code (Address: 140)

This area stores the error code that indicates the error status.
Refer to Section 9.3 for the error code.

(2) Time (Address: 142 to 145)
Stores the error occurrence time in BCD code.
b15 to b8 b7 to b0
Address: 142 Month (01H to 121) Year (00+ to 99+, last 2 digits)
143 Hour (00H to 23H) Day (01+ to 31H)
144 Second (00H to 59H) Minute (00H to 59+)
145 |[Year (00 to 99w, first 2 digits) | Day of the week (O+ to 6+)
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POINT

(1) The information of the current error area can be confirmed on the following

diagnostic screen.

(a) "Error data" of self-diagnostics monitor (Refer to Section 6.2.6)

(b) "Present Error" in system monitor of GX Developer (Refer to Section 9.2.2)
(2) The current error area can be cleared in any of the following methods.

(a) Execute in self-diagnostics monitor (Refer to Section 6.2.6).

(b) Turn on the error clear request (Y10).

(c) Switch the power OFF and then ON or reset the CPU module.

3.8.6 Error log area (Address: 150 to 247)
The history of errors that occurred in the Web server module can be confirmed.

(1) Number of times of error occurrence (Address: 150)
(a) This area stores the cumulative number of times stored in the error log
area.

(b) An error code is stored when other error (X1C) turns on.

(2) Error log write pointer (Address: 151)
(@) This area stores the error log No. with which the latest error has been
stored. ()
0 : No error. (No error stored)
1 or more : Error log No. of the latest error stored
* The pointer value of "16" indicates that the latest error has been stored
into the error log 16 area.

(b) If 17 or more errors occur, the error is stored into the error log areas,
starting from the error log 1 area again.

(3) Errorlog 1 to 16 (Address: 152 to 247)
This area stores the history of errors that occurred in the Web server module.
The error log area is composed of 16 portions of the same data arrangement.
(@) Error code
This area stores the error code that indicates the error status.
Refer to Section 9.3 for the error code.

(b) Time
This area stores the error occurrence time in BCD code.
b15 to b8 b7 to b0
Address: 152 to 157 Erorlog1 | +0 | Error code

158 to 163 Error log 2 \\\ +1 | System area (Use prohibited)

! ! ) +2 Month (01+ to 121) Year (00H to 99+, last 2 digits)

E 5 +3 Hour (00 to 23H) Day (01 to 311)
242 to 247 N [ea Second (00w to 59+) Minute (00 to 59+) Date

R | *5 | Year (00 to 99w, first 2 digits) Day of the week (O+ to 6H)
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(c) Ifan error that has already stored in the Error log area recurs, the error
code is not stored in the Error log area.

POINT

(1) The information of the error log area can be confirmed on the following
diagnostic screen.
(a) "Error history" of self-diagnostics monitor (Refer to Section 6.2.6)
(b) "Error Display" in system monitor of GX Developer (Refer to Section 9.2.2)
(2) The error log area can be cleared in either of the following methods.

(a) Execute |History clear] in self-diagnostics monitor (Refer to Section 6.2.6).
(b) Switch the power OFF and then ON or reset the CPU module.

3.8.7 Login history area (Address: 250 to 380)

The history of login to the Web server module via the Web or FTP can be confirmed.

(1) Number of login times (Address: 250 to 251)
This area stores the cumulative number of login times to the Web server module
using Web or FTP.

(2) Login history write pointer (Address: 252)
(@) This area stores the login history No. with which the latest login history has
been stored. (*)
0 : No login history. (No login history stored)
1 or more : Login history No. of the latest login history stored
* The pointer value of "16" indicates that the latest login history has been
stored into the login history 16 area.

(b) If 17 or more errors occur, the login history is stored into the login history
areas, starting from the login history 1 area again.

(3) Login history 1 to 16 (Address: 253 to 380)
This area stores the history of login to the Web server module via the Web or
FTP.
The login history area is composed of 16 portions of the same data arrangement.
(@) User number
1) This area stores the user number for login.
2) The user number is the number set in the account setting.

(b) Source IP address
This area stores the IP address of the access source for login.

(c) Login type
This area stores whether Web or FTP has been used for login.
1: Web login
2: FTP login
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(d) Date and Time
This area stores the date and time of the login in BCD code.
b15 to b8 b7 to b0
Address: 253 o 260 | Login history 1] +0 | User number
261 to 268 | Login history 2 |, +1
! | “‘\ ») Source IP address
E E ‘\‘ +3 | Login type
373 to 380 ‘\ +4 Month (01 to 12+) Year (00H to 99+, last 2 digits)
“\‘\ +5 Hour (00H to 23+) Day (011 to 31w) Date
Y| +6 Second (00H to 59H) Minute (00+ to 59H) and time
\‘\ +7 | Year (00H to 99, first 2 digits) Day of the week (OH to 6H)

3.8.8 IP filter area (Address: 382 to 383)

The number of times when the IP packet is blocked by the IP filter can be confirmed.

(1) Number of times when IP packet is blocked (Address: 382 to 383)
This area stores the cumulative number of times when the IP packet is blocked

by the Web server module according to the IP filter setting.
3.8.9 Collection monitor cycle area (Address: 800 to 803)

The collection monitor cycle in which the Web server module is operating actually can
be confirmed.

(1) Current cycle (Address: 800 to 801)
This area stores the time interval of tag collection by the Web server module.
(Unit: Second)
(2) Maximum cycle (Address: 802 to 803)
This area stores the maximum time interval of tag collection in the past. (Unit:
Second)
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REMARKS

(a) Collection monitor cycle
The Web server module performs tag collection, logging and event monitoring in
this order.

Example) When the same time value is set to the Tag collection interval,
logging interval and event interval:

Sampling cycle

>

T

] |
e e
1 I
1 I
Tag collection H '—|

Logging — — —
—
No event Event detected

(Event processing)

T

1
1
1
1
1
1
|
1
1
Event monitoring ! H
1
1
1
1
1
1
1

(b) Influence of tag collection, logging and event monitor on execution intervals
In the following cases, the processing of tag collection, logging or event monitor
will delay.
1) When the maximum cycle time is longer than the time set to tag collection,
logging or event monitor
2) When the tag collection, logging or event monitoring are overlapped with the
execution of the dedicated instruction or the FTP/Web browser operation.

Sampling cycle

- -
A4

Y

| 1
» I
T 1 1
1 I 1
1 ! 1
Tag collection I—' i |—| .|—| |
g 1 I 1
1 1 I 1
1 | I 1
1 1 I 1
1 | I 1
i 1 1 1 1
Logging ! |—| ! |—| ! |—| !
1 1 I 1
1 1 1 1
1 1 I 1
1 | I 1
Event monitoring I H I | | I H I
1 1 1 1
| I 1 1
1 I 1 1
(Example) When logging timing is delayed:
TIME device A device B

11/14/2002 14:20:15 100 123

11/14/2002 14:20:20 97 125

11/14/2002 14:20:25 10 125

11/14/2002 14:20:30 100 123
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3.8.10 Tag status area (Address: 1000 to 1075)

The status related to the tag function can be confirmed.
Refer to Section 6.3 for the tag function.

(1) Tag setting data (Address: 1000 to 1003)
(@) This area stores information on whether tag settings have been made or
not.

(b) The bit corresponding to the preset tag setting No. turns on.
0: Not set

1: Set
b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
Address: 1000 |16 | 15|14 |13 |12|11|10| 9| 8| 7| 6| 5| 4| 3| 2| 1
1001 |32 (31(30(29(28 |27 |26|25|24|23|22|21|20(19|18 |17
1002 |48 |47 |46 | 45 |44 |43 |42 |41 40|39 |38 |37 |36 (35|34 |33
1003 (64 |63 |62 |61 |60|59 |58 |57 |56|55|54|53|52|51|50]49

(2) Tag collection data (Address: 1004 to 1007)
(@) This area stores the tag collection results.

(b) The bit corresponding to the executed tag setting No. turns on.

0: Not collected

1: Collected

b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b
Address: 1004 [16 |15 |14 [13|12[11|10| 9|8 | 7| 6| 5| 4| 3| 2] 1
1005 |32 (31 (30|29 |28 |27 |26 |25|24|23[22|21|20[19]18 17
1006 |48 | 47 |46 |45 |44 |43 |42 |41|40|39|38|37|36(35[3433
1007 |64 |63 |62 |61 |60)|59 |58 |57 |56)|55|54[53|52]|51]|50]|49

(c) Tag collection is executed at the following timings.

1) At start-up of the Web server module or during the collection interval
time in the case that "Execute (at high speed)" has been set in the
collection specification of the tag setting

2) When the dedicated instruction TAG is executed

3) When logging is performed in the case that "Update before logging"
has been set in the collection specification of the tag setting

(3) Tag collection error data (Address: 1008 to 1011)
(@) This area stores the tag collection error data.

(b) The bit corresponding to the tag setting No. of a tag collection error turns on.
0: No tag collection error

1: Tag collection error detected
b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 bo
Address: 1008 |16 |15 |14 |13 |12 [11|10| 9| 8| 7| 6| 5| 4| 3| 2] 1
1009 |32 [31[30|29 |28 |27 |26 |25[24|23[22|21|20[19]18 17
1010 | 48 |47 |46 |45 |44 |43 |42 |41[40|39[38|37|36[35[3433
1011 | 64 |63 |62 | 61|60 |59 |58 |57 |56|55|54|53]|52|51]50]|49
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(c) The following is observed when a tag collection error occurs.
(Example) When an error occurs in tag collection of the tag setting No. 16
e Tag collection error (X11) turns on
e Tag collection error data area (address: 1008 (bit 15)) of the
buffer memory turns on.
o The error code is stored into the tag collection 16 error code
area (address: 1027) of the buffer memory.

(4) Tag collection 1 to 64 error code (Address: 1012 to 1075)
The error code that indicates the error status is stored into the corresponding tag
setting No. area.
Refer to Section 9.3 for the error code.

3.8.11 Logging status area (Address: 2000 to 2267)

The status related to the logging function can be confirmed.
Refer to Section 6.4 for the logging function.

(1) Logging setting data (Address: 2000 to 2003)
(a) This area stores information on whether logging setting has been made or
not.

(b) The bit corresponding to the preset logging setting No. turns on.
0: Not set

1: Set
b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
Address: 2000 |16 | 15|14 |13 |12 |11|10| 9| 8| 7| 6| 5| 4| 3| 2| 1
2001 |32 [31]|30(29|28 27|26 (25|24 (23|22|21]|20(19]|18 |17
2002 |48 |47 |46 | 45|44 |43 |42 41|40 (39|38 |37 |36 (35|34 |33
2003 |64 (63|62 (61|60 (59|58 |57 |56 (55|54 |53|52|51]|50|49

(2) Logging execute data (Address: 2004 to 2007)

(@) This area stores the logging execution results.

(b) The bit corresponding to the executed logging setting No. tums on.
0: Logging not executed

1: Logging executed
b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 bo
Address: 2004 |16 |15 |14 13|12 |11|10| 9 [ 8|7 | 6| 5[4 |3 [2] 1
2005 (32 [31/30[29|28|27|26|25|24|23]|22[21[20|19[18]17
2006 |48 |47 |46 | 45|44 |43 |42 |41[40[39|38|37(36|35[34]33
2007 |64 |63 |62 |61]|60 |59 |58 |57 |56|55|54|53|52]|51][50]49

(c) Logging is executed at the following timings.
1)  Atthe specified time or specified time interval when "Schedule setting
has been set in the logging setting
2)  When the dedicated instruction LOG is executed
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(3) Logging error data (Address: 2008 to 2011)
(@) This area stores the logging error data.

(b) The bit corresponding to the logging setting No. of a logging error turns on.
0: No logging error

1: Logging error detected
b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
Address: 2008 |16 |15 |14 |13[12|11|10] 9| 8| 7|6 | 5|4 |3]|2]1
2009 |32 [31[30|29|28|27|26|25|24|23]|22[21[20|19]|18]17
2010 [ 48 |47 |46 | 45|44 |43 |42 |41[40[39|38|37(36|35[34]33
2011 |64 |63 |62 |61)|60 |59 |58 |57 |56|55|54|53|52]|51][50]49

(c) The following is observed when a logging error occurs.
(Example) When an error occurs at execution of the logging setting No. 16
e Logging error (X12) turns on
¢ Logging error data area (address: 2008 (bit 15)) of the buffer
memory turns on.
e The error code is stored into the logging 16 error code area
(address: 2072) of the buffer memory.

(4) Logging data 1 to 64 (Address: 2012 to 2267)
This area stores information on the errors that occurred in the logging function.
The logging data area is composed of 64 portions of the same data arrangement.
(a) Error code
The error code that indicates the error status is stored into the
corresponding logging setting No. area where a logging error occurred.
Refer to Section 9.3 for the error code.

(b) Number of saved files
This area stores the number of currently saved files.

(c) Latest saved file number
This area stores the latest saved file number.

b15 to b8 b7 to b0
Address: 2012 to 2015 | Logging data 1] +0 | Error code
2016 to 2019 | Logging data 2 | °+_ +1 | Number of saved files
: L +2
E E o Latest saved file number

2264 to 2267 |Logging data 64
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The status related to the CPU event monitor function can be confirmed.
Refer to Section 6.5 for the CPU event monitor function.

(1) CPU event setting data (Address: 3300 to 3303)
This area stores information on whether "CPU event setting" in the event
setting has been made or not.

(

a)

(b)

Address: 3300
3301
3302
3303

(2) CPU event occurrence data (Address: 3304 to 3307)

The bit corresponding to the preset CPU event setting No. turns on.
0: Not set

1: Set

b15 b14 b13 b12 b11 b10 b9

b8

b7

b6

b5

b4

b3

b2

b1

b0

16

15114

13

12 111

10

9

8

7

6

5

4

3

2

1

32

31 (30

29

28 | 27

26

25

24

23

22

21

20

19

18

17

48

47 | 46

45

44 | 43

42

41

40

39

38

37

36

35

34

33

64

63 | 62

61

60 | 59

58

57

56

55

54

53

52

51

50

49

(@)
(b)

Address: 3304
3305
3306
3307

b15 b14

This area stores the CPU event occurrence results.

The bit corresponding to the CPU event setting No. of a CPU event turns

on.

0: Event not occurred
1: Event occurred

b13 b12

b11 b10

b9

b8

b7

b6

b5

b4

b3

b2

b1

b0

16

15114

13

12 |11

10

9

8

7

6

5

4

3

2

1

32

3130

29

28 | 27

26

25

24

23

22

21

20

19

18

17

48

47 | 46

45

44| 43

42

a1

40

39

38

37

36

35

34

33

64

63 | 62

61

60 | 59

58

57

56

55

54

53

52

51

50

49

()

A CPU event occurs when the monitoring condition set in "CPU event

setting" of the event setting is satisfied.

(3) CPU event monitor error data (Address: 3308 to 3311)

Address: 3308
3309
3310
3311

(@)
(b)

This area stores the CPU event monitor error data.

The bit corresponding to the CPU event setting No. of a CPU event monitor
error turns on.
0: No CPU event monitor error occurred
1: CPU event monitor error occurred

b15 b14 b13 b12 b11 b10

b9

b8

b7

b6

b5

b4

b3

b2

b1

b0

16

15[ 14

13

12|11

10

9

8

7

6

32

31 (30

29

28 | 27

26

25

24

23

22

21

20

19

18

17

48

47 | 46

45

44| 43

42

41

40

39

38

37

36

35

34

33

64

63 | 62

61

60 | 59

58

57

56

55

54

53

52

51

50

49
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(c) The following is observed when a CPU event monitor error occurs.
(Example) When an error occurs in CPU event monitor of the CPU event

setting No. 16

¢ CPU event monitor error (X13) turns on

e CPU event monitor error data area (address: 3308 (bit 15)) of
the buffer memory turns on.

e The error code is stored into the CPU event monitor 16 error
code area (address: 3329) of the buffer memory.

(4) CPU event monitor 1 to 64 error code (Address: 3312 to 3375)
The error code that indicates the error status is stored into the corresponding
CPU event setting No. area.
Refer to Section 9.3 for the error code.

3.8.13 CPU event monitor status area 2 (Address: 3000 to 3018)

The status related to the CPU event monitor function can be confirmed.
Refer to Section 6.5 for the CPU event monitor function.

POINT

When using the product whose first 5 digits of serial No. are 05112 or later, use the
CPU event monitor status area 1 (address: 3300 to 3375). (Refer to Section 3.8.12)
When this area has been used previously, it can be used as-is.

(1) CPU event setting data (Address: 3000)
(a) This area stores information on whether "CPU event setting" in the event
setting has been made or not.

(b) The bit corresponding to the preset CPU event setting No. turns on.
0: Not set
1: Set

b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
Address: 3000 [16 [15[14[13[12]11]10] 9[8[ 7] e6[5] 43 2] 1]

(2) CPU event occurrence data (Address: 3001)
(@) This area stores the CPU event occurrence results.

(b) The bit corresponding to the CPU event setting No. of a CPU event turns
on.

0: Event not occurred
1: Event occurred

b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
Address: 3001 |16 [15[14]13[12[11]10] 9[8[ 7] 6 [ 5[4 [ 3] 2] 1]

(c) A CPU event occurs when the monitoring condition set in "CPU event
setting" of the event setting is satisfied.
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(3) CPU event monitor error data (Address: 3002)
(a)

(b)

b15

This area stores the CPU event monitor error data.

The bit corresponding to the CPU event setting No. of a CPU event monitor
error turns on.

0: No CPU event monitor error occurred

1: CPU event monitor error occurred

b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 bO

Address: 3002 16 [15[14[13][12]11]10] 98] 76| 5] 43 2] 1]

(€)

The following is observed when a CPU event monitor error occurs.
(Example) When an error occurs in CPU event monitor of the CPU event
setting No. 16
o CPU event monitor error (X13) turns on
e CPU event monitor error data area (address: 3002 (bit 15)) of
the buffer memory turns on.
o The error code is stored into the CPU event monitor 16 error
code area (address: 3018) of the buffer memory.

(4) CPU event monitor 1 to 16 error code (Address: 3003 to 3018)
The error code that indicates the error status is stored into the corresponding
CPU event setting No. area.
Refer to Section 9.3 for the error code.

3.8.14 Tag event monitor status area 1 (Address: 10000 to 10447)

The status related to the tag event monitor function can be confirmed.
Refer to Section 6.5 for the tag event monitor function.

(1) Tag event setting data (Address: 10000 to 10015)
(a)

(b)

Address: 10000
10001
10002
10003
10004
10005
10006
10007
10008
10009
10010
10011
10012
10013
10014
10015

b15

This area stores information on whether "Tag event setting" in the event
setting has been made or not.

The bit corresponding to the preset tag event setting No. turns on.
0: Not set

1: Set

b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

16

15114 [13|12|11]|10[ 9| 8| 7| 6|5 4]3]2]1

32

3130|2928 |27 (2625|2423 (22|121]|20[19[18]17

48

47 |46 |45 (44 |43 14241403938 |37 (3635|3433

64

63 |62 [61)60)59 |58 (|57 )|56|55|54|53)|52]|51]50|49

80

79|78 | 77|76 |75[74 73|72 |71[70)|69 |68 |67 |66]65

96

95194 (93]192]91]90(89|88|87[86|85]|84|83([82]81

112

111[{110{109/108]|107|{106(105/104|103|{102{101|100| 99 | 98 | 97

128

127]126{125|124]1123]122{121|120|119(118{117|116]115]{114{113

144

143[142{141|140]139]138(137|136]| 135|134 [133|132]131[130{129

160

159(158(157|156]|155]|154(153|152|151[150{149|148|147|146[145

176

175(174{173|172]171|170(169|168|167|166|165|164|163[162|161

192

191[190{189|188)|187|186(185|184|183|182({181|180|179(178{177

208

207[2061205|204|203{202)201[200|199(198|197]196[195[{194]|193

224

223(222)221]220(219(218)217|216|215(214|213]212|211{210)209

240

239(238|237|236|235(234)233|232|231(230|229|228|227 [226)|225

256

255|2541253|252|251|250)249|248 (247 |246]|245|244 (243 |242]241
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(2) Tag event occurrence data (Address: 10064 to 10079)
(a)

(b)

Address: 10064
10065
10066
10067
10068
10069
10070
10071
10072
10073
10074
10075
10076
10077
10078
10079

b15

This area stores the tag event occurrence results.

The bit corresponding to the tag event setting No. of a tag event turns on.
0: Event not occurred
1: Event occurred

b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 bO

16

1511413 [12|11]|10| 9| 8 | 7| 6| 5|4 ]| 3] 2|1

32

31[30(29 (28|27 |26(25|24|23|22(21]|20|19|18 |17

48

47146 145[44|143142[41[40|39]38|37[36|35]34]|33

64

63 |62 [61|60]|59 |58 |57 |56|55|54|53]|52]|51]|50]49

80

79|78 |77 |76 | 75|74 |73 |72|71|70[69|68]|67 |66 |65

96

95194 (9392191 /90(89|88|87|86(85|84)|83|82]81

112

111{110{109/108]107|{106{105/104]|103|102{101]100| 99 | 98 | 97

128

127]126(125|124]123|122{121|120|119]118{117]|116]115]{114[113

144

143]142({141[140]139|{138(137|136]| 135|134 [133|132]131|{130{129

160

159[158(157|156]|155]154[153|152]|151|150(149|148|147|146(145

176

175[174{173|172]171]170[169|168|167[166|165|164|163[162|161

192

191]190({189|188]|187|186[185|184|183|182(181|180|179(178(177

208

207(206]205|204{203|202|201{200({199(198]|197|196[195[194|193

224

223|222|221)|220(219(218|217]216|215(214|213|212|211{210|209

240

239|238)237|236(235(234]233|232|231|230|229|228|227 [226]|225

256

255|2541253|252(251|250)249|248|247|246|245|244(243)|242|241

(c)

A tag event occurs when the monitoring condition set in "Tag event setting
of the event setting is satisfied.

(3) Tag event monitor error data (Address: 10128 to 10143)
(a)

(b)

Address: 10128
10129
10130
10131
10132
10133
10134
10135
10136
10137
10138
10139
10140
10141
10142
10143

b15

This area stores the tag event monitor error data.

The bit corresponding to the tag event setting No. of a tag event monitor
error turns on.

0: No tag event monitor error occurred

1: Tag event monitor error occurred

b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 bO

16

15]114 |13 [(12|11]10] 9| 8| 7| 6[5]|4]3]2]1

32

31[30[29)128[27[26|25]24(23[22|21]120[19[18 |17

48

47 |46 |45 (44143 42|41 |40|39|38[37 3635|3433

64

6362|6160 |59 |58|57|56|55[54|53]|52|51|50]49

80

7978 |77 |76 75|74 |73|72|71[70|69]|68 |67 66|65

96

9519419319291 [90|89|88|87|86)|85|84|83|82]81

112

111[{110{109]|108{107[106[105|104|103{102|101|100| 99 | 98 | 97

128

127[126(125|124|123[122(121]120|119({118[117]|116{115[114[113

144

143[142(141|140(139[138|137]136|135[134|133]|132]131[130[129

160

159[158[157)|156|155[154|153|152|151[150(149]|148(147[146|145

176

175[174(173|172]{171[{170[169]| 168|167 [166|165|164|163[162| 161

192

191[190(189|188|187|186(185|184|183[182(181]|180(|179(178|177

208

207{206|205|204|203[202|201]200{199{198|197]196]195[194 193

224

223(222|221)220(219(218|217]216|215(214|213]212|211{210|209

240

239(238|237)236|235[234|233|232|231[230(229]228|227 226|225

256

255|254|253)252|251|250|249]248|247 |246|245|244|243 (242|241
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(c) The following is observed when a tag event monitor error occurs.
(Example) When an error occurs in tag event monitor of the tag event

setting No. 16

¢ Tag event monitor error (X14) turns on

e Tag event monitor error data area (address: 10128 (bit 15)) of
the buffer memory turns on.

e The error code is stored into the tag event monitor 16 error
code area (address: 10207) of the buffer memory.

(4) Tag event monitor 1 to 256 error code (Address: 10192 to 10447)

The error code that indicates the error status is stored into the corresponding tag
event setting No. area.
Refer to Section 9.3 for the error code.

3.8.15 Tag event monitor status area 2 (Address: 3100 to 3118)

The status related to the tag event monitor function can be confirmed.
Refer to Section 6.5 for the tag event monitor function.

POINT

When using the product whose first 5 digits of serial No. are 05112 or later, use the
tag event monitor status area 1 (address: 10000 to 10447). (Refer to Section
3.8.14)

When this area has been used previously, it can be used as-is.

(1) Tag event setting data (Address: 3100)

(a) This area stores information on whether "Tag event setting" in the event
setting has been made or not.

(b) The bit corresponding to the preset tag event setting No. turns on.
0: Not set
1: Set

b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
Address: 3100 [16[15[14[13][12]11]10] 9] 8] 76| 5]4[3] 2] 1]

(2) Tag event occurrence data (Address: 3101)
(@) This area stores the tag event occurrence results.

(b) The bit corresponding to the tag event setting No. of a tag event turns on.
0: Event not occurred
1: Event occurred

b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
Address: 3101 16 [15[14[13[12]11]10] 98| 76| 5] 4| 3] 2] 1]

(c) Atag event occurs when the monitoring condition set in "Tag event setting”
of the event setting is satisfied.
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(3) Tag event monitor error data (Address: 3102)
(@) This area stores the tag event monitor error data.

(b) The bit corresponding to the tag event setting No. of a tag event monitor
error turns on.
0: No tag event monitor error occurred
1: Tag event monitor error occurred

b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
Address: 3102 [16[15[14[13[12[11]10] 98] 76| 5]4[3]2] 1]

(c) The following is observed when a tag event monitor error occurs.
(Example) When an error occurs in tag event monitor of the tag event

setting No. 16

e Tag event monitor error (X14) turns on.

e Tag event monitor error data area (address: 3102 (bit 15)) of
the buffer memory turns on.

e The error code is stored into the tag event monitor 16 error
code area (address: 3118) of the buffer memory.

(4) Tag event monitor 1 to 16 error code (Address: 3103 to 3118)

The error code that indicates the error status is stored into the corresponding tag
event setting No. area.

Refer to Section 9.3 for the error code.

3.8.16 Time/Interval monitor status area (Address: 3200 to 3217)

The status related to the time event monitor function can be confirmed.
Refer to Section 6.5 for the time event monitor function.

(1) Time event setting data (Address: 3200)

(@) This area stores information on whether "Time/Interval event setting” in the
event setting has been made or not.

(b) The bit corresponding to the preset time/interval event setting No. turns on.
0: Not set

1: Set

b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
Address: 3200 [16[15[14[13][12]11]10] 98] 76| 5] 4[3]2] 1]

(2) Time event monitor error data (Address: 3201)
(@) This area stores the time event monitor error data.

(b) The bit corresponding to the time/interval event setting No. of a time event
monitor error turns on.

0: No time event monitor error occurred
1: Time event monitor error occurred

b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
Address: 3201 [16[15[14[13[12]11]10] 9] 8] 76543 2] 1]
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(c) The following is observed when a time event monitor error occurs.
(Example) When an error occurs in time event monitor of the time/interval

event setting No. 16

o Time event monitor error (X15) turns on.

e Time event monitor error data area (address: 3201 (bit 15)) of
the buffer memory turns on.

o The error code is stored into the time event monitor 16 error
code area (address: 3217) of the buffer memory.

(3) Time event monitor 1 to 16 error code (Address: 3202 to 3217)
The error code that indicates the error status is stored into the corresponding
time/interval event setting No. area.

Refer to Section 9.3 for the error code.

3.8.17 Access target CPU setting status area (Address: 4000 to 4071)

The setting status of the access target CPU setting can be confirmed.
Refer to Section 4.6.7 for the access target CPU setting.

(1) Access target CPU setting data (Address: 4000 to 4003)
(a) This area stores information on whether the access target CPU setting has
been made or not.

(b) The bit corresponding to the preset access target CPU setting No. turns on.
0: Not set
1: Set

b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 bO

Address: 4000 16 (1514 |13 |12[11|10] 9| 8| 7| 6| 5|4 [3]|2]1
4001 [32[31)30[29[28|27|26|25[24[23]|22|21[20[19]|18]|17

4002 | 48 |47 |46 45|44 143142 [41 /403938 [37|36|35|34(33

4003 |64 |63 |62 |61|60)59 |58 |57 |56|55|54|53|52]|51]|50]|49

(2) Access target CPU error data (Address: 4004 to 4007)

(@) This area stores the access target CPU error data.

(b) The bit corresponding to the an access target CPU setting No. of an access
target CPU error turns on.
0: No access target CPU error occurred
1: Access target CPU error occurred
b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 bo
Address: 4004 |16 |15 |14 |13 |12 |11|10| 9| 8| 7| 6| 5| 4|3 ]| 2| 1
4005 [3231[30|29|28|27|26|25]|24 |23 |22]|21|20|19|18]17

4006 |48 |47 |46 |45[44 43142 |41[40[39|38|37[36[35]|34|33
4007 |64 |63 |62 |61[60|59)|58|57[56|55]|54|53[52]|51]50]49
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(c) The following is observed when an access target CPU error occurs.
(Example) When an error occurs in the access target CPU of the access

target CPU setting No. 16

o Access target CPU error (X16) turns on.

o Access target CPU error data area (address: 4004 (bit 15)) of
the buffer memory turns on.

o The error code is stored into the access target CPU 16 error
code area (address: 4023) of the buffer memory.

Access target CPU 1 to 64 error code (Address: 4008 to 4071)
The error code that indicates the error status is stored into the corresponding
access target CPU setting No. area.

Refer to Section 9.3 for the error code.

3.8.18 E-mail transmission status area (Address: 5000 to 5984)

The status related to the e-mail function can be confirmed.
Refer to Section 6.6 for the e-mail function.

(1)

(2)

WMSEND instruction execution count storage area

The number of times when the WMSEND instruction was executed can be

confirmed.

The transmission log at normal completion can be confirmed in (4) in this section.

The error log at abnormal completion can be confirmed in (3) in this section.

(@) Number of times when WMSEND instruction was normally completed
(Address: 5000)
This area stores the cumulative number of times when WMSEND
instruction was normally completed.

(b) Number of times when WMSEND instruction failed (Address: 5001)
This area stores the cumulative number of times when WMSEND
instruction failed.

E-mail transmission count storage area
The number of times when the Web server module sent e-mail can be confirmed.
The transmission log at normal completion can be confirmed in (4) in this section.
The error log at abnormal completion can be confirmed in (3) in this section.
(@) Number of normally completed e-mail transmission (Address: 5002)
This area stores the cumulative number of times when the Web server
module sent e-mail to the mail server.

(b) Number of sent attached files (Address: 5003)
This area stores the cumulative number of times when the Web server
module sent e-mail with attached file.

(¢)  Number of undelivered e-mails (Address: 5004)
This area stores the cumulative number of communication errors that were
returned to the Web server module as a result of requesting the mail server
to send e-mail.
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Error log storage area for abnormal completion

The error log of failed e-mail transmission can be confirmed.
Number of writes for error log (Address: 5005)

(@)

(b)

(€)

1)

2)

This area stores the cumulative number of errors that were stored into
the error log area.

The error code is stored when e-mail transmission error (X17) turns on.

Error log write pointer (Address: 5006)

1)

2)

This area stores the error log No. of the latest error log. (*)

0 : No error. (No error stored)

1 or more : Error log No. of the latest error stored

* The pointer value of "16" indicates that the latest error has been
stored into the error log 16 area.

If 17 or more errors occur, excess errors are stored into the error log

areas, starting from the error log 1 area again.

Error log 1 to 16 (Address: 5007 to 5342)

This area stores the error logs of failed e-mail transmission.
The error log area is composed of 16 portions of the same data
arrangement.

1)

Error code
This area stores the error code that indicates the error status.
Refer to Section 9.3 for the error code.

Error log 1

Error log 2

5322 to 5342 | Errorlog 16

2) To
¢ This area stores the destination e-mail address No. of the
undelivered e-mail.
e The destination e-mail address No. is set in "E-mail address (TO:)
setting" of the E-mail setting.
3) Subject
This area stores the first 15 words of the e-mail subject.
4) Date and Time
This area stores the date and time of e-mail transmission in BCD code.
b15 to b8 b7 to b0
_________ +0 | Error code
+1 | TO
-
“‘ to | Subject (15 words)
+16
“\‘ +17 Month (01+ to 12n) Year (00 to 99+, last 2 digits)
+18 Hour (00 to 23+) Day (01+ to 31n) Date
‘\\ +19 Second (00 to 59H) Minute (00 to 59H) and time
\‘ +20 | Year (00H to 99, first 2 digits) Day of the week (O to 6H)
3-58
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(4) Transmission log storage area for normal completion
The transmission log of normally completed e-mail transmission can be
confirmed.

(@)

Address: 5345 to 5364 | Transmission log 1
5365 to 5384 | Transmission log 2 |*

Number of writes for transmission log (Address: 5343)

1) This area stores the cumulative number of registrations to the
transmission log area.

2) This area stores the transmission log when the Web server module
sent e-mail to the mail server normally.

Transmission log write pointer (Address: 5344)
1) This area stores the transmission log No. where the latest
transmission log is registered. (%)

0 : No transmission. (No transmission log registered)
1 or more : Transmission log No. where the latest transmission log is
registered

* The pointer value of "16" indicates that the latest transmission log
has been registered in the transmission log 16 area.
2) If 33 or more transmission logs occur, excess transmission logs are
registered to the areas, starting from the transmission log 1 area again.

Transmission log 1 to 32 (Address: 5345 to 5984)
This area stores the transmission logs at normal completion of e-mail
transmission.
The transmission log area is composed of 32 portions of the same data
arrangement.
1) To
o This area stores the destination mail address No. of the normally
completed e-mail.
o The destination mail address No. is set in "E-mail address (TO:)
setting" of the E-mail setting.
2) Subject
This area stores the first 15 words of the e-mail subject.
3) Date and Time
This area stores the date and time of e-mail transmission in BCD code.

b15 to b8 b7 to b0
+0 | TO

+1

\ to | Subject (15 words)

kK +15
“\ +16 Month (01 to 124) Year (00+ to 99+, last 2 digits)
\\\ +17 Hour (00k to 23K) Day (011 to 311)
\‘\‘ +18 Second (00H to 59H) Minute (00+ to 59+) aD:;eﬁme
\‘ +19| Year (00+ to 99, first 2 digits) Day of the week (OH to 6H)
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3.8.19 FTP server status area (Address: 6000 to 6001)

The status related to the FTP server function can be confirmed.
Refer to Section 6.7.1 for the FTP server function.

(1) Number of successful login (Address: 6000)
This area stores the cumulative number of successful login to the FTP server.

(2) Number of failed login (Address: 6001)

This area stores the cumulative number of failed login to the FTP server.

3.8.20 FTP client status (PUT) area (Address: 6002 to 6553)

The status related to the FTP client function (PUT) can be confirmed.

The FTP client function (PUT) writes the file of the Web server module to the FTP
server.

Refer to Section 6.7.2 for the FTP client function (PUT).

(1) FTPPUT instruction execution count storage area

The number of times when the FTPPUT instruction was executed can be

confirmed.

The transfer log at normal completion can be confirmed in (4) in this section.

The error log at abnormal completion can be confirmed in (3) in this section.

(@) Number of times when FTPPUT instruction was normally completed
(Address: 6002)
This area stores the cumulative number of times when FTPPUT instruction
was normally completed.

(b)  Number of times when FTPPUT instruction failed (Address: 6003)
This area stores the cumulative number of times when FTPPUT instruction
failed.

(2) File transfer count storage area

The number of times when the Web server module transferred files can be

confirmed.

The transfer log at normal completion can be confirmed in (4) in this section.

The error log at abnormal completion can be confirmed in (3) in this section.

(@) Number of normally completed FTP transfer (PUT) (Address: 6004)
This area stores the cumulative number of times when the Web server
module transferred (PUT) a file to the FTP server.

(b) Number of failed FTP transfer (PUT) (Address: 6005)
This area stores the cumulative number of communication errors that were
returned to the Web server module as a result of requesting the FTP server
to transfer (PUT) a file.
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Error log storage area for abnormal completion

The error log of failed file transfer can be confirmed.
Number of writes for error log (Address: 6006)

3)
(@)
(b)
(c)
Address: 6008 to 6019 Error log 1
6020 to 6031 Error log 2

6188 to 6199 | Error log 16

1)

2)

This area stores the cumulative number of errors stored in the error log

area.
The error code is stored when FTP transfer error (X18) turns on.

Error log write pointer (Address: 6007)

1)

2)

This area stores the error log No. of the latest error log. (*)

0 : No error. (No error stored)

1 or more : Error log No. of the latest error stored

* The pointer value of "16" indicates that the latest error has been
stored into the error log 16 area.

If 17 or more errors occur, excess errors are stored into the error log

areas, starting from the error log 1 area again.

Error log 1 to 16 (Address: 6008 to 6199)

This area stores the error logs of failed file transfer.

The error log area is composed of 16 portions of the same data
arrangement.

1)

2)

Error code

This area stores the error code that indicates the error status.

Refer to Section 9.3 for the error code.

Destination

e This area stores the destination FTP server No. when a
communication error occurs.

o The destination FTP server No. is set in the FTP server setting.

Transferred file name

This area stores the transferred file name in ASCII code.

Date and Time

This area stores the date and time of file transfer in BCD code.

b15 to b8 b7 to b0
+0 | Error code
+1 | Destination
+2
to | Transferred file name
+7
+8 Month (01+ to 12w) Year (00H to 99+, last 2 digits)
+9 Hour (00H to 23+) Day (01w to 31+)
‘\\ +10 Second (00H to 59H) Minute (00~ to 59+) aD:(;etime
\‘ +11| Year (00+ to 99, first 2 digits) Day of the week (O+ to 6H)
3-61
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(4) Transfer log storage area for normal completion
The transfer log of normally completed file transfer can be confirmed.
Number of writes for transfer log (Address: 6200)

(@)

(b)

(©)

Transfer log 1

Transfer log 2 A

6543 to 6553 | Transfer log 32

1)

2)

This area stores the cumulative number of registrations to the transfer
log area.

This area stores the transfer log when the Web server module
transferred (PUT) a file to the FTP server normally.

Transfer log write pointer (Address: 6201)

1)

2)

This area stores the transfer log No. where the latest transfer log is

registered. (*)

0 : No transfer. (No transfer log registered)

1 or more : Transfer log No. where the latest transfer log is registered

* The pointer value of "16" indicates that the latest transfer log is
registered in the transfer log 16 area.

If 33 or more errors occur, excess transfer logs are registered to the

areas, starting from the transmission log 1 area again.

Transfer log 1 to 32 (Address: 6202 to 6553)

This area stores the transfer logs of normally completed file transfer.
The transfer log area is composed of 32 portions of the same data
arrangement.

1)

Destination

o This area stores the destination FTP server No. of the normally
completed FTP transfer (PUT).

¢ The destination FTP server No. is set in the FTP server setting.

Transferred file name

This area stores the transferred file name in ASCII code.

Date and Time

This area stores the date and time of file transfer in BCD code.

b15 to b8 b7 to b0

+0 | Destination

+1

to | Transferred file name

+6
+7 Month (011 to 12H) Year (00H to 99H, last 2 digits)
+8 Hour (00+ to 23+) Day (011 to 311) Dat
ate
+9 Second (00H to 59+) Minute (00H to 59H) and time
‘\\ +10| Year (OOH to 99H, first 2 digits) Day of the week (O+ to 6H)
3-62
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3.8.21 FTP client status (GET) area (Address: 8002 to 8553)

The status related to the FTP client function (GET) can be confirmed.

The FTP client function (GET) reads the file of the FTP server to the Web server
module.

Refer to Section 6.7.2 for the FTP client function (GET).

(1)

FTPGET instruction execution count storage area
The number of times when the FTPGET instruction was executed can be
confirmed.
The transfer log at normal completion can be confirmed in (4) in this section.
The error log at abnormal completion can be confirmed in (3) in this section.
(@) Number of times when FTPGET instruction was normally completed
(Address: 8002)
This area stores the cumulative number of times when the FTPGET
instruction was normally completed.

(b) Number of times when FTPGET instruction failed (Address: 8003)
This area stores the cumulative number of times when the FTPGET
instruction failed.

File transfer count storage area

The number of times when the Web server module transferred files can be

confirmed.

The transfer log at normal completion can be confirmed in (4) in this section.

The error log at abnormal completion can be confirmed in (3) in this section.

(@) Number of normally completed FTP transfer (GET) (Address: 8004)
This area stores the cumulative number of times when the Web server
module transferred (GET) a file from the FTP server.

(b) Number of failed FTP transfer (GET) (Address: 8005)
This area stores the cumulative number of communication errors that were
returned to the Web server module as a result of requesting the FTP server
to transfer (GET) a file.

Error log storage area for abnormal completion
The error log of failed file transfer can be confirmed.
(@) Number of writes for error log (Address: 8006)
1) This area stores the cumulative number of errors stored in the error log
area.
2) An error code is stored when FTP transfer error (X18) turns on.

(b) Error log write pointer (Address: 8007)

1) This area stores the error log No. of the latest error log. ()
0 : No error. (No error stored)
1 or more : Error log No. of the latest error stored
* The pointer value of "16" indicates that the latest error has been

stored into the error log 16 area.

2) If 17 or more errors occur, excess errors are registered to the error log

areas, starting from the error log 1 area again.
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(c) Errorlog 1 to 16 (Address: 8008 to 8199)
This area stores the error logs of failed file transfer.
The error log area is composed of 16 portions of the same data
arrangement.
1) Error code
This area stores the error code that indicates the error status.
Refer to Section 9.3 for the error code.
2) Source
This area stores the source FTP server No. when a communication
error occurs.
The source FTP server No. is set in the FTP server setting.
3) Transferred file name
This area stores the transferred file name in ASCII code.
4) Date and Time
This area stores the date and time of file transfer in BCD code.

b15 to b8 b7 to b0
Error log 1 +0 | Error code
Errorlog2 |\ +1 | Source

+2

\ to | Transferred file name

\‘ +8 Month (01 to 12+) Year (00 to 99+, last 2 digits)
+9 Hour (00H to 23H) Day (01H to 31n)
“\‘ +10 Second (00H to 59H) Minute (00H to 59H) aD:(;etime
\‘ +11| Year (00H to 99, first 2 digits) Day of the week (O+ to 6H)

(4) Transfer log storage area for normal completion
The transfer log of normally completed file transfer can be confirmed.
(@) Number of writes for transfer log (Address: 8200)
1) This area stores the cumulative number of registrations to the transfer
log area.
2) This area stores the transfer log when the Web server module
transferred (GET) a file from the FTP server normally.

(b) Transfer log write pointer (Address: 8201)

1) This area stores the transfer log No. where the latest transfer log is
registered. (%)
0 : No transfer. (No transfer log registered)
1 or more : Transfer log No. where the latest transfer log is registered
* The pointer value of 16" indicates that the latest transfer log is

registered in the transfer log 16 area.

2) If 33 or more errors occur, excess transfer logs are registered to the

areas, starting from the transmission log 1 area again.
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(c) Transferlog 1 to 32 (Address: 8202 to 8553)
This area stores the transfer logs of normally completed file transfer.

The transfer log area is composed of 32 portions of the same data

arrangement.

1) Source
This area stores the source FTP server No. of the normally completed
FTP transfer (GET).

The source FTP server No. is set in the FTP server setting.

2) Transferred file name
This area stores the transferred file name in ASCII code.
3) Date and Time
This area stores the date and time of file transfer in BCD code.
b15 to b8 b7 to b0
Address: 8202 to 8212 | Transferlog1 | +0 | Source
8213 to 8223 | Transfer log 2 ' ) +1
! ! ‘\\ to | Transferred file name
! N +6
8543 to 8553 +7 Month (011 to 12+) Year (00 to 99, last 2 digits)
‘\‘ +8 Hour (00H to 23k) Day (011 to 31w)
+9 Second (00 to 59+) Minute (00k to 59H) g: ;eﬁm .
\\ +10| Year (00H to 99, first 2 digits) Day of the week (On to 6H)

3.8.22 Module initialization request area (Address: 9999)

Use this area when returning the Web server module to the factory setting. (Refer to
Section 4.13.)
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3.9 Time Data Handling

This section explains the time data handled by the Web server module.

(1) Time data handled by Web server module
The Web server module acquires and uses the clock data of CPU No. 1 at the
following timings. ()
e When the programmable controller is powered off and then on or the CPU
module is reset
o Every 60 seconds

* The time data is used mainly for the time stamp of logging and event history
files and the time specification of logging and event monitor.

(2) Precautions for time data handled by Web server module
(a) Before operating the Web server module, complete the clock data setting of
CPU No. 1.
For the clock data setting, refer to the user's manual of the used CPU
module.

(b) Errors will be produced in the clock data of CPU No. 1 used for the Web
server module.
For accuracy of the clock data, refer to the user's manual of the used CPU
module.

(c) When the Web server module acquires the clock data of CPU No. 1, a
maximum delay of one second occurs as transfer time. Hence, an error of
one second may be produced in the logging data time on rare occasions
when the clock is adjusted.

(Example) Error in logging data time

2003/10/01 15:48:32.8 1028 30.5 21.8 15.9
Error—[: 2003/10/01 15:48:32.9 1029 31.5 22.8 16.9
2003/10/01 15:48:32.0 1030 32.5 23.8 17.9
2003/10/01 15:48:32.1 1031 33.5 24.8 18.9
2003/10/01 15:48:32.2 1032 34.5 25.8 19.9

Data are sampled normally at 100ms intervals.

(d) The clock data of CPU No. 1 is acquired by the Web server module at the
timings indicated in (1). Therefore, when the clock data of CPU No. 1 is
changed during operation, the time of the Web server module will be
changed in a maximum of 60 seconds.
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This section indicates the files that can be handled by the Web server module.

(Refer to Section 6.10.3)

Name Description Storage Directory *1 File Creation *2
CSV file that saves tag data.
Tag file Created when e-mail transmission/file — System
transfer is performed.
[/ROM/WWW/LOGGING]
Logging file CSV file that saves logging data. or System
[/CF/LOGGING]
Event history file CSV file that saves event historical data. [[/ROM/WWW/EVENT] System
Binary/CSV file created by the user.
User data file Used as a file for reading/writing the device [[CF/USER] User/system
data of the programmable controller CPU.
i [[/ROM/WW/USER]
) HTML/JPEG/GIF file created by the user.
User HTML file or User
Used as a Web screen.
[[CF/USER]
CSV file that saves the setting data (various
) [[/ROM/WWW/USER/CSV]
. . settings of control menu).
Setting data file ) or System 3
Created when CSV export is executed.
[/CF/USER/CSV]

*1 Refer to Appendix 3 for the directory configuration.
*2 System : Created by the Web server module.

User : File can be created or modified by the user.
*3 The setting data file created by CSV export can be edited by the user.
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4 SET-UP AND PROCEDURE BEFORE OPERATION

This chapter explains the set-up and preparatory procedure to operate the Web server
module in a system.

POINT

(1) Prior to use, make sure to read the safety precautions in the beginning of this
manual.

(2) The mounting and installation environment of the Web server module are the
same as those of the CPU module.
For details, refer to the user's manual of the programmable controller CPU
module.

4.1 Handling Precautions 4

This section explains the precautions for handling the Web server module.

(1) Do not drop or apply severe shock to the module case since it is made of resin.

(2) Before touching the module, always touch grounded metal, etc. to discharge
static electricity from human body, etc.

Not doing so can cause the module to fail or malfunction.

(3) Tighten the screws such as module fixing screws within the following ranges.

Screw position Tightening torque range Remarks

Module fixing screw (usually not required)

0.36 to 0.48 Nem _
(M3 screw) (k1)

Screw hole depth: L=3.2mm or less
RS-232 cable connector screw (M2.6) 0.20 t0 0.39 N*m

(Internal dimension from end face)

*1 The module can be easily fixed onto the base unit using the hook at the top
of the module.
However, it is recommended to secure the module with the module fixing
screw if the module is subject to significant vibration.
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4.2 Set-up and Procedure before Operation
The following provides pre-operation procedure.

(1) Accessing the host CPU from the Web server module

Web server module
_X personal computer

5

IP address  [192. 168. 3. 3] IP address  [192. 168. 3. O]
Subnet mask [255. 255. 255. 0] Subnet mask [255. 255. 255. 0]

crossing cable

(Procedures before operation)

| Mount a battery to the Web server module. ‘ - = + Referto Section 4. 10. 2.

I

Mount a Web server module onto the base unit. ‘

!

Make one-to-one connection between the Web server * + - Referto Section 4. 5.
module and personal computer with a crossing cable
to make the network setting.

!

Set various functions from the Administrative menu. -+ - Referto Chapter 6.
» Tag setting

+ Logging setting
- Event setting

|

Click on "Update" button on the "Setting update" . - - Refer to Section 4. 6. 2.

screen, or power the programmable controller OFF
and ON or reset the CPU module, to update the

settings on the Web server module.

!

Monitor each operation on the monitor screen to - = - Refer to Section 6.2.
confirm the setting.

A 4
( Operation )

POINT

The Web server module stores in the standard ROM the setting information,
logging data, user HTML, etc. set in the Administrative menu.

It is recommended to back up the standard ROM data (setting information, logging
data, user HTML, etc.) into the CompactFlash card periodically. (Refer to Section
6.10)
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(2) Accessing the other station CPU from the Web server module

Web server module
l personal computer

(Procedures before operation)

Confirm that the Web server module can access the - - -+ Refer to Section 4. 2. (1).
host station CPU.

Confirm that the access target network system + + = Refer to the user's manual of the
operates correctly. network module
Make one-to-one connection between the Web server . - - Referto Section 4. 5.

module and personal computer with a crossing cable
to make the network setting.

l

Set the connection path to the access target CPU on * + = Referto Section4.6. 7.
"Access target CPU setting" from the Administrative menu,|

I

Ensure the setting on the Web server module and then . - - Referto Section 6. 11. 2.
execute "Access target CPU test" from the
Administrative menu to check the connection status.

l

Set various functions from the Administrative menu. - + - Refer to Chapter 6.
+ Tag setting

+ Logging setting
- Event setting

Click on "Update" button on the "Setting update" . - - Referto Section 4. 6. 2.
screen, or power the programmable controller OFF
and ON or reset the CPU module, to update the
settings on the Web server module.

I

Monitor each operation on the monitor screen to - = - Refer to Section 6.2.
confirm the setting.

( Ope‘r'ation )
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(3) Connecting the Web server module to the network

Web server module

(Procedures before operation)

personal computer

Confirm that the Web server module can access the
host station CPU and/or other station CPU.

A

A contract with the Internet service provider is required
prior to the Internet connection.

Create a proper environment for the external device
Personal computer so that Internet connection is

available.

Make one-to-one connection between the Web server
module and personal computer with a crossing cable
to make the network setting.

Make network setting for the Web server module on
the following screen from the Administrative menu.
- System setting

- Dial-up setting

« FTP setting

- E-mail setting

- Address notification setting

= Account setting

- |P filter setting
Power off the programmable controller and disconnect
the crossing cable from the Web server module.

Connect the Web server module to the LAN, modem,

etc.

1)

Refer to Section 4. 2. (1). (2).

Refer to Section 4. 5.

System setting : Refer to Section 4.
Dial-up setting : Refer to Section 4.
FTP setting : Refer to Section 6.
E-mail setting : Refer to Section 6.
Address notification setting: Refer to Section 6.
Account setting : Refer to Section 4.
IP filter setting : Refer to Section 4.

Refer to Section 4.4.

PPO0ONOD
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Power the programmable controller ON and
connect the Web server module to the network.

I

Obtain an address for the Web server module using
the Address Notification function.

!

Start up the Web browser on a personal computer and
access the Web server module.

l

Set various functions from the Administrative menu.
- Tag setting

- Logging setting

» Event setting

!

Click on "Update" button on the "Setting update"

screen, or power the programmable controller
OFF and ON or reset the CPU module, to update the

settings on the Web server module.

l

Monitor each operation on the monitor screen to
confirm the setting.

\ 4

( Operation )

MELSEC-Q

Refer to Chapter 5.

Refer to Section 4. 6. 2.

Refer to Chapter 6.

Refer to Section 4. 6. 2.

Refer to Section 6. 2.
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4.3 Part Names and Functions

This section indicates the part names of the Web server module.
[When LED cover is closed]

NN
QJ71WS96
J \_/ I} f RUN

ERR 4_1)
-

CH2 SD/RD

o d

CF CARD

PULL

CH1
10BASE-T/
100BASE-TX
T

0w <«—1)
NS

I,

RS-232

(]
T

<« 3)

(NN
—1
L
o||'s |0

. ) umwsge_ -
T & U T T+9

[When LED cover is opened]

NN

T —— °

=

AU
5) —» CF CARD

CHI
10BASE-T/
100BASE-TX
TT—TT

D 1&0
::%]] 3
I ..

CH2
RS-232

—

(]
=
|

~

T

<+—6)

(]
=
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—
I I | B
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Name Description
1) |LED Display Refer to (1) LED display.
10BASE-T/ Used for connecting Web server module to 10BASE-T/100BASE-TX.
2) |100BASE-TX interface (Web server module recognizes 10BASE-T/100BASE-TX according to the external
connector (RJ45) device.) (Refer to Section 2.2.)
3) |[RS-232 interface connector Used for connecting Web server module to RS-232. (Refer to Section 2.2.)
4) [EJECT button Used for ejecting a CompactFlash card from Web server module.
CompactFlash card mounting )
5) ot Slot for mounting a CompactFlash card onto Web server module.
slo
CompactFlash card mounting .
6) Cover for CompactFlash card mounting slot.
slot cover
7) |Battery Battery for file protection.
Connector pin for battery lead.
8) |Battery connector pin (The battery lead is not connected to the connector at shipment to prevent battery
consumption.)
9) [Serial number plate Indicates the serial number of the Web server module.
(1) LED display
CH1
10BASE-T/
100BASE-TX
QJ71WS96
RUNT ] [] |10
[ M
ERR. |
CH2 SDRD| |
D So/
RD
N
LED name LED status Description
ON Normally operating
RUN (It may take some time until RUN LED turns ON after the module is started.)
OFF Watchdog timer error occurrence
(Hardware error)
OFF Normal operation
ERR. ON Module continue error
Flickering Module stop error
ON CH2 side: data receiving or data sending
CH2 SD/RD
OFF Data not transmitted
ON 100Mbps
100M
OFF 10Mbps
ON CH1 side: data receiving or data sending
SD/RD -
OFF Data not transmitted
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This section explains how to connect cables to the Web server module.

To realize a reliable system and fully utilize the Web server module functions, wiring
resistant to external noise is required.

(1)

()

(4)

Ground the RS-232 Cable shield at only one point.

When connecting to an external device with an RS-232 cable, use a connector
shell specified in Section 3.2 for the Web server module side.

Sufficient safety precautions must be taken when installing the 100BASE-TX and
10BASE-T networks.

Consult a specialist when connecting cable terminals or installing trunk line
cables, etc.

Use a 10BASE-T/100BASE-TX connection cable compliant to the standards
shown in Section 2.4.

The bending radius near the connectors should be four times larger or more than
the cable's outside diameter.

Connect the external device according to its specifications.
Do not short the FG signal and SG signal of the RS-232 connection cable.

When the FG signal and SG signal are connected inside the external device, do
not connect the FG signal to the Web server module.
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4.4.1 10BASE-T/100BASE-TX connection

This section provides connection examples for use of the 10BASE-T/100BASE-TX
interface of the Web server module.

(1) Inthe case of LAN connection
HUB

(oooo
Tt

2> Cinwanet

A\ /

Twisted pair cable
(straight)

(2) Inthe case of Internet connection using ADSL modem
ADSL modem

[ LAN LINE J
Web server module E D

uuuuuuuu

. Telephone wire
i, / \ To telephone line

Twisted pair cable Splitter Modular jack
(straight)

POINT

Refer to Section 2.2 and Section 2.4 for the devices required for 10BASE-
T/100BASE-TX connection and the system configuration examples.
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4 4.2 RS-232 connection

This section provides a connection example for use of the RS-232 interface of the Web
server module.

o In the case of Internet connection using analog modem

Analog modem

(==tio

Web server module

Tivess ﬁ ﬁ Telephone
/vwre To telephone line
; L@¢> [
Modular jack
<=
(*) ’\
RS-232 cable

* For a connector of the web server module, use 9 pin D-sub (Male) fixing type.
(Refer to Section 3. 2.)

POINT

Refer to Section 2.2 and Section 2.4 for the devices required for RS-232
connection and the system configuration example.
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4.5 Network Setting of Personal Computer for One-to-one Connection

Connect the Web server module with the personal computer on a one-to-one basis,
and set the Web server module from the Web browser on the personal computer.
This section explains the network setting of the personal computer when the Web
server module and personal computer are connected on a one-to-one basis.

(1) System configuration for one-to-one connection
Web server module\x

E]

[ Crossing cable Personal computer

(2) Network setting of personal computer
(a) Setthe personal computer and the Web server module to the same

network address.
Set the same value.

Set different
values

Network || Host | E
1921683 |[ 1 [«
255.255.255. || 0 |

| Network || Host |
IPaddress | 192.168.3. || 3 e
Subnet mask | 255.255.255. || 0 |

Web server module personal computer
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(b) Make the network setting of the personal computer on the "TCP/IP

Properties" screen.

(Example 1) For Microsoft® Windows® 7 Professional Operating system
[Control Panel] — "View network status and tasks" in "Network
and Internet" — "Change adapter settings" — Double-click
"Local Area Connection". — button — Select
"Internet Protocol Version 4 (TCP/IPv4)". — button

— "Internet Protocol Version 4 (TCP/IPv4) Properties" screen

S
Internet Protocol Version 4 (TC &‘g
General

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IF settings.

*) Obtain an IP address automatically
@ Use the following IP address:

IP address: 192.168. 3 . 1
Subnet mask: 255 . 255 .255. 0
Default gateway: 192 .168. 3 .254

Obtain DNS server address automatically

@ Use the following DNS server addresses:;
Preferred DNS server:

Alternate DNS server:

[T validate settings upon exit Advanced. ..

[If a warning message appears during the operation]
If the following screen appears, click the button.

) User Aecount Cantrol @

Do you want to allow the following program to make

changes to this computer?

[ Program name:  Network Connections
- Verified publisher: Microsoft Windows

V Show details

Change when these notifications appear
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(Example 2) For Microsoft® Windows® XP Professional operating system
[Control Panel] — "Network and Internet Connections" —
"Network Connections" — "Local Area Connection" —

<General> tab —» button — Select "Internet Protocol

(TCP/IP)". - button — "Internet Protocol (TCP/IP)
Properties" screen

Internet Protocol (TCP/IP) Properties RI=

General

Vou can get IF ssitings assigned actomatically i your network supports
this capabiity. Othenwise. you need to ask yor network administrator for
the appropriate IP settings.

(© Obtain an IP addhess automatically

(® Use the following IP adcess:

IF address, 192 168, 3 . 1
Subret mask: 255 . 755 . 255 . 0

Default gateway. 192 168 3 . 254

(@ Use the following DNS server addresses:

Preferied DNS server.

Altemate DNS server

(Example 3) For Microsoft® Windows® 98 operating system

[Control panel] — [Network] — <Configuration> tab —

"TCP/IP Properties" screen — <IP Address> tab — "TCP/IP
Properties" screen

x|
Configuration | dentfication | Access Control |

CP/IP Properties [2]x]

Bindings | Advanced | NetBI0s |
DNS Corfiguation | Gatewsy | WINS Configuation  IP Address

A IP addhess can be autornatically assigned ta this computer.
IF your network does not automatically sssian IP addresses, ask
your netwark admiistrator for an address, and then type:it in
the space below

" Obtain an IP address automatically

 Speciy an P address:

IP Address: 192.168. 3 . 1
SubnetMask:  |255.255.2556. 0

l Cancel

(€)

Restart the personal computer to make the network setting valid.
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(3) Web browser setting
(a) Local area network [LAN] setting

In Local Area Network [LAN] Settings of the Web browser, make setting so

that the proxy server is not used at the local address.

(Example 1) For Microsoft® Windows® 7 Professional operating system and
Internet Explorer® 8.0
[Tools] — [Internet Options] — <Connections> tab —
button — "Local Area Network (LAN) Settings"
screen

. .
Local Area Network (LAN) Setti B

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

Automatically detect settings

Use automatic configuration script

Proxy server

] Use a proxy server for your LAN (These settings will not apply to
I,\\:jlal -up or VPN connections).

30 U

Bypass proxy server for local addresses

(Example 2) For Microsoft® Windows® XP Professional operating system
and Internet Eprorer® 6.0
[Tools] — [Internet Options] — <Connections> tab —

LAN Settings| — "Local Area Network [LAN] Settings" screen

Local Area Network (LAN) Settings

Aukomatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration,

[ automatically detect settings

D Use automatic configuration script

Priowy server

| Use a proxy server For wour LAN (These settings will not apply ko
dial-up or ¥PM connections).

Ok ] [ Cancel




4 SET-UP AND PROCEDURE BEFORE OPERATION

MELSEC-Q

(Example 3) For Microsoft® Windows® 98 operating system and Internet

Explorer® 5.5

[Tools] — [Internet Options] — <Connections> tab —

LAN Settings..|— "Local Area Network [LAN] Settings"

screen

Local Area Metwork [LAN] Settings H

Automatic configuration

Automatic configuration may overnide manual settings. Tao ensure the
uze of manual settings, dizable automatic configuration.

¥ Automatically detect settings

™ Use automatic configuration script

Frosy server

Ok | Cancel |
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(b) Temporary Internet files settings/delete
Select any other than "Never" for "Check for newer versions of stored
pages" in the temporary Internet files settings of the Web browser.

If "Never" is set, the old screen (the one saved in the temporary
Internet files) is displayed unchanged when the file is read from the
Edit screen, etc.
(Example 1) For Microsoft® Windows® 7 Professional Operating

1)

System and Internet Explorer® 8.0

MELSEC-Q

[Tools] — [Internet Options] — <General> tab —
button under "Browsing history" — "Temporary

Internet Files and History Settings"

Temporary Internet Files and HTstoz Settings — e

Temporary Internet Files

Internet Explorer stores copies of webpages, images, and media
for faster viewing later,

Check for newer versions of stored pages:
Every time I visit the webpage
Every time I start Internet Explorer

@) Automatically

MNever

Disk space to use (3-1024MEB) 50 |2
{Recommended: 50-250MB)

Current location:
C:\Usersy Wocal\Microsoft\Windows\Temporary
Internet Files\,

| Move folder... || View objects || View files |

History

Specify how many days Internet Explorer should save the list
of websites you have visited,

Days to keep pages in history: 20

| OK[ | Cancel |

screen
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(Example 2) For Microsoft® Windows® XP Professional operating

[Tools] — [Internet Options] — <General> tab —

in "Temporary Internet files" — "Settings"

screen

Settings @ @

‘ Check for newer versions of stored pages:
| () Every visit ko the page
O Ewery time you start Inkernet Explorer
() Automatically

O Mever

Termporary Internet Files Folder

Current location:  C:\Documents and
Settings e Local
Settings\Temporaty Internet Files)

Amount of disk space to use:

j 1224 %| B

’ Maove Foldet. .. ] [ ‘iew Files. .. ][ \iew Objects. .. ]

I oK l [ Cancel ]

Internet Eprorer® 5.5

(Example 3) For Microsoft® Windows® 98 operating system and

[Tools] — [Internet Options] — <General> tab —
‘Temporary Internet Files Settings...‘ — "Settings" screen

Settings EH

i; Check for newer versions of stared pages:
8y r Evvery wizit bo the page

i ol start Internet Explarer

" Mever

Temparary [ntemet files folder

Current location: C:AWAMD O SAT emparary [ntermet Filesh

Amount of disk space o use:

e BE| i
Move Folder... | Yiew Files... | Yiew Objects... |

Ok [l Cancel |
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2) The old screen (the one saved in the temporary Internet files) may be
displayed unchanged if the file is read from the User HTML, Edit

screen, etc.

In that case, delete the temporary Internet files (cache) of the Web

browser and

read the file again.

(Example 1) For Microsoft® Windows® 7 Professional operating

.

system and Internet Explorer® 8.0

[Tools] — [Internet Options] — <General> tab —

button under "Browsing history" — " Delete

Browsing History" screen

- Bl

1) Select the ——
checkbox.

Preserve Favorites website data

Keep cookies and temparary Internet filles that enable your favarite
websites to retain preferences and display faster.

@m porary Internet files

opies of webpages, images, and media that are saved for faster
viewing.

Cookies

Files stored on your computer by websites to save preferences
such as login information.

History

List of websites you have visited.

Form data
Saved information that you have typed into forms.

Passwords

Saved passwords that are automatically filed in when you signin
to & website you've previously visited.

InPrivate Filtering data
Saved data used by InPrivate Filtering to detect where websites may
be automatically sharing details about your visit.

2) Click this button.

When using Java VM (Oracle Corporation) for <applet>:
[Control Panel] — Select "Small icons" for "View by". —

"Java"(:1) - <General> tab — button —
Delete Files... | button — " Delete Temporary Files"

screen

-
Delete Temporary HIP_:- [&J

' % Delete the following temporary files?

V| Applications and Applets
/| Trace and Log Files

Cancel

*1 Display of "Java" varies depending on the Java VM

version.
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(Example 2) For Microsoft® Windows® XP Professional operating

system and Internet Explorer® 6.0
[Tools] — [Internet Options] — <General> tab —

Delete Files| in "Temporary Internet files" —

"Delete Files" screen

Delete Files g|

'E Delete all files in the Temparary Internet Files
L

¥ou can also delete all vour offline content stored
locally,

Delete all offling content

[ oK H Cancel ]

When using Java VM (Oracle Corporation) for <applet>:
[Control Panel] — "Switch To Classic View" —

"Java" (*1) — <General> tab — -
Delete Files...| > "Delete Temporary Files" screen

Delete Temporary Files El

<P Delete the Following kemparary files?

)

Downloaded Applets
Downloaded Applications
Other Files

*1 Display of "Java" varies depending on the Java VM
version.
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(Example 3) For Microsoft® Windows® 98 operating system and
Internet Explorer® 5.5
[Tools] — [Internet Options] — <General> tab —
Temporary Internet Files Delete Files..| — "Delete Files"
screen

Delete Files
‘f Delete all files in the Temporary Intemet Files folder?
“— o can also delete al wour offline content stored
locally.

W Delete all offine content

ak. E | Cancel |

When using Java VM (Oracle Corporation) for <applet>:
[Control Panel] — "Java" (k1) — <General> tab —

Delete Files| — "Delete Temporary Files" screen
Delete Temporary Files [ x|

@ Delete the following tempaorary files?

¥ Downloaded Applets
¥ Downloaded Applications
¥ Other Files

Cancel |

*1 Display of "Java" varies depending on the Java VM
version.

POINT

To shorten the page display time, the Web browser saves one-displayed pages in a
special folder (temporary Internet files).
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Security level setting
In the security level setting of the Web browser, set the security level of the
Internet and Intranet zones to "Default Level".
Make the setting in the "Internet Option" screen.
(Example 1) For Microsoft® Windows® 7 Professional Operating System
and Internet Eprorer® 8.0
[Tools] — [Internet Options] — <Security> tab

r = il

General | Security | Privacy | Content | Connections | Programs | Advanced

Select a zone to view or change security settings.

Internet  Localintranet  Trusted sites  Restricted
sites

Internet

; This zone is for Internet websites, Fli=E
except those listed in trusted and
restricted zones,

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
— - Prompts before downloading potentially unsafe
content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode {requires restarting In
| Cugtom level... q| Default level

| Reset all zones to default level |

[ OK. || Cancel || Apply |

e

(Example 2) For Microsoft® Windows® XP Professional operating system
and Internet Explorer® 6.0
[Tools] — [Internet Options] — <Security> tab

Internet Options E| PZ|

General | Secuiity | Privacy | Content | Connections | Programs | Advanced
Select a‘Web content zone to specify itz security settings.
2 0 @
Internet Local intranet  Trusted sites  Festicted
sites

Internet

Thiz zone contains all wWeb sites you
aven't placed in other zones

Security level for thiz zone
Move the slider to zet the security level for thiz zone.
Medium

- Safe browsing and still functional

- Prompts before downloading potentially unsafe content
- Unzigned ActiveX controlz will not be downloaded

- Appropriate for most Internet sites

Custom Level...

[ QK ][ Cancel ][ Apply
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(Example 3) For Microsoft® Windows® 98 operating system and Internet
Explorer® 5.5
[Tools] — [Internet Options] — <Security> tab

Internet Options
General Security l Eontent] Eonnections] Programs] Advanced]
Select a‘web content zone to specify itz security zettings.

= O @

Internet Localintranet  Trusted sites  Restricted
sites

Internet
Thiz zone containg all ‘Web sites you
hawven't placed in other zones

Security level for thiz zone
Move the zlider to zet the security level for this zone.

= Medium-low

- Same as Medium without prompts

- Muost content will be run without prompts

- Unzigned Active controlz will not be downloaded
“_1 - Appropriate for sites on your local network, [intranet]

LCusztom Level... | QefauItLevelg

,Tl Caricel | Apply |

(d) Detailed setting
Reset the advanced settings of the Web browser to default (the settings
when the product is installed for the first time).
Make the setting in the "Internet Options" screen.
(Example 1) For Microsoft® Windows® 7 Professional operating system and
Internet Explorer® 9.0
[Tools] — [Internet Options] — <Advanced> tab

Internet Options [ |
| General I Security I Privacy I Content I Connections I Programs | Advanced [
Settings
=] ~
[ Always expand ALT text for images I

[] Enable Caret Browsing for new windows and tabs
[ Move system caret with focus/selection changes
[7] Reset text size to medium for new windows and tabs
Reset text size to medium while zooming™
[T Reset zoom level for new windows and tabs

:jj Browsing
Automatically recover from page layout errors with Compe
[ Close unused folders in History and Favorites*
Disable script debuaging (Internet Explarer)
Disable script debugging (Other)
[T pisplay a notification about every script error

[¥] Display Accelerator button on selection
1] 1 ¢

*Takes effect after you restart Internet Explor
ﬁ;dvanced settings D

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

condition.

‘fou should only use this if your browser is in an unusable state,

'::t}' Some settings are managed by your system administrator,

T
&
=1

OK ] [ Cancel
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(Example 2) For Microsoft® Windows® XP Professional operating system
and Internet Explorer® 6.0
[Tools] — [Internet Options] — <Advanced> tab

Internet Options E]E]

General | Security | Privacy | Content | Connections || Programs | Advanced

Settings:

Uge HTTP 1.1 ~
[ Use HTTP 1.1 through prosy connections
g Java [Sun)
Use Java 2 v1.4.2_03 for <applet> [requires restart]
[Zj Micrasoft yibd
[ Java console enabled [requires restart)
[ Java logging enabled
(IR T compiler for virual machine enabled [requires
88, Mulimedia
Enahle Autamatic Image Resizing
Enable Image Toolbar [requires restart]
Flay animations in web pages
Flay sounds in web pages
Flay videos in web pages
[ Shaw image download placeholders
Show pictures v
£ >

‘ Restare Defaults .

[ Ok H Cancel ][ Apply ]

To use Microsoft® VM, clear the "JIT compiler for virtual
machine enabled (requires restart)" check box.

(Example 3) For Microsoft® Windows® 98 operating system and Internet
Explorer® 5.5
[Tools] — [Internet Options] — <Advanced> tab
Internet Dptions EHE

Generall Securityl F'rivac:_l,ll Eontentl Eonnectionsl Programs ~ Advanced

Settings:

O Check for server certificate revocation requires restart) ;I
Check for signatures on downloaded programs
O Da net save encrypted pages ta disk
O Empty Temparary Intemet Files folder when browser is clased
Enable Integrated ‘Windows Authentication [requires restart]
Enable Prafile Assistant
Use S5L2.0
Use S5L 3.0
O UseTLS 1.0
Wwam about invalid site certificates
“warmn if changing between secure and not secure mode
“warm if forms submittal is being redirected
ERL
O Java consale enabled (requires restart)
O Java logging enabled
T compiler for vitual machine enabled [requi

Bestore Defaults
S —

QK I Cancel | Apply |

1

To use Microsoft® VM, clear the "JIT compiler for virtual
machine enabled (requires restart)" check box.
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(e) Cookies setting
In the Advanced Privacy Settings window, specify how to handle cookies.
(Example 1) For Microsoft® Windows® 7 Professional operating system and
Internet Explorer® 8.0
[Tools] — [Internet Options] — <Privacy> tab —»

Advanced | button — "Advanced Privacy Settings" screen

[} You can choose how cookies are handled in the Intemet
,@) zone. This overides automatic cookie handling.

Cookies

| Ovenide automatic cookie handling

First-party Cookies Third-party Cookies
@) Accept @ Accept

Block Block

Prompt Prompt

V| Always allow session cookies

OK H Cancel ‘

Select the "Override automatic cookie handling" checkbox, the
"Accept" radio button and the "Always allow session cookies"
checkbox under "First-party Cookies".

Select items under "Third-party Cookies" when required.

(Example 2) For Microsoft® Windows® XP Professional operating system
and Internet Explorer® 6.0

[Tools] — [Internet Options] — <Privacy> tab —

— "Advanced Privacy Settings" screen

P ou can choose how cookies are handled in the Internet
=y zone. Thiz overides automatic cookie handling

Cookies

Override automatic cookie handling

First-party Cookies Third-party Cookies
(%) Aocept (%) Aocept

) Block ) Block

) Prampt ) Prampt

Always allow session cookies

Select "Override automatic cookie handling”, "Accept" for "First-
party Cookies", and "Always allow session cookies".
Select any for "Third-party Cookies".

POINT |

Cookies setting is required for "Access log (HTTP login) registration inhibit setting”.
For the Access log (HTTP login) registration inhibit setting, refer to Section 4.7 (2).
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(4) Accessing the Web server module from the personal computer
(a) Start the Web browser from the personal computer and enter the address

of the Web server module as indicated below.
[http://192.168.3.3/]

(b) As the user authentication screen ("Enter Network password " screen)
appears when accessing the Web server module, enter the following.

User name : QJ71WS96 (All in uppercase)

Password : MITSUBISHI (All in uppercase)

(c) The standard screen appears on the Web browser.
(Example) In the case of Internet Explorer® 5.5

2]

g [E W 1216933/

ﬂ Action canceled

¢ Site: 192168.33
Resin  QUTIWSS

&] Opering page /152 188,33 -

POINT

server module.

Refer to Section 6.11.3 for how to issue the PING command.

If access to the Web server module fails, first issue the PING command from the
personal computer to the Web server module to check the existence of the Web
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(5) Accessing the host CPU of the Web server module
(a) Display the "Device monitor" screen Within the Monitor screen.
[Monitor screen] — "Device monitor"

(b) Access the host CPU of the Web server module and confirm that the
following input signals (X) are on.
Module READY (X0)
Network connection status (X4)

CPU name Data type: Display form:
[ Come Pl ] @ tebtimeosr € DEC Slart maritar
Device € 32bitinteger @ HEX
<0 Stap manitar

€ Fieal number

€ 450 character Device test
Device +FEDCHB A 306 +7654+3210 Value
pal o000 o000 0001 o001 Dﬂlld
X10 o000 o000 0000 o000 onoa
20 0000 o000 0OO0O0OO0O 0000 onon
%30 0000 0OO0O0 OO0COO0O ODOOD oooo
x40 0000 0OO0O0 OO0COO0O ODOOD oooo
%50 0000 0OO0O0 OO0COO0O ODOOD oooo
xs0 0000 0000 0DO0 0000 0000|
70 o000 o000 0000 o000 onoa
&0 o000 o000 0000 o000 onoa
a0 o000 o000 0000 o000 onoa
e 0000 o000 0OO0O0OO0O 0000 onon
XEO 0000 0OO0O0 OO0COO0O ODOOD oooo
®xC0 0000 0OO0O0 OO0COO0O ODOOD oooo
*D0 0000 0OO0O0 OO0COO0O ODOOD oooo

(c) Since the monitor screens use the Java applet, Java VM is required for the
Web browser to execute the applet.
Refer to Section 3.1 REMARKS] (2) (3) for how to download Java VM.
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4.6 Setting from Web Browser

It is required to make setting from the Web browser to use the Web server module.
The Web server module has the standard screen for setting/monitoring the Web server
module.

4.6.1 Display of standard screen

Select a monitor and/or
setting screen.

&] Done © Interet

The following shows the display of the standard screen.

Although English and Japanese versions are provided, when a browser in English is

used, the standard screen is displayed in English. (The language to be used will be

automatically determined according to the language of the browser.)

* When displaying the TOP page of the standard screen using an operating system
and a Web browser of English version, do not click on the "Japanese" button
provided for link to the Japanese version.

Doing so may display an incorrect screen.

2§ QI71WS36 - Microsolt Internt Explorer oI .

Fie Edt View Favoites Took Help | — Specify the web

[CI O [ a8 a @ @B &5 @ . server module's URL.
, h o Esortssbhedia— Hik Ml Ean @ D,

Bshash

hitpe£#192.168 .3 3indexen htm ~| @ Go | Links

Vil T SUBISHI

Monitor and/or
setting screen

Displays the monitor
and/or setting screen
selected from the
menu.

[TSUBISHI ELECTE]

[Menu items]

ltem

Description

Top page

This screen is displayed first when the URL of the Web server module is specified.

Monitors device data, tag data, logging data, event historical data, PLC diagnostics and self-
diagnostics.

Administrative

gl Monitor screen

menu

Allows initial setting, various function setting, setting test, etc. for use of the Web server module.

Only the user with administrator authority can use the menu.
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(1) Monitor screen

Screen name  QITIWS96

- Windows Internet Explorer E”Elgl

Screen name will be

@.\-;v [&) 192,168.3.3 & [$2]| % |[2]-

displayed.

Menu

Select a monitor
screen.

Click on the button
to move to the
monitor screen

top page or the
default top page. COPYRIGHT

. This screen is used to menitor tag data that has been created from the tag
Tag data monitor )
selting screen.
@Lu (0 monitor 'g:is sereen is used for logging tag data values that have been stored as a CSV
Q e . . This screen is for monitoring vasious (CPU, Tag, and Time Taterval) eveat
Monitor screen TOP . g 1
onitor screen @Evmmnm menitor |t

DIELSEC-Q

i ( [Monitor screen TOP page] Home > Monitor scseen

Cautions for use

Caution[1] : Start of each monitor screen may take a little while.

* Do not switch the monitor screen to another scrsen ontil the monitor screen is fully displayed
Screen explanation

@l Device monitor This screen is used for monitoring device vatues stored in the target CPU.

This screen is for monitoring the PLC CPU operation status, including error
status and historical ervor data

PLC diagnostics monitor

£.| Self-diagnostics monitor | This screen is for monitoring the QI71WS96 operation status,

3ISHI ELECTRIC CORPORATION ALL RIGHTS RESERVED.

[Menu items]

MELSEC-Q

Location

Shows the location of
the currently displayed
screen.

ltem

Description

Reference Section

Device monitor

Monitors device values.

Tag data monitor

Monitors tag data.

Logging monitor

Monitors logging data.

sl o s

Section 6.2
Event history monitor Monitors event historical data.
PLC diagnostics monitor|Monitors programmable controller CPU operation status.
Self-diagnostics monitor [Monitors Web server module operation status.
4 -28
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(2) Administrative menu

Screen name ) QU71WS 96 - Microsoft Intemnet Explorer M= E3
Screen name will be Fle Edt View Favoites Tools Help “
; & . & © .
displayed. \lh:k\ g.)p He%sh I—@e S%:h Fames Mﬁa H%y %M % l Dss
Address [T Pcg#192.168.3 3/indlexer bt = @to | Links .
Menu > e | WSUBlSHl Location
Select a setting screen: Shows the location of
menu TOP ¢ Home = Administrative mem the Currenﬂy displayed
screen.
Caution[1] : IMake sure to click on the "Save" button to ensure that your settings on each screen are saved.
Switching to annther soreen or pramatursly ending the hrowser withont clicking on the "Save” hutton
will result in any setting changes to be lost
Caution[Z] : Click on the "Update” button from the "Setting update” sexeen to ensure the QIT1W396 operates
nsing the raost upto date settings
* Inthe event that the "Update” button is not clicked, the most upto date settings can stillbe
updated when the PLC CP1 is reset or the power is toggled fiom OFF to ON.
* Settings made in "System setting" and "Dial-up setting” are not updated by clicking the "Update”
‘button, They aze updated only when the PLC! CPU is reset or powered on,
;*3 Systom setting izt‘:snt\gh :1;}‘1; aﬁfﬁsas anel ather syster settings
@ Dial up setting §§§‘ﬁ§‘lﬁ§lﬂci§2’f§ (I]:t:mel Service Provider (I5P) via a raodem
- ! Setting for Aceess Target CPIT
Click on the button—\ i Avcess target CPU setting ?%‘Xﬁﬂﬁ?ﬁﬁé&”ﬁﬁmﬂ CPU) connected in PLC to
to move to the - Setting o teg, L., assign devices for tag conponend.
o ; 'Earagsening Set it when intending to use the tag function, the lgging fanction, and the
Administrative vent fnstion
3“’ ing setting Setting for logging,
menu top page or i Losging Set it when intending to use the logging fumetion
the default top page. §§§‘ﬁﬁl’$ﬁﬁ"ﬁ?i§fﬁi§§?§im funstion ¢* This setting is not
1O ALL FIGHT -
&) Done © Intemet
[Menu items]
ltem Description Reference Section
. Makes the initial setting required for network connection. .
g System setting . g q. Section 4.6.3
Be sure to perform this setting to use the Web server module.
_@ Dial-up setting Makes setting required for Internet connection. Section 4.6.4
i | Access target CPU . .
ﬁ setting 9 Sets the connection path to the access target CPU. Section 4.6.7
] ] ] ] ]
% Tag setting Makes setting for tag data collection. Section 6.3
E; Logging setting Sets the logging intervals, file capacity, etc. of logging data. Section 6.4
ﬂ FTP setting Makes the setting to log in to the FTP server. Section 6.7
E E-mail setting Sets the send server, e-mail address, etc. Section 6.6
] . . " .
_g Event setting Sets the event monitor conditions. Section 6.5
Address notification Makes the setting to notify the external device of the Web server .
T . . Section 6.9
setting module's URL.
b H Account setting Sets the account for making access to the Web server module. Section 4.6.5
1 . . Sets the IP address at which access to the Web server module is .
5- IP filter setting : Section 4.6.6
el enabled/disabled.
Backs up, restores and formats the CompactFlash card, and .
Data management ) Section 6.10
performs CSV export/import.
4 . Conducts connection tests such as e-mail transmission, file .
ﬂ Setting test Section 6.11
transfer and PING tests.
Access log Displays the access log to the Web server module. Section 6.8
; . Updates the setting made in the Administrative menu on the Web .
25 Setting update P am Section 4.6.2 (3)
server module operation.
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4.6.2 Common operations for the standard screen

This section explains the common operations for the standard screen.
Refer to the corresponding sections for the monitor and set screens.

(1) Standard screen displaying procedure

(@)

(b)

(€)

*1

*2

*3

Start the Web browser from the personal computer and enter the Web
server module's address. Refer to Section 4.6.3 for the IP address setting.
(1)

Address |€| hittpe44192.168.3.3/

A

As the user authentication screen ("Enter Network password" screen)
appears when accessing the Web server module, enter the account. Refer
to Section 4.6.5 for the account setting. (%2)

Enter Network Password

IP address or host name of the web server module

?> Flease type your user name and password,
Site: 192168.3.3

Realm QJ71Ww596

User Name  [Q7Tw/5396

Passward | xxxxxxxxxx

W Save this password in your password list

0K | Cancel |

The top page of the standard screen is displayed on the Web browser. (*3)

23 QJ71W59 - Microsolt Intemet Explorer

ERises M MITSUBISHI

&] Don

Prior to shipment, the IP address of the Web server module is set as
indicated below.

o I[P address: 192.168.3.3

e Subnet mask: 255.255.255.0

Prior to shipment, the account of the Web server module is set as indicated
below.

e User name: QJ71WS96 (All in uppercase)

e Password: MITSUBISHI (All in uppercase)

¢ Access authority: Device write/Tag component write/Administrator

¢ Initial screen: Standard screen top page (Top page (/index.htm))

The top page displayed when the address of the Web server module is
specified can be changed on the account setting screen. (Refer to Section
4.6.5)
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(2) Saving the Administrative menu settings
(@) On setting screens of the Administrative menu, change the settings and

then click on the "Save" button.

(b) Clicking on the "Save" button writes the new settings over the set data of
the Web server module. (The old data before overwrite are lost.)
Web browser

Standard screen Administrative menu

Writing set data

000000000000000000C>

Web server module

Standard ROM

Overwriting set data Change the setting and
@DDDDDDDUDUUDUUUUDD click on the "Save" button.

POINT

On setting screens of the Administrative menu, make sure to click on the "Save"

button after changing the settings.
Switching to another screen or ending the Web browser before clicking on the

"Save" button deletes the new settings.

(3) Updating the Administrative menu settings
(@) Update on the Setting update screen
1) Click on the "Update" button on the Setting update screen to update

the settings on the Web server module.

fpdate’ bution to ensure the QI7IWS9% operates using the most upto date sellings
Be sure o confirm the safety before execution.

(Cavtion)
* Seltings in "System selting’ and "Dial-up selting’ and 'IP filer setting” are not updated.

To update these settings, reset PLC CPU.

* Data collection such as logging may be pavsed during update.

SUBISHI ELECTRIC CORPORATION ALL RIGHTS RESERVED

@ Ineret

2) In the following message box, confirm that the settings have been
updated.

Microsoft Internet Explorer E

E The settings have been updated.
. The BI71WS3E has startted operation using the new settings.
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(b) Update by powering off the Web server module and on, or resetting the
CPU module
Powering the programmable controller off and then on or resetting the CPU
module updates the settings made on the setting screen on the Web server
module.

(1)

(3)

POINT

The system settings, dial-up settings and IP filter settings are not updated by
clicking on the "Update" button.

Powering the programmable controller off and then on or resetting CPU module
makes the settings valid.

Web server module requires preparatory time to communicate with the access
target CPU when the "Update" button on the Setting update screen is clicked.
Therefore, it may take several minutes before the communication will be
available if many access target CPUs are set.

In the message box, confirm that setting update has been completed.

Web server module requires preparatory time to communicate with the access
target CPU when the programmable controller is powered off and then on, or
the CPU module is reset. Therefore, it may take several minutes before the
communication will be available if many access target CPUs are set.

The Web server module completion can be confirmed by making sure that
Module READY (XO0) is on.

When access is made from the personal computer to the Web server module
during preparation of the Web server module, the "Page cannot be displayed"
message is returned to the Web browser. Therefore, after the Web server
module has been prepared, make access from the Web browser again.
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4.6.3 System setting

[Setting Purpose]
Makes the initial setting required for the Web server module to connect to the
network.
Be sure to make this setting to use the Web server module.

[Start Procedure]
[Administrative menu] — "System setting"

[Setting Screen]
n setting]

Save Caree]

Network type seiting

@ Connecting through LAN o the router.
£ Dial-up to the network (modem,ADSLDoPa(Japan orily))

IP address seiting

© Obtain an IF address autormatically.
@ Use the following IP address

IP address: 19216833
Subnet ask  [255.255.255.0
Default gateway:

DN server setting

© Obiain a DNS server address sutomatically

@ Uge the follawing DNE server address
DNS serveraddress .||
DNG serveraddress 2|

Veb server setting
@ Use the defanlt HTTP port number(50),
€ Use the following HTTP port suaber

HTTP port mumher: (1024 tn 65535)
I Register the above port No. to the router's NAT.

FTP server selling

@ Use the defanlt FTP port nurb e 21)
€ Use the following FTP port mumiber

FTP port mmber [ (1024 to 65535)
™ Register the above port No. to the router's NAT.

System name: [QJ7TWS96 ¢1 to 32 characters)

Networ ng

I Execute network diagnoses(ping).

Sending interval |60 [seconds] (10 to 3600)
Destination: @ Gateway

6 Following exiermal device

(110 64 characters)

ng at start-ug

€ No connection to network at startup

@ Automatic connection to network at start-up.

[Setting ltem]

Item Description
Network type setting Sets the connection method of the Web server module to the network.
IP address setting Sets the IP address for the Web server module.
DNS server setting Sets the IP address for the DNS server.
Web server setting Sets the HTTP port number for the Web server module.
FTP server setting Sets the FTP port number of the Web server module.
System name setting Sets the system name.
Network diagnosis setting Sets whether network diagnoses (ping) will be executed or not.

Automatic network connection

. Set whether automatic network connection will be made or not at a start.
setting at start-up

Saves the settings.

The settings are updated when the programmable controller is powered off and then on,
or the CPU module is reset.
|ICancel Discards new data and return to the old setting.

4-33 4-33
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(1) Network type setting
Set the connection method of the Web server module to the network.
(@) Select the connection method of the Web server module to the network.

ltem

Description

Connecting through LAN
or the router.

Select this item when connecting through LAN or the router.

Dial-up to the network.

(Modem, ADSL)

Select this item in the case of Internet connection using dial-up

connection.

(b) When connecting to the Internet, make the setting necessary for the
Internet connection in the dial-up setting. (Refer to Section 4.6.4.)

(2) IP address setting

Set the IP address for the Web server module.
(a) Select the IP address obtaining method.

ltem

Description

Obtain an IP address

automatically.

Select this item when obtaining the IP address automatically.

Use the following IP

address.

Select this item when using the specified IP address.

(b) When "Use the following IP address." has been selected, set the IP
address, subnet mask and default gateway in decimal number.
1) IP address
Set the IP address for the Web server module.
(Example) 192.168.3.3
2) Subnet mask
Make setting when using a subnet mask.
The devices on the same network must have a common subnet mask.
(Example) 255.255.255.0
3) Default gateway
¢ Set the default gateway.
¢ One gateway can be registered for a Web server module.

(c) Setthe IP address, subnet mask and default gateway after consulting the
network administrator (person in charge of network planning, IP address
management, etc.).

(3) DNS server setting
Set the IP address for the DNS server.
(a) Select the method of obtaining the IP address of the DNS server.

ltem

Description

Obtain a DNS server
address automatically.

Select this item when obtaining the IP address of the DNS server
automatically.

Use the following DNS

server address.

Select this item when using the specified DNS server IP address.
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(b)

()
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When "Use the following DNS server address." has been selected, set the
IP address of the DNS server in decimal number.

Up to two DNS servers can be registered for a web server module.

When obtaining the IP address from the domain name, retrieve it from the
DNS server of the DNS server address 1.

Make the DNS server setting after consulting the network administrator
(person who in charge of network planning, IP address management, etc.).

POINT

The DNS server setting is required when the SMTP server or FTP server is set with
the domain name.

When "Connecting through LAN or the router." has been selected for the Network
type setting, DNS server address cannot be obtained automatically.

(4) Web server setting
Set the HTTP port number for the Web server module.

()

Select the HTTP port number for the Web server module.

Item Description

Use the default HTTP port
number (80).

Select this item when using the HTTP port number (80).

Use the following HTTP
port number

Select this item when using the specified HTTP port number.

(b)

1)  When "Use the following HTTP port number." has been selected, set
the HTTP port number in decimal number.
¢ 1024 to 65535: HTTP port number

2) Setthe HTTP port number after consulting the network administrator
(person in charge of network planning, IP address management, etc.).

"Register the above port No. to the router's NAT."
When this setting is valid, the packet sent to the HTTP port number (*1) of
the router's WAN side (Internet side) is transferred to the HTTP port

number (*1) of the Web server module. (For NAT, refer to REMARKS| (2)
in this section.)

*1 Port number set in the Web server setting. (Refer to the above (a).)

POINT

Changing the default port No. and configuring the IP filter setting (Refer to Section
4.6.6.) is recommended for Internet connection.

(5) FTP server setting
Set the FTP port number of the Web server module.

(@)

Select the FTP port number used for the Web server module.

Item Description
Use the default FTP port o )
Select this item when using the FTP port number (21).
number (21).
Use the following FTP . , o
Select this item when using the specified FTP port number.
port number.

4-35
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1)  When "Use the following FTP port number." is selected, set the FTP
port number in decimal.
¢ 1024 to 65535: FTP port number

2) Consult the network administrator (person who plans the network and
manages the IP address) before setting the FTP port number.

"Register the above port No. to the router's NAT."

When this setting is valid, the packet sent to the FTP port number (1) of
the router's WAN side (Internet side) is transferred to the FTP port number
(*1) of the Web server module. (For NAT, refer to (2) in this
section.)

*1 Port number set in the FTP server setting. (Refer to (5) (a) in this
section.)

POINT

Changing the default port No. and configuring the IP filter setting (Refer to Section
4.6.6.) is recommended for Internet connection.

(6) System name setting

Set the system name used for the following. (Up to 32 characters)

o Title of the standard screen (Title bar of the Web browser)

¢ Name of the e-mail sender

Refer to Appendix 4 (5) for the characters available for the system name.

Network diagnosis setting
Set whether network diagnoses (ping) will be executed or not.

(@)

"Execute network diagnoses (ping)."

When this setting is valid, a Ping packet (1 packet) is sent periodically to
diagnose the network.

When no response is given from the destination within 20 seconds, a retry
is made once. If there is still no response after that, an error is reported.
Network diagnoses are continuously executed during network connection
(while X4 is ON).

When this setting is valid, set the sending interval and destination.

Sending interval (10 to 3600s)
Set the sending interval of a Ping packet.
When setting, take account of the load on the network.

Destination

Select the destination of the Ping packet.

1) Gateway
The Ping packet is sent to the gateway.
When the dial-up connection is established, it is sent to the server of
the Internet service provider.

2) Following external device
The Ping packet is sent to the specified external device.
As the external device name, set an IP address or host name.
Refer to Appendix 4 (2) for the characters available for the external
device name.
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(8) Automatic network connection setting at start-up
Set whether automatic network connection will be made or not at a start.

ltem Description

No connection to network |Network connection/disconnection processing is required when
at start-up. continuous connection is not available. (Refer to Section 5.4)

Automatic connection to  |The Web server module automatically connects to the network at a
network at start-up start.

POINT

After changing the settings, make sure to click on the "Save" button.
The settings in System setting are updated when the programmable controller is
powered off and then on, or the CPU module is reset.

REMARKS
(1) The following table indicates the default IP address of the Web server module.
(1) (*2)
ltem Description
IP address 192.168.3.3
Subnet mask 255.255.255.0

*1  When making initial setting, set the IP addresses of the Web server module
and personal computer to the same network address.

*2  Prior to shipment, the Web server module is set as indicated below,
including the above default IP address.
¢ Connecting through LAN or the router.
¢ Use the default HTTP port number (80).
¢ Use the default FTP port number (21).
e System name: QJ71WS96
¢ Do not execute network diagnoses (ping).
¢ Automatic connection to network at start-up.

(2) NAT is shown below.

Conversion table

07350 10380 202.200.10.3:80 || . The packet addressed to "202.200.10.3:80" is
o ‘ sent after conversion of the address into
Router 192.168.3.3:80 192.163.3.3:80" by the router.

[ 192.168.3.1:10080 |
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4.6.4 Dial-up setting
[Setting Purpose]
Make the setting required for the Web server module to connect to the Internet.

[Start Procedure]
[Administrative menu] — " Dial-up setting"

[Setting Screen]

Home = Adminstrative mema = Dial-up setting

Connection method

© Wodemn @ ADSL € DoPa(Japan only)

Connection account

User name: IMITSUBISH\ (1 to 125 characters)

Password: I““‘“‘“““‘“" (1 to 125 characters)

Confirm password: I““‘“‘“““‘“"

Fhong number 1 |

Fhong number 2 |

Fhone number 3 |

& Tone @ Pulse |

Mutnber of retries |3 times(( to 255)
IV Change access point automatically.

Modem attribute

Comenunication speed. ISBDD 'I

Calling timeoui: I%—Secnnds(gﬂ to L&)

Dial pause time: |3—Secnnds(1 0 30y

AT command additional setting.l (010 64 characters)
Call functinn: @ Disable € Enable

Digconnect function™®: @ Disable @ Enable (|5—[mjnutes](1 to 300

* The line is disconnected when there is no access request within the specified time Lt

[Setting Item]

Item Description

Connection method Sets the connecting method of the Web server module.

Connection account Sets the account for connecting to the Internet service provider.

Access point Sets the access point for the Internet service provider.

Dial method Sets the dialling method.

Retry Sets the items related to network connection retries.

Modem attribute Sets the modem attribute.
Saves the settings.

The settings are updated when the programmable controller is powered off and then on,
or the CPU module is reset.

|[Cancel Discards new data and return to the old setting.
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(1) Connection method
Set the connection method of the Web server module.

(2)

()

(b)

Select the method of connecting the Web server module to the Internet
from Modem or ADSL.

Make the settings of (2) to (6) according to the selected connection method.
The items unnecessary for the selected connection method are disabled.
Input to the column cannot be made.

Connection account
Set the account for connecting to the Internet service provider.

()

(b)

Set the account data for connecting to the Internet service provider.
1) User name (1 to 128 characters)
Enter the user name (user ID) registered for the connection target
Internet service provider.
Refer to Appendix 4 (2) for the characters applicable to the user name.
2) Password (1 to 128 characters)
Enter the password registered for the connection destination Internet
service provider.
Refer to Appendix 4 (2) for the characters applicable to the password.
3) Confirm password
Enter the password again to confirm the password.

A contract with an Internet service provider is required prior to Internet
connection.

Contact the Internet service provider for the available services and the
contract.

POINT

A contract with an Internet service provider is required prior to Internet connection.

(3) Access point

(@)

(b)

Set the access point (Phone number) for the Internet service provider.
Refer to Appendix 4 (4) for the characters applicable to the Phone number.

Up to three access points of the same Internet service provider can be

registered. ()

* When setting more than one access point, select "Change access point
automatically." in Retry.

Dial method

Set the dialling method.
e Tone

o Pulse
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Retry

Set the items related to network connection retries.

()

(b)

Number of retries (0 to 255 times)
Set the number of connection request retries when connection to the
network fails.

Change access point automatically.

Make this setting when registering more than one access point.

1) The module connections to the access point in due order starting from
the Phone number 1.

2) In the case of network connection failure, the Web server module
connects to the current access point by the number of retries, and to
the next access point.

Modem attribute
Set the specifications of communication between the Web server module and
modem.

(@)

(b)

Communication speed (9600, 19200, 38400, 57600, 115200)
Set the communication speed (bps) according to the modem specifications.

Calling timeout (90 to 180s)

Set the time from when the Web server module side modem has gone off-
hook (line-connected) until a carrier from the external device side modem is
detected.

When it is not detected, the modem goes on-hook (line-disconnected).

Dial pause time (1 to 30s)
Set the waiting time during a dial pause.

AT command additional setting

1) Setthe AT commands to be added.
For the AT commands, refer to the manual of the used modem.

2) The default AT commands for initializing the Web server module side
modem are as follows.
e Common initialization command: "ATZ0E1Q0V1&C1&D2&S0S0=0"

Command Description
Z0 Software reset
E1 With echo back
Qo0 With result code
V1 Result code word form
&C1 CD signal follows the carrier of the external device side modem.
&D2 Line is disconnected when the ER signal turns from ON to OFF.
&S0 DR signal always ON
S0=0 Without automatic incoming call

¢ Dial pause time Command (Common): "S8=n" (n seconds)
e Dial-up command: "ATDT" (Tone), "ATDP" (Pulse)
¢ Flow control Command: "AT&K3", or "AT&Q3"
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(e) CALL function
1) Set whether the CALL function will be enabled or not. (Disable/Enable)
2) When using the CALL function, make a call from the telephone to the
Web server module side modem. This allows the Web server module
to connect to the network.

b

1) Makes phone call to the
web server module modem.

Web server module \\

ooooooooooo

2) Connects to the Telephone
network.
(f)  Disconnect function ()

* The line is disconnected when there is no access request within the

specified time limit.

1) Set whether the disconnection function will be enabled or not.
(Disable/Enable)

2) When the external device makes no access within the set time after
connecting the web server module to the network using the
disconnection function, the web server module automatically sets the
time to disconnect from the network. (1 to 30 minutes) (1)

*1 No access condition indicates that data is not sent from the
personal computer, etc. on the network to the Web server module.
However, when the personal computer that sends data periodically
exists on the network and unintentional data is sent to the Web
server module, the Web server module judges it as access and
therefore disconnection may not be made in the preset time.

POINT

(1) When dial-up connection cannot be made normally, make the default operation
setting of the switch setting using GX Developer to examine the setting again.
Refer to Section 4.7 for the switch setting using GX Developer.

(2) After changing the settings, make sure to click on the "Save" button.

The settings in Dial-up setting are updated when the programmable controller is
powered off and then on, or the CPU module is reset.
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The following table indicates the setting necessity of the dial-up setting for the

network connection method.

Network connection method

Item
Modem ADSL

Connection method O O
Connection account O O
Access point O —
Dial method O —
Retry O —
Communication speed O —
Calling timeout O —
) Dial pause time O —

Modem attribute
AT command additional setting O —
CALL function O —
Disconnect function O —

O: Required —: Not required
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[Setting Purpose]

(a) Set the user authentication account that will be confirmed when accessing
the Web server module.
When accessing the Web server module, the following user authentication
screen ("Enter Network password" screen) appears.
Enter Network Password HE
?j‘> Please type your user name and password.
Site: 192.168.3.3 Enter the account set in
Reaim 071595 / the Account setting.
UserName  [administiatord01
Pazsword | xxxxxxxx
¥ Save this password in pour passwerd st
lTl Caricel |
(b) The following access authorities are available for the user account.
(Multiple access authorities can be selected for one account.)
1) Device write authority
2) Tag component write authority
3) Administrator authority
Depending on the given access authority, access to the Web server module
is enabled as indicated below.
Access authority
Access Normal user Device write | Tag component | Administrator
(*1) authority write authority authority
Access to monitor screen (standard screen) O O O O
Access to user screen O O O O
Read of logging file or event history file by FTP operation O O O O
Device test from device monitor screen (standard screen) X O X X
Tag component test from tag data monitor screen (standard % % o %
screen)
Write from user screen (write parts) to tag component X X O X
Access to administrative menu (standard screen) X X X O
Read/write of user screen file by FTP operation X X X O
Read/write of user data file by FTP operation X X X O
Deletion of logging file or event history file by FTP operation X X X O

O: Accessible

: Inaccessible

*1 To the account of the normal user, the device write/tag component
write/administrator authority is not given.

[Start Procedure]

[Administrative menu] — "Account setting" (Refer to (1)) — Select the account
setting No. to be edited, and click on | Edit|. — "Edit Screen" (Refer to (2))
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(1) Account setting

(@)

(b)

Make account setting.

Up to 16 accounts can be set.

Prior to shipment, the following default account is registered for the Web
server module as the account setting No. 1. (The default account can be

edited.)

¢ User name : QJ71WS96

¢ Password : MITSUBISHI

¢ Access authority : Device write/Tag component write/Administrator

o Initial screen : Standard screen top page (Top page (/index.htm))

[Setting screen]

~
(o
“

ﬂl Delete |

H
e

2
3

4

A [ Account settng Home = Administrative mem = Account setting
Y eccount seting] .
Tlser natae Initial screen
z e | Adiministrator
1 administrator001 Set Set Set Ho specification
user(02 Set Set Hot set MUSERAoppage. him
user(I03 Hot set Set Hot set MISERfoppage him

[Setting item]

ltem

Description

ltem

Selects the account setting No. to be edited or deleted.

User name

The user name is displayed.

Access authority

The validity of the device write/tag component write/administrator authority of
the account is displayed.

The initial screen address for access to the Web server module is displayed.

Initial screen (k)
* For "Not specified", the top page of the standard screen is displayed.
Edit Edits the selected account.

|De|ete

Deletes the selected account.

Important

(1) After completion of initial setting, make sure to register at least one account with
administrator authority, and then connect to the network.

(2) Make sure to delete the default account to prevent illegal access.

(3) The remote password function of the QCPU is not used for the web server
module.

POINT

When access to the Web server module cannot be made, e.g. the registered
account has been forgotten, make the default setting by the switch setting of GX
Developer and make the account setting again.

Refer to Section 4.7 for the switch setting of GX Developer.
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(2) Edit screen
Register the account.

[Setting screen]

m [Account setting] (| Figeme = o bmteriiotin grmn e Aguem et = 06 smom

Save | Back | Load |

Account setting MNo. m
User narme; |administrator0m (1 to 20 characters)
Password |“"“’°‘°‘“‘ (810 14 characters)

Confirm password: I”“"‘""”“

Arcess authority: W Device write ¥ Tag component write W Administrator
Initial screen: & TOP page(findes: htm)

€ User-specified scrzen | (1 to 64 characters)

[Setting item]

ltem

Description

User name

Sets the user name. (1 to 20 characters)

Password

Sets the password. (8 to 14 characters)

Confirm password

Enters the password again.

Access authority

Selects device write/tag component write/administrator authority.

Initial screen Sets the initial screen address for access to the Web server module.
Saves the settings.

Save| The settings are updated when the "Update" button on the Setting update screen is clicked, the
programmable controller is powered off and then on, or the CPU module is reset.

w / m‘ Discards the changed setting and return to the Account setting screen.

Select account setting
No. and click on |Load

Loads the parameters of the No. selected in account setting No. and displays them on the Edit

screen.

(@) User name
1) Set the user name. (1 to 20 characters)

There is case sensitivity.
2) Refer to Appendix 4 (2) for the characters applicable to the user name.

(b) Password
1) Set the password. (8 to 14 characters)

There is case sensitivity.
2) Refer to Appendix 4 (2) for the characters applicable to the password.

(c) Confirm password
Enter the password again.

(d)  Access authority (Device write/Tag component write/Administrator)
Set the device write/tag component write/administrator authority.
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(e) Initial screen
1) The initial screen can be set to be displayed when the address
"http://IP address" of the Web server module is specified from the Web
browser.
Make this setting when it is desired to change the top page of the

standard screen (refer to Section 4.6.1) to a user-specified screen.
[Setting item]

Item Description

Top page (/index.htm) Select this item to display the top page of the standard screen.
User-specified screen Select this item to display the specified user screen.

2) When "User-specified screen" has been selected, set the address of
the user screen to be displayed. (1 to 64 characters) (1) (*2)
¢ User screen of standard ROM
(Example) /JUSER/xxxx.htm
e User screen of CompactFlash card
(Example) /CF/USER/xxxx.htm

*1 When the specified file does not exist, the top page of the standard
screen is displayed.

*2 To display the top page of the standard screen at the time of login using
the account for which the user-specified screen is selected, specify
"http://IP address/index.htm" as the URL address of the Web browser.

POINT

After changing the settings, make sure to click on the "Save" button.
The settings are updated when the "Update” button on the Setting update screen is

clicked, the programmable controller is powered off and then on, or the CPU
module is reset.
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(3) Security precautions for the Web server module
The Web server module supports the basic authentication by the user name and
password (account setting) and the IP filter function (Refer to Section 4.6.6),
however, they cannot prevent illegal access from the outside completely.
When it is required to keep the programmable controller system safe against
illegal access from the outside, the user should also take preventive measures.

It is recommended to use the Web server module paying attention to the
following.

(@)

(b)

To prevent illegal access, it is recommended to use the Web server module
on a LAN.

When connecting to the Internet, it is advisable to connect it via a router
and use the security function of the router.

If access to the Web server module is not made for dial-up Internet
connection, disconnect the Web server module from the network. (Refer to
Section 5.4.)

When making the account setting, pay attention to the following points in

order to prevent the account information (user name, password) from

missing.

1)  Avoid simple setting with alphanumeric characters only. Make sure to
add symbols ($&?), etc. to set unpredictable user name and password.

2) Delete the default account since it may be used to make illegal access.

Changing the default port No. (Refer to Section 4.6.3.) and configuring the
IP filter setting (Refer to Section 4.6.6.) is recommended for Internet
connection.
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4.6.6 IP filter setting

[Setting Purpose]
The IP filter function identifies the IP address of the access source to restrict
access to the Web server module.
The IP filter function applies to all access of the Web, FTP, etc. to the Web server
module.
In IP filter setting, make the setting necessary to use the IP filter function.
Configuring the IP filter setting is recommended for Internet connection.

[Start Procedure]
[Administrative menu] — "IP filter setting"

[Setting Screen]

1] - R
;Ef; [1F filter setting] HOME > Administrative merm = [P filter setting

Save | Earze] |

Access setting

(¥ Pass the [P packet that has not heen set in [Filter setting]
" Block the IP packet that has not been set in [Filter setting]

& Block © Page

& Block © Page
% Block © Pass
% Block © Pass
% Block © Pass
% Blogk 7 Pass

@ Block 7 Pass

aln/nninninin

@ Block 7 Pass

[Setting ltem]

ltem

Description

Access setting

Sets the action to be taken when the received IP packet does not meet the filter setting conditions.

Filter setting

Sets the IP addresses of the access sources and the actions of the IP filter.

Saves the settings.
The settings are updated when the programmable controller is powered off and then on, or the
CPU module is reset.

Cancels the new settings and returns to the old settings.

(1) Access setting
Set the action (pass/block) to be taken when the received IP packet does not
meet all the filter setting conditions.

(2) Filter setting
Set the IP addresses of the access sources and the actions of the IP filter. Up to
32 filter settings can be made.
(a) IP address
Set the IP address of the IP filter target.
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Mask bit length
Set the valid bit length of the set IP address. (Setting range: 1 to 32)

Action
Set the action (pass/block) to be taken when the received IP packet meets
the filter setting condition.

(Example) When the IP address is set to "210.99.88.00", the action becomes

valid in the following IP address range.

IP address

Mask bit length Action IP address range where access is blocked

210.99.88.00

16

210.99.00.00 to 210.99.255.255

24

Block

210.99.88.00 to 210.99.88.255

3)

IP filter operation

(@)
(b)

(€)

The IP filter is executed in ascending order of the filter setting numbers.

When the received IP packet meets the filter setting condition, the action
(pass/block) is executed for the received IP packet.

When the received IP packet does not meet all filter setting conditions, the
action (pass/block) set in the access setting is executed.

IP packet received

Does IP packet
meet the condition of filter
setting No. 1?
(Action: Block)

YES
X Block

Does IP packet meet the
condition of filter setting No. 2?
(Action: Pass)

YES
O Pass

Does IP packet meet the
condition of filter setting No. 32?
(Action: Block)

YES
Block

Is the condition of access
setting "Block"?
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(4) IP filter setting example
When making the [P filter setting, take the precautions given in (5) of this section.
(a) Internet connection
A setting example of enabling access from a mobile personal computer and
office is given below.
1) System configuration

Mobile personal computer (1) Office
\’7
S~
\\,\ 222.100.100.1

Web server module —x

/-

TN
233.10.10.1

Mail server, FTP server,
— 1. DNS server, etc.

211.100.10.1

2) |P filter setting

Access setting

' Pazs the [P packet that has not been set in [Filter setting].
% Block the IP packet that haz nat been zet in [Filter zetting].

Filter setting

1P address

Tlask bit length

1  Block & Pase

Mol |2331n1m
Mo 2 I222.1DD.1DD.1 1 " Block ¥ Pass
Mo 3 |211.1DD.1D.1 1  Block & Pass

*1 A static IP address is required to set the IP filter to the mobile personal
computer.

(b) LAN connection
A setting example of enabling access only from personal computers A, B
and C (IP addresses 10.20.30.[]) is given below.
1) System configuration

Personal computer A Personal computer B Personal computer E
10.20.30.1 10.20.30.2 10.20.31.2

Personal computer C Proxy server Personal computer D

Web server module 10.20.30.3 10.20.30.100 10.20.31.1
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2) |P filter setting

Access setting

" Pass the IP packet that has not been set in [Filter setting]
@ Block the [P packet that has not heen set in [Filter setting]

Filter setting

IP address

Ilask bit length

Ha.l |1D_20.30.1DD |1 % Black ( Pass
Ho.2 |1 0.20.30.0 |24 " Block & Pass

Precautions for IP filter setting

(@) When using a mail server, FTP server, DHCP server, DNS server or router,
do not set the IP addresses of these devices to "Block".
If it is blocked, communication with the corresponding device is disabled.

(b) When a proxy server exists on the LAN, block the IP address of the proxy
server.
When the IP packet from the proxy server is passed, access to the Web
server module can be made from any personal computer accessible to the
proxy server, independently of the other settings.

(c) When making access from a personal computer on the LAN to the Web
server module, do not use a proxy server.

(1)

)

®)

POINT

After changing the settings, make sure to click on the "Save" button.

The settings in IP filter setting are updated when the programmable controller is
powered off and then on, or the CPU module is reset.

Depending on the IP filter settings, access to the Web server module may not be
made.

In such a case, make default operation setting by the switch setting of GX
Developer, and make the setting again.

Refer to Section 4.7 for the switch setting of GX Developer.

Changing the default port No. (Refer to Section 4.6.3.) and configuring the IP
filter setting is recommended for Internet connection.
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4.6.7 Access target CPU setting

[Setting Purpose]
Sets the connection path to the access target CPU.
When performing device monitor, tag setting, etc., specify the CPU name set in
this setting.

[Start Procedure]
[Administrative menu] — "Access target CPU setting" (Refer to (1)) — Select the
access target CPU setting No. to be edited, and click on [Edit]. — "Edit Screen"
(Refer to (2))

(1) Access target CPU setting
Make access target CPU setting.
Up to 64 access target CPUs can be set.
At shipment, the control CPU is registered for the Web server module as the
access target CPU setting No. 1.
The registration of the control CPU as the access target CPU No. 1 is fixed and
only the CPU name is changeable.

[Setting screen]

E’ [Access target CPU setting] | Homa > Administrative mems > Acces
No.| CPU name PLC sarizs Multiple CPU specification Other station specification m
@ 1 Control CPU QCPU (Q mod=)RCPU No specification No specification - - - = = = e -
) 2 process A QCPU (Q moda)RCPU No i1 i Other i i network) CC IE Control, NET/10(H) 1 - 1
) 3 ProcessB  QCPU(Q mode)RCPU No specification Other Station(Different network) CC IE Control, NET/10(H) 1 = 3 CC-Link 5 1] I
[Setting item]
Item Description
Item Selects the access target CPU No. to be edited or deleted.
CPU name Displays the CPU name.
PLC series Displays the programmable controller series of the access target CPU.
Multiple CPU specification Displays the CPU No. when the access target CPU is in a multiple CPU system.
Other station specification Displays whether other station is specified or not.

Network communication route, . .
] . Displays the network type, network No., start I/O address and station No. to be
Different network communication o .
accessed when specifying other station.

route
Edi Edits the selected access target CPU.
Delete Deletes the selected access target CPU.
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(2) Edit screen
Register the access target CPU.

[Setting screen]

ﬁ' [Access target CPU setting] Homes > Administrative mens > Access target CBU satting > Edit screen

Access target CPU No.
CPU name: process A - (within 16 characters)
PLC serics: 'GCPU (@ mode)/RCPU ~

Multiple CPU specification: Mo specfication -

Other station specification: © No specification @ Other Station(Single network) © Other Station(Different network)

CCIE Control

[Metwork communication route] Network: @ NET/A0(H) @ CC-Link @ Ethemet © C24 @ CCIE Field
Network No - |1 (Network No. on the communication route_)
Start I'O: 0 (Start I'O of source station)
Station No.: |1 (Destination station No.)
[Different network commursication route] ~ Network: @ E.E_IIE,E_EWI CC-Link © Ethemet © C24 © CCIE Field
nELAAE)
Network MNo.: |1 (Network No. on the communication route.)

Start I'O: 0 (Start 'O of source station)
Station No.: |1 (Destination station No.)

[Setting item]

ltem Description
CPU name Sets the access target CPU name. (Within 16 characters)
PLC series Sets the programmable controller series of the access target CPU.

Multiple CPU specification

Sets the CPU No. when the access target CPU is in a multiple CPU system.

Other station specification

Sets whether other station is specified or not

Network communication
route, Different network
communication route

Sets the network, network No., start I/O address and station No. to be accessed when other
station is specified.

Save|

Saves the settings.
The settings are updated when the "Update" button on the Setting update screen is clicked,
the programmable controller is powered off and then on, or the CPU module is reset.

Bacﬂ/ Cancel

Discards the changed setting and returns to the Access target CPU setting screen.

Select access target CPU
setting No. and click on |Load

Loads the parameters of the No. selected in access target CPU setting No. and displays
them on the Edit screen.

(@)

(b)

(€)

CPU name (within 16 characters)

1) Set an access target CPU name.

2) When performing device monitor, tag setting, etc., specify the CPU
name set in this setting.

3) Refer to Appendix 4 (5) for the characters applicable to the CPU name.

PLC series (QCPU (Q mode) /RCPU, QCPU (A mode), LCPU, QnACPU,

ACPU)

Set the programmable controller series of the access target CPU.

To access a C Controller module, select "QCPU (Q mode) /RCPU".

Multiple CPU specification (No choice mode, CPU No.1 to 4)
When the access target CPU is in a multiple CPU system, set the CPU No.
When "No choice mode" has been set, access is made to the control CPU.
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(d) Other station specification

Set whether other station is specified or not. For details on accessible

routes, refer to Appendix 2 (2).

1)  No specification
Select this setting when making access to the host CPU.

2) Other station (Single network)
To access a CPU on another station in the following network
configuration, select a single network.

® Using any one of the following networks

e CC-Link IE Controller Network

e MELSECNET/10

e MELSECNET/H

e CC-Link

¢ Ethernet

e C24

e CC-Link |IE Field Network

(Example)
Accessing a CPU on another station over CC-Link IE Field Network
only

® Using multiple kinds of networks listed in the following

e CC-Link IE Controller Network

e MELSECNET/10

e MELSECNET/H

¢ Ethernet

¢ CC-Link IE Field Network

(Example)
Accessing a CPU on another station from MELSECNET/H over CC-
Link IE Field Network

3) Other station (Different network)
To access a CPU on another station over two kinds of networks
selected from 1) and 2) below, select a different network.

No. Description

C24

1)
CC-Link

CC-Link IE Controller Network

MELSECNET/10

2) MELSECNET/H

Ethernet

CC-Link IE Field Network

(Example)
e Accessing a CPU on another station from MELSECNET/H over
CC-Link (2) —> 1))
¢ Accessing a CPU on another station from C24 over CC-Link IE
Controller Network (1) — 2))
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(e) Network communication route, Different network communication route
Set the network type, network No., start I/O address and station No. to be

accessed.
The setting items change depending on the set network.

POINT

(1) For access to the other station CPU, the routing parameters must also be set in
addition to this setting.
For the routing parameters, refer to the manual of the network module.

(2) After changing the settings, make sure to click on the "Save" button.
The settings are updated when the "Update" button on the Setting update
screen is clicked, the programmable controller is powered off and then on, or
the CPU module is reset.
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(3) Precautions for access target CPU setting

(@)

(©)

Web server module requires preparatory time to communicate with the
access target CPU when the "Update" button on the Setting update screen
is clicked, the programmable controller is powered off and then on, or the
CPU module is reset. Therefore, it may take several minutes before the
communication will be available if many access target CPUs are set.
Confirm that the setting update has been completed or the Web server
module has been ready (X0 is on), and make access from the personal
computer to the Web server module. (1)

*1 When access is made from the personal computer to the Web server
module during preparation of the Web server module, the "Page cannot
be displayed" message is returned to the Web browser. Therefore, after
the Web server module has been ready, make access from the Web
browser again.

Carefully set the "PLC series" of the access target CPU setting.

A wrong "PLC series" has been set, an error occurs in the programmable
controller CPU or module on the route to the access target CPU, and a
response time-out error (error code: 0002h) is displayed on the Web server
module.

When accessing a redundant CPU, pay attention to the following.

1) If the Web server module is connected to a redundant CPU, it can
access only the CPU of its own station.
Access to the other station’s CPU is not allowed.

2) If the Web server module is connected to any other than redundant
CPUs, it cannot access redundant CPUs on other stations.
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4.7 Intelligent Function Module Switch Setting

[Setting Purpose]
Set the mode, default operation, battery error detection, logging monitor,
response monitoring time, and access log (HTTP login) registration inhibition for
Web server module on the "Intelligent function module switch setting" screen.

[Start Procedure]
[GX Developer] — <Project> Window — [Parameter] — [PLC parameter] — <I/O

assignment> tab — [Switch settingl — "Switch setting for I1/0 and intelligent

function module”
Refer to the GX Developer Operating Manual for the screen display method.

[Setting screen]

Switch zetting for 1/0 and inteligent function module
Input format HE=. -
Slot Type Model hame Switch 1| Switch 2| Switch 3| Switch 4| Switch 5|+

0 |PLE PLC

1 100r-0) Intelli. L7 TWS9E 0000 000z

2 111)
[Setting item]

Iltem Description

Switch 1 Mode setting
Default operation setting/Battery error detection setting/Logging

Switch 2 , . . . L .
monitor setting/Access log (HTTP login) registration inhibit setting

Switch 3 (lower byte) Response monitoring time setting

Switch 4 to 5 For system use (Do not set)

(1) Mode setting (Switch 1)
Select the operation mode for Web server module.

Setting Number Item Description

0000H Online Normal operation mode

Tests the ROM/RAM/switch settings
0001H Hardware test .

(Refer to Section 4.8.3)

Tests the self diagnostics for CH1.
0002+ CH1 Self-loopback test .

(Refer to Section 4.8.1)

Tests the self diagnostics for CH2.
0003H CH2 Self-loopback test .

(Refer to Section 4.8.2)

9999 . Initializes the module to default setting.
Module initialization mode .

(270FH) (Refer to Section 4.13)
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(2) Default operation setting/Battery error detection setting/Logging
monitor setting/Access log (HTTP login) registration inhibit setting
(switch 2)

Select the default operation setting/battery error detection setting/logging monitor
setting/access log (HTTP login) registration inhibit setting for the Web server

module.
b15 to b6 b5 b4 b3 b2 b1 b0
Specify 0. L I Tol [ [ | swith2
A
Access log (HTTP login) registration inhibit setting Default operation setting (Account setting)
0: Not inhibit registration of HTTP login 0: Operates according to the account setting.
records to the access log. 1: Operates according to the default setting.
1: Inhibits registration of HTTP login records - User name : QJ71WS96
tothe access log. -Password : MITSUBISHI
(when browser's cookies are enabled.) - Access authority :
Device write/Tag component write/
Logging monitor setting Administrator
0: Not display the latest file update time. ) Inétlzlnzgfdegc:reen top page
1: Displays the latest file update time. —
Default operation setting (System setting)
Battery error detection setting 0: Operates according to the system setting.
0: Detects battery error. 1: Operates according to the default system

setting.

* I[P address :192.168.3.3

- Subnet mask : 255.255.255.0

- Connecting through LAN or the router.

- Use the default HTTP port number (80).

+ Use the default FTP port number (21).

- System name : QJ71WS96

- Does not execute network diagnoses (Ping).

1: Not detect battery error.

Default operation setting (IP filter setting)
0: Operates according to the IP filter setting.
* A switch setting error (0180h) will occur during hardware 1: Operates according to the default IP filter

test if this area is other than 0. setting.

- The IP packet with no filter setting is
passed. (Without filter setting)

(a) Default operation setting (bit 0, 1)
For the account setting, system setting and IP filter setting, whether the
default setting is enabled or not is set in this setting.

1)  Account setting (bit 0)
0 : Operates according to the account setting.
1 : Operates according to the default setting.
2)  System setting and IP filter setting (bit 1)
0 : Operates according to the system setting/IP filter setting.
1 : Operates according to the default setting.

POINT

Use the default setting when changing the setting of the Web server module
connected with the personal computer on a one-to-one basis.
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(b) Battery error detection setting (bit 2)
This setting is provided to determine whether battery error detection is
enabled or not while the Web server module is operating without battery.
(Refer to Section 4.11.)
0 : Detects battery error.
1 : Not detect battery error.

(c) Logging monitor setting (bit 4)
Whether the latest file update time is displayed or not in the file

specification field of the logging monitor is set in this setting. (Refer to
Section 6.2.3.)

0 : Not display the latest file update time.
1 : Displays the latest file update time.
(d) Access log (HTTP login) registration inhibit setting (bit 5)
Depending on the version of Java VM, HTTP login access may be
registered every time communication occurs. Set whether or not to inhibit
registration of those access logs. (Refer to Section 6.8.)
0: Not inhibit registration of HTTP login records to the access log
1: Inhibits registration of HTTP login records to the access log
(when browser's cookies are enabled.)

POINT

(1) Regardless of the logging monitor setting, the logging file time information can be
obtained from the file name. (Refer to Section 6.4.4 (2) (h).)

(2) When the logging monitor setting is "1", longer time will be required to display the
logging monitor if there are many logging files saved.

(3) To inhibit registration of HTTP login records to the access log, cookies need to be
enabled in the Web browser setting.
For the setting method, refer to Section 4.5 (3) (e).

(3) Response monitoring time setting (switch 3 (lower byte))
This is the setting for timeout time (second) from when a module sends a request
to the CPU of the accessed device until the CPU responds to it.
Response timeout error will occur if the CPU of the accessed device does not
respond to the request after the set time has passed.

Setting range: 15 to 255 (second) (default value: 15 seconds)
Response monitoring time will be automatically default value (15 seconds) if it is
not set or set to any of 0 to 14.

b15 to b8 b7 to b0
(Upper byte) * | (lower byte) | Switch 3
- N /
e X
Specify 0. Response monitoring time setting

15 to 255 (seconds)
* The upper byte is basically ignored. However, a switch setting error (0180h)  |Response monitoring time will be

will occur during hardware test if the upper byte is other than 0. automatically default value (15 seconds)
if it is not set or set to any of 0 to 14.
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[Operation procedure]
Make setting from the I/O assignment setting screen of GX Developer.
(a) /0 assignment setting screen

1 I ] I I I I 10 assignment I
Set the following to the slot mounted with the

170 Assigrmentf]
- PLCS\ot PLCTuDe _ Model name Foints vl Start ; Suitch seting Web server mOdeIe- ) .
T [0 ntell ~ [RI7FIWE5E Foponts = [__0000] Type : Select "Intelli.".
I s 5 Do et Model name  : Enter the model name of the
: f{;ﬁi} : . Web server module.
s 5 - Points : Select 32 points.
s st it hest o i s bt of b arting 1 o Start : Enter the head I/0O number of
= Se::j:'nude\ name | Power model name| Estemsion cable | Points — [ Base made the Web server module.
— - |2 Detailed setting : Specify the control CPU of the
fim = -~ Web server module.
Increased ~
= 2| tatem|
[*]i:itﬁgg;lj?;.ﬁtgsetassamawhan Diversian of mukiple PLC parameter | Read PLC data_|
A e Y Eos et | Defaut | Ties ‘ End | T |

Switch setting for 170 and intelligent function module

(b) Intelligent function module switch setting screen
routtomst - (TS - Click on the "Switch setting" on the I/O

e Modslrame | Seitch 1) Seitch 2) Seich 3| Seion 4) Srich 52 assignment setting screen to display the screen

S — . — shown on the left, and set Switches.

Setting can be made easily by entering data in

hexadecimal number. Enter data after changing

the input form into the hexadecimal number.

End Cancel
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4.8 Self-diagnostics Function

This section explains the self-diagnostics function designed to check the
communication function and hardware of the Web server module

4.8.1 CH1 self-loopback test

Conduct a self-loopback test to check hardware including the communication function
of the CH1 (10BASE-T/100BASE-TX interface) of the Web server module.

(1) Operation mode setting for Web server module
(@) In"Switch setting for I/O and intelligent function module" of GX Developer,
set the mode to "CH1 Self-loopback test". (Switch 1: 0002H)

(b) Write the PLC parameters to the programmable controller CPU.

(2) Execution of CH1 self-loopback test
(@) When a cable has been connected to the CH1, disconnect it.
(b) Set the programmable controller CPU to a STOP status.
(c) Reset the programmable controller CPU.
(d) After the programmable controller CPU is reset, the following CH1 self-
loopback test is executed automatically.
This test checks whether data can be communicated in the Web server

module.
During the test, the ERR. LED flickers.

(3) Confirmation of CH1 self-loopback test result
(@) Check the CH1 self-loopback test result according to the ERR. LED status.

ERR. LED status CH1 self-loopback test result
Off Completed
On Failed

(b) When the test is completed, set the mode to "Online" in "Switch setting for
I/0 and intelligent function module" of GX Developer, and reset the
programmable controller CPU. (Switch 1: 0000H)

() When the test has failed, conduct the CH1 self-loopback test again.
If an error occurs again, a possible cause is the hardware fault of the Web
server module.
Please consult your local Mitsubishi representative.
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Conduct a self-loopback test to check a hardware including the communication
function of the CH2 (RS-232 interface) of the Web server module.

(1) Operation mode setting for Web server module
(@) In"Switch setting for I/0 and intelligent function module" of GX Developer,
set the mode "CH2 Self-loopback test". (Switch 1: 0003H)

(b) Write the PLC parameters to the programmable controller CPU.

(2) Execution of CH2 self-loopback test
(@) Connect the cable to the CH2 as shown below.

Pin No. |[Signal abbreviation Cable connection
1 CD(DCD) [+
2 RD(RXD) :l
Os 3 SD(TXD)
O 7 4 ER(DTR)
Os 5 SG
O 9 6 DR(DSR) |«
7 RS(RTS)
8 CS(CTS) :l
9 CI(RI)

(b) Set the programmable controller CPU to a STOP status.

(c) Resetthe programmable controller CPU.

(d) After the programmable controller CPU is reset, the following CH2 self-
loopback test is executed automatically.
This test repeats data communication and checks the consistency between
the send data and receive data.

During the test, the ERR. LED flickers and the CH2 SD/RD is on.

(3) Confirmation of CH2 self-loopback test result
(@) Check the CH2 self-loopback test result according to the ERR. LED status.

ERR. LED status

CH2 self-loopback test result

Off

Completed

On

Failed

(b) When the test is completed, set the mode to "Online" in "Switch setting for

I/0 and intelligent function module" of GX Developer, and reset the

programmable controller CPU. (Switch 1: 0000H)

(c) When the test has failed, reconnect or rewire the cable correctly and

conduct the CH2 self-loopback test again to confirm that the test is

completed.
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Conduct a test related to the ROM/RAM/switch setting of the Web server module.

(1)

)

Operation mode setting for Web server module
(@) In"Switch setting for I/0 and intelligent function module" of GX Developer,
set the mode to "Hardware test". (Switch 1: 0001H)

(b) Write the PLC parameters to the programmable controller CPU.

Execution of hardware test
(@) Setthe programmable controller CPU to a STOP status.

(b) Reset the programmable controller CPU.

(c) After the programmable controller CPU is reset, the following hardware test

is executed automatically.

During the test, the ERR. LED flickers.

1) ROM check
This test reads the ROM data and conducts sum check.

2) RAM check
This test reads the test data written to the RAM and checks the
consistency.

3) Switch setting check
This test checks whether the switch settings are within the allowable
ranges or not.
However, "Mode setting" test of Switch 1 is not included.

Confirmation of hardware test result
(@) Check the hardware test result according to the ERR. LED status.

ERR. LED status Hardware test result

Off Completed

On Failed

(b) When the test is completed, set the mode to "Online" in "Switch setting for
I/0 and intelligent function module" of GX Developer, and reset the
programmable controller CPU. (Switch 1: 0000H)

(c) Ifthe test failed, check that the switch settings are set correctly and conduct
the hardware test again.
If an error occurs again, a possible cause is the hardware fault of the Web
server module.
Please consult your local Mitsubishi representative.
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4.9 Setting/Removal of CompactFlash Card and Precautions for Use

This section describes how to set or remove the CompactFlash card and precautions
for use.

4.9.1 Precautions for using CompactFlash card
This section explains precautions for use of the CompactFlash card.

(1) Precautions for available CompactFlash cards
Use a CompactFlash card listed in Section 2.4. (Refer to Section 2.4.)
Failure to do so may cause a problem such as data corruption in the
CompactFlash card and system stop.

(2) Precautions for when powering off the system or resetting the CPU
module
When the system is powered off or the CPU module is reset during writing to the
CompactFlash card, the write processing may not be completed.
In this case, the Web server module can normally be powered off without file
access stop because it automatically restores the files when powered on again.
In rare cases, however, the module cannot completely restore files.
If a problem arises by this, perform file access stop processing before powering
off the system or resetting the CPU module.
Also, regularly backing up important data (e.g. save on other media) is
recommended. (Refer to Section 4.9.2 (1).)

(3) Precautions for removal or replacement of CompactFlash card
(a) Be sure to stop file access before removing or replacing the CompactFlash
card. (Refer to Section 4.9.2)

(b) Failure to observe the procedures indicated in Section 4.9.2 may result in
erasure of logging data during processing, corruption of data in the
CompactFlash card during access, or a file system fault.

(c) If a CompactFlash card fault has occurred, refer to Section 9.1 (9) and restore
the card.

(4) Precautions on diagnostic time of CompactFlash card
(a) The Web server module executes diagnosis (including file restoration) of the
CompactFlash card when:
1) Power is turned OFF and ON, or the CPU module is reset.
2) The CompactFlash card is inserted while the power is ON.

(b) The diagnostic time of the CompactFlash card is lengthened if many files are
stored in the card.
It takes approx. 5 seconds for 100 files, and approx. 10 seconds for 1000 files.

(c) Since the following times may be lengthened due to too many files, delete
unnecessary files.
1) Rising time of the CompactFlash card setting status. (X1)
2) Web server module's ready time. (Rising time of the Module READY (X0))

4-64 4 -64
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(5) Precautions for formatting CompactFlash card
(a) Use the formatting function of the Web server module to format the
CompactFlash card. (Refer to Section 6.10.2.)

(b) Do not format the CompactFlash card on Windows®.
If it is formatted on Windows® by mistake, recover it according to the manual of
the CompactFlash card.

(6) Precaution for CompactFlash card lifetime (limited number of
writes)
The CompactFlash card has its own lifetime (the limited number of writes).
For details, check the specifications of each product.
Since the lifetime of the CompactFlash card generally varies depending on its
free space, it is advisable to use the card with sufficient free space.
For the size of the data written to the CompactFlash card, refer to Appendix 7.2.
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4.9.2 Setting/Removal of CompactFlash card

This section explains the setting/removal of the CompactFlash card.

[Setting the CompactFlash Card]

( Setting of CompactFlash card )

'

| Insert CompactFlash card. (Refer to Section (3)) ‘

NO
Is power ON? Turn programmable controller ON.

YES

Check if CompactFlash card has been set in Web
server module securely.

(Confirm that CompactFlash card setting status
(X1)is ON.)

Completed
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[Removing or Replacing the CompactFlash Card]
Before removing or replacing the CompactFlash card, be sure to stop the file
access by the following procedures.

( Removal/Replacement of CompactFlash card )

NO
Is power ON? Turn programmable controller ON.

YES

Stop file access and disable read from/write to
CompactFlash card. (Refer to Section (1))

!

Remove CompactFlash card.
(Refer to Section (4))

Replace?

Insert a new CompactFlash card.
(Refer to Section (3))
e

NO

Restart?

YES

Cancel file access stop and enable read from/write to
CompactFlash card. Refer to Section (2))

Turn programmable controller OFF.

Completed

Important

Failure to observe the above procedure may cause erasure of logging data during
processing, corruption of data in the CompactFlash card during access, or a file
system fault.

For a CompactFlash card fault, refer to Section 9.1 (9).

(1) Stopping file access
(a) Stop afile access.
1) Turn File access stop request (Y2) from OFF to ON.

(b) Confirm that file access has stopped.
1) CompactFlash card setting status (X1) is OFF.
2) File access status (X2) is ON.
3) Turn File access stop request (Y2) from ON to OFF.
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File access stop request (Y2)

(Operating) (Stopped)
File access status (X2)

CompactFlash card setting status (X1)

(2) Canceling file access stop status
(@) Cancel the file access stop status.
1) Turn File access stop cancel request (Y3) from OFF to ON.

(b) Confirm that the file access stop status has been cancelled.
1) CompactFlash card setting status (X1) is ON.
2) File access status (X2) is OFF.
3) Turn File access stop cancel request (Y3) from ON to OFF.

File access stop request (Y3)

(Stopped) \.‘ (Operating)
File access status (X2)

CompactFlash card setting status (X1)

(3) Setting CompactFlash card
(@) Open the LED cover, which is situated on the Web server module front, and
remove the CompactFlash card slot cover.

1)  Put your finger at the bottom of the LED cover and lift the LED cover
open.

2) Put your finger at the top of the CompactFlash card slot cover and
then remove it.

(b) Insert the CompactFlash card.
When inserting the CompactFlash card into the Web server module, pay
attention to the orientation of the CompactFlash card.
Push the CompactFlash card securely into the slot until it is flush with the
EJECT button.



4 SET-UP AND PROCEDURE BEFORE OPERATION

LED cover
X Pawl position
EJECT button \
gL —— [ ° —————1
]|
Insert in <
Orientation of this direction
CompactFlash ~e——

card

CompactFlash card
CompactFlash card slot

] ]

"Du &

(c) Lower the LED cover until it clicks.
When the CompactFlash card is set, the CompactFlash card slot cover
cannot be attached to the Web server module.
Save the removed CompactFlash card slot cover carefully.

(4) Removing CompactFlash card
(@) Open the LED cover, which is situated on the Web server module front, and

remove the CompactFlash card slot cover.
LED cover

EJECT button

EJECT button

Remove in
this direction

\ CompactFlash card

CompactFlash card slot /

T .
1) Put your finger at the bottom of the LED cover and lift the LED cover
open.
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2) When removing the CompactFlash card from the Web server module,
press the EJECT button to push the CompactFlash card out.

Attach the CompactFlash card slot cover and close the LED cover.

1) Attach the CompactFlash card slot cover.
When the CompactFlash card is not set, attach the CompactFlash
card slot cover.

2) Lower the LED cover until it clicks.
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4.10 Mounting and Replacement of Battery
This section explains the mounting and replacement of the battery.
4.10.1 Battery specifications

The following table provides the specifications of the battery for the Web server module.

Model
tem Q6BAT
Type Manganese dioxide lithium primary battery
Initial voltage 3.0V
Nominal current 1800mAh
Battery life (when stored) Actual life of 5 years (room temperature)
Battery life (when used) Refer to Section 4.10.3.
Lithium content 0.57g"
Application For file protection

*1  The lithium content of batteries manufactured in July 2017 or earlier differs
from this list. For details, refer to the following.
e Changes in battery parts (FA-A-0242)

REMARKS

For the battery directive in EU member states, refer to Appendix 9.
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4.10.2 Mounting of battery

At shipment, the battery connector is not mounted to the battery of the Web server
module. Before using the Web server module, connect the battery connector.

(1) Open the cover at the bottom of the Web server module.
(2) Confirm that the battery has been mounted correctly.
(3) Insert the connector attached to the battery to the connector pin on the case.

ey

i

]

[ ]

<+—— Battery connector

Battery

Important

When operating the Web server module without the battery, make sure to perform
the shut-down operation described in Section 4.11.
Failure to observe the above procedure may cause erasure of logging data during

processing, corruption of data in the standard ROM drive/CompactFlash card
during access, or a file system fault.

POINT

Firmly push the battery connector all the way in to the connector pin.
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This section explains the battery replacement of the Web server module.

The battery of the Web server module is used for file protection.

It is required to replace the battery when the voltage of the Web server module battery
has dropped.

(1) Checking the Web server module for a battery voltage drop

(@)
(b)

()

battery error detection program example

X10 X16
—

Check for a battery voltage drop in the battery status area (buffer memory:

7).

The following results at battery error.

1) "1 (ON)"is written to the battery status area (buffer memory: 7).

2) The ERR. LED turns on, and ERR. LED status (X10) and other error
(X1C) turn on.

The file contents will not be erased as soon as the battery error occurs, but

may be erased if the battery error occurrence is overlooked.

Finish battery replacement while the total of the latch time after Battery
status area has turned on is within the specified time.

o Turns Y100 on
a7 K1 1 Y100 when battery
error occurs.
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(2) Web server module battery (Q6BAT) life

(@)

The following table shows the Web server module battery life.

Energization
time ratio *1

Battery life

Guaranteed value
%2

Actual service value
(reference value) *3

Guaranteed time after battery error

occurrence *4

0%

26,000 hour
2.96 years

43,800 hour
5 years

1,500 hour
62 days

30%

37,142 hour
4.23 years

43,800 hour
5 years

1,500 hour
62 days

50%

43,800 hour
5 years

43,800 hour
5 years

1,500 hour
62 days

70%

43,800 hour
5 years

43,800 hour
5 years

1,500 hour
62 days

100%

43,800 hour
5 years

43,800 hour
5 years

1,500 hour
62 days

MELSEC-Q

*1 The energization time ratio denotes the ratio of power-on time in a day (24
hours).

(When power is on for 12 hours and off for 12 hours, the energization time ratio
is 50%.)

The guaranteed value represents a battery life at 70°C that Mitsubishi
guarantees based on the memory (SRAM) characteristics provided from parts

*2

manufacturers and under the condition within the storage ambient temperature
range of -25 to 75°C (operating ambient temperature of 0 to 55°C).
*3 The actual service value (reference value) represents a battery life that is
calculated from the values actually measured at the storage ambient
temperature of 40°C. Use it as reference since the actual service value may
change depending on the characteristics or variation of parts.
*4 In either of the following status, the guaranteed time after power-off is 3
minutes.
e The battery connector is disconnected.
e The battery lead wire is broken.

(b) The battery (Q6BAT) life is 5 years when it is used without connecting to

the Web server module.
(c) Though the data is retained within the specified time after Battery status
area (buffer memory: 7) has turned on, replace the battery as soon as
possible.
However, it is recommended to replace the battery periodically according to

the usage status, even when the battery error has not yet occurred.

Important

Failure to replace the battery after battery error occurrence may cause erasure of
logging data, corruption of data in the standard ROM drive/CompactFlash card
during access, or a file system fault.
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(3) Web server module battery replacement
When the Web server module battery has been exhausted, replace the battery
with a new one according to the procedure shown below.
The programmable controller must be powered on for 10 minutes or more before
removing the battery.

Even if the battery is removed, the memories are backed up by the capacitor for
a while. However, if the replacement time exceeds the limit specified in the table
below, data stored in the memories may be erased. To prevent this, replace the
battery quickly.

Backup time by capacitor

Backup time by capacitor [min]

3

( Battery replacement '

| Power off the programmable controller. I

Y
Remove the web server module from I

the base unit.

»
v

Open the cover of the web server
module.
] \

Remove the old battery from its
holder.

T
[ ]

Insert a new battery into the holder
correctly. Connect the lead to the

<+—— Battery connector
connector.

Battery

Close the cover of the web server
module.

Mount the web server module onto
the base unit.

Power on the programmable controller. I

Monitor buffer
memory address 7 to check the
ON/OFF status.

OFF

Y
The web server module battery is ( Completed )
faulty.
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4.11 Operation without Battery Being Mounted

This section explains the operation without the battery being mounted.

(1) Shut-down operation required when powering off during no battery
operation
If the file protection battery is not mounted on the Web server module, make sure
to perform shut-down operation at power-off of the programmable controller.
If the Web server module is powered off when the battery is not mounted, saved
data such as the setting files and logging data being processed will be lost.

[Operating procedure]
(a) Stop afile access.
(Turn File access stop request (Y2) from OFF to ON.)

(b) Confirm that file access has stopped.
(File access status (X2) is ON.)

(c) Power off the programmable controller.

ON

File access stop request (Y2) OFF

OFF (Stopped)

(Operating) G

|Power off the programmable controller.

File access status (X2)

Important

Failure to observe the above procedure may cause erasure of logging data during
processing, corruption of data in the standard ROM drive/CompactFlash card

during access, or a file system fault.

(2) Making battery error undetected during no battery operation

(@) A battery error occurs when the file protection battery is not mounted on the
Web server module.
1) "1 (ON)"is written to the battery status area (buffer memory: 7).
2) The ERR. LED turns on, and ERR. LED status (X10) and Other error
(X1C) turn on.

(b) By turning "ON" Battery error detection setting (Switch 2 (Bit 2)) in the
switch setting of GX Developer, a battery error can be made undetected.
Refer to Section 4.7 for the switch setting of GX Developer.
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4.12 Removing Battery for Storage

When storing the Web server module with no battery mounted, make sure to perform
shut-down operation, then power off the programmable controller, and remove the
battery.

Important

Failure to observe the following procedure may cause erasure of logging data
during processing, corruption of data in the standard ROM drive/CompactFlash
card during access, or a file system fault.

[Removing procedure]
(@) Mount the programmable controller CPU and Web server module on the
base unit and power on.

(b) Stop afile access.
(Turn File access stop request (Y2) from OFF to ON.)

(c) Confirm that file access has stopped.
(File access status (X2) is ON.)

(d) Power off the programmable controller.

(e) Remove the battery from the Web server module.

ON

File access stop request (Y2)

(Stopped)

(Operating) G

Power off the programmable controller
and remove the battery.

File access status (X2)




4 SET-UP AND PROCEDURE BEFORE OPERATION

4.13 Returning the Web Server Module to the Default Setting

The Web server module stores and manages the setting information, logging data,
user HTML, event history, etc. as files in the standard ROM.
The operation described in this section initializes the files stored in the Web server
module to return the Web server module to the default setting.
In the module initialization mode, access cannot be made by the Web browser.

MELSEC-Q

(1) Processings for module initialization (to default setting)
The following table explains the processings performed during the operation in
(2) of this section.
Refer to Appendix 3 for the directory structure of the Web server module.

ltem

Description

Restore file system

Restores the file system for the standard ROM drive.

Setting file initialization

Returns the current set file to the default settings.

Logging file delete

Deletes all logging files.

Event history file delete

Deletes all event history files.

User HTML file delete and |Deletes all user HTML files.

sample file restoration

Restores the sample files stored prior to shipment.

(2) Procedure to return the Web server module to the default setting
(a) Set to the module initialization mode in the switch setting of GX Developer.
(Set "9999 (Decimal)" to Switch 1.)
Refer to Section 4.7 for the switch setting of GX Developer.

Switch zetting for 170 and intelligent function module

Input Farmat DEC. hd

Slat Tope Model name Switch 1] Switch 2 | Swibch 3| Switch 4| Switch 5| +
0 |FLC FLC
1 |00 Intell. 0J71WS 96 9333 I
2 11

(b)  After writing the PLC parameters to the programmable controller CPU,
power off the programmable controller and then on or reset the CPU
module.

"1" is stored into the module initialization request area (buffer memory:
9999). (In the module initialization mode)

(c) Writing "2" to the module initialization request area (buffer memory: 9999)
of the buffer memory executes the initialization processing of the Web
server module.

(d) The following results when the module initialization processing is completed.

1) When the processing is normally completed, "3" is stored into the

module initialization request area.

2) When the processing has failed, other than "3" is stored into the

module initialization request area. (*)

* Possible cause for processing failure in this operations is the system file
corruption in the standard ROM drive or an unrestorable file system
fault.

Please consult your local Mitsubishi representative.

POINT

The module initialization request of the buffer memory is enabled only when "Mode

Setting" of the switch setting is the module initialization mode.
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5 CONNECTING WEB SERVER MODULE TO NETWORK

This chapter explains procedures for connecting the Web server module to the network
by LAN/dial-up connection and procedures for connecting and disconnecting it to/from
the network for non-continuous connection.

5.1 Network Connection through LAN

This section explains the case where the Web server module is connected to the LAN-

connected network.

5.1.1 Access procedure when using static IP address

The following shows how to access from the external device to the programmable
controller CPU when a static IP address is assigned to the Web server module.

[System configuration for LAN connection]

GX Developer

— Web server module
E IP address :192.168.10.3 5
Subnet mask :255.255.255.0
= Ethernet
[, {1
Personal computer
IP address :192.168.10.1
Subnet mask :255.255.255.0

Mount the Web server module to slot "0" of the base
unit and power the programmable controller ON.
Connect the Web server module to the personal
computer with a crossing cable.

On the following screens from the Administrative menu,
make network setting of the Web server module.

- System setting, Account setting

Power the programmable controller OFF and connect
the Web server module to LAN.

Power the programmable controller ON.

The Web server module is automatically linked to the
network at start-up.

Start a Web browser on the computer and access the
Web server module.

Monitor device data on the "Device monitor" screen. |

Completed

= For PC's network setting for one-to-one connection, refer

to Section 4.5.

= (1) Network setting of Web server module

+ For LAN connection, refer to Section 4.4.1.

* (2) Network connection of Web server module

= (3) Access to Web server module

= For device monitor, refer to Section 6.2.1.
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(1) Network setting of Web server module
(@) Make setting to connect the Web server module to the network.

(b) From the Administrative menu, set as follows
(For other than the following settings, the default values will be used.):

[Administrative menu] — "System setting" (Refer to 1)) — "Account setting"
(Refer to 2))

1) System setting (Refer to Section 4.6.3)

Item Set value
Network type setting Select "Connecting through LAN or the router.".
Select "Use the following IP address.".
IP address setting ¢ [P address :192.168. 10. 3
e Subnet mask : 255. 255.255.0

Automatic network connection setting at start-up | Select "Automatic connection to network at start-up.".

2) Account setting (Refer to Section 4.6.5)

ltem Set value

Enter the following setting for the accounting setting No. 1.
S (Delete the default account.)

Account setting No. 1 ¢ User name : administrator001

e Password : (example) QJ71WS96ADMIN

o Confirm password : (example) QJ71WS96ADMIN

POINT

After changing the setting, make sure to click on the "Save" button.

The settings are updated when the "Update" button on the Setting update screen is

clicked, the programmable controller is powered off and then on, or the CPU module

is reset. ()

* Note that the setting of the System setting is not updated even if the "Update" button
is clicked.

(2) Network connection of Web server module
(a) Since "Automatic connection to network at start-up." is set in the automatic
network connection setting at start-up on the "System setting" screen, the
Web server module automatically makes network connection at start-up.

(b) Using GX Developer, confirm the following connection status of the Web
server module to the network with input signals of the buffer memory and
the programmable controller CPU.

1) Module READY (XO0) is on.

2) Network connection status (X4) is on.

3) IP address and subnet mask storage areas in the network connection
status area
o |IP address (buffer memory: 55 to 56)
e Subnet mask (buffer memory: 57 to 58)
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When connection to the network fails, connection error (X19) turns on and
an error code is stored into the connection error code area (buffer memory:
30).

Take corrective measures according to the troubleshooting.

POINT

In the network connection status area (buffer memory: 28 to 69), the current
network connection status of the Web server module can be confirmed.

(3) Access to Web server module

(@)

()

Start a Web browser on the personal computer and enter the Web server
module address set in the System setting.

IP address  :192.168.10.3

Subnet mask : 255. 255. 255 .0

When the user authentication screen is displayed at the time of access to
the Web server module, enter the account. (Setting in (1) 2))

User name : administrator001

Password : (example) QJ71WS96ADMIN

The standard screen is displayed in the Web browser.
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5.1.2 Access procedure when obtaining IP address from DHCP server
The following shows the procedure for access from the external device to the
programmable controller CPU when an IP address for the Web server module is

obtained from the DHCP server.

[System configuration for LAN connection]

Web server module
|IP address, subnet mask:
Automatically obtained from DHCP server

DHCP server

Ethernet
|
Personal computer
IP address, subnet mask: Mail server

Automatically obtained from DHCP server (SMTP, POP3)

Mount the Web server module to slot "0" of the base
unit and power the programmable controller ON.

v

Connect the Web server module to the personal * + = For PC's network setting for one-to-one connection, refer
computer with a crossing cable. to Section 4.5.
On the following screens from the Administrative menu,| . . . (1) Network setting of Web server module

make network setting of the Web server module.
- System setting
= Account setting
* E-mail setting
- Address notification setting
v
Power the programmable controller OFF and connect * * = For LAN connection, refer to Section 4.4.1.
the Web server module to LAN.
v
Power the programmable controller ON. * * * (2) Network connection of Web server module
The Web server module is automatically linked to the
network at start-up.
v

Using address notification obtain the Web server * * * (3) Receiving the account notification by personal computer
module's address.

Start a Web browser on the computer and access the * * * (4) Access to Web server module
Web server module.

Monitor device data on the "Device monitor" screen. * * = For device monitor, refer to Section 6.2.1.

Completed
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Network setting of Web server module
Make setting to connect the Web server module to the network.

(@)
(b)

From the Administrative menu, set as follows
(For other than the following settings, the default values will be used.):

[Administrative menu] — "System setting" (Refer to 1)) — "E-mail setting"

(Refer to 2)) — "Address notification setting" (Refer to 3)) — "Account setting

(Refer to 4))

1)

System setting (Refer to Section 4.6.3)

ltem

Set value

Network type setting

Select "Connecting through LAN or the router.".

IP address setting

Select "Obtain an IP address automatically.".

DNS server setting

Select "Obtain a DNS server address automatically.".

Automatic network connection setting at start-up

Select "Automatic connection to network at start-up.".

2)

E-mail

setting (Refer to Section 6.6.3)

ltem

Set value

Send e-mail account setting

Enter the e-mail setting of the Web server module.

 SMTP server name : (example) mailserver@****.****.ne.jp

¢ E-mail address (From:) : (example) mailaddress@****.****.ne.jp
e User name : (example) mitsubishi@****.****.ne.jp

e Password : (example) MITSUBISHI

o Confirm password : (example) MITSUBISHI

E-mail address (To:) setting

Enter an e-mail address (To:) of the personal computer.

e No. 1 : (example) pcmailaddress@****.****.ne.jp

Address notification setting (Refer to Section 6.9.2)
[IP address setting]

ltem

Set value

Notification IP address

» Select "Notify the IP address set in the "System setting" screen.".
¢ Select "Notify the HTTP port number set in the "System setting"
screen.".

[E-mail notification setting]

ltem

Set value

IP address notification

» Select "Notify an IP address at network connection”.
¢ Select "E-mail address (TO:) No. 1" as the destination of IP
address notification.

Accou

nt setting (Refer to Section 4.6.5)

ltem

Set value

Account setting No. 1 e User name : administrator001
¢ Password : (example) QJ71WS96ADMIN
o Confirm password : (example) QJ71WS96ADMIN

Enter the following setting for the accounting setting No. 1.
(Delete the default account.)
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POINT

After changing the setting, make sure to click on the "Save" button.

The settings are updated when the "Update" button on the Setting update screen is

clicked, the programmable controller is powered off and then on, or the CPU module

is reset. ()

* Note that the setting of the System setting is not updated even if the "Update" button
is clicked.

(2) Network connection of Web server module
(a) Since "Automatic connection to network at start-up." is set in the automatic
network connection setting at start-up on the "System setting" screen, the
Web server module automatically makes network connection at start-up.

(b) Using GX Developer, confirm the following connection status of the Web
server module to the network with input signals of the buffer memory and
the programmable controller CPU.

1) Module READY (X0) is on.

2) Network connection status (X4) is on.

3) IP address and subnet mask storage areas in the network connection
status area
o I[P address (buffer memory: 55 to 56)
e Subnet mask (buffer memory: 57 to 58)

(¢) When connection to the network fails, connection error (X19) turns on and
an error code is stored into the connection error code area (buffer memory:
30).
Take corrective measures according to the troubleshooting.

POINT

In the network connection status area (buffer memory: 28 to 69), the current
network connection status of the Web server module can be confirmed.
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(3) Receiving the account natification by the personal computer
By the address notification setting, the URL of the Web server module is sent by
e-mail to the destination e-mail address.

(Example) In the case of Microsoft® Outlook® Express 5.5
& QJ71WS596 URL Information

Fil= Edit Miew Toole Message Help

By Gy B S X & P

Reply Reply Al Fonward Frint Delete Prexvious [ &t Addreszes

From: L7 1WwE53E
Date: Tuesday, Movember 12, 2002 10:27 AM
To: wa ™I EE om e |

Subject:  [J71w53E URL Information

httpeffa |l . B0

(4) Access to Web server module
(a) Starta Web browser on the personal computer and enter the Web server
module address obtained by the address natification function.

(b) When the user authentication screen is displayed at the time of access to
the Web server module, enter the account. (Setting in (1) 4))
User name : administrator001
Password : (example) QJ71WS96ADMIN

(c) The standard screen is displayed in the Web browser.



5 CONNECTING WEB SERVER MODULE TO NETWORK
MELSEC-Q

5.2 Network Connection by Dial-up (Modem, ADSL)

This section explains the case where the Web server module is connected to the dial-
up-connected network using ADSL.

5.2.1 Access procedure

The following shows the procedure for access from the external device to the
programmable controller CPU when an ADSL modem is used for connection.

[System configuration for dial-up connection]

% A contract with an Internet service provider
is required prior to Internet connection.

Personal computer

Web server module Personal computer
IP address, subnet mask: IP address, subnet mask:
Automatically obtained from DHCP server Automatically obtained from DHCP server
A contract with an Internet service provider is required | = * * (1) Contract with Internet service provider

prior to Internet connection.

v

Mount the Web server module to slot "0" of the base
unit and power the programmable controller ON.

Connect the Web server module to the personal * = = For PC's network setting for one-to-one connection,
computer with a crossing cable. refer to Section 4.5.

v

On the following screens from the Administrative menu,| * * = (2) Network setting of Web server module
make network setting of the Web server module.
* System setting * E-mail setting
* Dial-up setting - Address notification setting
= Account setting

v

Power the programmable controller OFF and connect * = = For connection to ADSL modem, refer to Section 4.4.1.
the Web server module to ADSL modem.
Power the programmable controller ON. * * = (3) Network connection of Web server module

The network module is automatically linked to the
network at start-up.

Using address notification obtain the Web server * * * (4) Receiving the account notification by personal computer
module's address.

Start a Web browser on the computer and access the | * * * (5) Access to Web server module
Web server module.

Monitor device data on the "Device monitor" screen. | * =+ For device monitor, refer to Section 6.2.1.

Completed
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(1) Contract with Internet service provider
(@) To connect the Web server module to the Internet, a contract with an
Internet service provider is required.
Contact the Internet service provider for service details and how to sign up
for the service.

(b) Create a proper environment for the external device (personal computer) so
that Internet connection is available.

POINT

It is recommended to confirm in advance that access to the Internet is available
from the personal computer, etc. using the connection account of the Web server
module.

(2) Network setting of Web server module
(@) Make setting to connect the Web server module to the network.

(b) From the Administrative menu, set as follows.
(For other than the following settings, the default values.will be used.):

[Administrative menu] — "System setting" (Refer to 1)) — "Dial-up setting"
(Refer to 2)) — "E-mail setting" (Refer to 3)) — "Address notification setting"
(Refer to 4)) — "Account setting" (Refer to 5))

1) System setting (Refer to Section 4.6.3)

Item Set value
Network type setting Select "Dial-up to the network (modem, ADSL).".
IP address setting Select "Obtain an IP address automatically.".
DNS server setting Select "Obtain a DNS server address automatically.".
Automatic network connection setting at start-up | Select "Automatic connection to network at start-up.".

2) Dial-up setting (Refer to Section 4.6.4)

Item Set value
Connection method Select "ADSL".
Enter the account obtained from the Internet service provider.
. e User name : (example) mitsubishi@****.****.ne.jp
Connection account
e Password : (example) MITSUBISHI
o Confirm password : (example) MITSUBISHI
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3) E-mail setting (Refer to Section 6.6.3)

Item Set value

Enter the e-mail setting of the Web server module.
¢ SMTP server name : (example) mailserver@™****.****.ne.jp

. . e E-mail address (From:) : (example) mailaddress@****.****.ne.jp
Send e-mail account setting

e User name : (example) mitsubishi@****.****.ne.jp
¢ Password : (example) MITSUBISHI
o Confirm password : (example) MITSUBISHI

. ) Enter an e-mail address (To:) of the personal computer.
E-mail address (To:) setting

o No. 1 . (example) pcmailaddress@****.****.ne.jp

4) Address notification setting (Refer to Section 6.9.2)
[IP address setting]

Item Set value

o Select "Notify the IP address set in the "System setting" screen.".
Notification IP address o Select "Notify the HTTP port number set in the "System setting"
screen.".

[E-mail notification setting]

Item Set value

e Select "Notify an IP address at network connection".
IP address notification e Select "E-mail address (TO:) No. 1" as the destination of IP
address notification.

5) Account setting (Refer to Section 4.6.5)

ltem Set value

Enter the following setting for the accounting setting No. 1.
(Delete the default account.)

Account setting No. 1 ¢ User name : administrator001
e Password : (example) QJ71WS96ADMIN
e Confirm password : (example) QJ71WS96ADMIN

POINT

After changing the setting, make sure to click on the "Save" button.

The settings are updated when the "Update" button on the Setting update screen is

clicked, the programmable controller is powered off and then on, or the CPU module

is reset. (k)

* Note that the settings of the System setting and Dial-up setting are not updated
even if the "Update" button is clicked.
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(3) Network connection of Web server module
(a) Since "Automatic connection to network at start-up." is set in the automatic
network connection setting at start-up on the "System setting" screen, the
Web server module automatically makes network connection at start-up.

(b) Using GX Developer, confirm the following connection status of the Web
server module to the network with input signals of the buffer memory and
the programmable controller CPU.

1) Module READY (XO0) is on.

2) Network connection status (X4) is on.

3) IP address and subnet mask storage areas in the network connection
status area
o |IP address (buffer memory: 55 to 56)
e Subnet mask (buffer memory: 57 to 58)

() When connection to the network fails, connection error (X19) turns on and
an error code is stored into the connection error code area (buffer memory:
30).
Take corrective measures according to the troubleshooting.

POINT

In the network connection status area (buffer memory: 28 to 69), the current
network connection status of the Web server module can be confirmed.

(4) Receiving the account natification by the personal computer
By the address notification setting, the URL of the Web server module is sent by
e-mail to the destination e-mail address.

(Example) In the case of Microsoft® Outlook® Express 5.5

& QJ71WS96 URL Information
File Edit ‘“iew Toolz Message Help

2y Qy e = pas N F

Reply Feply &l Fomsward Frint Delete Frevious et Addreszes
From: 71596
Date: Tuesday, Movember 12, 2002 10:27 Ak

To: e R | "

Subject:  (J71WW53E URL Information

httpeffa | . . B0
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(5) Access to Web server module

(a) Starta Web browser on the personal computer and enter the Web server
module address obtained by the address natification function.

(b) When the user authentication screen is displayed at the time of access to
the Web server module, enter the account. (Setting in (2) 5))
User name : administrator001
Password : (example) QJ71WS96ADMIN

(c) The standard screen is displayed in the Web browser.

REMARKS

When using a modem for connection, make the dial-up setting as shown below.
For other than the following, the setting is the same as the one for ADSL.

ltem

Set value

Connection method

Select "Modem".

Connection account

Enter the account obtained from the Internet service provider.

Access point

Enter the access point of the Internet service provider.
e Point phone number 1 : (example) 000111222

Dial method

Select "Tone".

Retry

Set the number of retries to "3" times.

Modem attribute

Set the communication specifications between the Web server
module and the modem.

¢ Communication speed : 115200 bps

¢ Calling timeout : 100 seconds

e CALL function : Enable

e Disconnect function : Enable, 5 minutes
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5.3 Operation for Returning to One-to-one Connection

This section explains the operation for returning to one-to-one connection.

If connection of the Web server module to the network cannot be made or if the
network setting is to be changed, it is required to make one-to-one connection and
perform setting with the Web browser.

POINT

The setting of the Web server module can be changed via the network, however, it
is recommended to set it back to one-to-one connection.

5.3.1 Procedure for returning to one-to-one connection

The following is the operating procedure for returning to one-to-one connection.

Make the default operation setting in the switch setting | = - - (1) Switch setting of GX Developer

of GX Developer.

Connect the Web server module to the personal + + = For PC's network setting for one-to-one connection,
computer with a crossing cable. refer to Section 4.5.

On the following screens from the Administrative menu,| * * + System setting : Refer to Section 4.6.3
make network setting of the Web server module. Dial-up setting : Refer to Section 4.6.4
- System setting

* Dial-up setting

Reset the default operation setting in the switch « « + (2)Reset of switch setting of GX Developer
setting of GX Developer.

Power the programmable controller OFF and connect

the Web server module according to the network setting.

Completed

(1) Switch setting of GX Developer
Make the default operation setting in the switch setting of GX Developer.
Refer to Section 4.7 for details on the switch setting of GX Developer.

(@) Write "0003H" to Switch 2 in the switch setting of GX Developer.

Switch zetting for 1/0 and intelligent function module

Input format HE*. -

Slat Tupe Model name Switch 1| Switch 2| Swibch 3| Switch 4] Switch 5| =
0 |PLC PLC
1 000 Irteli J71WwWS 6 noon 0003
2 11
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(b) After writing the PLC parameters to the programmable controller CPU,
power the programmable controller off and then on or reset the CPU
module.

(c) The settings of the Web server module are as follows.
1) System setting
o I[P address :192.168.3. 3
e Subnet mask :255. 255.255.0
e Connecting through LAN or the router.
¢ Use the default HTTP port number (80).
¢ Use the default FTP port number (21).
¢ System name: QJ71WS96
¢ Do not execute network diagnoses (ping).
o Automatic connection to network at start-up.

2) Account setting

e User name :QJ71WS96 (All in uppercase)

¢ Password :MITSUBISHI (All in uppercase)

o Access authority :Device write/Tag component
write/Administrator

o Initial screen : Standard screen top page

3) IP filter setting
¢ Pass the IP packet that has not been set in [Filter setting]. (Without
filter setting)

(2) Reset of switch setting of GX Developer
After setting the Web server module with the Web browser, reset the default
setting in the switch setting of GX Developer.

(@) Write "0000H" to Switch 2 in the switch setting of GX Developer.

Switch setting for 170 and intelligent function module

Itk Farmat HEX. hd

Slat Tvpe I odel name Switch 1| Switch 2 | Switch 3] Switch 4 | Switch 5| +
0 |FLC PLC

00 Inted Q71598 0000 0aoa
2 1)

—

(b) After writing the PLC parameters to the programmable controller CPU,
power the programmable controller off and then on or reset the CPU
module.

(c) The settings made on the corresponding setting screen of the standard
screen of the Web browser are enabled.
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5.4 Network connection/disconnection procedures for non-continuous connection

This section explains the network connection and disconnection methods and their
combinations and the procedures for connecting to and disconnecting from the
network with sequence programs.

5.4.1 Network connection and disconnection methods and their combinations

This section provides the network connection and disconnection methods and their
combinations.

(1) Network connection methods
The following indicates how the Web server module connects to the network.
(a) Automatic connection at start-up
When "Automatic connection to network at start-up." is set in the system
setting, the Web server module automatically connects to the network at a
start. (Refer to Section 4.6.3.)

(b) Connection using sequence program
When Network connection request (Y5) turns from OFF to ON in a
sequence program, the Web server module connects to the network. (Refer
to Section 5.4.2.)

(c) Automatic connection at execution of dedicated instruction (WMSEND,
FTPPUT, FTPGET)
When the dedicated instruction is executed, the Web server module
automatically connects to the network. (Refer to Chapter 8.)

(d) Automatic connection at e-mail transmission or file transfer by logging
function
When e-mail transmission or file transfer is performed, the Web server
module automatically connects to the network. (Refer to Section 6.4.)

(e) Automatic connection at e-mail transmission by event function
When e-mail transmission is performed, the Web server module
automatically connects to the network. (Refer to Section 6.5.)

(f)  Connection by Call function (Only when modem is connected)
When the "Call function" is enabled in the dial-up setting, making a phone
call from a telephone to the Web server module side modem connects the
Web server module to the network. (Refer to Section 4.6.4.)

(2) Network disconnection methods
The following indicates how the Web server module disconnects from the
network.
(a) Disconnection using sequence program
When Network disconnection request (Y7) turns from OFF to ON in a
sequence program, the Web server module disconnects from the network.
(Refer to Section 5.4.2.)
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Disconnection using line disconnection part
When a button is clicked in a line disconnection part, the Web server
module disconnects from the network. (Refer to Section 7.4.3.)

Disconnection using Disconnect function (Only when modem is connected)
When the "Disconnect function” is enabled in the dial-up setting, the Web
server module automatically disconnects from the network if no access is
made to the Web server module for the specified period of time. (Refer to
Section 4.6.4.)

Automatic disconnection after completion of dedicated instruction
(WMSEND, FTPPUT, FTPGET)

When the Web server module has automatically connected to the network
at execution of the dedicated instruction, it automatically disconnects from
the network after the dedicated instruction is completed. (Refer to Chapter
8.)

Automatic disconnection after e-mail transmission or file transfer by logging
function

When the Web server module has automatically connected to the network
at e-mail transmission or file transfer, it automatically disconnects from the
network after e-mail transmission or file transfer. (Refer to Section 6.4.)

Automatic disconnection after e-mail transmission by event function

When the Web server module has automatically connected to the network
at e-mail transmission with "Disconnect from the network after sending
mail." enabled in the event setting, the Web server module automatically
disconnects from the network after e-mail transmission. (Refer to Section
6.5.)

When "Disconnect from the network after sending mail." was disabled in
the event setting, the Web server module does not disconnect from the
network after e-mail transmission.

POINT

(1) Before the Web server module is disconnected from the network, a measure
for the next network connection should have been taken.

(2) When the Web server module has automatically connected to the network at
execution of any of the following operations, it automatically disconnects from
the network after completion of the corresponding operation.

However, if any of these is executed with the Web server module connected to
the network (Network connection status (X4) is ON), the Web server module
does not disconnect from the network after completion of the operation.

- Execution of dedicated instruction (WMSEND, FTPPUT, FTPGET)

- E-mail transmission/file transfer by logging function

* E-mail transmission by event function
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(3) Combinations of network connection and disconnection methods
Combinations of the network connection and disconnection methods are
indicated below.

Disconnection

Disconnection

Disconnection

Disconnection

method ) o using Disconnect .
using using line ) Automatic
, . function . )
Connection sequence disconnection disconnection
(Only when modem
method program part .
is connected)
Automatic connection at start-up O O O X
Connection using sequence program O O O X
Automatic connection at execution of dedicated o
X X X
instruction (WMSEND, FTPPUT, FTPGET)
Automatic connection at e-mail transmission or
) . ) X X X O
file transfer by logging function
Automatic .
. .| Setto "Disconnect” X X X O
connection at e-mail
transmission by )
. Set to "Not disconnect" O O O X
event function
Connection by Call function
©) O O X

(Only when modem is connected)

O: Can be disconnected

X Cannot be disconnected
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5.4.2 Network Connection/Disconnection Processing Using Sequence Program

The Web server module must be connected to the network for access from the
external device.

With the Web server module connected to the network, access from the external
device by Web or FTP is available.

(1) Outline of connection/disconnection processing using sequence
program
(@) Connection/disconnection processing to/from the network using a
sequence program is required in the following cases:
1) Controlling the timing of connection/disconnection to/from the network
or connecting to the network in consideration of time is desired.

2) "No connection to network at start-up." is selected in the automatic
network connection setting at start-up on the "System setting" screen.

(b)  When Network connection request (Y5) is turned from OFF to ON, the Web
server module starts network connection processing.
Refer to Section 3.6.2 for Network connection request (Y5).

(c) When Network disconnection request (Y7) is turned from OFF to ON, the
Web server module starts network disconnection processing.
Refer to Section 3.6.2 for Network disconnection request (Y7).

(d) For connection/disconnection processing of the Web server module to/from
the network, System setting and Dial-up setting must have been completed.
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(2) Program example
This section explains programs for connection/disconnection using sequence
programs.
(@) Program execution environment
1)  Mount the Web server module on Slot "0" of the main base.
2) Connect the Web server module and the personal computer with a
crossing cable.
Web server module Crossing cable
‘X Personal computer
IP address 1192.168.3.3 IP address 1192.168.3.1
Subnet mask :255.255.255.0 Subnet mask :255.255.255.0
3) Make the following network setting of the personal computer.
IP address :192.168. 3. 1
Subnet mask : 255.255.255.0
4) Make the following Web server module setting with the Web browser.
(Use the default values for other than the following.)
o System setting (Refer to Section 4.6.3)
Item Set value

Network type setting

Select "Connecting through LAN or the router.".

IP address setting

Select "Use the following IP address.".
¢ |P address :192.168.3. 3
e Subnet mask 1255, 255.255. 0

Automatic network connection setting at start-up | Select "No connection to network at start-up.".

5) After writing the sequence program using GX Developer, power the
programmable controller off and then on or reset the CPU module.
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(b) Program example
Network connection processing
<Connection reguest ON >

X0 X4 Y5 Y7 M100
| ya Iy Ly |

I Zdi Zdl Zdl 11 [SET ¥5
Module R Connecti Connecti Disconne Connecti Gonnecti

EADY on statu on regue ction re on comma on regue
s st guest nd st

<CGlear normal complt. confirm Dl

[RST M301
Normal ¢
ompletio
n confir
med

<{Clear abnormal complt. confirm >

[RST M302 ]
Abnormal
complet
ion conf
irmed

<Clear connect error code confirm)|

[MOV HO D302 i
Gonnecti
on error
code co
nfirmed

<Gonfirming connection e

Y5 X5
I !}

Connecti Connecti

on regue on proce
st ssing

(M300 D)
Connecti
on confi
rmed

<CGonnection reguest OFF |
I

| A [RST Y5
Connecti Connecti Connecti

on regue on compl on regue
st ete st

<Normal completion confirmed ON >

X4
— | [SET M301
Connecti Normal ¢

on statu ompletio

s n confir
med

<Abnormal completion confirmed ON>

X1?

I
Connecti
on error

[SET M302 i
Abnormal
complet
ion conf
i rmed

<Gonfirming connection error code>|
Uuo\

[MOV G30 D302 }
Connecti  Connecti

on error on error

code code co

nfirmed
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Network disconnection processing
<Disconnection reguest ON >
X0 X4 Y5 Y7 M200
I | v dx rds !} {SET v
Module R Connecti Connecti Disconne Disconne Disconne
EADY on statu on regue ction re ction co ction re
s st guest mmand guest
<Clear disconnect complt. confirm>
[RST 401 b
Disconne
ction co
mplt. co
nfirmed
<Confirming disconnection Dl
Y7 X7
— | | (W00
Disconne Disconne Disconne
ction re ction pr ction co
guest ocessing nfirmed
<Disconnection reguest OFF >
Y7 X8
} | | [RST Y7
Disconne Disconne Disconne
ction re ction co ction re
guest mplete guest
<Disconnect complt. confirm ON >
[SET 401 b
Disconne
ction co
mplt. co
nfirmed
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6 FUNCTIONS
This chapter explains the functions of the Web server module.
6.1 Function List of Web Server Module

The following is the function list of the Web server module.

: _ Reference
Function Description ]
Section
) ) ) ) Section
Device monitor Monitors device values. 6.2.1
Section
Tag data monitor |Monitors tag data.
6.2.2
Loqai " Monitors loading dat Section
Monitor ogging monitor onitors logging data. 6.2.3
Function |Event history Section
. Monitors event histories.
monitor 6.2.4
PLC diagnostics . . Section
. Monitors programmable controller CPU operation status.
monitor 6.2.5
Self-diagnostics . . Section
. Monitors Web server module operation status.
monitor 6.2.6

Stores a set of device data of individual programmable controller CPUs on a
Tag function network as a tag, and collects those device data in tag unit. Section 6.3
Collected data can be displayed in the Web browser.

Stores tag data as a CSV file in time series at the user-specified execution
ing functi timing (by setting timing, start/stop condition). Secti
Logging function The stored file can be displayed in the Web browser or downloaded by FTP ection 6.4

operation, etc.

Monitors the programmable controller CPU status (CPU monitor), tag data (tag
monitor) and time (time/interval monitor), and stores the historical data of

) ) occurred events into CSV files. i
Event monitor function The stored files can be can be displayed in the Web browser or downloaded by Section 6.5
FTP operation.

At event occurrence, e-mail can be sent as necessary.

Used to send e-mail.
E-mail function * E-mail transmission by programmable controller CPU Section 6.6
= E-mail transmission by event monitor function

Used to transfer a file between the Web server module and external device.

FTP function = FTP server function Section 6.7
* FTP client function

Access log function Used to record access from the external device to the Web server module. Section 6.8
Address notification function |Used to notify the external device of the Web server module address. Section 6.9
b ; ) Backs up/restores the standard ROM, formats the compactflash card, and Section

ata management function performs CSV export/import. 6.10

. . . . . . Section
Diagnostic function Used to perform self-diagnostics and connection test of the Web server module. 6.11
User screen creation Creates user-original Web screens using the standard-supplied user parts

. Chapter 7

function (applet, SSI, CGl).
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6.2 Monitor Function
6.2.1 Device monitor

[Setting Purpose]
This monitoring function is used to specify one type of device to execute batch
monitor.
Users with the device write authority can write data in word unit or operate
ON/OFF data in bit unit.

[Start Procedure]
[Monitor screen] — "Device monitor" (refer to (1)) — — "Device test"
(refer to (2))

(1) Device monitor
[Setting screen]

m [Dewvice monitor] = Monitor screen = Device monitor
CPU name: Drata type: Diisplay Farm:
|U1Z Contral CPL [ Rt integer @& DEC Cikart matitar |
Device: € Lhitieger O HEX
IDD Stop monitor |
' Real number
0 ASCI character Device test |
Device +FEDC+E A2 84+76 5443 210 WYaue
i} ol100 00l0 0loo 0001 16961&!
DL o100 0l0o0 0loo 0011 17475
Dz 0100 0110 0100 0101 17989
D3 ooll oolo 0011 0001 12549
4 ooll oloo o011 0011l 13363
D5 goo0o0 o000 OO0OOO0O ODOOO o
I3 goo0o0 o000 OO0OOO0O ODOOO o
D7 o000 o000 0000 ODDODOOO o
I} goo0o0 o000 OO0OOO0O ODOOO o
el goo0o0 o000 OO0OOO0O ODOOO o
D10 l100 0000 0011 0o01l1a0 -16334
[Setting ltem]
ltem Description

CPU name Selects the access target CPU.

Device Specifies the device type and actual device number.

Data type Selects the data type.

Display form Selects the display form when the data type is 16 bit integer or 32 bit integer.

Start monitoﬂ Starts Device monitor.

Stop monitoﬂ Stops Device monitor.

|Device tesﬂ Performs a device test.
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1) Set the access target CPU.

2) Select the CPU name set in the access target CPU setting.
(Refer to Section 4.6.7 for the access target CPU setting.)

3) The CPU name drop-down list displays the setting No. and CPU
names of the access target CPU setting.
(Example) 01: Control CPU

4) By default, the host CPU of the Web server module is set as the
access target CPU setting No. 1.

Device

1) Specify the device type and actual device number of the device.
2) Specify Device specification by qualification (indexing, digit

specification, bit specification for word device) is not available.
3) Refer to Appendix 2 for the accessible devices

Data type

Select the data type of the word device.

16 bit integer
32 bit integer
Real number

: Displayed as a 16 bit integer.
: Displayed as a 32 bit (double word) integer.
: Displayed in real number.

ASCII character : Displayed in ASCII characters.

Display form

Select the display form when the data type is a 16 bit integer or 32 bit

integer.

DEC: Displayed in decimal.
HEX: Displayed in hexadecimal.

Monitor form

The monitor form is indicated below.
(Example) When the data registers (DO and later) are displayed as 16 bit
integers in decimal

Device +FEDC+B &9 84+76 5443210 WYalue

1] o100 oo0olo0o 0lo0 0001 16361
D1 o100 0100 01lo0o0 0011 17475
14 o100 0llo0 0loo0o 0101 17385
D3 ooll oolo 0011l o001l 12549
D ooll o100 0011 0011 13363
L5 gooo0oo0 ooo0oO0 DOOO OOOO 1}
i o000 0OO0DOO0O ODOO0OO0O ODOOO 0
1 gooo0oo0 ooo0oO0 DOOO OOOO 1}
D5 goo00 0O0OOQO0O 0DO0OQOOQO OOOOD 0
1] aooo00 o000 DOOO0O OOOO i}
D10 l100 oooo0 0DO11 0010 -l6334
\ v )\ ~ _/\ )

1) 2) 3)

The devices are displayed.

The bit ON/OFF statuses are displayed. (1: ON, 0: OFF)
The values stored in the word devices are displayed.
(DEC/HEX display)
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(2) Device test
Executing device test turns the bit device of the programmable controller CPU
on/off forcibly or changes the current value of the word device.
Only users with the device write authority are allowed to conduct this test.
Refer to Section 4.6.5 for the user authority.

[Setting screen]
(When Data type is 16 bit integer/32 bit integer)  (When Data type is Bit)

Devieo tos
CPU name: |D1: Control CPU Set | CPU name: |D1: Control CPL Set |
Device: |DD Device: |MD
[iata bype: | 16bit integer j % Diata type: | Bit j %
Input form: | DEC d Input forrm: | J
Sefting value:  [100 Sefting value: @& gy  OFF

Wwharning: Applet Window Wwarning: Applet Window

[Setting ltem]

ltem Description
CPU name Displays the CPU name on which the device test will be performed.
Device Specifies the device type and actual device number.
Data type Selects the data type of the value to be set.
Input form Selects the input form when the data type is 16 bit integer or 32 bit integer.
Setting value Sets the setting value.
Executes the device test.
|m Cancels the setting and returns to the Device monitor screen.

(@) CPUname
The CPU name on which the device test will be performed is displayed.

(b) Device
1) Specify the device type and actual device number.
2) Device specification by qualification (indexing, digit specification, bit
specification for word device) is not available.

(c) Datatype
Select the data type of the value to be set.
Bit : Set in bit unit. (Enabled when bit device is used)
16 bit integer : Set as a 16 bit integer. (Enabled when word device is used)
32 bit integer : Set as a 32 bit (double word) integer. (Enabled when word
device is used)

(d) Input form
Select the input form when the data type is a 16 bit integer or 32 bit integer.
DEC: Set in decimal.
HEX: Set in hexadecimal.
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(e) Setting value
1)  When setting the data type as a 16 bit integer or 32 bit integer, set a
new value in accordance with the DEC/HEX input form.
2) When setting the data type in bit, set ON/OFF.

POINT

(1) The device test may affect the control of the programmable controller. Ensure
safety before execution.

Device test
[ 100 ] will be written to device [ D0 .
|z it O to proceed?

Cautior:
Control of the PLC may change. Ensure zafety before execution.

es

Warning: Applet ‘Window

(2) A user without the device write authority is not allowed to conduct the device
test.
When the device test is attempted, the following screen appears.

Device monitor

Mo write authority iz identified.
Log in again with a uzer name that has write-authority enabled, and then execute again.
ERR 0903h

0K

Warning: Applet ‘Window

(3) When Device write disable request (YA) has been set to "Disable", the device
test is not available.
When the device test is attempted, the following screen appears.

Device monitor

Wwiiting to device iz disabled.
Tum OFF the device write dizable signal and re-execute.
ERR 0907h

0K

Wwarning: Applet Window
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6.2.2 Tag data monitor

[Setting Purpose]
This monitoring function is used to monitor the tag data, which have been
collected by the Web server module with the tag function, in tag unit.
Refer to Section 6.3 for the tag function.
By conducting a tag component test, users with the tag component write
authority can write tag data in the component unit.

[Start Procedure]
[Monitor screen] — "Tag data monitor" (refer to (1)) — [Tag component test| —
"Tag component test" (refer to (2))

(1) Tag data monitor
[Setting screen]

Home = Monitor screen = Tag data monitor

T ag name:

| 01: line 1 ;I Start monitan |
Tag component test

Component name Walue

01: pres. production 550 ;I
02: target/day 1000

03 temperature 55

04: pressure 107

[Setting ltem]

ltem Description
Tag name Selects the tag name to perform tag data monitor.
’m Starts tag data monitor.
lml Stops tag data monitor.
|T=ag component tesd Performs a tag component test.
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(@) Tagname
1) Set the tag data to perform tag data monitor.
2) Select the tag name set in the tag setting.
(Refer to Section 6.3.3 for the tag setting.)
3) The Tag name drop-down list displays the setting No. and tag names
of the tag setting.

(b) Monitor form
The monitor form is indicated below.

Component name Walue
01: pres. production RA0
02 target/day 1000
03 temperature 255
04: pressure 107
- J N\~ ~ _/

1) 2)

1) Components set in the tag are displayed.
2) The values stored for the components are displayed.
e The values stored for the components are displayed in the display
form set in "Component setting" of the tag setting.
¢ "ERR***h" is displayed when an error has occurred in the collection
of the component. (**** indicates the error code.)
¢ "NO DATA" is displayed when no component has been collected.

(2) Tag component test
Executing the tag component test changes the current value of the tag data.
Only a user with the tag component write authority is allowed to conduct this test.
Refer to Section 4.6.5 for the user authority.

[Setting screen]

Tag component test
Taq name: |D‘I: lire: 1 Set |
Component name: | 02 target/day j

_ Cancel
[rata type: |S|ng|e wiord
Setting value: |1 500
warning: Applet Window

[Setting ltem]

ltem

Description

Tag name

Displays the tag name to perform the tag component test.

Component name

Selects a component name to be tested.

Data type

Displays the data type of the selected component.

Setting value

Sets the setting value.

Executes the tag component test.
|[Cancel Cancels the setting and returns to the Tag data monitor screen.
6-7 6-7
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Tag name
The tag name to perform the tag component test is displayed.

Component name

1) Select the component name set in "Component setting" of the tag
setting.
(Refer to Section 6.3.3 for "Component setting" of the tag setting.)

2) The Component name drop-down list displays the setting No. and
component names of the Component setting.

Data type
The data type of the selected component is displayed.

Setting value

Set the setting value according to the data type of the selected component.

1)  When the data type is single word, double word or real number, set a
new value in decimal. (*1) (*2)

2) When the data type is Bit, set ON/OFF.

3) When the data type is String, set a character string.

*1 When operation specification has been set to the target component,
carry out an inverse operation to operation specification for the setting
value and write the result to the device.

(Example) When "100" is set as the setting value for the component in
which "Single word" has been set as Data type and "X2" as
Operation specification, "100 / 2 = 50" is actually written to
the device.

Note that, an error may be produced between the setting value and the

actually written component value.

(Example) When "107" is set as the setting value for a component in
which "Single word" has been set as Data type and "X2" as
Operation specification, "107 / 2 = 54" is actually written to
the device.
The component value to be displayed on the Tag data
monitor is "54 X 2 = 108".

Tag component test

Although [ 107 | haz been specified,

[ 108 ] will be written to [ pressure | according to the component setting.
|z it OK to proceed?

Cautior:

Control of the PLC may change. Ensure safety before execution.

e

Warning: Applet Window

*2 When a real number is written to the target component, a rounding error
may be produced.
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POINT

(1) The tag component test may affect the control of the programmable controller.
Ensure safety before execution.

Tag component test

[ target/day | will be written ta [ 1500 | according to the component setting.
|z it O to proceed?

Cautior:
Control of the PLC may change. Ensure zafety before execution.

es | Mo |

Warning: Applet ‘Window

(2) A user without the tag component write authority is not allowed to conduct the
tag component test.
When the tag component test is attempted, the following screen appears.

Tag data monitor

Mo write authority iz identified.
Log in again with a uzer name that has write-authority enabled, and then execute again.
ERR 0903h

0K

Warning: Applet ‘Window

(3) When Device write disable request (YA) has been set to "Disable", the tag
component test is not available.
When the tag component test is attempted, the following screen appears.

Tag data monitor

Wwiiting to device is dizabled.
Turn OFF the device write dizable signal and re-execute.
ERF 0308h

0K

Warning: Applet ‘Window

(4) When "Data write" of the tag setting has been set to "Disable", the tag
component test is not available. (Refer to Section 6.3.3 for the tag setting.)
When the tag component test is attempted, the following screen appears.

Tag data monitor

"Dizable’ iz zet in "'Data ‘wiite' in [T ag setting].
Enter "Enable” to "Data ‘wiite' in [Tag zetting] and re-execute.
ERF 0905k

Warning: Applet ‘Window
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6.2.3 Logging monitor

[Setting Purpose]
This monitoring function displays the logging data that have been collected by the
Web server module with the logging function.
Refer to Section 6.4 for the logging function.
The display form is selectable from List or Graph.
The contents of the logging file located under /ROM/WWW/LOGGING/ or
/CF/LOGGING are displayed.

[Start Procedure]
[Monitor screen] — "Logging monitor” (list) — Select "Graph" as Display form. —

"Logging data" (graph)

[Setting screen]

Home = Monitor sereen » Logzing monitor

Dizplay form:

List - Load

Logaing name: Specified file:
| 2 production mrgmt =l [product1.Csy =1 Open file

Date product & ;I product B ;I product C ;I product D ;I
200310403 20:04:02 0 0 0 0 =t
200310408 20:05:02 10 i 2z 1

2003410408 20:06:02 20 10 4 2

2003410408 20:07:02 30 18 B 3

2003410408 20:08:02 40 20 g 4

2003410408 20:09:02 50 25 10 5

2003410408 20:10:02 B0 a0 12 B

2003410408 20:11:02 70 34 14 7

2003410408 20:12:02 g0 40 16 g

200310408 20:13:.02 40 45 13 ]

200310408 20:14:02 100 a0 20 10

200310408 20:15:02 10 a5 22 1"

200310408 20:16:02 120 B0 24 12 ||
200310408 20:17:02 130 65 28 13

2003410408 20:18:02 140 70 28 14

2003410408 20:159:.02 150 78 30 146 -

[Setting ltem]

ltem Description
Logging name Selects the logging name to perform the logging monitor.
Specified file Selects the logging file to perform the logging monitor.
Display form Selects List or Graph.
Im Displays the logging data on the logging monitor screen.
Open [Opens the Iogg.ing ﬁle stored on the Web server m.odule directly. (% 1)
| Save |[Saves the logging file to the personal computer. (File download)

k1 When Microsoft © Office 2007 or later is used, the files stored on the Web server
module cannot be opened due to enhanced security of Microsoft ® Office. Open
the file stored on the personal computer.
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(1) Logging name
(a) Set the logging data to perform the logging monitor.

(b) Select the tag name set in the logging setting.
(Refer to Section 6.4.4 for the logging setting.)

(c) The Logging name drop-down list displays the setting No. and tag names of
the logging setting.

(2) Specified file
(a) Setthe logging data file to perform the logging monitor.
(b) Select the file from the current file and saved files of the logging data
specified as the logging name.

Specified file:

| «— Present file

product!_20031008_202654_00000002.C5Y -
product!_20031008_202714_00000003.C5V <— Saved file

(3) Display form
Select the display form of the logging monitor.
List : Logging data are displayed in list form.
Graph : Logging data are displayed in graph form.

(4) List
Logging data are displayed in list form.
Dizplay form:
Logging name: Specified file:
| 2 production mngrmt =l Iproducn.CSV =l Open file
(a) — 3 Date product & =[moduct B = [eroduct © =|[product D =] +— (b)
2003410408 20:04:02 1} 1} ] 0 =
2003410408 20:05:02 10 g 2 1
2003410408 20:06:02 20 10 4 2
2003410408 20:07.02 a0 16 B 3
2003410408 20:08:02 40 20 g 4
2003410408 20:09.02 a0 25 10 5
2003410408 20:10:02 60 30 12 [
2003410408 20:17:.02 70 34 14 7
2003410408 20:12:02 a0 40 16 8 >(C)
2003410408 20:13:02 a0 45 18 a
2003410408 20:14:02 100 a0 20 10
2003410408 20:15:02 110 a5 22 11
2003410408 20:16:02 120 0] 24 12
2003410408 20:17.02 130 BS 26 13
2003410408 20:18:02 140 70 28 14
2003410408 20:19:02 140 Ta 30 15 =l )
(a) Data

The logging dates and times are displayed.
(Example) 2002/08/08 08:58:17

(b) Select the component to perform the logging monitor. (Up to four
components can be selected.)

(c) The values stored in the components are displayed.
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(5) Graph
Logging data are displayed in graph form.

Digplay form:
IElaph - Load
Logging name: Specified file:

| 2: production mngmt ;l |pmduct1.CSV ;l Open file

(a) — Caomponent 1 200
Ipmduct & -

Caomponent 2,
Ipmduct B -
Caomponent 3

Ipmduct C -

Camponent 4;

Ipmduct ) -

b oale (makimum (c)
( )_' ! |]200 // >

Scale [minimunm]:
[o —
Mo, of horizontal grid lines: / |
3 = L] | ]
/ -'_;)-'_'__—'_F
Paints: [ St I BE— T |
o = f/fid_r———‘ n
| »

Refresh graph | 2003410408 20:04:02 2003410408 20:23:02 /

(a) Specify the component to be monitored. (Up to four components can be
specified.) (1)

(b) Specify the maximum and minimum values and No. of horizontal grid lines
in the graph. (*1)

1 ) Scale [maximum]:

|2DD

2) Sizale [minimum]:

—

3) Mo of horizontal grid lines:

Em——

20 -

4) Paints:

5) Refresh araph |

1) Specify the maximum value of the graph.
(Can be entered as a decimal integer or real number form
(decimal/exponential form).)
2) Specify the minimum value of the graph.
(Can be entered as a decimal integer or real number form
(decimal/exponential form).)
3) Specify the No. of horizontal grid lines in the graph. (Setting range: 0 to
9)
4) Specify the point number of the displayed logging data.
(Setting range: 10, 20, 50, 100, 200, 500, 1000, 2000, 5000, 10000)
5) The graph is refreshed in accordance with the settings of 1) to 4).

(c) The stored values for the components at the time of logging are displayed.

1) Horizontal axis: Logging date and time (example) 2002/08/05
08:58:17
At the left end, the date and time of the oldest data in
the graph display range is displayed.
At the right end, the date and time of the latest data in
the graph display range is displayed.

Vertical axis : Value stored in the component

As the maximum value, the value set in Scale
(maximum) is displayed.
As the minimum value, the value set in Scale
(minimum) is displayed.

2) The graph lines are displayed in different colors by component.

*1 The specified values are discarded when the logging name is reselected or
the logging monitor screen is redisplayed.

6-12 6-12
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6.2.4 Event history monitor

[Setting Purpose]
This monitoring function displays the history of the events occurred in the Web
server module and saved with the event monitor function.
Refer to Section 6.5 for the event function.
RCPU cannot perform the CPU monitor. ("System error” is displayed in the
operation status.)

[Start Procedure]
[Monitor screen] — "Event history monitor" (CPU event) — 1)
1) — Select "Tag event" as Event type. — "Event history monitor (Tag monitor)"
1) — Select "Time/Interval event" as Event type. — "Event history monitor
(Time/Interval event)"

[Setting screen]

Es| [Event history monitar] | Home = Monitor scrsen » Event history monitoy

Event type

ITag event ;I Load |

Date Ewent number  Statugz Tag name Camponent name Condition Trigger valus Camponent walue  E-mail sending
2002/11/28 20:30:52 1 Ocoumence 02 production mngmt 01: product & = 100 100 Mone ;‘
200211428 20:31:34 1 Occurence 02 production mngmt 01: product & = 100 100 Mone
2002/11/28 20:3216 1 Ocoumence 02 production mngmt 07: product & = 00 100 MNone
2002411428 20:32:16 |2 Occumence 02 production mngrt 02: product B »= 50 180 Mane

[Setting ltem]

ltem Description

Event type Selects the event type.

|lLoad Loads event history data.

(1) Eventtype
Select the event type to be monitored.
¢ CPU event (Refer to (2))
e Tag event (Refer to (3))
¢ Time/Interval event (Refer to (4))
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(2) CPU event
The CPU event history is monitored.
The contents of /ROM/WWW/EVENT/CPUWATCH.CSV are displayed.

Ewvent type:
|EIF'U event =1 Leed] |

(f) (i) (i) (i) (f) (i)

Date Ewent number  Status CPU name Operation status E-mail sending
200211413 18:03:02 |1 Occurrence 01: Contral CPU Mormmal STOP MHaone L=
200241113 18:0326 1 Restoration 071: Contral CPU Momal RUN - e
20024111318:0331 1 Occurence 071: Contral CPU Momal STOP MHone

(a) Date

The date and time when the event occurred/was restored is displayed.
(Example) 2002/08/05 08:58:17

(b) Event number
1) The event number of the event occurrence/restoration is displayed.
2) The event number is the No. set in "CPU event setting" of the event
setting.

(c) Status
The occurrence/restoration of the event is displayed.

(d) CPU name
1) The name of the CPU where the event occurred/was restored is
displayed.
2) The setting No. and CPU names set in the access target CPU setting
are displayed in the CPU name column.
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(e) Operation status
The operation status of the programmable controller CPU in which the
event occurred/was restored is displayed.
Item Description

Normal STOP The programmable controller CPU is stopped with no error.
Normal RUN The programmable controller CPU is running with no error.
PAUSE The programmable controller CPU is pausing.
Warning STOP (1) The programmable controller CPU is stopped with a continue error.
Warning RUN The programmable controller CPU is running with a continue error.

System error

The programmable controller CPU is in a stop error status or cannot
communicate with the target programmable controller CPU (e.g.
network error).

*1 In the QCPU (Q mode) function version A, QCPU (A mode), QnrACPU and ACPU,
a warning STOP does not occur when the programmable controller CPU is

stopped with a continue error. (A system error occurs.)

() E-mail sending
The e-mail transmission status due to event occurrence is displayed.
ltem Description

None E-mail transmission has not set for the event that occurred.

, E-mail is being sent according to the setting for the event that
Sending

occurred.

Complete E-mail was sent according to the setting for the event that occurred.
ERR****h

(*kindicates the error code)

Since an error occurred, e-mail transmission failed.

(3) Tag event

The tag event history is monitored.
The contents of ROM/WWW/EVENT/TAGWATCH.CSV are displayed.

Event type;

| Tag event

(@)

.

Date

Event number  Status

=l

(b)

'

Load |

© @
v v

Tag name

() ) (9) (h) ()

v ' . '

Component name Candition Trigger value Component value  E-mail sending

2002411428 20:30:52 [1 Ocourence 02: production mngmt 07: product & 100 100 M one ;I
2002411428 20:31:34 1 Occurence 02 production mngmt 01: product & 100 100 MNone
2002411428 20:32:16 1 Occurence 02 production mngmt 01: product & = 100 100 Mone
20024117420 20:32:16 (2 Occurence 02 production mngrat 02: product B »= 50 150 Mone
(a) Date
The date and time when the event occurred/was restored is displayed.
(Example) 2002/08/05 08:58:17
6-15
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(b) Event number
1) The event number of the event occurrence/restoration is displayed.
2) The event number is the No. set in "Tag event setting" of the event
setting.

(c) Status
The occurrence/restoration of the event is displayed.

(d) Tagname
1) The name of the tag in which the event occurred/was restored is
displayed.
2) The setting No. and tag names set in the tag setting are displayed in
the tag name column.

(e) Component name
1) The name of the component in which the event occurred/was restored
is displayed.
2) The setting No. and component names of "Component setting" in the
tag setting are displayed in the component name column.

()  Condition
The monitor condition for the event occurrence/restoration is displayed.
= <> >= > < <=

(g) Trigger value
The trigger value for the event occurrence/restoration is displayed.

(h) Component value
The component value at the time of the event occurrence/restoration is
displayed.

(i) E-mail sending
The e-mail transmission status due to event occurrence is displayed.

Item Description
None E-mail transmission has not set for the event that occurred.
) E-mail is being sent according to the setting for the event that
Sending
occurred.
Complete E-mail was sent according to the setting for the event that occurred.
ERR****h

Since an error occurred, e-mail transmission failed.

(*kindicates the error code)
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(4) Time/Interval event
The time/interval event history is monitored.
The contents of /ROM/WWW/EVENT/TIMWATCH.CSV are displayed.

Event type:

| Time/Irterval event

(a)

v

Drate

Event number  E-mail sending

(b)

v

Load |

()

200211413 18:06:47

D

Mone

2002411413 18:06:47

Mone

2002A114318:07:47

Mone —

200211413 18:08:47

Mone

200211413 18:0%:47

Mone

2002141318:10:47

Mone

20021141318:11:47

.
n
n
n
n
n
n
n

Mone

20021143181 2:47

Mone

(a) Date

The date and time when the event occurred is displayed.
(Example) 2002/08/05 08:58:17

(b) Event number
1) The event number of the event occurrence is displayed.
2) The event number is the No. set in "CPU event setting" of the event

setting.

(c) E-mail sending
The e-mail transmission status due to event occurrence is displayed.

ltem

Description

None

E-mail transmission has not set for the event that occurred.

Sending

E-mail is being sent according to the setting for the event that
occurred.

Complete

E-mail was sent according to the setting for the event that occurred.

ERR****h

(*kindicates the error code)

Since an error occurred, e-mail transmission failed.
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6.2.5 PLC diagnostics monitor

[Setting Purpose]
This monitoring function is used to monitor the operating status/error information
of the programmable controller CPU.
RCPU does not support the PLC diagnostics monitor function.

[Start Procedure]
[Monitor screen] — "PLC diagnostics monitor"

[Setting screen]

Home = Monitor screen = PLC diagnostics monitor
CPU name:
|D1. Control CFU ;I Start maritar |
Stop monitor |
CPU operation Switch information
Dperation status: |STDP STOP |
Ma. Present emar Date Time
Enorstatus: [3103[LINK PARAERROR zo0z1128 [an3ms9 Details
Mo. Errar message Date Time
Eror history: 1500 [AC DOWN 2002-11-25 09:43.37 2| Details
1500 |AC DOWN 200211-25  [18:26:33 Details
1500 |AC DOWN 200211-25  [21:14:34 Details
1500 |AC DOWN 200211-28 (151618 Details
1500 |AC DOWN 200211-28  [19:.07.22 Details
1500 |ac DOWM 2002-11-28 19:15:36 Details
303 |LINK PARAERROR 2002-11-28 20:38:59 +| Details
[Setting ltem]
ltem Description
CPU name Selects the access target CPU.
Operation status Displays the operation status and switch status of the programmable controller CPU.
Error status Displays the current error status.
Error history Displays the error history.
Start monitoﬂ Starts PLC diagnostics monitor.
Stop monitoﬂ Stops PLC diagnostics monitor.
|Details Displays the details of an error.
POINT
For the error definition/corrective action of the error code, refer to the User's Manual
(Hardware Design, Maintenance and Inspection) of the CPU module or Help of GX
Developer.
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(1) CPU name
(a) Setthe access target CPU.
The C Controller module cannot be monitored. To monitor the operation
status and error information of the C Controller module, use the C
Controller setting utility.

(b) Select the CPU name set in the access target CPU setting.
(Refer to Section 4.6.7 for the access target CPU setting.)

() The CPU name drop-down list displays the setting No. and CPU names of
the access target CPU setting.
(Example) 01: Control CPU

(d) By default, the host CPU of the Web server module is set as the access
target CPU setting No. 1.

(2) Operation status
The operation status and switch information of the programmable controller CPU
are displayed.

(3) Error status
The current error status and the time of error occurrence are displayed.

(4) Error history
The history of up to 16 errors is displayed.

(5) Details
The details (error code No., error message, etc.) of the error are displayed.
Error information D etails
Mo [proz
Error message: ’W
Date: I
Time: B
Comman eror information:
Drive Pragram memarny
File name W
Individual emor information:
Nothing
Close
Waming: Applet Window
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6.2.6 Self-diagnostics monitor

[Setting Purpose]

Self-diagnostics monitor monitors the LED status and error status of the Web
server module.

[Start Procedure]
[Monitor screen] — "Self-diagnostics monitor"

[Setting Screen]

f-diagnaostics monitor

LED status:  RUN |:| Start marnitar |

ERROR - Stop monitor |
Error status: Clear eror status |

Mo, Present eror Diate

Time
|0615 |Excessive number of zaved logging files ermor |2003—lD—09|20: 40:10 |
Enrar history: Clear eror histary |
Mo Error message Date Time
0814 |E-mail zending not pozsible 2003-10-09|20:37:14 ;I
0615 |Ewxcessive number of zaved logging files ermor 2003-10-09|20:39: 34

[Setting ltem]

Item Description
LED status Displays the LED status of the Web server module.
Error status Displays the latest error code.
Im Turns off the ERR. LED and clears the error status.
Error history Displays a history of errors.
I[Clear error history] Clears the error history.
’m Starts self-diagnostics monitor.
IWonitorl Stops self-diagnostics monitor.
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(1) LED status
e The LED status (RUN LED, ERR. LED) of the Web server module is displayed.
Refer to Section 4.3 (1) for the LED indications.

(2) Error status
o The status of the current error area (address: 140 to 145) of the buffer memory
is displayed.
Refer to Section 9.3 for the error code.

(3) [Clear error status] button
e Turns off the ERR. LED, X10 to X19, and X1C.
o Clears the current error area (address: 140 to 145) of the buffer memory.
¢ Clears "Present Error" displayed in the system monitor of GX Developer. (Refer
to Section 9.2.2.)
¢ A module stop error (ERR. LED flicker) cannot be cleared.

(4) Error history
o The status of the error log area (address: 150 to 247) of the buffer memory is
displayed.
Refer to Section 9.3 for the error code.

(5) [Clear error history] button
o Clears the error log area (address: 150 to 247) of the buffer memory.
o Clears "Error Display" displayed in the system monitor of GX Developer. (Refer
to Section 9.2.2.)
¢ A module stop error (ERR. LED flicker) cannot be cleared.
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6.2.7 Precautions for using monitor function
This section explains the precautions for using the monitor function.

(1) Precautions for displaying the monitor screen
(a) Since the monitor screens use the Java applet, Java VM is required for the

Web browser to execute the applet.
Refer to Section 3.1 REMARKS] (2) and (3) for how to download Java VM.

(b) Display of each monitor screen may take a little while.
When displaying a monitor screen on the Web browser, do not switch the
monitor screen to another until it is fully displayed.
Doing so may display an error dialog box.
To display the monitor screen, select the monitor screen from the monitor
screen menu again.

(c) If communication is interrupted due to some reason while monitoring the
system from a monitor screen, or if monitoring is executed before
connecting the Web server module to the network, the monitor screen may
not be correctly displayed on the Web browser even after restoration or
restart of communications.

To display the monitor screen, select the relevant screen from the monitor
screen menu again or restart the Web browser to execute the monitoring.

(d) If the personal computer is switched to the standby or hibernation status
during monitor operation on the monitor screen or the user screen, the
monitor operation may stop after the personal computer resumes from
standby or hibernation.

In this case, restart the monitor operation.
To avoid the standby or hibernation status of personal computer, set the
following.

(Example 1) For Microsoft® Windows® 7 Professional operating
system
[Start] — [Control Panel] — [System and Security] —
[Power Options] — [Change when the computer sleeps]
— [Change advanced power settings] —
"Power Options" screen —<Advanced settings> tab

33 Power Options (RIS
| Advanced settings |
- Select the p lan that you want to customize, and

|y P
| £ then choose settings that reflect how you want your
computer to manage power.

| [Bolenced (Active] -

& Desktop background settings
& Wireless Adapter Settings

o Sleep after
Setting: Never

5 Allow hybrid sleep
Setting: Off

er
Setting: Never
& Allow wake tmers
1SR cattinne

Restore plan defaults |
OK [ Cancel
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(Example 2) For Microsoft® Windows® XP Professional operating
system
[Start] — [Control Panel] — [Performance and
Maintenance] — [Power Options] — "Power Options
Properties" screen —< Power Schemes> tab

Power Options Properties @E‘
Fower Schemes | Advanced | Hibemate | UPS

e Select the power scheme with the most appropriate settings for
this computer. Note that changing the settings below will modify
the selected scheme.

Power schemes

Home/Office Desk -

Setlings for Home/Dffice Desk power scheme

Turh off maritor: Asfter B minz v
Turn off hard disks: After 30 mins v
System standby: MNever v
System hibemates: MNever v

I Ok [}J [ Cancel ] [ Apply

(e) Temporary Internet files settings/delete
1) Select any other than "Never" for "Check for newer versions of stored
pages" in temporary Internet files settings of the Web browser.
If "Never" is set, the old screen (the one saved in the temporary

Internet files) is displayed unchanged when the file is read from the
Edit screen, etc.

(Example 1) For Microsoft® Windows® 7 Professional operating
system and Internet Explorer® 8.0
[Tools] — [Internet Options] — <General> tab —
button under "Browsing history" — "Temporary
Internet Files and History Settings" screen

Temporary Internet Files and HTSLOE Settings - i

i Temporary Internet Files

Internet Explorer stores copies of webpages, images, and media
far faster viewing later,

Chedk for newer versions of stored pages:
Every time I visit the webpage
Every time I start Internet Explorer

@ Automatically
Never

Disk space to use (8-1024VE8) 50 =
{Recommended: 50-250ME)
Current location:

Ci\Users) WLocalMicrosoft\Windows\Temporary
Internet Files\,

| Move folder... | ‘ Wiew objects ‘ | View files |
History

Spedify how many days Internet Explorer should save the list

of websites you have visited.

Days to keep pages in history: 20

OK[ | Cancel ‘
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(Example 2) For Microsoft® Windows® XP Professional operating
system and Internet Explorer® 6.0
[Tools] — [Internet Options] — <General> tab —
in "Temporary Internet files" — "Settings"
screen

Settings @@
Check for newser wersions of stored pages:
"
& () Every visit ta the page
Q Ewery time wau start Internet Explorer

() Aukomatically

() Newver

Termporary Internet files Folder

Current location:  Ci\Documents and
Settings | E L ocal
Settings\Temporary Internet Files)

amount of disk space to use:

j 1224 | MB

’ Maove Folder. .. ][ Wiew Files. .. ][ ‘iew Objects. .. ]

[ oK ] [ Cancel ]

(Example 3) For Microsoft® Windows® 98 operating system and
Internet Eprorer® 5.5
[Tools] — [Internet Options] — <General> tab —
Temporary Internet Files Settings..| — "Settings" screen

Settings H

Check for newer versions of stored pages:
éy r Every vizit bo the page

" Evem time vou start Intermet Explorer

T Mever

Tempaorary Intermet files folder

Current location; C D OWSYT emporary [ntermet Filesh

Amount of disk space o use;

1) BEEI: MB

Move Folder. .. | Wiew Files... | View Objects... |

Ok [l Cancel |
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2) The old screen (the one saved in the temporary Internet files) may be
displayed unchanged if the file is read from the User HTML, Edit
screen, etc.

In that case, delete the temporary Internet files (cache) of the Web
browser and read the file again.
(Example 1) For Microsoft® Windows® 7 Professional operating
system and Internet Explorer® 8.0
[Tools] — [Internet Options] — <General> tab —
— button under "Browsing history" — " Delete
Browsing History" screen

.
Delete Browsing Histol

i

Preserve Favorites website data
Keep cookies and temparary Internet files that enable your favorite
websites to retain preferences and display faster,

1) Select the (D porary Internet files
opies of webpages, images, and media that are saved for faster
checkbox. viewing.
Cookies

Files stored on your computer by websites to save preferences
such as login information.

History

List of websites you have visited.

Form data
Saved information that you have typed into forms.

Passwords

Saved passwords that are automatically filed in when you sign in
to a website you've previously visited,

InPrivate Filtering data
Saved data used by InPrivate Filtering to detect where websites may
be automatically sharing details about your visit.

2) Click this button.

When using Java VM (Oracle Corporation) for <applet>:
[Control Panel] — Select "Small icons" for "View by". —
"Java"(:1) - <General> tab — button —
button — " Delete Temporary Files"

screen

Delete Temporary Flla-

/ | % Delete the following temporary files?

V| Applications and Applets

V| Trace and Log Files

Cancel

*1 Display of "Java" varies depending on the Java VM
version



6 FUNCTIONS

MELSEC-Q

(Example 2) For Microsoft® Windows® XP Professional operating
system and Internet Explorer® 6.0
[Tools] — [Internet Options] — <General> tab —
in "Temporary Internet files" —
"Delete Files" screen

Delete Files F§|

'E Delete all files in the Temporary Inkernet Files

£ vou can also delete all wour offline conkent stored

locally,

Delete all offline content

[ Ok H Cancel ]

When using Java VM (Oracle Corporation) for <applet>:
[Control Panel] — "Switch To Classic View" —»

"Java" (*1) - <General> tab — -

— "Delete Temporary Files" screen

Delete Temporary Files B|

P Delete the Following tempoarary files?
\‘-ﬁ
Downloaded Applets
Downloaded Applications

Other Files

*1 Display of "Java" varies depending on the Java VM
version.
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(Example 3) For Microsoft® Windows® 98 operating system and
Internet Explorer® 55

[Tools] — [Internet Options] — <General> tab —

[Temporary Internet Files Delete Files..|— "Delete Files"
screen

Delete Files

‘E Delete all fles in the Temporam Intemet Files folder?

ou can alzo delete all vour offling content ztored
locally.

v L

0K & | Cancel |

When using Java VM (Oracle Corporation) for <applet>:
[Control Panel] — "Java" (1) — <General> tab —

Delete Files| — "Delete Temporary Files" screen
Delete Temporary Files [ x|

@ Delete the following tempaorary files?

¥ Downloaded Applets

¥ Downloaded Applications
¥ Other Files

: Cancel |

*1 Display of "Java" varies depending on the Java VM
version.

POINT

To shorten the page display time, the Web browser saves one-displayed pages in a

special folder (temporary Internet files).
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In the security level setting of the Web browser, set the security level of the

Internet and Intranet zones to "Default Level".
Make the setting in the "Internet Option" screen.

(Example 1) For Microsoft® Windows® 7 Professional Operating System

and Internet Eprorer® 8.0

[Tools] — [Internet Options] — <Security> tab

¥ 7

| General | Security |Privacy | Content I Connections I Programs | Advanced|

Select a zone to view or change security settings.

@ «& J O
Internet  Localintranet  Trusted sites  Restricted
sites

Internet

9 This zone is for Internet websites, =i
except those listed in trusted and
restricted zones,

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
— - Prompts before downloading potentially unsafe
content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode {requires restarting Internet Explarer)

| Custom Ievel...q| Default level

| Reset all zones to default level |

[ OK ]| Cancel || Apply |

e

(Example 2) For Microsoft® Windows® XP Professional operating system

and Internet Explorer® 6.0
[Tools] — [Internet Options] — <Security> tab

Internet Options

General| Security |F'rivac:_l,l Content | Connections || Programs | Advanced

Select a‘Web content zone to specify itz security settings.

® @ 0 ©

Internet Local intranet  Trusted sites  Festicted
sites

Internet
Thiz zone contains all wWeb sites you
haven't placed in other zones

Security level for thiz zone
Move the slider to zet the security level for thiz zone.
| Medium
- Safe browsing and still functional
- Prompts before downloading potentially unsafe content
- Unzigned ActiveX controlz will not be downloaded
- Appropriate for most Internet sites

Custom Level...

[ QK ][ Cancel ][ Apply
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(Example 3) For Microsoft® Windows® 98 operating system and Internet
Explorer® 5.5
[Tools] — [Internet Options] — <Security> tab

Internet Options
General Security l Eontent] Eonnections] Programs] Advanced]
Select a‘web content zone to specify itz security zettings.

= O @

Internet Localintranet  Trusted sites  Restricted
sites

Internet
Thiz zone containg all ‘Web sites you
hawven't placed in other zones

Security level for thiz zone
Move the zlider to zet the security level for this zone.

- | - Medium-low

- Same as Medium without prompts

- Muost content will be run without prompts

- Unzigned Active controlz will not be downloaded
“_1 - Appropriate for sites on your local network, [intranet]

LCusztom Level... | QefauItLevelg

,Tl Caricel | Apply |

(g) Detailed setting
Reset the advanced settings of the Web browser to default (the settings
when the product is installed for the first time).
Make the setting in the "Internet Options" screen.
(Example 1) For Microsoft® Windows® 7 Professional operating system and
Internet Explorer® 9.0
[Tools] — [Internet Options] — <Advanced> tab

Internet Options [ |
| General I Security I Privacy I Content I Connections I Programs | Advanced [
Settings
=] ~
[ Always expand ALT text for images I

[] Enable Caret Browsing for new windows and tabs
[ Move system caret with focus/selection changes
[7] Reset text size to medium for new windows and tabs
Reset text size to medium while zooming™
[T Reset zoom level for new windows and tabs

:jj Browsing
Automatically recover from page layout errors with Compe
[ Close unused folders in History and Favorites*
Disable script debuaging (Internet Explarer)
Disable script debugging (Other)
[T pisplay a notification about every script error

[¥] Display Accelerator button on selection
1] 1 ¢

*Takes effect after you restart Internet Explor
ﬁ;dvanced settings D

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

condition.

‘fou should only use this if your browser is in an unusable state,

'::t}' Some settings are managed by your system administrator,

T
&
=1

OK ] [ Cancel
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(Example 2) For Microsoft® Windows® XP Professional operating system
and Internet Explorer® 6.0
[Tools] — [Internet Options] — <Advanced> tab

Internet Options E]E]

General | Security | Privacy | Content| Connections | Programs | Advanced

Settings:

Use HTTP 1.1 ~
[ Use HTTP 1.1 through prosy connections
g Java [Sun)
Use Java 2 v1.4.2_03 for <applet> [requires restart]
@ Microsaft Wi
[ Java console enabled [requires restart]
[ Java logaing enabled
(R .IIT cornpiler for vitual machin enabled [requires
88, Multimedia
Enable Automatic Image Resizing
Enable Image Toolbar [requires restart]
Flay animations in web pages
Flay sounds in web pages
Play videos in web pages
[ Show image download placeholders
Show pictures v
< >

‘ Restore Defaults .

[ Ok H Cancel ][ Apply ]

To use Microsoft® VM, clear the "JIT compiler for virtual
machine enabled (requires restart)" check box.

(Example 3) For Microsoft® Windows® 98 operating system and Internet
Explorer® 5.5
[Tools] — [Internet Options] — <Advanced> tab

Internet Options ﬂ E
Generall Securityl F'rivac:_l,ll Eontentl Eonnectionsl Programs ~ Advanced

Settings:

O Check for server certificate revocation [requires restart) ;I
Check for signatures on downloaded programs
O Do nat save encrypted pages to disk
O Empty Temparary Intemet Files folder when browser is closed
Enable Integrated Windows Authentication [requires restart]
Enable Prafile Assistant
Use S5L2.0
Use S5L 3.0
[ UseTL5 1.0
wam about invalid site certificates
‘wharn if changing between secure and not secure mode
“warm if forms subrittal is being redirected
ERL
O Java console enabled [requires restart)
O Java logging enabled

Bestore Defaults [N

s

QK I Cancel | Apply |

To use Microsoft® VM, clear the "JIT compiler for virtual
machine enabled (requires restart)" check box.
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(2) Precautions for executing the device test/tag component test
(@) The device test/tag component test may affect the control of the
programmable controller CPU.
Ensure safety before execution.

(Example) When the device test is executed

Device test

[ 100 ] will be written to device [ DO ],
|z it O to proceed?

Cautior:
Control of the PLC may change. Ensure zafety before execution.

es | Mo |

Warning: Applet ‘Window

(b) A user without device write/tag component write authority is not allowed to
conduct the device test/tag component test.
When the device test/tag component test is attempted, the following screen
appears.

(Example) When the device test is attempted

Device monitor

Mo write autharity iz identified.
Log in again with a uzer name that has write-authority enabled, and then execute again.
ERR 0903h

0K

Warning: Applet ‘Window

(c) When Device write disable request (YA) has been set to "Disable", the
device test/tag component test is not available.
When the device test/tag component test is attempted, the following screen
appears.

(Example) When the device test is attempted

Device monitor

Wwiiting to device is dizabled.
Tumn OFF the device wite dizable signal and re-execute.
ERR 0907h

0K

Warning: Applet ‘Window

(d) When "Data write" of the tag setting has been set to "Disable", the tag
component test is not available. (Refer to Section 6.3.3 for the tag setting.)
When the tag component test is attempted, the following screen appears.

Tag data monitor

"Dizable’ iz zet in "Data ‘wiite' in [T ag setting].
Enter "Enable’ to "Data ‘wiite' in [T ag setting] and re-execute.
ERF 0905h

Warning: Applet ‘Window
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6.3 Tag Function

6.3.1 Tag function

Device | Value
D100 100
D200 20.3
D300 9
D400 70

Device | Value
D10 1280
6-32

The tag function is designed to store a set device data of individual programmable
controller CPUs on the network as a tag, and collect those device data in tag unit.

(1) Tag
(a) Atagis a data table contains a set of data (components) required to access
the device data of the programmable controller CPUs on the network.

(b) For component, set the communication path, data type, device, etc.
required to access the device data of individual programmable controller
CPUs.

() The Web server module collects device data in tag unit at an interval
defined in the tag.

(d) The tag data collected by the Web server module can be monitored from
the Web browser by specifying the tag name.

2) .CO”eCtS Qevice dgta Web server module External device
in tag unit according 3) Specifies a tag (Client)
to the tag setting. name to display

the tag data.

3 <aoooooo>

nnnnuE

-
-
(Component name) :
Pressure = Tag setting Tag data monitor
Temperature g Tag name : Tag name:
Water level - 01: Process A 01: Process A
Humidity E Component name CPU name | Device Component name Value
: Pressure CPU1 D100 Pressure 100
: Temperature CPU1 D200 Temperature 20.3
- Water level CPU1 D300 Water level 9
N Humidity CPU1 D400 Humidity 70
R Quantity of production CPU2 D10 Quantity of production| 1280

(Component name) 1) Sets a tag and its components
Quantity of production in Web browser.
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(2) Tag setting
(@) Setatagin the tag setting of the Administrative menu. (Refer to Section
6.3.3)

(b) Up to 64 tags can be registered.
(c) Up to 64 components can be registered for each tag.

(d) Set the communication path to access the programmable controller CPU in
the access target CPU setting. (Refer to Section 4.6.7 for the access target
CPU setting.)
When setting the component, specify the communication path (CPU name)
set in the access target CPU setting.

ﬁ Sets a tag on the Tag setting.

Tag setting: No.1 N
Tag setting Mo, m

Tag name |production mngmt | (within 16 characters)

Sampling: € Mot execute
@ Execule Interval [10 [seconds](1 to 32767)
€ Execute at high speed  Interval [1 1 00[miliseconds](1 to 600)

[ Update before logging
Data write: & Disable © Fnable

Component setting: No.1

Makes communication
path Settmg on the SO (Nurmber of characters [ (110 32))
Access target CPU - [EE—
setting.

6.3.2 Setting procedure for tag function

The setting procedure for using the tag function is given below.

Create a network environment for Web server module|- - - Refer to
to access the Web server module from a personal Section 4. 6.
computer.

!

Make access target CPU setting on the Access target|* = * Referto
CPU setting. Section 4. 6. 7.

| Set a tag on the Tag setting. | + = = Referto
l Section 6. 3. 3.

| Monitor the set tag on the Tag data monitor. | * + + Referto
Section 6. 2. 2.

Completed
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6.3.3 Tag setting

[Setting Purpose]
1) In the tag setting, set a tag.
On the Edit screen (Tag setting), set the tag name, tag collecting interval, etc.
2) In the component setting, set components for each tag.

On the Edit screen (Component setting), set the access target CPU, data type,
device, etc.

[Start Procedure]

Tag setting (Refer to (1))

|4L>| Edit screen (Tag setting) (Refer to (2)) ‘
2)

2
Component setting (Refer to (3)) |<—)>| Edit screen (Component setting) (Refer to (3))‘

1) Tag setting
[Administrative menu] — "Tag setting" — Select Tag setting No. and click on
— "Edit screen" (Tag setting)

2) Component setting
[Administrative menu] — "Tag setting" — Select Tag setting No. and click on
IComponent setting — "Component setting" — Click on Select component
setting No. and click on — "Edit screen (Component setting)"

(1) Tag setting
Make tag setting.
Up to 64 tags can be set.

[Setting screen]

| Home » Administrative mem > Tag setting

Editl Delste | Cormponent setting |

Sampling Interval | Update before lnggmg | Data write

1 linel 10 [seconds] Hot execute Disahle

2 production mngrat 10 [seconds] Mot execute Disahle

Co3

[Setting ltem]
ltem Description

ltem Selects the tag No. that will be edited or deleted or whose component will be set.
Tag name Displays tag names.

Sampling interval

Displays the collecting cycle of the tag data.

Update before logging

Displays Whether tag collecting is executed or not before logging.

Data write Displays Whether data can be written to the tag or not.
|’§it| Edits the selected tag.
|Delete Deletes the selected tag.

[[Component setting|

Sets the component of the selected tag. (Refer to (3))
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(2) Edit screen (Tag setting)
Set the tag name, tag collecting interval (Sampling), etc.

[Setting screen]

Save |

Home = Administrative mem = Tag setting = Edit screen( T ag setting)

Back | Load |

Tag setting MNo. m

Tag name: IIine1 (withity 16 characters)

Sampling: ¢ Not execute

Diata write: & Disahle € Enable

® Execute Interval |10 [seconds](1 to 32767)

 Execute at high speed  Interval |1 z100[millizeconds](1 to 600)
[ Update hefore lngging

[Setting ltem]

Iltem Description
Tag name Sets the tag name. (within 16 characters)
Sampling Sets the collecting interval of the tag data.
Data write Sets whether data can be written to the tag or not.
Saves the setting.
The settings are updated when the "Update" button on the Setting update screen is clicked, the
programmable controller is powered off and then on, or the CPU module is reset.
Ilm / [m] Discards the changed setting and returns to the Tag setting screen.
Select tag setting No. Loads the parameters of the No. selected in tag setting No. and displays them on the Edit
and click on [Load| screen.
(@) Tag name (within 16 characters)
1) Set the tag name.
2) For tag data monitoring, logging setting, etc., specify the tag name set
in this setting.
3) Refer to Appendix 4 (5) for the characters applicable to the tag name.
(b) Sampling
Select the tag collection method from among any of the following 1) to 3)
and 4).
1) Not execute (*1)
e Tag data are not collected.
¢ Select this item when executing tag collection with the dedicated
instruction TAG or when making setting only and not executing tag
collection.
2) Execute (Sampling interval: 1 to 32767s) (1)

Tag data are collected once when the Web server module is started or
the setting is updated, and thereafter are collected at the specified
interval. If a dedicated instruction or an FTP/Web browser operation is
concurrently executed, the sampling interval may exceed the set value.
The current sampling interval value can be checked using Collection
monitor cycle area (address: 800 to 803). (Refer to Section 3.8.9.)
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3) Execute at high speed (Sampling interval: 1 to 600 x100ms)
Tag data are collected once when the Web server module is started or
the setting is updated, and thereafter are collected at the specified
interval.
4) Update before logging.
¢ When this setting is valid, tag collection is executed before logging,
regardless of the settings of the above 1) to 3).
o Set this item when it is desired to execute tag collection in
synchronization with logging.

*1 Regardless of this setting, tag collection is performed when the
dedicated instruction TAG is executed.

)
@)

(4)

()

POINT

(1) When "Execute at high speed" has been selected, be sure to create a user-

setting system area in the program memory of the control CPU.
In the case of a redundant system, create two user-setting system areas of the
same volume for the redundant CPUs in both systems. (Refer to in
this section.)
When the control CPU is Universal model QCPU, RCPU, or C Controller
module, creation of a user specified system area is not required.
"Execute at high speed" can be registered to only one tag. (Multiple setting not
allowed)
The access target CPU of the tag component that selected "Execute at high
speed" is the access target CPU setting No. 1 (control CPU). (Fixed)
The device of the tag component that selected "Execute at high speed" can be
set within a total of 96 points.
(Example) When the component data types are all set to "Double word (2
points)", up to 48 component settings can be registered.
If system switching occurs in the redundant CPUs, tag collection may stop for
approx. 15 seconds.

(c) Data write: Disable/Enable
1) Set whether data can be written to the tag or not.
Disable: Write to the tag data (device) is disabled.
Enable: Write to the tag data (device) is enabled.
2) When "Disable" is selected, the data cannot be written from "Tag
component test" in the Tag data monitor or the user screen (write part).

POINT

After changing the settings, make sure to click on the "Save" button.

The settings are updated when the "Update” button on the Setting update screen is
clicked, the programmable controller is powered off and then on, or the CPU
module is reset.
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(3) Component setting
Set components for each tag.
Up to 64 components can be registered for each tag.
Component setting is registered in order of serial numbers starting from the
setting No. 1.
Component registration is not valid with any omitted setting.

[Setting screen]

| Home = Adwinistrative mem = Tag setting > Component setting

Add | Edit| Delete | Back |

1 product & 01: Control CPU Single word D500 Deciraalil decital places)  Mone

~
2 produwctB 01: Control CPU Single word D501 Deciraali decital places)  Mone
3 productC 01: Control CPU Single word D502 Deciraalil decital places)  None
4 productD 01: Control CPU Single word D503 Deciraal(D decital places)  Mone
® 5

[Setting ltem]

Iltem Description
Tag name Displays the setting No. and name of the tag being edited.
Item Selects the component No. that will be edited or deleted.

Component name

Displays the component name.

CPU name Displays the access target CPU.

Data type Displays the data type to be collected.

Device Displays the device data to be collected.

Display form Displays the display form of the real number.

Operator Displays whether a mathematical operation is specified for the collected data or not, or the
specified mathematical operation.

Operand Displays the addend, subtrahend, multiplier or divisor of the mathematical operation.

Adds an component.

Clicking on the "Add" button displays the setting edit screen for new component (next No. after
the last component).

(In the case of the above screen, the edit screen for setting No. 5 is displayed.)

|Edi Edits the selected component.
Deletes the selected component.
The settings of the components after the deleted setting No. are shifted up. (%)
|Delete] * When the component has been set with the user part of the user screen creation function,

reexamine the parameters since the setting No. is changed. (Refer to Chapter 7 for the user

part.)
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POINT

(1) Before making component setting, it is required to make tag setting on the
"Edit screen (Tag setting)".

If any component has a wrong device number in the component setting, the
other component that has a device of the same access target CPU will also
result in an error.

Reexamine the device numbers set in the component setting.

[Component setting]

)

S;Jrrnngonent CPU name Device
A 01:Control CPU D20000 |<«— Wrong device number.
B 01:Control CPU DO
C 05:QCPU001 D100
[Tag data monitor]
Component
name Value
01:A ERRFFFEh <4— Device number error (FFFEh)
02:B ERRFFFEh <4— As component "A" of the same access
03:C 100 target has an error, component "B" also

results in error.

(4)

Edit screen (Component setting)
Set the access target CPU, data type, access device, etc.

[Setting screen]

: Home » Administrative merm = Tag setting = Edit screen(Component setting)
Save | Back | Load |
Tag name: / Component setting Mo m
Component name IpdeudA (within 16 characters)
CPU narne: IEH: Control CFU 'l
Data type: [Single word =] (Number of characters [T (1 to 32))
Drevice: IDEDD
Display form.  [Decimal =] (Mumber of decimal places J1 (010 63
Operator Im
Operand: [ 32768 10 32767

[Setting ltem]

|Load

Item Description

Component name Sets the component name. (within 16 characters)

CPU name Sets the access target CPU name.

Data type Sets the data type to be collected.

Device Sets the device data.

Display form Sets the display form of the real number.

Operator Sets a.mathematical operation to be performed for the collected data, or no mathematical
operation to be performed.

Operand Set the numeric value to be mathematically operated for the collected data.
Saves the setting.

The settings are updated when the "Update" button on the Setting update screen is clicked, the
programmable controller powered off and then on, or the CPU module is reset.

[BacK / [Cancel Discards the changed setting and returns to the Tag setting screen.

Tag name Displays the tag setting No. and tag name being edited.

Select component Loads the parameters of the No. selected in component setting No. and displays them on the

setting No. and click on |Edit screen.

Up to "setting number + 1" can be selected.

6-38
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Component name (within 16 characters)

1)

Set the component name.

2) Refer to Appendix 4 (5) for the characters applicable to the component
name.
CPU name
1) Set the access target CPU.
2) Selects the CPU name set in the access target CPU setting.
(Refer to Section 4.6.7 for the access target CPU setting.)
3) The CPU name drop-down list displays the setting No. and CPU
names of the access target CPU setting.
(Example) 01: Control CPU
4) By default, the host CPU of the Web server module is set as the
access target CPU setting No. 1.
5) When "Sampling: Execute at high speed" is selected in the tag setting,
the access target CPU setting No. 1 (control CPU) must be set. (Fixed)
Data type
1) Select the data type of the collected data (device data).
Single word : Set for data of single word.
Double word : Set for data of double word.
Real number : Set for data of real number.
Bit : Set for bit data (Enabled for bit device)
String : Set for character string. ()
2) For a word device, Single word, Double word, Real number or String
can be selected.
For a bit device, Bit can be selected.
3) When "Bit" has been selected, data in 1-bit unit (0/1) is handled.
4) When "String" has been selected, set the number of characters. (1 to
32 bytes)
*  When the data type is "String", the device value is as described below.
¢ When the device value is not ASCII code, it is replaced by a "."
(period: 2EH).
Web server module cannot access Unicode character data in RCPU.
¢ When the device value is a",", (comma: 2CH), it is replaced by a "."
(period: 2EH). (To differentiate it from the delimiter of the CSV file)
¢ When the device value is a termination character (NULL code: 00H),
the subsequent character data are ignored. (The character string is
regarded as completed.)
Device
1) Specify the device type and actual device number.
2) Device specification by qualification (indexing, digit specification, bit
specification to word device) is not available.
3) Refer to Appendix 2 for the accessible devices.
4) When "Sampling: Execute at high speed" is selected in the tag setting,

set the device within a total of 96 points.
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(e) Display form

1) Set the display form of the real number.
Decimal/Exponential
2) Set the number of decimal places. (0 to 6)
3) Enabled when the data type is either of the following.
¢ Real number type
¢ Single word/Double word (After operation, a numeric value below
decimal point may be produced.)

()  Operator

Set a mathematical operation to be performed for the collected data, or no
mathematical operation to be performed.
(None, +, -, *,/)

(g) Operand

Set the numeric value to be mathematically operated for the collected data.
(-38768 to 32767)

(1)

(2)

POINT

When collecting multiple device data of the same programmable controller
CPU, registering them as the components of the same tag will make the
collecting operation more efficient than registering them to different tags.
After changing the settings, make sure to click on the "Save" button.

The settings are updated when the "Update" button on the Setting update
screen is clicked, the programmable controller is powered off and then on, or
the CPU module is reset.

REMARKS

(1) How to create user setting system area

Format PLC memory
Connection target information

Connection interface |USE PR |F'LE module

Taiget PLC

Target memon

Format Type

" Do not create a user setting system area (the necessary system area only]

The following provides how to create a user setting system area in the program
memory of the control CPU.

[Start Procedure]
GX Developer — [Online] — "Format PLC memory"

[Operation Procedure]
1) Select "Create a user setting system area" as the Format Type on the
Format PLC memory screen.
2) Secure 1K step of "High speed monitor area from other station" for each
Web server module. (1)
3)Format the PLC memory.

Station o, |Host PLC type [H25PH

|Prugram memorg/Device memory ﬂ

& Create a user setting systern area . . .
K steps *1 The area size of 1K step is required
High speed monitor area from ather station, 1 (015K steps]
E per Web server module separately
Online change area of multiple blocks.
{Orline change area of FE defintion/ST ] 0 =] Kateps frO(ro/l thg gr_:_ea used for GX Developer
and/or .

Execute Close |
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6.4 Logging Function
6.4.1 Logging function
The logging function stores tag data as a CSV format logging file into standard ROM or

CompactFlash card in time series at the user-specified execution timing (by setting
timing, start/stop condition).

TIVME product A product B product © product D
1141472002 16:18:51 100 6595 28 139
Tag data will be logged.
[TIME product A product B product C product D
1171472002 16:18:51 100 6595 8 139
1171472002 16:13:51 100 700 2680 140

(1) Logging file can be monitored/downloaded
The logging file can be monitored on the logging monitor screen.
Also, the logging file can be sent to the external device by downloading it from

the logging monitor screen or using E-mail delivery/file transfer.

Web server module External device

]

2) According to the logging setting, 3) Specifies a logging (
Web server module logs name to display the ¢
tag data. logging data.

‘I
! Tag data i III»
'
'

I
'I'/-g
Co iy

000000000000C>

=a ||

»

m | Logging setting Logging monitor

-

- Tag name:| Logging interval (seconds) |[= - Logging name: Display form:

- Process A | Interval specification (300 seconds) Process A List (*)

u Process B | Interval specification (60 seconds) Date Pressure [ Temperature | Water level | = =

-

- Process C | Time specification (05:00:00) 02/07/01 09:00:00 90 20.3 9

-

: \ 02/07/01 09:05:00 97 20.5 7

= 1) Makes logging setting in 02/07/01 09:10:00| 101 20.4 8

: Web browser. 02/07/01 09:15:00 100 20.4 10
L] 02/07/01 09:20:00| 103 20.2 13

* Logging data can be viewed as a list or a graph.
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(2) Logging data before and after event occurrence can be stored
By setting the occurrence of an event as the start/stop condition of logging,
logging data before and after event occurrence can be stored.

This enables only necessary data to be stored without the logging data before

and after event occurrence being buried in the file.

Web server modulew

occurrence

After event occurrence, logging
stops in specified time.

2003/11/01 13:54:00

2003/11/01 13:54:14

2003/11/01 13:54:24

2003/11/01 13:54:34

2003/11/01 13:54:44

2003/11/01 13:54:54

2003/11/01 13:55:04

2003/11/01 13:55:14

2003/11/01 13:55:24

2003/11/01 13:55:34

2003/11/01 13:55:44

2003/11/01 13:55:54

2003/11/01 13:56:04

2003/11/01 13:56:14

2003/11/01 13:56:24

2003/11/01 13:56:34

2003/11/01 13:56:44

2003/11/01 13:56:54

Data before and after
event occurrence are
always located in the
latest positions.

POINT

Since the tag data collected by the Web server module are logged, it is required to
make tag setting in advance when using the logging function.
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6.4.2 Logging file
This section explains logging files.

(1) Where logging files are saved
(@) Logging files are stored into standard ROM or CompactFlash card.

(b) When a logging file is created, the directory of the file name set at "File
name" in the logging setting is created under the following directory, and
the logging file is stored there.

1)  When standard ROM is specified : IROM/WWW/LOGGING
2)  When CompactFlash card is specified : /CF/LOGGING

(Example) When the logging file of file name "LOGNAME" is stored into
standard ROM

Standard ROM: /ROM/WWW

S —

LOGGING :‘»LOGNAME LOGNAME.CSV <— Currently logging file

00000001.CSV <— Saved file (oldest)
00000002.CSV
00000003.CSV
00000004.CSV
00000005.CSV
00000006.CSV <— Saved file (newest)

to

(2) File capacity and processing performed when file becomes full
(a) File capacity
The capacity of a logging file is determined by any of the following.

| Gowe) (oo

Number of lines Size Time

(b) What file becomes full means
Indicates that the currently logging file has reached the specified file
capacity and no more data can be written to that file. (%1)

*1 Regardless of the file capacity setting, a file becomes full when:
o The number of lines reaches 10000;
o The file size reaches 512k bytes; or
¢ Any tag setting (number of components, component name) change is
made to the file that is executing logging.
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(c) Processing performed when file becomes full

1) Creating new file and saving current file
When the currently logging file becomes full, a new file is created.
The file that has become full is renamed and saved. (Creation of saved
file)

2) Saved files names
Saved files names are consecutively numbered with 8 digits
(hexadecimal).
By setting the "Saved files names" in the logging setting, the name,
date and time can be added to the saved file name.

(Example) LOGNAME_20030702_201230_00000001.CSV

T o r 1

Name Date Time Serial number (8-digit hexadecimal)
(Serial number is always added)

3) When storing saved file into external device
By setting "External storage setting" in the logging setting, the saved
file can be sent by E-mail or transfered when it is stored.

A S— ./_\__
LOGGING :‘»LOGNAME LOGNAME.CSV | 4— New file is created.
. - 3
00000001.CSV | 4— File that has become full is renamed

. and saved. (Saved file)

[ ]indicates the setting item of logging setting. [Saved file name]

=i
00000001.CSV | «+— Saved file is sent by E-mail or transferred.

[ [External storage setting] |

(d) When the date and time are greatly increased due to the time acquisition
from the CPU No.1
The process when the file capacity is full may not be executed even when
the date and time before and after the time acquisition is elapsed for the
date and time specified in "Time specification" of "File capacity".
Refer to Section 3.9 for the acquisition timing of Web server module.

When the number of saved files exceeds the set value
When the number of saved files exceeds the set value, operation is performed
according to the setting of "When the number of saved files exceeds the above
set value" in the logging setting.
(@) When "Overwrite" is selected

Deletes the oldest file and keeps on logging.

(b) When "Stop" is selected
Stops logging.
A logging saved file number over error (615h) occurs. (Refer to Section
9.3))
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The number of saved files . [When the number of saved files
[Saved file name]
exceeds the set value. exceeds the above set value]
Stop l Overwrite
Logging is stopped. | LN "When the number of saved files is '5"
LOGGING LOGNAME| LOGNAME.CSV _ .
:“ <« The .oldest file is deleted and logging
! ! 00000002.CSV continues.
00000003.CSV
00000004.CSV
00000005.CSV
00000006.CSV <4i— Saved file (newest)

[ ] indicates the setting item of logging setting.

(4) File format
The file format of a logging file is shown below.

| TIME | , |Component name 1 |’|Component name 2 |’ |Component name 3|’ |Component name 4 |’ |Component name 5| [CR+LF]
51— 2002/07/01 09:00:00 | | 1 || 100 ]| 123 || 2123 || 1280 | [CR+LF]
[ 2002/07/01 09:05:00 | | 2 | | 97 || 125 | [ 2544 || 1280 | [CR+LF]
| 2002/07/01 09:10:00 | | 3 | | 101 | | 125 || 2343 || 2300 | [CR+LF]
| 2002/07/01 09:15:00 | | 4 |l 100 ] 123 || 2438 || 3504 | [CR+LF]
[ 2002/07/01 09:20:00 | | 5 | 103 || 126 || 2397 || 5034 |[CR+LF]
\ J
Y

Number of components (Max. 64)

(Example) CSYV file display

TIME product A product B product © product D
1141452002 16:18:51 100 G55 278 139
114142002 16:18:51 100 700 280 140
11/14/2002 16:20:51 100 705 282 141
1141452002 16:21:51 100 710 284 142
1141442002 16:22:51 100 715 286 143

*1 When the tag whose data are collected at high speed is selected, the data
are displayed in 100ms units.

(Example) 2003/07/01 09:00:00.1

100ms units (for high speed collection only)

(5) Precautions for displaying CSV file on spreadsheet software
When a CSV file is opened on spreadsheet software, data of date, time and
some characters such as "=, +, -, %" may not be correctly displayed due to data
conversion.
In this case, first open the CSV file with a text editor and confirm that the logging
data are contained correctly.
Then, confirm the specifications of the spreadsheet software and make setting so
that the file is displayed correctly.
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The setting procedure for use of the logging function is indicated below.

Create a network environment for Web server
module to access the Web server module from a
personal computer.

Make access target CPU setting on the Access
target CPU setting.

Set a tag on the Tag setting.

!

Make logging setting on the Logging setting.

!

When sending a saved file by e-mail, make e-mail
setting on the E-mail setting.

l

When transferring a saved file to the FTP server,
make destination FTP server setting on the FTP

setting.
Completed

Refer to
Section 4. 6.

Refer to
Section 4. 6. 7.

Refer to
Section 6. 3. 3.

Refer to
Section 6. 4. 4.

Refer to
Section 6. 6. 3.

Refer to
Section 6. 7. 3.
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6.4.4 Logging setting

[Setting Purpose]
Make the setting for logging tag data.

[Start Procedure]
[Administrative menu] — "Logging setting" (refer to (1)) — Select logging setting
No. and click on — "Edit screen" (refer to (2))

(1) Logging setting
Make logging setting.
Up to 64 logging settings can be performed.

[Setting screen]

m = <)

£ 1 process s processi OSY Standard ROM same as the tog sampling inferval ~ Start at start-up  CPU event No.1{after 60 seconds) Specification for number of lines(1000Lines) 4dd  4dd  Add 100(Overwrite) 0L peme B gl s g Do ot tremsir

2

[l

[Setting ltem]
Iltem Description
ltem Selects the logging No. to be edited or deleted.
Tag name Displays the logged tag name.
File name Displays the logging file name.
Save in Displays the location where the logging file will be saved.
Schedule setting Displays the execution timing and conditions for start/stop.
) . Displays the file capacity, number of saved files, and operation performed when the number of
Saved file setting .
saved files exceeds the set value.

External storage setting |Displays whether or not the saved file will be sent by E-mail delivery or file transfer.
| Edits the selected logging.
| Deletes the selected logging.
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(2) Edit screen
Set the tag to be logged, execution timing, file capacity, etc.

[Setting screen]

Save | Back | Load |
ogaing seting Mo [T
Tag name: [14 process £ -
File pame: [processA | 05V (1 10 8 charasters)

Savein:  |Standard ROM ¢ Standard ROM can be selected for saving the setting No. 1 to 4 only )

Timing: & Yame as the tag sampling interval
© Interval specification 50 [seconds)(1 to 26400)

€ Time specification |00 =] -[00 =]  [00]2] ¢howsr i e seennd

Condition for Start: @ Start at start-up.

€ Da not start.
€ Slart al the specified time after event ocourrence. € CPU svent sefling Vo 0T B 7 aer[1 ] seconds (0w 32767
@ Tag cvent setting Mo ’T;I / aﬁ.ﬂ'ln_ seconds (0 to 32767)
& Time/Interval event setting Mo [<J8] 7 aftee [T seconds (0to 32767
© Start at the specified time, lﬂ lﬂ ,ﬂ (hourmimie second)
Condition for Stop: € Do nat stop.
@ Stop at the specified lime after event occurrence, @ CPU event selting No 0Tl 7 ater [0 | seconds (010 32767
€ Tag event seting No[=H / aner[l ] seconds 0to 32767
© Timeflnterval event setting 1o [~ 2]/ aer [l seconds (010 32767)
€ Stop at the specified time. [o0 & [o0 & : [00 8 choue minutessecona)
File capacity @ Specification for nurmber of ines [T000 [Lines](1 to 10000} / For high speed logging( 100 to 10000)
€ Size specification [ IKB101 0 512) # For high speed Togging 10 to 512)
€ Time specification [0 T8 /o0 T8 : [00 TR compmon inons)
Saved file name: ¥ #dd the name specified at [File name]
7 Add the date
% Add the time,

MNugrher of saved files: 100 (1 to 1000)

When the number of saved files excesds the above set value

@ Overwrite (Delsis the oldsst fils and kesp on logging)
© Stop (Stop logging)

External storag ling
E-toail delivery: ) Send a saved file to the following e-mail address

1Jm - e = =l

2JDo natsend =l
300 natsend =l

File transfer: [ Transfer a saved file to the following FTP server.
1[0 nattransfer [

[Setting ltem]

ltem Description
) . Sets the tag to be logged, logging file name, and the location where the logging file will be
Logging setting
saved.
Schedule setting Sets the execution timing and conditions for start/stop.

Saved file setting

Sets the file capacity, number of saved files, and operation performed when the number of
saved files exceeds the set value.

External storage setting

Sets whether or not the saved file will be sent by E-mail or transfered.

Saves the setting.
The settings are updated when the "Update" button on the Setting update screen is clicked, the
programmable controller is powered off and then on, or the CPU module is reset.

|BacK /[Cancei

Discards the changed setting and returns to the Logging setting screen.

Select logging setting
No. and click on [Load

Loads the parameters of the No. selected in logging setting No. and displays on the Edit

screen.
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(@) Tagname

1) Set the tag name to be logged.

2) Select the tag name set in the tag setting.
(Refer to Section 6.3.3 for the tag setting.)

3) When using the logging function, it is required to set the tag in
advance.

4) The tag whose data are collected at high speed can be selected in
only one logging setting. (Multiple setting not allowed)
For the tag whose data are collected at high speed, its displayed tag
name is followed by "(3¢)".
(Example) 04: Process A(*)

(b) File name
1) Set the file name of the logging file. (1 to 8 characters)
2) Refer to Appendix 4 (3) for the characters applicable to the file name.

(c) Savein
1) As the location where the logging file will be saved, select either the
standard ROM or CompactFlash card.
2) The standard ROM can be selected for only the logging setting No. 1
to 4.
e For the logging setting No. 5 and later, the file saving location is fixed
to the CompactFlash card.
¢ When the tag whose data are collected at high speed is selected, the
file saving location is fixed to the CompactFlash card.

(d) Timing
As the logging execution timing, select any of the following. (*1)
1) Same as the tag sampling interval
¢ Logging is executed at the tag sampling interval.
* When the tag whose data are collected at high speed is selected, the
timing is fixed to this timing.
2) Interval specification
Logging is executed once when the Web server module is started or
the setting is updated, and thereafter is executed at the specified
interval. (1 to 86400s)
3) Time specification
e Logging is executed at the specified time.
Hour: 0 to 23, "Per"
Minute: 0 to 59, "Per" (Per minute can be specified only when Per
hour is specified)
Second: 0 to 59
¢ Logging is not executed when the Web server module is started.

*1 Regardless of this setting, logging is performed when the
dedicated instruction LOG is executed.
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POINT

(1) Depending on the setting of the tag sampling interval and logging timing, the
data accumulated for up to the time length of the tag sampling interval are
logged.

(Example) When the tag sampling interval is 10 seconds and the logging
interval is 1 second, the tag data of up to 10 seconds earlier is
logged.

(2) By selecting "Sampling: Update before logging." in the tag setting, tag data
can be collected in synchronization with the logging timing.

(3) By selecting "Same as the tag sampling interval" in the timing setting, logging
can be performed at the tag sampling interval.

(e) Condition for Start (1)
As the condition for starting logging, select any of the following.
1) Start at start-up.
¢ Logging starts when the Update button on the Setting update screen
is clicked, or when the programmable controller is powered off and
then on, or the CPU module is reset.
¢ Select this item for continuous logging.
2) Do not start.
e Logging is not started.
¢ Select this item when performing logging using the dedicated
instruction LOG, or when making setting only and not executing
logging.
3) Start at the specified time after event occurrence.
Logging is started when the specified time (second) has elapsed after
the specified event occurred.

© Start at the specified time after event occurrence. © CPU event setting Mo |0 'l / after [0 seconds (0 1o 32767)
& Tag event setting Mo | — 2 7 after |0 seconds (0 1o 32767)
f: TimefInterval event sething No - 'l i after [0 .| seconds (0 to 32767)
1) 2) 3)

1) Select any of the event types.
2) Select the event setting number.
3) Set the logging start time.
(Specify "0" when starting logging at event occurrence.)

POINT

When above 3) is set as the condition for start and the event set to the condition for
start occurs twice before the specified time passes, the first event is valid as the
condition for start.

(Example) When the condition for start is set to 10 seconds after event occurrence

Event _‘ _‘

|Occurrence| |Occurrence|

10 seconds

'
'
-
I »
'

Start

Logging
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4) Start at the specified time.
Logging is started at the specified time.
Hour: 0 to 23, "Per"
Minute: 0 to 59, "Per" (Per minute can be specified only when Per hour
is specified)
Second: 0 to 59

*1 Regardless of this setting, logging is performed when the dedicated
instruction LOG is executed.

(f)  Condition for Stop

As the condition for stopping logging, select any of the following.

1) Do not stop.
¢ Logging is not stopped.
¢ Select this item for continuous logging.

2) Stop at the specified time after event occurrence.
Logging is stopped when the specified time (second) has elapsed after
the specified event occurred.

@ Stop at the specified time after event occurrence. @ CPU event setting Nao. |01 'l / after IBU seconds (0 to 32767)
© Tag event sefting Mo — 'I i aﬁ.erlU seconds (0 to 33767)
(:' Titne/Interval event setting 1o |— 'l i aﬁ,erIU seconds (0 to 32767)

1 | 1

1) 2) 3)

1) Select any of the event types.
2) Select the event setting number.
3) Set the logging stop time.
(Specify "0" when stopping logging at event occurrence.)

POINT

When above 2) is set as the condition for stop and the event set to the condition for
stop occurs twice before the specified time passes, the second event is valid as the
condition for stop.

(Example) When the condition for stop is set to 10 seconds after event occurrence

Event _‘ _‘

| Occurrence | | Occurrence |

-a1--

10 seconds —

Stop

Logging

3) Stop at the specified time.
Logging is stopped at the specified time.
Hour: 0 to 23, "Per"
Minute: 0 to 59, "Per" (Per minute can be specified only when Per hour
is specified)
Second: 0 to 59
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(g) File capacity

As the file capacity, select any of the following.

1) Specification for number of lines (1 to 10000 lines)/for high-speed
logging (100 to 10000 lines)

2) Size specification (1 to 512k bytes)/for high-speed logging (10 to 512k
bytes)

3) Time specification
Day: 1 to 31, "Per"
Hour: 0 to 23, "Per" (Per hour can be specified only when Per day is
specified.)
Minute: O to 59

(h) Saved files names
As the data to be added to the saved file name, select any of the following.
(Multiple selection allowed)
The data are added to the saved file name in order of 1) to 3).
1)  Name (File name set at "File name")
2) Date (Year, month, day)
3) Time (Hour, minute, second)
LOGNAME_20030712_201230_00000001.CSV

A A A A A A
L Serial number (8-digit hexadecimal)

(Serial number is always added)
Time : Second

Time : Minute

Time : Hour

Date : Day

Date : Month

Date : Year

Name: File name set at "File name"

(i)  Number of saved files
Set the number of saved files. (1 to 1000)

POINT

When browsing the logging file by logging monitor or FTP, reduce the number of
saved files.

If the number of saved files is large, it will take several minutes to obtain a file list by
logging monitor or FTP.

(For logging monitor, the number of saved files must be reduced only when the last
update time of the file is displayed in the file specifying field. (Refer to Section 4.7

(2).)

())  When the number of saved files exceeds the above set value
As the operation to be performed when the number of saved files exceeds
the set value, select either of the following.
1) Overwrite
2) Stop

(k) E-mail delivery: Send a saved file to the following e-mail address.
Set whether the saved file will be sent by e-mail or not.
1) Not checked
E-mail is not sent.
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2) Checked
¢ When the file is saved, it is attached to e-mail and sent.
¢ Refer to Section 6.6.5 for the e-mail transmission by the logging
function.

3) E-mail addresses 1to 3

Select the e-mail addresses set in the "E-mail address (TO:) setting" of

the E-mail setting. (Refer to Section 6.6.3 for the E-mail setting.)

File transfer: Transfer a saved file to the following FTP server.
Set whether the saved file will be transferred to the FTP server or not.
1) Not checked
The file is not transferred.
2) Checked
o When the file is saved, it is transferred to the FTP server.
¢ Refer to Section 6.7.6 for the file transfer by the logging function.
3) Transfer target
Select the FTP server name set in the FTP setting. (Refer to Section
6.7.3 for the FTP setting.)

(3) Setting method and precautions for high-speed logging

(@)

Setting method for high-speed logging

When performing high-speed logging, make the following settings in the
logging setting. Only one high-speed logging can be registered.

For other than the following, the user can set as desired.

1) Tag name: Select the tag set to "Sampling: Execute at high speed”
2) Savein :Fixed to "CompactFlash card"

3) Timing : Fixed to "Same as the tag sampling interval"

Precautions for high-speed logging
1) Be sure to create a user setting system area in the program memory of
the control CPU.
In the case of a redundant system, create two user-setting system
areas of the same volume for the redundant CPUs in both systems.
(Refer to Section 6.3.3 REMARKS )
When the control CPU is the Universal model QCPU, creation of a
user specified system area is not required.

2) Depending on the scan time of the control CPU and/or the time of
access from the peripheral device/intelligent function module to the
programmable controller CPU, a time lag may occur in the logging
interval.

POINT

After changing the settings, make sure to click on the "Save" button.
The settings are updated when the "Update" button on the Setting update screen is
clicked, the programmable controller is powered off and then on, or the CPU

module is reset.
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REMARKS

(1) When the file storage has been set to the standard ROM
When the logging file storage has been set to the standard ROM in the logging
setting, pay attention to the setting of the free space of the user area in the
standard ROM or the number of write times to standard ROM. (1) (%2)

*1 For the free space of the user area, it is required to consider the capacity of

the logging file, user HTML file and user data file. (User area capacity of
standard ROM: 5MB)

*2 For the size of the data written to the standard ROM drive, refer to
Appendix 7.1.

(2) Confirming the usage status of the standard ROM drive
The usage status of the standard ROM drive can be confirmed as the number
of standard ROM erase execution times in the number of standard ROM erase
area (buffer memory: 10 to 11) of the buffer memory.
When the standard ROM has been erased frequently, take preventive

measures, e.g. stop logging or change storage place of the logging file to the
CompactFlash card.
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6.5 Event Monitor Function
6.5.1 Event monitor function

The event monitor function monitors the programmable controller CPU status (CPU
monitor), tag data (tag monitor) and time (time/interval monitor), and stores the
historical data of occurred events into CSV files.

The stored files can be displayed in a Web browser or downloaded by FTP operation.
Also, e-mail can be sent as required when an event occurs.

2) According to event setting,

Web server module performs External device
Web server module P .
monitoring. - (Client)
3) Displays event
"""""""""""" n historical data on the
Tag monitor Event history monitor.

Time/
interval monitor,

-
!
N
: Tag data
|
!
1

Y

@DDDDDDDDDDDDDDDDDDD
‘ Event setting Event history monitor
- : Event type:
- Tag |Component Condition Trigger | yp
- name name value Tag event
- Process A| Pressure >= 120 Tag | Component .
- »
Ll ] Process A| Temperature = 30 Rat Status name name; Condiion
= Process A| Water level > 200 02/07/01 09:00:00| Occurrence| Process A| Water level >
- n) 02/07/01 12:55:10 | Occurrence| Process A| Pressure | >=
- -10: Occurrence| P AT =
: 1) Makes event setting using Web 02/07/02'14 10:00 - roc_ess emp?ramre
- browser.
-
L1
4) Sending e-mail upon
event occurrence is External device
Web server module—x available.

E-mail

-

Logging data

Event
occurred
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(1) Event history file
The following conditions can be set as event history conditions, and an event
history file is created for each event history condition.
(@) CPU event
1) The programmable controller CPU status (system error, RUN, STOP,
PAUSE, etc.) set in "CPU event setting" of the event setting is
monitored.
2) Storage
* File name : "CPUWATCH.CSV"
» Storage location (Standard ROM) : /ROM/WWW/EVENT/
3) File format
Refer to Section 6.2.4 (2) for details of each item.

|Data |‘|Event number|’| Status || CPU name || Operation status || E-mail sending |[CR+LF]
[2002/11/29 12:15:00] |1 | [Occurrence | [ 01:Control CPU| [ Warning RUN | [ Complete | [CR+LF]
[2002/11/29 12:30:00] |1 | [Restoration | [ 01:Control CPU| [ Warning STOP | [— | [CR+LF]

(b) Tagevent

1) The tag data collected by the Web server module and set in "Tag
event setting" of the event setting is compared with the condition value
(5, <>, <=, <, >, >=),

2) Storage
* File name : "TAGWATCH.CSV"
* Storage location (Standard ROM) : /ROM/WWW/EVENT/

3) File format
Refer to Section 6.2.4 (3) for details of each item.

|Data |‘|Event number|’| Status || Tag name || Component name || Condition |
[2002/11/29 12:15:00] |1 | [Occurrence | [01:Tag data 1] | 01:Component data| | >= |
[2002/11/29 12:30:00] |1 | | Restoration | [01:Tag data1 | | 01:Component data| | >= |

|Trigger value || Component value || E-mail sending | [CR+LF]

[100 | [100 | [Complete | [CR+LF]

[100 | [100 |[— | [CR+LF]

(c) Time/Interval event

1) The time or interval set in "Time/Interval event setting" of the event
setting is monitored.

2) Storage
* File name :"TIMWATCH.CSV"
« Storage location (Standard ROM) : /ROM/WWW/EVENT/

3) File format
Refer to Section 6.2.4 (4) for details of each item.

|Data |‘|Event number|’| E-mail sending | [CR+LF]
[2002/11/29 12:15:00] |1 | [Complete | [CR+LF]
[2002/11/29 12:30:00] |1 | [None | [CR+LF]
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(2) When the number of event historical data exceeds the limit
In each event history file, the following operation is performed when the number
of event historical data set in "Common setting" of the event setting exceeds the
limit.
(a) Half of the event historical data are deleted, starting from the oldest data.
(b) The latest data are saved into the line after the remaining data.

(Example) When the number of CPU event historical data has been

setto 10
Date Event number Status CPU name Operation status  E-mail sending

110772002 11:01:55 1 Occurrence 01: Control CPU Normal STOP MNone

110772002 11:02:00 1 Restaration 01: Control CPU Normal RUN |-

11/07/2002 11:02:06 1 Occurrence 01: Control CPU Normal STOP Mone

11072002 11:02:10 1 Restaration 01: Control CPU Normal RUM - |-

110772002 11:02:15 1 Occurrence 01 Control CPU__ Normal STOP Mone

110772002 11:02:20 1 Restoration 01: Control CPU MNormal RUN J-eemeee

11072002 11:02:25 1 Occurrence 01: Control CPU  Normal STOP MNone

110772002 11:02:30 1 Restaration 01: Control CPU MNormal RUM - |-eeeee

11072002 11:02:35 1 Occurrence 01: Control CPU  Normal STOP Mone

11072002 11-02:40 1 Restoration 01: Control CPU Normal RUN | Five lines of event historical data

from the oldest are deleted, and
Date Event number Status CPU name Operation status  E-mail sending the latest data is stored in the

1140772002 11:02:20 1 Restoration 01: Control CPU | Mormal RUM - sixth line.

11/07/2002 11:02:25 1/Occurrence 01: Control CPU  |Mormal STOP Mone

11072002 11:02:30 1 Restoration 01: Control CPU Mormal RUN - J-eeeeee

11/07/2002 11:02:35 1/ Occurrence 01: Control CPU Mormal STOP MNong

11/07/2002 11:.02:40 1 Restaration 01: Control CPU Mormal RUN |

110772002 11:02:45 1/ Occurrence 01: Contral CPU Marmal STOP None

6.5.2 Setting procedure for event monitor function

The setting procedure for using the event monitor func