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INTRODUCTION

Thank you for purchasing the MELSEC iQ-F series.

This manual describes the setting method for connecting to Amazon Web Services (hereinafter referred to as AWS) to send/
receive JSON strings using the FX5-ENET Ethernet module (hereinafter referred to as FX5-ENET).

Before using this product, please read this manual and the relevant manuals carefully and develop familiarity with the
specifications to handle the product correctly.

When applying the program examples provided in this manual to an actual system, ensure the applicability and confirm that it
will not cause system control problems.

The screen images in this manual were captured when the manual was created. For the latest information, check the website
of AWS.

Regarding use of this product

» This product has been manufactured as a general-purpose part for general industries, and has not been designed or
manufactured to be incorporated in a device or system used in purposes related to human life.

» Before using the product for special purposes such as nuclear power, electric power, aerospace, medicine or passenger
movement vehicles, please contact Mitsubishi Electric sales office.

* This product has been manufactured under strict quality control. However when installing the product where major
accidents or losses could occur if the product fails, install appropriate backup or failsafe functions into the system.

Note

If in doubt at any stage during the installation of the product, always consult a professional electrical engineer who is
qualified and trained to the local and national standards. If in doubt about the operation or use, please contact your local
Mitsubishi Electric representative.

Mitsubishi Electric will not accept responsibility for actual use of the product based on these illustrative examples. Please
use it after confirming the function and safety of the equipment and system.

The content, specifications etc. of this manual may be changed, for improvement, without notice.

» The information in this manual has been carefully checked and is believed to be accurate; however, if you notice a doubtful
point, an error, etc., please contact your local Mitsubishi Electric representative. When doing so, please provide the manual
number given at the end of this manual.
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RELEVANT MANUALS

The following relevant manuals can be downloaded from the Mitsubishi Electric FA site.
www.mitsubishielectric.co.jp/fa/ref/ref.html?kisyu=plcf&manual=download_all
[O: Available, —: Not available]

Manual name Available form

<manual number> e-Manual PDF
MELSEC iQ-F FX5S/FX5UJ/FX5U/FX5UC User's Manual (Hardware) O O
<SH-082452ENG>

MELSEC iQ-F FX5 User's Manual (Application) O O
<JY997D55401>

MELSEC iQ-F FX5 Programming Manual (Program Design) O O
<JY997D55701>

MELSEC iQ-F FX5 Programming Manual (Instructions, Standard Functions/Function Blocks) O O
<JY997D55801>

MELSEC iQ-F FX5 User's Manual (Communication) O @)
<SH-082625ENG>

MELSEC iQ-F FX5 Ethernet Module User's Manual O @)
<SH-082026ENG>

GX Works3 Operating Manual O O
<SH-081215ENG>

Quick and satisfying browsing
e-Manual Viewer

e-Manual Viewer allows users to browse optimized FA-related documents
such as Mitsubishi Electric FA product manuals.

e-Manual Viewer can be downloaded for free from

the Mitsubishi Electric FA website.

@y

I Easy on-demand download of latest documents COPV'”Q pro.gram examples to
an engineering tool
All necessary documents can be easily downloaded with one Program examples contained in a document can be directly copied to

click. The latest documents are available at any time. an engineering tool, eliminating the need of inputting the programs.

Quick cross document search for

) ) I Sharing information among multiple users
necessary information

Refine search and fuzzy search are available for The documents can be customized by adding useful information
all downloaded documents. as a note freely.

Intuitive search using illustrations is available for Latest documents and notes can be shared with multiple users
hardware specifications of the product. using the document sharing function.

Mintroduction for the concept and features of e-Manual Viewer is available on the following website.
www.mitsubishielectric.com/fa/ref/ref.html?k=plceng&smerit=emaviewer_win

B The installation file for Windows® can be downloaded from the following website.
www.mitsubishielectric.com/fa/ref/ref.html|?k=plceng&software=emaviewer_en



TERMS

Unless otherwise specified, this manual uses the following terms.

Term

Description

Broker

An MQTT server that mediates messages (MQTT broker)

Engineering tool

The product name of the software package for the MELSEC programmable controllers

Message

Data to be exchanged between the sender (publisher) and receiver (subscriber)

Publish/Subscribe message exchange
model

A protocol capable of one-to-many asynchronous communications.

The sender of a message is called a publisher, the receiver is called a subscriber, and an entity playing an
intermediate role is called a broker.

The term "publish" means "send", and "subscribe" means "receive".

Topic Akey to be used for messaging.
In the topic hierarchy, a slash (/) is regarded as a delimiter. For example, when multiple sensors send their
individual information to the topic, the messages can be appropriately organized according to their installation
location and device name.

Wwill This function sends a Will message with a specified Will topic name to subscribers when the publisher is

disconnected and the server communications are disabled.
If any unexpected disconnection or such an event occurs, subscribers can judge that the publisher is
disconnected.

GENERIC TERMS AND ABBREVIATIONS

Unless otherwise specified, this manual uses the following generic terms and abbreviations.

Generic term/abbreviation

Description

FX5U CPU module

A generic term for the FX5U-32MR/ES, FX5U-32MT/ES, FX5U-32MT/ESS, FX5U-64MR/ES, FX5U-64MT/ES,
FX5U-64MT/ESS, FX5U-80MR/ES, FX5U-80MT/ES, FX5U-80MT/ESS, FX5U-32MR/DS, FX5U-32MT/DS,
FX5U-32MT/DSS, FX5U-64MR/DS, FX5U-64MT/DS, FX5U-64MT/DSS, FX5U-80MR/DS, FX5U-80MT/DS, and
FX5U-80MT/DSS

FX5UC CPU module

A generic term for the FX5UC-32MT/D, FX5UC-32MT/DSS, FX5UC-64MT/D, FX5UC-64MT/DSS, FX5UC-96MT/
D, FX5UC-96MT/DSS, FX5UC-32MT/DS-TS, FX5UC-32MT/DSS-TS, and FX5UC-32MR/DS-TS

FX5UJ CPU module

A generic term for the FX5UJ-24MR/ES, FX5UJ-24MT/ES, FX5UJ-24MT/ESS, FX5UJ-40MR/ES, FX5UJ-40MT/
ES, FX5UJ-40MT/ESS, FX5UJ-60MR/ES, FX5UJ-60MT/ES, FX5UJ-60MT/ESS, FX5UJ-24MR/DS, FX5UJ-
24MT/DS, FX5UJ-24MT/DSS, FX5UJ-40MR/DS, FX5UJ-40MT/DS, FX5UJ-40MT/DSS, FX5UJ-60MR/DS,
FX5UJ-60MT/DS, and FX5UJ-60MT/DSS

GX Works3

A generic product name for the product model SWnDND-GXW3 (where n represents the version)




KEY FEATURES

Point1

Publish: Sending information collected in the FX5 CPU module to the MQTT broker with the
MQTT communication function, Subscribe: Subscribing the information from the MQTT

broker

MQTT is an OASIS-standard communication protocol using a publish/subscribe message exchange model. Once the FX5-
ENET executes publishing to the MQTT broker, information is distributed to all the information receive devices that have

executed the subscribe request.

In addition, secure communication encrypted with TLS (MQTTS) is also supported.

I FX5-ENET

Personal
computers

Point2

Cloud connection

Connecting to AWS enables handling of information without
preparation of the computing environment.

Various services prepared by AWS (not only data
accumulation, but also services such as data visualization
and Al predictions) are available.

Personal
computers
]

FX5-ENET

Point3

Interconnection with programmable
controllers in a wide area, and managing

them collectively

Cloud connection enables a wide-area network connection,
which achieves quick resource sharing.

In addition, the programmable controllers can be collectively
managed by creating a security group or granting the
access right.

[




1 APPLICABLE MODELS

The following models can be used for a series of operations described in this manual.

FX5UJ CPU module

FX5U CPU module

FX5UC CPU module

Ethernet module (FX5-ENET)

[]
il

1 APPLICABLE MODELS
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2 PREPARATION

This manual describes a configuration example in which an FX5-ENET is connected to an FX5U CPU module and is
connected to AWS via a router.

To use applicable CPU modules other than the FX5U CPU module, refer to the following manuals.

[TIMELSEC iQ-F FX5S/FX5UJ/FX5U/FX5UC User's Manual (Hardware)

[TIMELSEC iQ-F FX5 Ethernet Module User's Manual, Appendix 7 Added and Changed Functions

2.1 System Configuration

This section describes the system configuration in which one FX5-ENET is connected to one FX5U CPU module and is
connected to AWS via a router.

FX5U CPU module FX5-ENET
. ) . IP address: 192.168.3.12 IP address: 192.168.3.13
Certificate Configuration Subnet mask: 255.255.255.0 Subnet mask: 255.255.255.0

GXWorks3 =
orksJd Tool for FX5-ENET Personal computer

V Default gateway: 192.168.3.1

V

[
= =
Ethernet

> - |

Install GX Works3 in advance.

)
||

[Router ]
IP address: 192.168.3.1
Ny («r))

AWS V

0000 0odo gg
0Oooo 0000 oo
S )

Point}3

» Register an AWS account and prepare an |IAM user in advance.
 Prepare an Internet line on which a port 8883 can be used.

2 PREPARATION
2.1 System Configuration



2.2

Required Products and Software

One FX5U CPU module

One FX5-ENET

Personal computer and software

4 wsusisl
ae HERE

Use an FX5U CPU module that meets the following
conditions.

« Serial number: 17X**** or later

« Firmware version: 1.280 or later

(] ]

Use an FX5-ENET that meets the following
conditions.

« Serial number: 234**** or later

« Firmware version: 1.200 or later

GX Works3™!

« Applicable software version: 1.095Z or later
Certificate Configuration Tool for FX5-ENET!
« Applicable software version: 1.00A or later

*1 To obtain the latest version, please contact your local Mitsubishi Electric representative.

Router

Three Ethernet cables

AWS account

0ooo bboo bood
ooono bboo bood

Use the router for connecting the programmable
controller to AWS.

Use these cables for connecting the personal
computer and the FX5U CPU module, the personal
computer and the FX5-ENET, and the FX5-ENET
and the router.

Use an Ethernet cable compliant with the following
standards.

« Category 5 or higher, straight cable (double

shielded/STP)
« IEEE 802.3 (100BASE-TX)
« ANSI/TIA/EIA-568-B (Category 5)

AWS

Register an AWS account and prepare an IAM user
in advance.

FB library

GX Works3 must import the following.

Name

File name

Reference

Character string operation FB library

StrProcessing_F.msim

Page 53 FB Library

2.3  Wiring

For the power supply wiring of the FX5U CPU module, refer to the following.
LTIMELSEC iQ-F FX5S/FX5UJ/FX5U/FX5UC User's Manual (Hardware), Section 13.4 Power Supply Wiring

2 PREPARATION
2.2 Required Products and Software

10




2.4 Operation Flow Diagram
1. Preparing the required
products (wiring)

2. Configuring the clients (MQTT Publisher, MQTT Subscriber)

e
I

(0 )

0000 0000 ooog
0000 0000 ooog
\ («L))
(GX Works3 I(Certiﬁcate Configuration Tool for FX5—ENE'Ij

0000 D000 0000
0000 0000 0000

AWS
3. Configuring the server (MQTT broker) connection

I

0000 0000 0000
0000 0000 0000
Q)

(GX Works3 I(Certiﬁcate Configuration Tool for FX5—ENE'IJ

AWS

4. Program examples and checking the operation

-
|/
s
I

D0O00 0000 0000
0000 0000 0000
()

AWS

2 PREPARATION
11

2.4 Operation Flow Diagram



3 CONFIGURING CLIENTS (MQTT PUBLISHER,
MQTT SUBSCRIBER)

This chapter describes the setting items for the clients (MQTT Publisher, MQTT Subscriber).

3.1 Configuring Settings with GX Works3

This section describes how to configure the settings with GX Works3.

Procedure for setting parameters

1. Open the "Navigation" window = [Module Configuration]. Drag and drop [FX5-ENET] to add it.

{ Project Edt Find/Replace Convert \View Online Debug Recording Diagnostics Tool Window Help - x

iDBAS|U|e BRI TR F L AL Aoy R P X Xl [ — -

eaE e 0BDdE& BREGEE B D2 5T R P BEE .

L TP A=T=1-

Navigation 3 x o] B Module Configuration * X i
5 ~feneron EEENE

i L @ X
Al

FG-ENET T00BASE- D 10BASET: |

1l Fxs-0pC 100BASE-TX/10BASE-T: I
Network Module.

Drag and drop g

2. Double-click [FX5-ENET] on [Module Configuration]. Click the [Yes] button.

| Fix parameters before displaying parameter setting window.
5 Are you sure you want to continue?

I |

3. Click the [Setting Change] button.

MELSOFT GX Works3

Add & module.
[Module Mame] FX5-ENET
[Mounting Position No.]  1[U1]

Module Setting Setting Change I

Module Label:Not use

[J oo Mot Show this Dialog Again

3 CONFIGURING CLIENTS (MQTT PUBLISHER, MQTT SUBSCRIBER) 1 2
3.1 Configuring Settings with GX Works3



4. Change [Use Module Label] to [Yes] and click the [OK] button.

B Message
Show the confirmation message in adding module  Yes |z|

2 Other Editor
36 Edit
iy Find/Replace Use Module Label
&5 Parameter Select whether to add the module label in adding module.
75 Monit:
P ontor i
8 Online Please set other than module labels as refresh destination for module parameter to use the
= Convert label of direct access in program.

- - If module labels are selected as refresh destination, the value which has been set to label of
i, Intelligent Function Module direct access is overwritten in refreshing with the value of label for Auto-refresh.
EL Simulation v

| Back to Default | | Back to User Default ‘ | Set as User Default ‘ II oK I Cancel

5. Click the [OK] button.

Add a module.
[Module Mame] FX5-ENET
[Mounting Position No.]  1[U1]

Module Setting Setting Change

Module Label:Use

[[] Do Mot Show this Dialog Again

6. select [Basic Settings] = [Own Node Settings] and configure [IP Address] as shown below.

Item Setting

IP Address 192.168.3.13
Subnet Mask 255.255.255.0
Default Gateway 192.168.3.1

1[U1]:FX5-ENET Medule Parameter

Setting ltem List Setting ltem

Input the Sefting kemto Search E T
i-E) IP Address
BF P Address 192, 168. 2. 13
{21 Reauired Seftings ! Subnet Mask 255.255.255. 0
£ Basic Settings | Defauit Gateway 152 168. 3. 1
et
Own Node Settings Communication Data Code Binary iv|
Operational Setting Opening Method Do Not Open by Program
CC-Link |EF Basic Setiings T
BACnet Function Setting £ Oper. = _
Bxemal Device Configuration Timer Settings for Data Communication
(i Application Settings Change/Set Timer Value No

(=] Destination Alive Check Start Interval Timer €00
L Unit s
[=) Destination Alive Check Interval Timer 10
Unit s
Destination Alive Check Resend Count 3Times
(=] CC-Link IEF Basic Seitings v

Select the data code for communications:

- Binary: Binary code is used for data communications:

- ASCII (X, Y OCT): ASCll code {X. Y OCT)is used for data communications.
- ASCII (X, Y HEX): ASCll code (X, Y HEX)is used for data communications.

em List | Find Result Check. | ‘ Restore the Default Settings ‘ |
1 3 3 CONFIGURING CLIENTS (MQTT PUBLISHER, MQTT SUBSCRIBER)

3.1 Configuring Settings with GX Works3



7. Select [Basic Settings] = [External Device Configuration] and double-click <Detailed Setting>.

liem
Report [ Tefwork No.
 Report Destination IP Address 192, 168. 0,254
o B ' Report Destination Port No. 47808
E Time Synchronization Setiing Ignore
1 BACnet Object Setting
AT etings Accumulator Object Seting <Detailed Setting>
Operational Settng | | Analoglnput Object Seting <Detailed Setting>
CC-Link IEF Basic Setings AnalogOutput Object Setiing <Detailed Setting>
BACnet Function Setting | | | AnalogValue Object Setting <Detailed Setting>
! Extemal Device Configuration o ——
{1 Application Settings STy CiERiEsitg dE i iy
------ BinaryOutput Object Setting <Detsiled Setting>
Binary\Valuc Objcet Setiing <Detailed Sctting>
Mulii-state Input Object Setting <Defailed Sctting>
; e Degicd e
| External Device Configuration
| External Device Configuration | <Detailed Seiting> [m
Set extemal devices to be used for communications

ttem List Find Result |

8. Drag and drop [MQTT Connection Module] to add it. Set the protocol and port number as shown below, and click [Close
with Reflecting the Setting].

Item Setting
Protocol TLS
Port No. 50000

T Ethemet Configuration (Mounting Position No. 1[U1])

Ethernet Configuration  Edit  View Close with Discarding the Setting JClose with Reflecting the Setting

{ Module List x

Ethernet Selection | Find Module | My ¢ }
Connected Count {Cur.Max.): 1/32 4

| G
- )
Commurication Fixed Buffer PLC /D |3 Ethernet Device (General) -
Mo. Model Mame Protocol Send/Receive ; _
Method s T P ;ZAC- %I MELSOFT Gonnsction |

= 3 SLMP Cannection Madi -

=] Host Station 192.166.3.13 & UDF Gannection Madul -

1 MQTT Connection Module 192.168.3.13 Active Connection Mad -

Unpazsive Connection b -
Fullpassive Connection -
BaCnet/F Gonnection —

Drag and drop

ne

E Code Reader

B GOT20003eries

E General-Purpose AC Servo
B Inverter (FR-AB00 Series)

B Inverter (FR-F800 Series)

@ Servo Amplifier{MELSERVO-J

Connection
Mo.1

Host Station
Connected Count
i1

H Vision Sensor w
[Outline]
MQTT Conn METT Connection Module
ection Modul o 7
e [Specification]
lze when specify open method by MGOTT
< >

3 CONFIGURING CLIENTS (MQTT PUBLISHER, MQTT SUBSCRIBER) 1 4
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9. select [Application Settings] and configure [DNS Settings] as shown below.

Item Setting
To Use or Not to Use DNS Server Settings Use
DNS Server 1 Address 8.8.8.8
DNS Server 2 Address 8.8.4.4
DNS Server 3 Address 1.1.11
DNS Server 4 Address 1.0.0.1

Setting ltem

Jtem Scti ~
— =L =i
Input the Setting llem to Search i I
To Use or Not to Use DNS Server Settings Use
9F BT DNS Server 1 Address 8.8.8.8
@ Requred Setngs | | DNS Server 2 Address 8.8 4 4
£1-{g Basic Settings DNS Server 3 Address 11,11
i @ OwnNode Settings | I DHS Server 4 Address 1.0 0 1
el Sting T CPU Comminmesaon g =
i asic Settings T S ———
BAChe Funcion Seting To Use or ot o Use Simple CPU Commurication Not to Use
: Extemal Device Configuration £1 CPU Response Monitoring Timer 3
(g Application Settings Unit =
@ DNS Setings Simple CPU Communication Setiing <Detailed Setting>
! ?mp\:;PU Communication Se{ || Security
i IF Filter Setii
Mail Function Seting (I =T
MQTT Communication Setting = PR Disable
IP Filter Settings <Detailed Setting>
-2 Disable Direct Connection with MELSOFT v
Set the setting on Simple CPU Commurnication
< >
| o
ttem List Find Result

|‘ Restore the Default Settings ‘

10. select [Application Settings] = [MQTT Communication Setting], check that [To Use or Not to Use MQTT Function] is set
to "Used", and double-click <Detailed Setting> of [MQTT Connection Setting].

ET Module Parameter

B[ e o9 :
Sender Mail Address
=] ~E) SMTP Server Settings
{7 Required Settings H pod Blossrome
g9 Basic Settings P Address
Own Node Settings Host Name
Operational Setting Port No. 25
CC-Link IEF Basic Settings 51 SMTP Server Authentication Information
BACnet Function Setting " sMTPS Setiing ion Method [
Extemal Device Configuration B L
£ Application Setings SMTP Server Setting Authentication User Name
DNS Settings SMTP Server Setting Authentication Password
Simple CPU Communication Se| SMTP Server Setting Authentication Certificate Verification Da not verify the certificate
Securty | [ Send Mail Address Seting <Detailed Sefing>
Mail Function Setting

o fnction Setng = MQTT Communicaiion Setiing
KQTIT Communicalion Setting| || R Sl e
MQTT Connection Seting

Explanation

Set the MGTT communication function setting.

<

em List | Find Resut Check | ‘ Restore the Default Settings ‘
1 5 3 CONFIGURING CLIENTS (MQTT PUBLISHER, MQTT SUBSCRIBER)

3.1 Configuring Settings with GX Works3



11. To avoid errors, temporarily enter arbitrary character strings for "MQTT Server Host Name" and "Client ID". Click the
[Apply] button.

Configure the proper settings at the following timing.
[~ Page 40 Configuring Settings with GX Works3

1[UT]:FX5-ENET Module Parameter

Input the Setting llem to Search i
55 B3 ltem I Setling
24 Requred Setings |- MQTT Connection Setting
=] lﬂ Basic Settings - MQTT Smagﬁ'ﬁuaﬁm Method  Host name
¢ L @ Own Node Settings MGTT Server Host Name aaaaa
O ot e st - MGTT Server P Adress
Link IEF Basic Settings o oo .
BACnet Function Seting =t
! Extemal Device Configuation | Ml Bhai:
(g Application Settings User Name
: DNS Setings | [| - Pl
+~ Simple CPU Communication Se{ | || MQTT Certificate Setiing
le Secutty ) > )
; " Verify Server Certificate Vi
Mail Function Seting 5 ity
MQTT Commurication Setting

Set the client 1D of FXS-ENET(/IP).

[Setting range]

The string within 1 to 432 characters and salisfying the following conditionis
A+(B+C)x2+D <=

A:the number of characters for MGTT server host name
B: the number of characters for client 1D

C:the number of characters for user name

D: the number of characters for password

<

omt |
ttem List Find Result

Restore the Default Settings ‘

3 CONFIGURING CLIENTS (MQTT PUBLISHER, MQTT SUBSCRIBER) 1
3.1 Configuring Settings with GX Works3 6



Configuring communication settings with GX Works3

Directly connect the Ethernet ports as shown below. To execute the writing process, perform a communication test first.

GXWorks3 FX5U CPU module

|

Ethernet

1. Select [Online] = [Current Connection Destination].

fEE MELS ) Mod
i Project Edit Find/Replace Convert View | Online | Debug Recording Diagnostics Tool  Win

OEREASsS | @| '|:I ad Current Connection Destination... E g =
{2 9 69| 2| OO MM R R ™ R omPLc NS

i B0 Write to PLC...
Verify with PLC...

Mavigation

Remote Operation(5)...

Safety PLC Operation... 3 :I “

Redundant PLC Operation(G) »

Initial i 3 -
, Scan emory Operation...
s Delete PLC Data...
i ProgPou User Data b
= Local Label Set Clock...
J Monitor 3

FB Property Management (Onling)...
Watch 3

User Authentication... 3

@ Direct Coupled Settin

Please select the direct connection method with CPU module.

(® Ethemnet

Ethernet Board @
l Ethernet

Directly communicate with the CPU module without using a hub.
It is not required to specify the IP address of CPU module.

* This setting is applied to all Ethernet port direct coupled settings.

Adapter Mot Specified -
1P Address of Adapter l:l Communication Test

O Other Connection Method

Select this method if you want to connect to Other Connection Method
CPU module with a connection method other (Open the Specify Connection
than the direct coupled setting. Destination window)

[JDo not show this dialog again
* Always open the Spedify oK Cancel
Connection Destination window.

1 3 CONFIGURING CLIENTS (MQTT PUBLISHER, MQTT SUBSCRIBER)
7 3.1 Configuring Settings with GX Works3



3. Specify an Ethernet adapter of the personal computer which is used when the personal computer is directly connected to
the CPU module.
When [Not Specified] is set, select an adapter to be used from the drop-down list.

Connection Destination Simple Setting Connection

Please select the direct connection method with CPU module.

@) Ethernet

Ethernet Board @
o Ethernet

Directly communicate with the CPU module without using a hub.
It is not required to specify the IP address of CPU module.

* This setting is applied to all Ethernet port direct coupled settings.

Adapter Mot Specified
1P Address of Adapter l:l Communication Test

O Other Connection Method

Select this method if you want to connect to Other Connection Method
CPU module with a connection method other (Open the Specify Connection
than the direct coupled setting. Destination window)

[JDo not show this dialog again
* Always open the Spedify oK Cancel
Connection Destination window.

4. Afterthe adapter is selected, click the [Communication Test] button.

Connection Destination Simple Setting Connection

(®) Direct Coupled Setting

Please select the direct connection method with CPU module.

@) Ethernet

Ethernet Board @
o Ethernet

Directly communicate with the CPU module without using a hub.
It is not required to specify the 1P address of CPU module.

* This setting is applied to all Ethernet port direct coupled settings.
Adapter [ g g T [ () B Pw

1P Address of Adapter 10.97.219.90 I Communication Test I

(O Other Connection Method

Select this method if you want to connect to Other Connection Method
CPU module with a connection method other (Open the Specify Connection
than the direct coupled setting. Destination window)

[]Do not show this dialog again

* Always open the Specify Cancel

Connection Destination window.

For the connection via a hub, refer to the following.
LTIMELSEC iQ-F FX5 User's Manual (Communication), Section 4.2 Connection via a Hub
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Writing data to the programmable controller

Write the program to the FX5U CPU module.
The operation to determine the programs and the parameters is required before writing them to the programmable controller.

1. Select [Convert] = [Rebuild All].

| Project Edit Find/Replace | Convert | View Online Debug Recording Diagn
NPA& | e ZIR Convert(B) F |y o]
: EEEE Elﬂ | I “ : Online Program Change Shift+F4 ‘;3 | &?
; A Rebuild All Shifte Alt+Fd

EE' | Eh::| #| All Check Syntax L
’ Program File Setting...

Worksheet Execution Order Setting...

4

= Setting...
T

2. Click the [OK] button.

Rebuild All

| Rebuild all programs in the Project.

Conversion Setting

o Execute rebuild with the following settings.

Please chedk details in Options. Options
Label Assignment Retain Reassignment
Others Do Mot Use the Same Label Name in Global Label and Local Label

Optimize the Number of Steps{Level 2)

Check Program
[[] Execute Check Program after Completing Rebuild All

Cancel

3. Select [Online] = [Set Clock].

Project Edit Find/Replace Convert View | Online | Debug Recording Diagnostics
MEREAES| | (7) - _l X Current Connection Destination...
2 Q|2 O 0 b G G R T R P

PLEUE R RO LY o L 3% K Write to PLC...
- F5 sF5 F& sF& F? Fi& F3 sF9 cF8 cFlo | sF? sF& . .
: Verify with PLC...

N &

3

“TE]

1
Remote Operati
EIE' | o | # | — emote Operation(S)

Safety PLC Operation... b
h Project ety peration

1 Redundant PLC Operation(G) »
CPU Memaory Operation...

Delete PLC Data...

User Data 3
- Set Clock... |

Monitor k
FE Property Management (Onling)...
Watch »

User Authentication... »

1 3 CONFIGURING CLIENTS (MQTT PUBLISHER, MQTT SUBSCRIBER)
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4. Configure the following settings and click the [Execute] button.
For the setting details, refer to the following.
[T1GX Works3 Operating Manual

Set Clock

PLC Time Zone

Time Zone UTC+09:00 Comment |

Date Time Specify Execution Target
|Cunently Specified Station ~ |
4 August 2023 3
Specify Target Metwork Mo, Specify Group Mo,

Sun Mon Tue Wed Thu Fri  Sat
30 N 1 2 3 4 5
6 7 8 g 1w M o2
13 14 15 16 17 18 19
20 21 22 23 24 25 26
27 228 2301 12
; ! > e . . ! Fi Get Time from PC setti ble t
. rom Get Time from PC setting, users are able to
[ Today: &/30/2023 get the time coupled with the time zone set in PC.
To set the setting, please execute it after
matching the time zone of PLC and PC.
E|| From Get Time from PLC setting, users are able to

Explanation

| 8/30/2023 E” |10:10:00 AM get the Set Clock setting.

‘ Get Time from PC ‘ | Get Time from PLC |

5. Select [Online] = [Write to PLC].

! Project Edit Find/Replace Convert View | Online | Debug Recerding Diagnostics  Too

ODEAsS | L] | 7] \—-1 l ot Current Connection Destination... E
LA 1= En S]] Nl e Read from PLC... 5

W Writeto PLC...

= | = | # | . Verify with PLC...

=)

Remote Operation(S)...
I: Safety PLC Operation... r
- Redundant PLC Operation(G) 3
EE & CPUM o] i
~ | ——— emory Operation...
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6. Click [Parameter + Program], and click [Execute].

B SoMemoryCard (b InteligentFuncton Modie

* CPUBUtinMemory

*

B @ o e LastChange e @rte) E

® @ @0

9/15/2022 9:12:28 AM_|Not Calauted
9/15/2022 9:15:30 AM ot Calauted
9/15/2022 9:12:27 AM_|Not Calaulated
9/15/20229:12:27 AM |Not Calaulated

9/15/20225:12:29 AM ot Calauted

9/15/20229:12:23 AM ot Calauted

poeEioo~

7. When the following window appears, click [Yes to all].

MELSOFT
y The following file already exists.
E ih Are you sune you want 1o ovenwits it?
System Parameter
CPU Parameter
Module Parzmeter
Program File{MATIN)
| Yes | I Yes to all I
[ o [ tews [ o |

8. Atterthe writing is complete, reset (or power off and on) the FX5U CPU module.
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3.2 Configuring Settings with Certificate
Configuration Tool for FX5-ENET

Start Certificate Configuration Tool for FX5-ENET, set the certificate, and perform the writing process.

Certificate Configuration Tool for FX5-ENET FX5-ENET

i

|

Ethernet

Point}3

Because the settings cannot be written to the FX5-ENET with the connection of a personal computer and an
FX5U CPU module, connect a personal computer and the FX5-ENET with an Ethernet cable.

1. Select [Tool] = [Module Tool List] = [Information Module] = [Certificate Configuration Tool] of GX Works3 and click the
[OK] button to start Certificate Configuration Tool for FX5-ENET.

Start the selected module tool.

@ PLCCPU (FX5U)

@ Analog Adapter

@ Analog Input

@ Analog Output

@ Temperature Control
@ Multiple Input

FUEEEE E—
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2. Select [Connection Settings]. Enter the IP address of the FX5-ENET in [Host (IP Address)] and click the [Communication
Test] button.

& MELSOFT Certificate Configuration Tool for FX5-ENET (Untitied Project) - a X

EvojectICcmngmon Smings“ﬁe\p

B Gl D ‘ Server(Objects/Cloud) Server Centificate/CRL files
Glient Certificates v
Tool

Trusted ertificates | GRLs

Setial . Common Mame  Organizati. Oreaniati. Lolality  State  Goun. Valid From  Valid Ta DNS M. URI IP Add.

Current connection Settings

IHusH_IPMdrEs:] 192.168. 3 13 I

Irpot [ Enable Password
A b rify Legend
& Read from e B Match Toolonly [ Module enly
A
Communication Test oK Cancel
Module \ I—I I
Trusted Certificates ORLs
Serial Common Name Organizati.. Organizati. Llocality State  Coun. Valid From  Valid To DNS M. URL 1P Add.
Update Delete from List
&1, Read o Verify &, kite

Pointp

« If a firewall is set up between the FX5-ENET and the personal computer, the communication test will fail. In
this case, permission must be given to a port to be used, so check the firewall settings.

» The IP address of the personal computer must be set to the same segment as the FX5-ENET, so review the
IP address settings.

3. Select [Client Certificates] and click the [Generate a New Client Certificate] button. Configure the settings as shown
below, and click the [Generate] button.

The set common name is used when issuing certificates in AWS.

[=5~ Page 32 Creating a certificate

Item Setting
Common Name’ Any name
Country us

RSA Key Strength 2048 bits

*1 Set a common name that is not a duplicate.

(This is the restriction at the time of the publication of this manual. For the latest information on the restriction, check the website of
AWS.

[E MELSOFT Certificate Configuration Tool for FX5-ENET (Untitled Project — ] X

Project Connection Seftings Help.

Server Gertificates

Medule
(Bl Gtz Serial No.  Common Mame Orginization Name  Organization Unit  Locality State  Country  Valid From  Valid To
b Generate a New Gliert Certificate Fefresh Delete Last Refreshect -~/

Generate a New Client Certificate(Self-Signed Certificate)

i p—
Tool(C  Common Name: “Mandatory ftest || ]

Organization Name:

Organization Uni: | ]

Certif  Locaity Cay) [ J

State:

o E code.eg. US.JP. ) ‘
ke S
e
Cotbessgoerson oy ks sprosntl 0 SDscons ot
= TEFE TSR T e s e
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4. Click the [Yes] button.

MELSOFT Certificate Configuration Tool for FX5-EMET

The certificate fundtion must be stopped to update the

! settings. This may affect the connection establishment that
uses the certificate, Are you sure you want to continue?
Stopped function will restart automatically after the
processing is completed.

5. Wwhen generation is completed, click the [Get a CSR] button, name the CSR file, and save it.
The saved CSR file is used when issuing certificates in AWS.
[~ Page 32 Creating a certificate

(B MELSOFT Centificate Configuration Tool for FX5-ENET {Untitled Project)*

Project Connection Settings Help

Server Certificates

Module

Glient Gertificates

RS test

Serisl Mo Common Name  Orginization Name  Organization Unit  Locality

State  Coundry  Walid From  Walid To
us T (S

Generate a New Client Certificate | \ Refresh

\ \ Delete

Tool(Computer)

¥
[ Read GSR from Module

¥

Certificate Autority(CA)

S

) Replase to Moduls

S

Last Refreshed: M By |

¥

& Read fram Unit

¥

Server (Objests/Gloud)

i (53 Get 5 GSR i ) Beplacs

| [ & Get a Certificate
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4 CONFIGURING SERVER (MQTT BROKER)
CONNECTION

This chapter describes the setting items for the server (MQTT broker).

4.1 cConfiguring Settings with AWS

Configure the server (MQTT broker) for connecting to AWS.

Pointp

Configure the server (MQTT broker) while signed in to AWS Management Console. Prepare your account ID,
user name, password, and IAM user in advance.

Sign-in

1. Access the following URL with a web browser. (Click the [Log back in] button to sign in.)
https://aws.amazon.com/console/?nc1=h_ls

aws ContactUs Supports Englishv My Accountv Sign In to the Console.
—

Products Solutions Pricing Documentation Learn Partner Network ~AWS Marketplace ~Customer Enablement Events ExploreMore Q.

AWS Management Console Overview  Features  FAQs

Join AWS in supporting relief efforts for those impacted by Maui wildfires. Learn more »

AWS Management Console

Everything you need to access and manage the AWS Cloud — in one web interface

O

==

Free AWS Training AWS Certification AWS Machine Learning Training AWS Training

25

Advance your career with AWS Cloud
Practitioner Essentials—a free, six-hour,
foundational course

Amazon Lightsail Extended Free Tier
New customers get up to three months.
free on select virtual private servers

Console Overview

Propel your career forward with AWS
Certification.

e [T
/AN

Build Mobile and Web Apps Fast
Add authentication and data syncing with
AWS Amplify in just a few lines of code

>
)
5

Choose from courses that cover the entire
machine learning pipeline

(o

Amazon EC2 Supports macOS Big Sur
Build and run on-demand Apple
workloads on AWS, the only major cloud
provider to offer macOs

Additional Resources

Free digital courses to help you develop
your skills

I

=% 9

Introducing Amazon EKS Anywhere
Create and operate Kubernetes clusters
on your on-premises infrastructure
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Configuring settings with AWS loT services

Configure the AWS |oT services to be used with AWS connection.

The settings required for MQTT communication between the FX5-ENET and AWS |oT services are as follows.
* Policies

» Things

* Certificates

1. Onthe top left, select [Services] = [Internet of Things] = [loT Core].

(2] L ®@ Sydney v

' o]
. Reset to default layout + Add widgets
Recently visited i
J Internet of Things
Favorites
Al services FreeRTOS Lol )
FreeRTOS is an loT Operating
&) Getting started with AWS 2
nabyiics fg Learn the fundamentals and find valuable
%) Application Integration 4 information to get the most out of AWS.
& AWS Cost Management loT Analytics
Collect, prepr walize of IoT devices Training and certification [2
Blockchain > o =
:@ Learn from AWS experts and advance your
) Business Applications Y [\ skills and knowledge.
he Cloud
Compute
@ Containers JoT Device Defender (\ What's new with AWS? [
. e T Oa A7)~ Discover new AWS services, features, and
Regions.
Databa: .
atabase IoT Device Management
Developer Tools Securely Man: s Small 25 One Devic
End User Computing
loT Events
Front-end Web & Mobile Dete
1_Game Develooment
AWS IoT FleetWise
Easily collect, organize, and transfer vehicle data to the cloud at scale.
Machine Learning
loT Greengrass
Management & Deployand runcode on your devic Q
Governance
1 Media Services loT RoboRunner No cost and usage
e Optimize robotics automation
e you haven't configured AWS Cost Explorer or you do not have permission
Networking & Content loT SiteWise
Ebury Data driven d industrial operations
# Quantum Technologies
loT TwinMaker
& Robotics
E digi
J satellite Go to AWS Cost Management
() _Security, Identity, &
[Cr L — ©2023, Amazon Web Services, Inc. or s affilates.  Privay  Ternms  Gookle preferences
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Creating a policy

A policy manages which operations to be allowed for things.
Configure detailed settings for MQTT communication by associating things and certificates.

1. Select [Security] = [Policies] from the left menu and click the [Create policy] button.

Semvices | Q B 4 @ sy

AWS loT X AWS 10T > Security > Policies

Monitor

AWS IoT policies allow you to control access to the AWS IoT Core data plane operations. AWS IoT policies are separate and different from IAM policies. AWS IoT policies apply only to AWS IoT data plane operations

[Q_Find potices 1 (]

Connect

Connect one device n

Policy name v
» Connect many devices
No policies

You don't have any AWS IoT policies in ap-southeast-2.

Test

MQTT test client

Device Location New

Manage
Software packages New
Retained messages

Intro
rtificate:
Certificate authorities
Role aliases
Authorizers
» Audit

» Fleet Hub

() Cloudshell  Feedback  Language ©2023, Amazon Web Services Inc or itsafflates.  Privacy  Terms  Cooke preferences

2. Configure settings as shown below, and click the [Create] button.

Item Setting

Policy name Any name

Policy effect Allow

*

Policy action”!

- v
Policy resource 1 *

*1 This item describes the policy settings for testing. For actual use, configure settings with restrictions.

Services B 4 ® sdev

AWS loT X AWS IoT > Security » Policies > Create policy

Create policy e

Monitor
AWS I Core policies allow you to manage access to the AWS [oT Core data plane operations.
Connect " .
Policy properties
Connect one device B i P D s S TS e T e

» Connect many devices

Policy name

test_policy

Test

MQTT test client

Device Location New

» Tags - optional

Manage
Policy statements Policy examples
» All devices

» Greengrass devices

» o dees Policy document wo BN o |

Software packages New An AWS loT one or more px nts. Each policy statement contains actions, resources, and an effect that grants or denies the actions by the resources,
» Remote actions
» Message routing Policy effect Policy action Policy resource

Retined mesages [Hton R [ | =
v Security

Add new statement ‘
Intro

Certificates

Policies
Cancel
Certificate authorities

Role aliases
Authorizers

> Audit

» Detect

» Fleet Hub

() Cloudshell  Feedback  Language ©2023, Amazon Web Services Inc or itsafflates.  Privacy  Terms  Cookle preferences
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3. The policy is added to the list.

aws Q

£ Services

AWS loT

Monitor

Connect
Connect one device

» Connect many devices

Test
MQTT test client

Device Location New

Manage
» Al devices
b Greengrass devices
> LPWAN devices
» Remote actions
» Message routing
Retained messages
v Security
Intro
Certificates
Policies
Certificate authorities
Role aliases
Authorizers
> Audit
» Detect

» Fleet Hub

loudshell  Feedback

© Successfully created policy test_policy.

AWSloT » Security > Policies

AWS IoT policies (1) info

| Create policy
AWS Io policies allow you to control access tothe AWS T Core dta plane operations. AWSloT pliie re separate and diferent rom 1AM polces AWSloT plicies apply anly to AW loT data plane operaions
lq Find policies 1 ®
[J  Policyname v
a

Privacy  Terms  Cookie preferences
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Creating AWS loT things

A thing is an object that connects to the Internet. In this manual, this refers to the FX5-ENET.

1. Select [Manage] = [All devices] = [Things] from the left menu, and click the [Create things] button.

B 4 O suer

AWS loT X AWS 10T > Manage » Things

Monitor
Connect Q Filter things by: nam searchable attribute. 1 &
Connect one device
» Connect many devices Name Thing type
No things

Test No things to display in this Region

MQTT test client
a Create things

Device Location New

Manage
Thing types.
Fleet metrics
Retained messages
» Security

» Fleet Hub

Device software

Billing groups

Settings
Feature spotlight 0 things selected A
(o — ©2023, Amazon Web Services, Inc. or its affilates.  Privay  Ternms  Gookle preferences

2. Select [Create single thing] and click the [Next] button.

2] L ® Sydney v

AWSIoT > Manage > Things ) Create things

Create things we

A thing resource is a digital representation of a physical device or logical entity in AWS IoT. Your device or entity needs a thing
resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features.

Number of things to create

© Create single thing
Create a thing resource to register a device. Provision the certificate and policy necessary to allow the device to connect to AWS
ot

Create a task that creates multiple thing resources to register devices and provision the resources those devices require to

O Create many things ‘

L — ©2023, Amazon Web Services Inc or itsafflates.  Privacy  Terms  Cookle preferences
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3. Configure settings as shown below, and click the [Next] button.

Item Setting

Thing name Any name

Device Shadow No shadow

B 4 O s

AWSIoT > Manage ) Things ) Createthings ) Create single thing

i . Specify thing properties .

A thing resource is a digital representation of a physical device or logical entity in AWS IoT. Your device or entity needs a thing
resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features.

ep 2 - optional
Configure device certificate
Thing properties info

optional

Attach policies to certificate
Thing name

test_things

eT & TMGUE MO CONEOIING Oy TCTLers, MUMDETS, TyPTENs, COTONS Of UNCErSCores, R TG Name Con t contain any spaces.

Additional configurations
You can usethese confiumations otk detad that con help you to rgarize, manage, an search your things.

» Thing type - optional
» Searchable thing attributes - optional
» Thing groups - optional
» Billing group - optional

» Packages and versions - optional

Device Shadow info
Device Shadows allow connected devices to sync states with AWS. You can also get, update, or delete the state information of this thing's
shadow using either HTTPs or MQTT topics.

O No shadow

O Named shadow

with different names to manage access to properties, and logically group

O Unnamed shadow (classic)
Athing can have only one unnamed shadow

coneel m

[ CloudShell  Feedback  Language ©2025, Amazon Web Services, Inc. orts affates.  Privacy  Terms  Cookie preferences

B 4 O s

AWSIoT > Manage ) Things ) Createthings ) Create single thing

Configure device certificate - optional i
Specify thing properties
A device requires a certificate to connect to AWS loT. You can choose how to register a certificate for your device now, or you
. can create and register a certificate for your device later. Your device won't be able to connect to AWS loT until it has an active
Step2 - aptona
certificate with an appropriate polic;
Configure device certificate Ppropriate potcy.

Device certificate

¢} anew certificate
Generate a certificate, public key, and private key using AWS oT's certificate authority

O Use my certificate
cate signed by your own certificate authority

Register your CA and use your own certificates on one or many devices.

‘ O Upload CSR ‘

You can create a certificate for this thing and attach a policy to the certificate at a ater time,

o

’ O Skip creating a certificate at this time ‘

L — 3, Amazon Web Services,Inc ortsaffilates.  Privacy  Tenms  Cookle preferences

4 CONFIGURING SERVER (MQTT BROKER) CONNECTION
4.1 Configuring Settings with AWS 30



5. The thing is added to the list.

B 4 @ syneyv & immrs g

aws £ services | Q

© You successfully created thing test_things.

AWS loT X
AWS1oT » Manage » Things
Monitor
Things (1) nfo Advanced search H Run aggregations Create things
Connect An 10T thing is  representtion and record of your physicaldevicein the cloud. A physical device
needs a thing record in order to work with AWS loT.
Connect one device
+ Connect many deces [q Filter things by: name, type, group, billing, or searchable attribute. 1 ®
(] Name Thing type
Test
O -

MQTT test client

Device Location New

Manage
v All devices
Things
Thing groups
Thing types
Fleet metrics
» Greengrass devices
> LPWAN devices
» Remote actions
» Message routing
Retained messages
» Security

» Fleet Hub

Device software
Billing groups
Settings

Feature spotlight

Privacy Terms  Cookie preferences

loudshell  Feedback
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Creating a certificate

A certificate authenticates the connection between a device and a client. To enable a device or client to communicate with
AWS loT, a certificate must be registered and activated with AWS loT.

1. Select [Security] = [Certificates] from the left menu and click the [Create certificate] button.

B & O

Sydney v

AWS loT X AWS 10T > Security > Certificates
Certificates we

Monitor

Connect Certificates Certificates you've transferred

Connect one device

» Connect many devices

Certificates (0)

Test

X.509 certificates authenticate device and client connections. Certificates must be registered with AWS loT and activated before a device or client can communicate with AWS loT.

Create certificate

MQTT test client
a Certificate ID

Device Location New

Manage

» All devices

v

Register certincates
Status v | Created v

No certificates

You don't have any certificates in ap-southeast-2.

Create certificate

Software packages New

Retained messages
Certificate authorities
Role aliases
Authorizers

» Fleet Hub

i s ok

Terms  Cookie preferences.

©2023, Amazon Web Services, Inc. or ts affiliates.

Privacy

2. Select [Create certificate with certificate signing request (CSR)]. Select the CSR file generated by Certificate
Configuration Tool for FX5-ENET from the [Choose file] button. (=5~ Page 22 Configuring Settings with Certificate

Configuration Tool for FX5-ENET)

Select [Active] for the certificate status and click the [Create] button.

aws

£ Services | Q

AWSIoT ) Security > Certificates ) Create certificate

Create certificate we
Certificates authenticate devices and clients so that they can connect to AWS loT. Your device won't be able to connect to AWS

IoT without authentication and an appropriate policy.

Certificate

o« fi

(CSR)
Upload your own certificate signing request (CSR) file to
ficate that's based on a private

o new certificate with certificate signing request
cate, public key, and private key

wuthority and register it with

create and regis

ke you own.
Certificate signing request
Upload the request (CSR) file for the certificate you want to create and register. The file must have a file extension of csr
[ Choose
© testesr
964 byte

Certificate status
Assign the inital state of the new certificate. The certificate must be active before it can be used to connect to AWS loT. You can change its
status later in the certificate’s detail page.

O Inactive
A d

Cloudshel

Feedback  Language

B & O

Sydney v

©2023, Amazon Web Services, Inc.or its affiiates.  Privacy  Terms  Cookle preferences
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3. Download [Device certificate]. This certificate is required for writing to the FX5-ENET. (I<5~ Page 37 Writing a certificate)
When downloading is completed, click the [Continue] button.

Download certificates and keys X

Download certificates and keys
o7 You can dowlood ¢ st now, o laer bt the key Al can oly be &

Device certificate

s smpem.crt

Root CA certificates
Download the root C
you're using. You can

Amazon trust services endpoint [ Download

RSA 2048 bit key: Amazon Root CA 1

Amazon trust services endpoint [ Download

ECC 256 bit key: Amazon Root CA 3

file that corresponds t
ad the root CA cert

data endpoint and cipher suite

o d

If you don't see the root CA certificate that you need here, AWS IoT supports additional
root CA certificates. These root CA certificates and others are available from our
developer guides.

4. The certificate is added to the list. Click the certificate ID created now.

B 4 @ sy L il

View certificate X

@ You successfully created certificate s s g i5sm

AWS loT X

AWS 10T > Security > Certificates

Monitor

Certificates w.

Connect 509 certificates authenticate device and client connections. Certificates must be registered with AWS IoT and activated before a device or client can communicate with AWS loT.
Connect one device
Certificates Certificates you've transferred
» Connect many devices

Certificates (1) Add certificate ¥

Test

MQTT test client ‘ Q_ Find certificates ‘ ' N

Device Location New

(m] Certificate ID v | status v | created v

Manage o g " T | O©acie gt ] =

» All devices

» Greengrass devices
» LPWAN devices

Software packages

» Remote actions
» Message routing
Retained messages
v Security
Intro
Certificates
Policies
Certificate authorities
Role aliases
Authorizers
> Audit
» Detect

» Fleet Hub

53 Cloudshet Language [ —
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5. clickthe [Attach policies] button in [Policies].

AWS loT X AWS 10T > Security > Certificates ) e TIILEY -

Monitor
Connect Details

Connect one device

» Connect many devices

Test

MQTT test client

Device Location New

Manage
> Altdevices | e i

b Greengrass devices

> LPWAN devices

Things Noncompliance

» Remote actions
» Message routing

Policies (0) info I:C ‘
Retained messages

AWS 0T policies allow you to control access to the AWS loT Core data plane operations.

v security

Intro Name
Certificates No policies
Policies You don't have any policies attached to this certficate.
Certificate authorities
Role aliases
Authorizers

> Audic

» Detect

» Fleet Hub

loudshell  Feedback  Language

©2023, Amazon Web Ser coritsaffilates.  Privacy Terms  Cookle preferences

6. Select the created policy name and click the [Attach policies] button.

Attach policies to the certificate X

- - - = m—e =B -
L= = ==l |

Policies

Choose policies to attach to this certificate. The certificate can ha

0 10 policies attached to it

Choose AWS loT policy
Q

I test_palicy

Canzell Attach policies I
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7. Click the [Attach to things] button in [Things].

HE Senvices | Q

aws

AWS loT X © Successfully attached the policy test_policy to certificate M1 11 b

AWSIoT > Security  Certificates > I s F ML WWY Ty LT Wil ™y P el 14 T

Monitor

Info
Connect
Connect one device

Details
» Connect many devices

Test
MQTT test client

Device Location New

"
11

Manage A 11 EIL
» Al devices
b Greengrass devices

> LPWAN devices A ek fereer O e amse ! pr—r

B & O

Sydney v

» Remote actions .
Policies Noncompliance

» Message routing

Retained messages
v security Things (0) infe
e A AWS IO thing i a representation and record o your physcal devic in the cloutl. Attaching  certfcate to an AWS T thing relates the device using th certificateto the thing resource.
ntro
Certificates
Name
Policies
Certificate authorities No things
Role aliases This certificate is not attached to any things.
Authorizers
» Audit
» Detect

» Fleet Hub

loudshell  Feedback  Language

8. Select the name of the created thing, and click the [Attach to thing] button.

, Amazon Web Services

. or ts affiliates.

Attach to things

Privacy

Terms.

Cookie preferences

Attach certificate X
-
== -

Things

Choose things to attach this certificate to.

Choose thing resource
Q

I test_things

Cancel
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Checking an endpoint

An endpoint represents a URL required for connecting to AWS services.
The endpoint will be needed for configuring the GX Works3 settings. Therefore, users are recommended to copy and keep it.
(The URL must be copied with "******** amazonaws.com" included.)

1. Select [Settings] in the left menu. The endpoint assigned to each AWS account is displayed.

Senvices | Q

AWS loT X AWSIT > Settings

Settings e

Monitor

Device data endpoint info ©

Connect Your devices can use your account's device data endpoint to connect to AWS.

Connect one device

» Connect many devices Each of your things has a REST API available at this endpoint. MQTT clients and AWS loT Device SDKs [2 also use this

endpoint.
Test v

MQTT test client I AT L 8 -£.amazonaws.com I

Device Location New Select security policy  Info

""" To customize your TLS sttings, such as TLS versions and supported cipher suites, cho
[ .

Manage Compare security policies [
» All devices

» Greengrass devices
» LPWAN devices Domain configurations info

You can create domain configurations to simplify tasks such as migrating devices to AWS loT Core, migrating application infrastructure to
Software packages New AWS IoT Core and maintaining brand identity.

» Remote actions Create domain configuration

» Message routing
Retained messages Name Domain name Status Service type Date updated
» Security
No domain configurations

>
Fleet Hub You don't have any domain configurations.

Create domain configuration

Device software

Billing groups
Settings Logs info Manage logs
emtore Spotlight You can manage AWS loT logging to log helpful information to CloudWatch Logs.

Documentation [4
As messages from your devices pass through the message broker and the rules engine, AWS IoT logs process events
which can be helpful in troubleshooting.
Tell us what you think

Role Log level
Log role is not available Logging level is not available

[ CloudShell  Feedback  Langusge ©2025, Amazon Web Services, Inc. orts affates.  Privacy  Terms  Cookie preferences
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4.2 Configuring Settings with Certificate
Configuration Tool for FX5-ENET

Writing a certificate

1. In Certificate Configuration Tool for FX5-ENET, click [Client Certificates] = [Replace] button.

(B MELSOFT Centificate Configuration Tool for FX5-ENET {Untitled Project)*

Project Connection Settings Help

Server Certificates

Module
Glient Gertificates
Serial Mo, Common Name  Oreinization Name  Oreanization Uit Lacality State  Gountry  Valid From  Valid To
PR test us i
Generate a New Client Oertificate Refresh Delete Last Refreshed: B
¥ 2 v
Tool[Gomputer) [ Read GSR from Module 2 Replace to Module A Read from Uit

¥ 2 v

Certificate Autority(CA) Server (Objssts/Cloud)

(53 Get 5 GSR ) Beplacs &, Get 5 Gertificate

2. Click the [Yes] button.

MELSOFT Certificate Configuration Tool for FX3-ENET

The module already contains a Client Certificate. Do you want
I to replace the existing certificate?

Yes Ho

3. Select the certificate (*.crt) downloaded in [~ Page 32 Creating a certificate and import the certificate.

Point}3

If the certificate (*.crt) is not displayed, delete the end of the file name (.crt). (The extension will become
.pem.)

4. Click the [Yes] button.

MELSOFT Certificate Configuration Tool for FX5-ENET

The certificate function must be stopped to update the

! settings. This may affect the connection establishment that
uses the certificate. Are you sure you want to continue?
Stopped function will restart automatically after the
processing is completed.

Yes Mo
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5. Download the server certificate (sf-class2-root.crt) from AWS.

Pointp

The certificate can be downloaded from the following (as of the publication of this manual).

https://aws.amazon.com/blogs/security/how-to-prepare-for-aws-move-to-its-own-certificate-authority/
?nc1=h_ls

Certificates have expiration dates. For the latest information, check the website of AWS.

Blog Home  category v edition +
Verify that your certificate store contains a suite of Amazon Trust Services certificate authorities
The fallowing table lists the certificates for Amazan Trust Services. To verify that these certificates are in your browsar's trust

store, click each Test URL in'the table to see if it appears correctly. I here is a problem, an error s displayed s shown in this

exampe.

Distinguished Name (DN) Subject public key SHA-256 hash

Starfield Class 2 Certification Authority i s i silaiat s dilaablanini | Withouk

* Note: Arazon doss ot own s rot v Test LRL - Em

ou can calouiate the SHA256 hesh of the subjsct's public fey as follows: For PEM-encoded certificate files, run the following
operssl commard: - certificate.pen

openssl n certificate.pen -noout -pubkey | openssl asniparse -noout -inform pem -out
certific
openss] dgst -sha2s6 certificate.key

For example, I the Starfiekd Class 2 cortficate fsa file, run the folloving
commar: ; sf-class2-root.crt openssl

openss1 x509 -in sf-class2-root.crt -noout -pubkey | openssl asniparse -noout -inform pem -out s

dgst -sha256 sf-class2-root.key ~
SHA256(sf-class2-root. key)= 151 42233d34791640813
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6.

certificate (sf-class2-root.crt).

B MELSOFT Certificate Configurati

NET (Untitled P

In Certificate Configuration Tool for FX5-ENET, select [Server Certificates] = [Import] button to import the server

Project Connection Settings Help
Server Certificates Server(Objects/Cloud) Server Certificate/CRL files
Glient Certificates M
Tool
Trusted Certificates  GRLs
Serial . Common Neme  Oreanizati.. Oreanizati. loklity State Coun. VelidFrom ValdTa  DNSN. URI [P Add
] eenio
A A ¥ Verify Legend
2, Read from Module A Verify with Module & ikite to module Match Teolonly [ Module anly
A v v
Module
Trusted Gertificates GRLs
Serial .. Common Name  Oreanizati. Oreaniati. Locality State Coun. ValidFram  WeldTo  DNSN. URI P Add
e it
|4 Rexd [ verify | & writs

7.

B MELSOFT Certificate Configurati

(5-ENET (Untitled P

When the file has normally been imported, click the [Write] button to write it to the FX5-ENET.

Project Connection Settings Help
Server Certificates Server(Objects/Cloud) Server Certificate/CRL files
Glient Certificates M
Tool
Trusted Certificates GRLs
Serial . Gommon Name  Oreanizati. Oreanizati. Lolality  State  Goun. Valid From  Walid To DNS N URI IP Add
0 Starfield . Starfield Us e
—— T
A A ¥ Verify Legend
2, Read from Module A Verify with Module & ikite to module Match Teolonly [ Module anly
A v v
Module
Trusted Certificates GRLs
Serial . Common Name  Oreanizati. Oranizati.. Localty State  Coun.. Valid From  Valid To NS N URT 1P dd
e il
Lo [% ]

8. Click the [Yes] button.

MELSOFT Certificate Configuration Tor

for FX5-EMNET

Are you sure you want to write all certificates(Trusted
! certificates and CRLs) to the module?
All certificates in the module will be deleted.

9. Click the [Yes] button.

MELSOFT Certificate Configuration Tool for FX5-ENET

The certificate function must be stopped to update the

! settings. This may affect the connection establishment that
uses the certificate, Are you sure you want to continue?
Stopped fundction will restart automatically after the
processing is completed.

E Yes ] No
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4.3 Configuring Settings with GX Works3

1. Selectthe "Navigation" window = [Parameter] = [Module Information] = [FX5-ENET] = [Application Settings] = [MQTT
Communication Setting] = [MQTT Connection Setting] and double-click <Detailed Setting>.

2. Configure the following settings and click the [Apply] button.

Item Setting
MQTT Server Specification Method Host name
MQTT Server Host Name Ekkrk

.amazonaws.com (own endpoint)

Enter the endpoint that was copied in the section below.
I~ Page 36 Checking an endpoint

MQTT Server Port No. 8883

Client ID

test_things
Enter the name of the thing that was created in the section below.
==~ Page 29 Creating AWS loT things

Verify Server Certificate

Verify

1[U1]:FX5-ENET Medule Parameter

Setting ltem List

Input the Setting ftem to Search lEl

Setting ltem

(7 Required Settings = MQTT Connection Setfing
& Basic Setings | N~ MQTT Server Specification Method  Host name
E-{g% Application Settings MQTT Server Host Name ey e mmeyns | amazonaws com

@ DNSSefings | MQTT Server IP Address
‘Simple CP Communication Sef

Securty MQTT Server Port No. 1

Mail Function Setting ~ ClientID test_things
MQTT Commurication Setting User Name
Password

=) MQTT Certificate Seifing

Explanation

Set whether to verify/not to verify the validity of the connection destination server certfficate when connecting
with MQTT server.

Certificate Configuration Tool

R —— | ek | RecteDclisins
m
3. Configuring the settings with GX Works3 is completed by creating a program and writing it to the programmable

controller.
[~ Page 41 CHECKING OPERATIONS
==~ Page 19 Writing data to the programmable controller
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5 CHECKING OPERATIONS

Based on the system configuration (I~ Page 9 System Configuration), write the program to the FX5U CPU module and

check the operation.

(@)

= 3
0000 0000 oood
0000 0000 00od

N ~= AWS

SE)

[
[GX Works3 [Certificate Configuration Tool for FXS—ENE'Ij

(1) FX5U CPU module
(2) FX5-ENET
(3) Router

5.1 Checking the Operation of Connect (MQTT
Connection Establishment)

Use M+FX5ENET_MQTT_Connect (MQTT connection establishment) for controlling the connection with the server (MQTT
broker).

(1) @)

— = >

Connect

>

AWS

(0 )

A

[M+FX5ENET_MQTT_Conneca

(1) FX5U CPU module
(2) FX5-ENET
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Program
M12 turns on for setting the information used for M+ENET_MQTT_Connect (MQTT connection establishment).

ﬂ‘/l‘tOZ $MOV |MQTT_TEST/Will/Topic/Name| RO [~ Setthe Will topic name data for RO.
$MOV | MQTT_TEST Will message | R300 | Setthe Will message data for R300.
$MOoV MQTT_TEST/topic/name R600 — Set the Publish/Subscribe topic name data for R600.

M12

— MOV K1 DO [ Setthe connection number to K1.
MoV K30 D1 [~ Setthe timeout value to K30.
MOV K60 D2 [ Setthe KeepAlive timer to K60.
MoV KO D3 [ Set Will QoS to KO.
MOV KO D4 |— Set the Will topic/message format to KO.
MOV KO D5 [~ Setthe Will topic name data start address to KO.
MOV K300 D6 [— Setthe Will message data start address to K300.

5 CHECKING OPERATIONS
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After M4 (Enable Will) turns on, MO turns on. When FX5ENET_1.uSts_CertFuncReadyStatus_D (Certificate function ready-to-
enable state) turns on, M14 (Execution command) turns on. M1 (CONNECT instruction) subsequently turns on to establish
the connection.

When the connection is successfully established, M9 (Establishment completion) turns on.

MO
FX5ENET_1.uSts_CertFuncReadyStatus_D L
TEST | y1\G108899 KO | M13
M13
I SET M14  —
MO
—t RST M14 —
M_FX5ENET_MQTT_Connect_00A_1
(M+FX5ENET_MQTT_Connect_00A)
MQTT Connect FB
M14 ) M6
— | B:i_bEN o_bENO :B O—
M7
[ FXSENET_1 | DUT: i_stModule 0_bOK :B O—|
i : M8
Connection number: K1 [DO ]— UW: i_uConnectionNo o_bErr:B O—
Timeout value: K30 [D1 ]— UW: i_uTimeout o_uErrld :UW —[D7 ]7
M1 M9
_|M£ B: i_bConnect o_bConnectOK :B O—
M10
— | B: i_bDisconnect o_bDisconnectOK :B O—
KeepAlive timer: K60 [DZ ]— UW: i_uKeepaliveTimer o_uConnectionStatus :UW —[DB ]7
M3
_|Mj1 B: i_bCleanSession
——1 | B: i_bEnableWill
Will 1K
'M(zos 0 (D3 T uw: i_uwilos
— } B: i_bWillRetain
Wf” topfc/message format: KO [D4 ]_ UW: i_uTopicMessageFormat
Will topic name data start address: KO [D5 ]_ UW: i_uWillTopicNameDataAddr
Will message data start address: K300 [DG ]_ UW: i_uWillMessageDataAddr
pbi_bUseParameters
pbi_ulLocal_Port_No
pbi_uTarget_Port_No
pbi_u2IP_Address
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5.2 Checking the Operation of Subscribe (Sending of
Subscribe Command)

Use M+FX5ENET_MQTT_Subscribe (Sending of Subscribe command) for sending a SUBSCRIBE/UNSUBSCRIBE
command to the server (MQTT broker).

(1) )

Subscribe

> >

(0

AWS

A

[M+FX5ENET_MQTT_Subscribe

—/

(1) FX5U CPU module
(2) FX5-ENET

Program
M27 turns on for setting the information used for M+ENET_MQTT_Subscribe (Sending of Subscribe command).
M27
— MoV K1 D10 [— Set subscribe ID to K1.
MOV KO D11 —— Setthe maximum QoS to KO.
MOV KO D12 [— Set the topic message format to KO.
MOV | K600 D13 [—— Set the Subscribe topic name start address to K600.

M29 (Execution command) turns on. After M23 (Execution status) turns on, M21 (SUBSCRIBE instruction) turns on for
sending the SUBSCRIBE command.
After the Subscribe is successfully sent, M26 (Send completion) turns on.

M_FX5ENET_MQTT_Subscribe_00A_1
(M+FX5ENET_MQTT_Subscribe_00A)
MQTT Subscribe FB
M29 M23
—1 | B:i_bEN o_bENO :B O—
M24
[ FXSENET_1 | DUT: i_stModule 0_bOK :B O—
i : M25
Connection number: K1 [DO ]— UW: i_uConnectionNo o_bErr:B O—
M21
S B: i_bSubscribe o_uErrld :UW _[D14 ]7
M22 M26
— | B: i_bUnSubscribe o_bSendOK :B O—
Sublscrlbe ID: K1 [D10 ]— UW: i_uSubscribeld o_uConnectionStatus :UW —[D15 ]7
Maximum QoS: KO [D11 ]_ UW: i_uMaxQoS
Topic message format: KO [D12 ]— UW: i_uTopicMessageFormat
Subscribe topi data start add : K600
ubscribe fopic name data start address [D13 ]— UW: i_uSubscribeTopicNameDataAddr
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5.3 Checking the Operation of Publish (Sending of

MQTT Data)

Create a JSON string with M+StrProcessing_JSONSerialize_F, and use M+FX5ENET_MQTT_PublishSend (Sending of
MQTT data) to send messages to the server (MQTT broker).

Q)

A

Publish

>

(] )

A

[M+StrProcessing_J SONSeriaIize_Fj GIHFXSENET_MQTT_PuinshSen(D

(1) FX5U CPU module
(2) FX5-ENET

FB library registration

AWS

Register the FB library. For the operating procedures, refer to the following.

[=5~ Page 53 FB Library

Program

ESend data creation
« Settings for data to be sent

M50 (Execution command) turns on for setting the data to be sent.

M50

Set JSON start address to K1000.

DMOV

K1000 | D41

1

1
2
3
4
5

M_StrProcessing_JSONSerialize_F_00A_1.pb_st30Member[0].uType := K3; //Set the Value type to K3 (character string).
M_StrProcessing_JSONSerialize_F_00A_1.pb_st30Member[0].s32Key := 'Sample’; //Set the Key name to "Sample".
M_StrProcessing_JSONSerialize_F_00A_1.pb_st30Member[0].s64Value := 'MQTT_TEST"; /Set Value to "MQTT_TEST".
M_StrProcessing_JSONSerialize_F_00A_1.pb_st30Member[0].uDepth := K1; /Set the depth of layer to K1.
M_StrProcessing_JSONSerialize_F_00A_1.pb_st30Member[1].uType := KO; /Set the Value type to KO (end of the member structure array).

» JSON string creation

When M50 (Execution command) turns on, the function block creates a JSON string in accordance with the information of
uType (Value type), s32Key (Key name), s64Value (value of Value), and uDepth (depth of layer) in the set member list
(pb_st30Member) and it outputs the string to the file register at the address specified with the start address of the JSON string

storage destination.

MSIO

JSON start address: K1000 r
1 D41

5 CHECKING OPERATIONS
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M_StrProcessing_JSONSerialize_F_00A_1
(M+StrProcessing_JSONSerialize_F_00A)
StrProcessing_JSONSerialize_FB

B:i_bEN o_bENO :B
UD: i_udJSONAddr o_bOK :B
o_bErr:B

o_uErrld :UW
o_uJSONLength :UW

pb_st30Member

=<

51

O—
52

=<

O—
M53

— D42
—[ D43
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BSending of message data

M67 turns on for setting the information used for M+ENET_MQTT_PublishSend (Sending of MQTT data).

Me7
— | MoV KO D50 [— Set QoS to KO.
MOV KO D51 [~ Set the binary/ASCII/Unicode strings to KO.
MOV | K600 D52 [— Setthe Publish topic name data start address to K600.
MOV KO D53 [— Setthe Publish message size to KO.

M69 (Execution command) turns on. After M63 (Execution status) turns on, M61 (PUBLISH instruction (Rise detection)) turns

on for sending a message.

Checking reception on AWS

M_FX5ENET_MQTT_PublishSend_00A_1
(M+FX5ENET_MQTT_PublishSend_00A)
MQTT Publish Send FB
M69 M63
— | B:i_bEN o_bENO :B O—
r . M64
[ FXSENET_1 | DUT: i_stModule 0_bOK :B O—
i 1K1 M65
Connection number [Do ]— UW: i_uConnectionNo o_bErr:B O—
M61
} B: i_bPublish o_uErrld :.UW (| D54 I —
Binary/ASCII/Unicode strings: KO [D5O ]_ UW: i_uQoS 0_bSendOK :B
M62 M66
} B:i_bM geRetain o_uConnectionStatus :UW O—
QoS: KO [D51 ]— UW: i_uTopicMessageFormat —[D55 ]7
Publish topic name data start address: K600 [D52 ]_ UW: i_uPublishTopicNameDataAddr
Publish message size: KO
o °s5age siz [D53 ]— UW: i_uPublishMessageSize
Publish message data start address: K1000 [D41 ]_ UW: i_uPublishMessageDataAddr

The sent message can be checked from [Test] = [MQTT test client] in the left menu of AWS.

O Enter "MQTT_TEST/topic/name” in [Topic filter]. = Click the [Subscribe] button.

AWS loT

n details by choos

ing Disconnect and making updates on the Establish connection to continue page.

© Connected

Monitor

Subscribe to a topic Publish to a topic

Connect
Connect one device

» Connect many devices Topic filter  Info

which you want to subscribe. The topic filter

can include MQIT wildcard characters.

~ I [ MarT_TesT/topic/name

Test

MQTT test client » Additional configuration

Device Location New

Subscribe

Manage

rtions MQTT_TEST/topic/name

ssT/topic/name @ X | message payload

{

» All devices
» Greengrass devices

> LPWAN devices

» Remote actions

}

“message”: "Hello from AWS loT console”

» Message routing
Retained messages » Additional configuration

» Security

Publish
» Fleet Hub
Device software v MQTT_TEST/topic/name
Billing groups

Settings

{
“Sample”: "MQTT_TEST"

}

Feature spotlight

Documentation [

» Properties
Tell us what you think

L —

5.3 Checking the Operation of Publish (Sending of MQTT Data)

5 CHECKING OPERATIONS

46



5.4 Checking the Operation of Subscribe (Receiving
of MQTT Data)

Use M+FX5ENET_MQTT_Receive (Receiving of MQTT data) for reading a message received from the server (MQTT
broker).

(1) ()

Publish

<

«
AWS

1] )

A A

[M*—StrProcessing_JSONDeserialize_F] E\/HFXSENET_MQTT_ReceiveJ

(1) FX5U CPU module
(2) FX5-ENET

FB library registration

Register the FB library. For the operating procedures, refer to the following.
[=5~ Page 53 FB Library
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Program

HReceiving of message data
M34 turns on for setting the information used for M+ENET_MQTT_Receive (Receiving of MQTT data).

M34
l MOV | K1100 | D21 Set the receive topic name data start address to K1100.

MOV | K1300 | D22 Set the receive message data start address to K1300.

M36 (Execution command) turns on for storing the receive data into the specified file register.

After the data is successfully received, M32 (Normal completion) turns on. The receive data is stored in the file register set
with i_uReceiveTopicNameDataAddr (Receive topic name data start address) and i_uReceiveMessageDataAddr (Receive
message data start address).

M_FX5ENET_MQTT_Receive_00A_1
(M+FX5ENET_MQTT_Receive_00A)
MQTT Receive FB

M36 M31
— B:i_bEN obENOB |— |
[ FXSENET 1 H DUT: i_stModule obok® [ "3 |
Connection number: K1 [DO ]— UW: i_uConnectionNo o_bErr:B —MC?;)S_
Recelve topic name data start address: K1100 [D21 ]— UW: i_uReceiveTopicNameDataAddr o_uErrld :UW -[023
Receive message dala start address: K1300 [D22 ]— UW: i_uReceiveMessageDataAddr  o_uConnectionStatus :UW -[D24

o_uNumOfDiscardedPackets :UW -[ D25

o_uSubscribeld :UW ‘[D26
0_uReceiveTopicSize :UW || D27

[TTTIT

o_uReceiveMessageSize :UW -[ D28

BAcquisition of only the required strings from receive data
« Settings for required member information
M40 (Execution command) turns on for setting the member information to be acquired.

M40

— M_StrProcessing_JSONDeserialize_F_00A_1.pb_st30Member[0].uType := K3; //Set the Value type to K3 (character string).

M_StrProcessing_JSONDeserialize_F_00A_1.pb_st30Member[0].s32Key := 'Sample'; //Set the Key name to "Sample".
M_StrProcessing_JSONDeserialize_F_00A_1.pb_st30Member[0].uDepth := K1; //Set the depth of layer to K1.
M_StrProcessing_JSONDeserialize_F_00A_1.pb_st30Member[1].uType := KO; //Set the Value type to KO (end of the member structure array).

AWON -

* Acquisition of JSON string

When M40 (Execution command) turns on, the function block acquires the Value strings that exactly match the values of
uType (Value type), s32Key (Key name), and uDepth (depth of layer) in the set member list (pb_st30Member) from JSON
strings stored at the JSON start address, and it stores the values into the s64Value (Value) values in the member list
(pb_st30Member).

M_StrProcessing_JSONDeserialize_F_00A_1
(M+StrProcessing_JSONDeserialize_00A)
StrProcessing_JSONDeserialize FB

M40 M41
— | B: i bEN 0_bENO :B o—]
JSON start address: K1300 M42

ol (D22 T uD: i_uddsonAdar 0_bOK :B O—
M43
o_bErr:B

o_uErrld :UW —[D30 ]7
o_uValueNum :UW —[D31 ]7

pb_st30Member
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Checking reception on GX Works3

Messages received from AWS can be checked from the "Device/Buffer Memory Batch Monitor" of GX Works3.

O [Online] = [Monitor] = [Device/Buffer Memory Batch Monitor]

(® Device Name

(O Buffer Memory Intelligent
Module No.(L)

49 5 CHECKING OPERATIONS
5.4 Checking the Operation of Subscribe (Receiving of MQTT Data)



6 TROUBLESHOOTING

6.1 Checking Procedure

1. Checking the LED status

Check the communication status with the display status of the LEDs.

For the FX5U CPU module, refer to the following.

[TIMELSEC iQ-F FX5S/FX5UJ/FX5U/FX5UC User's Manual (Hardware), Section 15.2 Checking with LEDs
For the FX5-ENET, refer to the following.

LTIMELSEC iQ-F FX5 Ethernet Module User's Manual, Section 10.1 Checking with LEDs

For the router, refer to the manual of the router used.

2. Checking the error code

Check the following according to the error code of the error occurred in the FX5U CPU module and FX5-ENET.
For the FX5U CPU module, refer to the following.

* Error codes common to CPU modules

LTIMELSEC iQ-F FX5 User's Manual (Application), Appendix 3 Error Code

* Error codes related to Ethernet communication of CPU modules

[TIMELSEC iQ-F FX5 User's Manual (Communication), Section 47.1 Ethernet Communication

For the FX5-ENET, refer to the following.

LTIMELSEC iQ-F FX5 Ethernet Module User's Manual, Section 10.6 List of Error Codes

EChecking the wiring

For the wiring, refer to the following.

[=5~ Page 9 System Configuration

* Are the Ethernet cables fully inserted?

BChecking the communication settings
Refer to [=~ Page 12 CONFIGURING CLIENTS (MQTT PUBLISHER, MQTT SUBSCRIBER) and == Page 25

CONFIGURING SERVER (MQTT BROKER) CONNECTION.

 Are the GX Works3 parameter settings, Certificate Configuration Tool for FX5-ENET settings, and AWS setting details
correct?

* Are the IP address and subnet mask settings of the FX5U CPU module, FX5-ENET, personal computer, and router correct?

« If a firewall is set up between the FX5-ENET and the personal computer, has permission been given to the port to be used?

6 TROUBLESHOOTING
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3. Checking the AWS settings

For the AWS settings, follow the instructions on the window or contact the support center.

aws

35 Sevices | Q

Reset to default | ARt

Expert Help [

Console Home i

Recently visited info H Welcome to ANt

Documentation [2
10T Core ) Gettingsta

cupport 4 Learn the fus
" 7z information

Training [2

Getting Started Resource Center [

Training an
2 Send feedback

Q

skills and knowledge

3 What's new with AWS? [2
- Discover new AWS services, features, and
Regions.

View all services

AWS Health info Cost and usage info

o
v el

No health data
No cost and usage

This could be because you don't have permissions

to access AWS Health. Please contact your This could be because you haven't configured AWS Cost Explorer or you do not have permission

account administrator.

Go to AWS Health Go to AWS Cost Management

Cookie preferences.

L —
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APPENDICES

Appendix 1 List of FX5 Ethernet-equipped Module
FBs

The FX5 Ethernet-equipped module FB library contains the following FBs. Programs are created by combining FBs according

to each application.

Name Description

M+FX5ENET_MQTT_Connect Controls the connection with a server (MQTT broker) to establish a TCP or TLS session by the CONNECT
instruction or to disconnect the session by the DISCONNECT instruction.

M+FX5ENET_MQTT_PublishSend Sends a message to the server (MQTT broker).

M+FX5ENET_MQTT_Receive Reads a message received from the server (MQTT broker).

M+FX5ENET_MQTT_Subscribe Sends a SUBSCRIBE/UNSUBSCRIBE command to the server (MQTT broker).

APPX 2
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Appendix 2 FB Library

Downloading the FB library

In this manual, the character string operation FB library is used.
To obtain the FB library, please contact your local Mitsubishi Electric representative.

APPX
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Importing the FB library

This section describes how to register the obtained FB library to GX Works3.
Decompress the FB library folder (zip file) before registering the FB library.

1. start GX Works3, and select [Project] on the toolbar = [New].
In this manual, the following settings are used.

Item Description
Series FX5CPU
Type FX5U
Program Language Ladder

Debug Recording Diagnostics Tool  Window  Help

0 W ral | B BR B Y o8| 9 g | |

ﬂ Close
B swve

Save As...

E Type/Operation Mode...

Open Other Format File

Program Language ] Ladder &

Library Operation »
Security »
Page Setup...

Print Preview..
& Pint.. Curl+p
Recent Projects(K) »
Start GX Works2
Exit(@)

Ctrl+N

0 Bl em| B B 2 | e [ R sl AR E R
AR L L @ SRR R RPERALERLAZREY

Save Crl+5

W
Project Revision » |!

Change Module Type/Operation Mode...

i)ata Operation »
Intelligent Function Module ,

" Oper Other Format File »
Library Operation > Export Library(5)..
Security » Register to Library List » s P {
Printer Setup... M Delete o Doy e e 1
Page Setup... Update the Display of Library
Print Preview. @ Show Program/FEB/FUN File

& Print.. Ctrl+P Update Library POU...

Recent Projects(K) ’ Help(M)...

Start GX Works2
Exit(Q)
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3. Select the "StrProcessing_F.msIm" file in the decompressed FB library folder, and click [Open].

[ Register Library to Library List

« © A [|» ThisPC 5 Desktop > fb-strprocessing_f v100 v o 2 Search fb-strprocessing f v1.
Organize New folder = ™ @
Name Date modified Type Size
st Quick access
Manual_Chinese 8/22/2023 11:06 AM File folder
@ OneDrive Manual_English 8/22/2023 11:06 AM File folder
[ This PC :
] strProcessing_F.mslm 4/25/2023 9:07 AM MSLM File 900 KB
¥ Network —
File name: | StrProcessing_F.msim v| Library (*.msim) ~|
Open I Cancel

4. The selected file is added to [Library] in the "Element Selection" window.

| Mndow e

sxcouny gag o
[ clisEreammes s o nma s mm o250 e @ el

Point}”

If the "Element Selection" window is not displayed, select [View] on the toolbar = [Docking Window] =
[Element Selection] to open the window.
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How to use the FB library

Select an FB registered in the library from the "Element Selection" window, and drag and drop it to the program editor. Create
an input ladder and an output ladder of the pasted FB to create a program.
Arrange the FB input ladder to the left side, and output ladder to the right side of the window in the same manner as standard

ladder programs.

1. Go to the "Element Selection” window = the [Library] tab = [Library]. Then, select an FB to be used and drop it in the
program editor. When the "FB Instance Name" window appears, click the [OK] button.

i i i o W
0 | ERER 5 1| R 58 9B B QL] 0x - [0 4 @@ 0 v
= ae

ing
EEIEELET AL I Yt )
S SaE
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57

3. Insert a contact and input to B:i_bEN.

v projec - (FrogPou PRG0] 55
Brject it Endeisce

DR RS9 )
LA T EE

ST

%Fnl&\wlﬁlna\”ﬂ‘!ﬂmﬁm@lé Rl @ e

BLIPICG r— -5

e
[EIae—

ok

p—

o stMenter

et gt FndReplace

b
EEL I —

(= a0 aGEw ZRE|0DI0 =B 0 [T k=

[ T Lk SR BB S LS B 5 R S
¥ 1] Progpou PRS) LD} 59 X

Posteninguppert

B FoPLe
 eSroce trecesing, SNl
o MeStroce StProcesing SONSele
= @ StctuedData1

S T

3

™ cseno s :l

s oo |
per

o st vl

st

TR T T e a;?,%\*i\@\-,ué»a' R LT T

i MeStroce StProcssing SSONDesaa
[ ———
= @ G
B Stcuredban T

r-Sitrocesion SOND e 1008
oy
on

4~ lament Slcion 5 x
FnaPou) B
o e B[ X ar
Deoty Taget ~

Ve Ly

P S

vt D 55

o soventer

Fere

Sitrocesing SONDsse
 MeStProce uPrecesing SONSeile

o B ool Laves

S

WieStProcestng JSONDeseratze .00
Nasion)
0n

I e e e e

APPX
Appendix 2 FB Library



Appendix 3 How to Use the Program Copy Function
of e-Manual

Program examples in e-Manual can be copied and pasted to GX Works3.

1. Click "Copy Ladder Program (for GX Works3)" in e-Manual.

M231
[ oo Wi wStationNo o _bOK:B
Station number | Station number Normal end Normal end
Mm232
[ D220 W:i_wParameterNo o_bEmB
Parameter Parameter number Failed end Failed end
number
o_wErD:w —{ D230 }———|
Error code Error code
o_wParameterVal:W —[ D231 ]7
Parameter value which was read | Parameter value
which was read
[ END 1+

I Copy Ladder Program (for GX Works3) I

2. Right-click the mouse on the ladder editor of GX Works3, and select [Paste].

& MELSOFT GX Works3 (Untitled Project) - [PragPou [PRG] [LD] 15tep]
i Project Edit Find/Replace Convert View Online Debug Recording Diagnostics Tool Windoy
iDPAS 0le PRI T EEEEET T
EE R =T

PR O L L oe K I a s L b | 25 R R

PTs aes fo 6 £) B4 | Fa s SE7 SFo abe ako | s s sar7 sas | aFs cFs @)

gation

S| 55 |
ct

ProgramBody

an

Insert and Paste(L)

£ Convert(B)

3. The copied program is pasted in undefined state. Select the FB used in the program example from [Library] on the
"Element Selection" window, and drag and drop it to the FB area on the ladder editor.

S

e
ERCCICE FEEE L EEE S EIEEETCE

Point}3

When an FB is used in the program example, the definition of the FB will be unclear immediately after the
program is pasted to the ladder editor. Drag and drop the FB from the "Element Selection" window to define
the FB properly.

Unclear definition of FB Properly defined FB
M_INVERTER_CC_IEF_Basic_Running_F_00A_1 (M+INVERTER-CC-IEFBasic_Running_F | M_INVERTER_CC_IEF_Basic_Running_F_D0A, i (M+INVERTER-CC-IEF-Basic_Running_F_}
i_wStationNo o_bOK] W: i_wStationNo ‘o_bOK:B]
i_bForword o_bEr] B:i_bForword o_bErrB|

i_bHigh Bii_bHigh
i_bMiddle B:i_bMiddle
iblow Bi_blow
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4. Click the [OK] button on the "FB Instance Name" window.

FB Instance Name

o] 4
Exit

Local Label {ProgPou)

5. Whenthe FBis properly defined, the FB instance name is highlighted in gray.

] ProgPou [PRG] [LD] 15tep * X

wiite - 1 2 3 4 s 5 7 s s 1 1 2

is V_I\VERTER_CC_IEF_Basic_Running_F_00A_1 (M+INVERTER-CCEF Bosic_Running F |
| MO M10
" HEP——————————— 5iten 0 BENOB| —_—

- it
v —_— L D0 }{Wi_wStstiono obOKBf— —

| M1 M2
R e bForwen 2

| M2

= B bReverse owenpWH D10 - —
| M3

- [ SEE

| M4

T e e

- M5

= M lmibow

Label items (label name, data type, and others) are copied in the order defined as an example in this manual.
Therefore, define label items in the same order as shown on the label editor of the engineering tool.

u Labels to be defined
Define global labels as follows.

Label Name Data Type Class Assign (Device./Label)
1 |bStartDirection_1 Bit _ |vAR GLOBAL  ~ |m200
| 2 [bStatDirection_2 Bit _|VAR_GLOBAL  ~ [M201

Copy labels (for GX Works3)

Simple display

@G\oba\ [Global Label Setting] X

‘(Hher:

Show Detals()

Digplay Setting

Check

Label Name | Data Type : English(Display Target) Access from Bxtemal Device
1 |bStatDietion_1 B VAR_GLOBAL
2 |bStatDirection 2 VAR GLOBAL
3 |

Switch simple display and detailed display using the [Easy Display]

and [Show Details] buttons.

m Same label item order

4@ Global [Global Label Setting]

<Filter> | ‘Easy Dic & Digglay Setting Check.
Label Name. Data Type - Class Assign (Device/Label Initial Value Constart English(Display Target| Remark
- —M s—
|| 2 |bStatDiection 2 Bi VAR GLOBAL - [M201 [VAR_GLOBAL
3 | =

€ Global [Global Label Setting]

m Different label item order

If the label items copied are different order from the order used at the pasting

destination, incorrect items are pasted or some items will not be defined.

[<Fiters | ExzyDispiy Diglay Seting _|_| Check
S——
Assign (Device/Label)  + Label Name: Data Type Class Initial Value Constant English(Display Target) Remark.
- = - aloe e i st SRSl o
2 [oStartDirection_2 bool =
| | =
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REVISIONS

Revision date Version Description

October 2023 A First edition

Japanese manual number: L08896-A

This manual confers no industrial property rights or any rights of any other kind, nor does it confer any patent licenses. Mitsubishi Electric Corporation cannot
be held responsible for any problems involving industrial property rights which may occur as a result of using the contents noted in this manual.

© 2023 MITSUBISHI ELECTRIC CORPORATION



WARRANTY

Please confirm the following product warranty details before using this product.
L[TIMELSEC iQ-F FX5S/FX5UJ/FX5U/FX5UC User's Manual (Hardware), WARRANTY
LCIMELSEC iQ-F FX5 Ethernet Module User's Manual, WARRANTY

TRADEMARKS

Microsoft Edge and Windows are trademarks of the Microsoft group of companies.
Amazon Web Services and AWS are trademarks of Amazon.com, Inc. or its affiliates.
The company names, system names and product names mentioned in this manual are either registered trademarks or

trademarks of their respective companies.
1®

In some cases, trademark symbols such as '™ or *® are not specified in this manual.
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Country/Region, Sales office, Tel/Fax

USA
MITSUBISHI ELECTRIC AUTOMATION, INC.

Tel :+1-847-478-2100
Fax:+1-847-478-2253

500 Corporate Woods Parkway, Vernon Hills, IL 60061, U.S.A.

Mexico
MITSUBISHI ELECTRIC AUTOMATION, INC. Mexico Branch

Boulevard Miguel de Cervantes Saavedra 301,
Torre Norte Piso 5, Int. 502, Ampliacion Granada,
Miguel Hidalgo, Ciudad de Mexico, Mexico, C.P.11520

Tel :+52-55-3067-7500

Brazil

MITSUBISHI ELECTRIC DO BRASIL COMERCIO E
SERVICOS LTDA.

Avenida Adelino Cardana, 293, 21 andar, Bethaville,
Barueri SP, Brasil

Tel :+55-11-4689-3000
Fax:+55-11-4689-3016

Germany
MITSUBISHI ELECTRIC EUROPE B.V. German Branch
Mitsubishi-Electric-Platz 1, 40882 Ratingen, Germany

Tel :+49-2102-486-0
Fax:+49-2102-486-7780

UK
MITSUBISHI ELECTRIC EUROPE B.V. UK Branch
Travellers Lane, UK-Hatfield, Hertfordshire, AL10 8XB, U.K.

Tel :+44-1707-28-8780
Fax:+44-1707-27-8695

Ireland
MITSUBISHI ELECTRIC EUROPE B.V. Irish Branch
Westgate Business Park, Ballymount, Dublin 24, Ireland

Tel :+353-1-4198800
Fax:+353-1-4198890

Italy
MITSUBISHI ELECTRIC EUROPE B.V. Italian Branch

Campus, Energy Park Via Energy Park 14, Vimercate
20871 (MB) ltaly

Tel :+39-039-60531
Fax:+39-039-6053-312

Spain
MITSUBISHI ELECTRIC EUROPE, B.V. Spanish Branch

Carretera de Rubi, 76-80-Apdo. 420, E-08190 Sant Cugat del
Valles (Barcelona), Spain

Tel :+34-935-65-3131
Fax:+34-935-89-1579

France
MITSUBISHI ELECTRIC EUROPE B.V. French Branch
25, Boulevard des Bouvets, 92741 Nanterre Cedex, France

Tel :+33-1-55-68-55-68
Fax:+33-1-55-68-57-57

Czech Republic

MITSUBISHI ELECTRIC EUROPE B.V. Czech Branch
Pekarska 621/7, 155 00 Praha 5, Czech Republic

Tel :+420-734-402-587

Poland

MITSUBISHI ELECTRIC EUROPE B.V. Polish Branch
ul. Krakowska 48, 32-083 Balice, Poland

Tel :+48-12-347-65-00

Sweden
MITSUBISHI ELECTRIC EUROPE B.V. (Scandinavia)
Hedvig Mollersgata 6, 223 55 Lund, Sweden

Tel :+46-8-625-10-00
Fax:+46-46-39-70-18

Turkey

Serifali Mahallesi Kale Sokak No:41 Umraniye / Istanbul

Tel :+90-216-969-2500
Fax:+90-216-661-4447

MITSUBISHI ELECTRIC TURKEY ELEKTRIK URUNLERI A.S.

UAE
MITSUBISHI ELECTRIC EUROPE B.V. Dubai Branch
Dubeai Silicon Oasis, P.O.BOX 341241, Dubai, U.A.E.

Tel :+971-4-3724716
Fax:+971-4-3724721

South Africa
ADROIT TECHNOLOGIES

20 Waterford Office Park, 189 Witkoppen Road, Fourways,
South Africa

Tel :+27-11-658-8100
Fax:+27-11-658-8101

China
MITSUBISHI ELECTRIC AUTOMATION (CHINA) LTD.

Mitsubishi Electric Automation Center,
No.1386 Honggiao Road, Shanghai, China
Tel :+86-21-2322-3030
Fax:+86-21-2322-3000

Taiwan
SETSUYO ENTERPRISE CO., LTD.

6F, No.105, Wugong 3rd Road, Wugu District,
New Taipei City 24889, Taiwan

Tel :+886-2-2299-2499
Fax:+886-2-2299-2509

Korea
MITSUBISHI ELECTRIC AUTOMATION KOREA CO., LTD.

7F to 9F, Gangseo Hangang Xi-tower A, 401, Yangcheon-ro,
Gangseo-Gu, Seoul 07528, Korea

Tel :+82-2-3660-9569

Fax:+82-2-3664-8372

Singapore

MITSUBISHI ELECTRIC ASIA PTE. LTD.

307 Alexandra Road, Mitsubishi Electric Building,
Singapore 159943

Tel :+65-6473-2308
Fax:+65-6476-7439

Thailand
MITSUBISHI ELECTRIC FACTORY AUTOMATION
(THAILAND) CO., LTD.

101, True Digital Park Office, 5th Floor, Sukhumvit Road,
Bang Chak, Prakanong, Bangkok, Thailand

Tel :+66-2682-6522-31
Fax:+66-2682-6020

Vietnam

MITSUBISHI ELECTRIC VIETNAM COMPANY LIMITED
11th & 12th Floor, Viettel Tower B, 285 Cach Mang Thang 8
Street, Ward 12, District 10, Ho Chi Minh City, Vietnam.

Tel :+84-28-3910-5945
Fax:+84-28-3910-5947

Indonesia
PT. MITSUBISHI ELECTRIC INDONESIA

Gedung Jaya 8th Floor, JL. MH. Thamrin No.12,
Jakarta Pusat 10340, Indonesia

Tel :+62-21-31926461
Fax:+62-21-31923942

India
MITSUBISHI ELECTRIC INDIA PVT. LTD. Pune Branch

Emerald House, EL-3, J Block, M.I.D.C., Bhosari,
Pune-411026, Maharashtra, India

Tel :+91-20-2710-2000
Fax:+91-20-2710-2100

Australia
MITSUBISHI ELECTRIC AUSTRALIA PTY. LTD.

348 Victoria Road, P.O. Box 11, Rydalmere, N.S.W 2116,
Australia

Tel :+61-2-9684-7777
Fax:+61-2-9684-7245

dhe
lv.,

Mitsubishi

Electric's e-F@ctory concept utilizes both FA and IT
technologies, to reduce the total cost of development, production and
maintenance, with the aim of achieving manufacturing that is a "step ahead
of the times". It is supported by the e-F@ctory Alliance Partners covering
software, devices, and system integration, creating the optimal e-F@ctory
architecture to meet the end users needs and investment plans.
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MITSUBISHI ELECTRIC CORPORATION

HEAD OFFICE: TOKYO BLDG., 2-7-3, MARUNOUCH]I, CHIYODA-KU, TOKYO 100-8310, JAPAN
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