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SAFETY PRECAUTIONS

(Read these precautions before using this product.)

Before using this product, please read this manual and the relevant manuals carefully and pay full attention to safety to handle
the product correctly.

The precautions given in this manual are concerned with this product only. For the safety precautions of the programmable
controller system, refer to the MELSEC iQ-R Module Configuration Manual.

In this manual, the safety precautions are classified into two levels: "AWARNING“ and "ACAUTION".

f WARN I NG Indicates that incorrect handling may cause hazardous conditions, resulting in
death or severe injury.

f CAUTION Indicates that incorrect handling may cause hazardous conditions, resulting in
minor or moderate injury or property damage.

Under some circumstances, failure to observe the precautions given under "ACAUTION" may lead to serious
consequences.

Observe the precautions of both levels because they are important for personal and system safety.

Make sure that the end users read this manual and then keep the manual in a safe place for future reference.



[Design Precautions]

/\WARNING

@ Configure safety circuits external to the programmable controller to ensure that the entire system
operates safely even when a fault occurs in the external power supply or the programmable controller.
Failure to do so may result in an accident due to an incorrect output or malfunction.

(1) Emergency stop circuits, protection circuits, and protective interlock circuits for conflicting
operations (such as forward/reverse rotations or upper/lower limit positioning) must be configured
external to the programmable controller.

(2) When the programmable controller detects an abnormal condition, it stops the operation and all
outputs are:

» Turned off if the overcurrent or overvoltage protection of the power supply module is activated.
* Held or turned off according to the parameter setting if the self-diagnostic function of the CPU
module detects an error such as a watchdog timer error.

(3) All outputs may be turned on if an error occurs in a part, such as an 1/O control part, where the
CPU module cannot detect any error. To ensure safety operation in such a case, provide a safety
mechanism or a fail-safe circuit external to the programmable controller. For a fail-safe circuit
example, refer to "General Safety Requirements" in the MELSEC iQ-R Module Configuration
Manual.

(4) Outputs may remain on or off due to a failure of a component such as a relay and transistor in an
output circuit. Configure an external circuit for monitoring output signals that could cause a
serious accident.

® In an output circuit, when a load current exceeding the rated current or an overcurrent caused by a
load short-circuit flows for a long time, it may cause smoke and fire. To prevent this, configure an
external safety circuit, such as a fuse.

@ Configure a circuit so that the programmable controller is turned on first and then the external power
supply. If the external power supply is turned on first, an accident may occur due to an incorrect output
or malfunction.

@ Configure a circuit so that the external power supply is turned off first and then the programmable
controller. If the programmable controller is turned off first, an accident may occur due to an incorrect
output or malfunction.

@ For the operating status of each station after a communication failure, refer to manuals for the network
used. For the manuals, please consult your local Mitsubishi representative. Incorrect output or
malfunction due to a communication failure may result in an accident.




[Design Precautions]

/\WARNING

® When connecting an external device with a CPU module or intelligent function module to modify data
of a running programmable controller, configure an interlock circuit in the program to ensure that the
entire system will always operate safely. For other forms of control (such as program modification,
parameter change, forced output, or operating status change) of a running programmable controller,
read the relevant manuals carefully and ensure that the operation is safe before proceeding. Improper
operation may damage machines or cause accidents. When a Safety CPU is used, data cannot be
modified while the Safety CPU is in SAFETY MODE.

@ Especially, when a remote programmable controller is controlled by an external device, immediate
action cannot be taken if a problem occurs in the programmable controller due to a communication
failure. To prevent this, configure an interlock circuit in the program, and determine corrective actions
to be taken between the external device and CPU module in case of a communication failure.

® Do not write any data to the "system area" and "write-protect area" of the buffer memory in the
module. Also, do not use any "use prohibited" signals as an output signal from the CPU module to
each module. Doing so may cause malfunction of the programmable controller system. For the
"system area", "write-protect area", and the "use prohibited" signals, refer to the user's manual for the
module used. For areas used for safety communications, they are protected from being written by
users, and thus safety communications failure caused by data writing does not occur.

@ If a communication cable is disconnected, the network may be unstable, resulting in a communication
failure of multiple stations. Configure an interlock circuit in the program to ensure that the entire
system will always operate safely even if communications fail. Failure to do so may result in an
accident due to an incorrect output or malfunction. When safety communications are used, an
interlock by the safety station interlock function protects the system from an incorrect output or
malfunction.




[Design Precautions]

/N\CAUTION

® Do not install the control lines or communication cables together with the main circuit lines or power
cables. Doing so may result in malfunction due to electromagnetic interference. Keep a distance of
100mm or more between those cables.

@ During control of an inductive load such as a lamp, heater, or solenoid valve, a large current
(approximately ten times greater than normal) may flow when the output is turned from off to on.
Therefore, use a module that has a sufficient current rating.

® After the CPU module is powered on or is reset, the time taken to enter the RUN status varies
depending on the system configuration, parameter settings, and/or program size. Design circuits so
that the entire system will always operate safely, regardless of the time.

® Do not power off the programmable controller or reset the CPU module while the settings are being
written. Doing so will make the data in the flash ROM and SD memory card undefined. The values
need to be set in the buffer memory and written to the flash ROM and SD memory card again. Doing
so also may cause malfunction or failure of the module.

® When changing the operating status of the CPU module from external devices (such as the remote
RUN/STOP functions), select "Do Not Open by Program" for "Opening Method" of "Module
Parameter”. If "Open by Program" is selected, an execution of the remote STOP function causes the
communication line to close. Consequently, the CPU module cannot reopen the line, and external
devices cannot execute the remote RUN function.

[Security Precautions]

/\WARNING

@ To maintain the security (confidentiality, integrity, and availability) of the programmable controller and
the system against unauthorized access, denial-of-service (DoS) attacks, computer viruses, and other
cyberattacks from external devices via the network, take appropriate measures such as firewalls,
virtual private networks (VPNSs), and antivirus solutions.




[Installation Precautions]

/\WARNING

® Shut off the external power supply (all phases) used in the system before mounting or removing the
module. Failure to do so may result in electric shock or cause the module to fail or malfunction.

[Installation Precautions]

/N\CAUTION

® Use the programmable controller in an environment that meets the general specifications in the Safety
Guidelines (IB-0800525). Failure to do so may result in electric shock, fire, malfunction, or damage to
or deterioration of the product.

® To mount a module, place the concave part(s) located at the bottom onto the guide(s) of the base unit,
and push in the module until the hook(s) located at the top snaps into place. Incorrect interconnection
may cause malfunction, failure, or drop of the module.

@® To mount a module with no module fixing hook, place the concave part(s) located at the bottom onto
the guide(s) of the base unit, push in the module, and fix it with screw(s). Incorrect interconnection
may cause malfunction, failure, or drop of the module.

@® When using the programmable controller in an environment of frequent vibrations, fix the module with
a screw.

® Tighten the screws within the specified torque range. Undertightening can cause drop of the
component or wire, short circuit, or malfunction. Overtightening can damage the screw and/or module,
resulting in drop, short circuit, or malfunction.

® When using an extension cable, connect it to the extension cable connector of the base unit securely.
Check the connection for looseness. Poor contact may cause malfunction.

® When using an SD memory card, fully insert it into the SD memory card slot. Check that it is inserted
completely. Poor contact may cause malfunction.

@ Securely insert an extended SRAM cassette or a battery-less option cassette into the cassette
connector of the CPU module. After insertion, close the cassette cover and check that the cassette is
inserted completely. Poor contact may cause malfunction.

® Beware that the module could be very hot while power is on and immediately after power-off.

® Do not directly touch any conductive parts and electronic components of the module, SD memory
card, extended SRAM cassette, battery-less option cassette, or connector. Doing so can cause
malfunction or failure of the module.

[Wiring Precautions]

/\WARNING

@ Shut off the external power supply (all phases) used in the system before installation and wiring.
Failure to do so may result in electric shock or cause the module to fail or malfunction.

@ After installation and wiring, attach a blank cover module (RG60) to each empty slot before powering
on the system for operation. Also, attach an extension connector protective cover ! to each unused
extension cable connector as necessary. Directly touching any conductive parts of the connectors
while power is on may result in electric shock.

*1 For details, please consult your local Mitsubishi Electric representative.




[Wiring Precautions]

/N\CAUTION

Individually ground the FG and LG terminals of the programmable controller with a ground resistance
of 100 ohms or less. Failure to do so may result in electric shock or malfunction.

Use applicable solderless terminals and tighten them within the specified torque range. If any spade
solderless terminal is used, it may be disconnected when the terminal screw comes loose, resulting in
failure.

Check the rated voltage and signal layout before wiring to the module, and connect the cables
correctly. Connecting a power supply with a different voltage rating or incorrect wiring may cause fire
or failure.

Connectors for external devices must be crimped or pressed with the tool specified by the
manufacturer, or must be correctly soldered. Incomplete connections may cause short circuit, fire, or
malfunction.

Securely connect the connector to the module. Poor contact may cause malfunction.

Do not install the control lines or communication cables together with the main circuit lines or power
cables. Doing so may result in malfunction due to noise. Keep a distance of 100mm or more between
those cables.

Place the cables in a duct or clamp them. If not, dangling cables may swing or inadvertently be pulled,
resulting in malfunction or damage to modules or cables.

In addition, the weight of the cables may put stress on modules in an environment of strong vibrations
and shocks.

Do not clamp the extension cables with the jacket stripped. Doing so may change the characteristics
of the cables, resulting in malfunction.

Check the interface type and correctly connect the cable. Incorrect wiring (connecting the cable to an
incorrect interface) may cause failure of the module and external device.

Tighten the terminal screws or connector screws within the specified torque range. Undertightening
can cause drop of the screw, short circuit, fire, or malfunction. Overtightening can damage the screw
and/or module, resulting in drop, short circuit, fire, or malfunction.

When disconnecting the cable from the module, do not pull the cable by the cable part. For the cable
with connector, hold the connector part of the cable. For the cable connected to the terminal block,
loosen the terminal screw. Pulling the cable connected to the module may result in malfunction or
damage to the module or cable.

Prevent foreign matter such as dust or wire chips from entering the module. Such foreign matter can
cause a fire, failure, or malfunction.

When a protective film is attached to the top of the module, remove it before system operation. If not,
inadequate heat dissipation of the module may cause a fire, failure, or malfunction.

Programmable controllers must be installed in control panels. Connect the main power supply to the
power supply module in the control panel through a relay terminal block. Wiring and replacement of a
power supply module must be performed by qualified maintenance personnel with knowledge of
protection against electric shock. For wiring, refer to the MELSEC iQ-R Module Configuration Manual.
For Ethernet cables to be used in the system, select the ones that meet the specifications in the user's
manual for the module used. If not, normal data transmission is not guaranteed.




[Startup and Maintenance Precautions]

/\WARNING

® Do not touch any terminal while power is on. Doing so will cause electric shock or malfunction.

@ Correctly connect the battery connector. Do not charge, disassemble, heat, short-circuit, solder, or
throw the battery into the fire. Also, do not expose it to liquid or strong shock. Doing so will cause the
battery to produce heat, explode, ignite, or leak, resulting in injury and fire.

@ Shut off the external power supply (all phases) used in the system before cleaning the module or
retightening the terminal screws, connector screws, or module fixing screws. Failure to do so may
result in electric shock.

[Startup and Maintenance Precautions]

/N\CAUTION

® When connecting an external device with a CPU module or intelligent function module to modify data
of a running programmable controller, configure an interlock circuit in the program to ensure that the
entire system will always operate safely. For other forms of control (such as program modification,
parameter change, forced output, or operating status change) of a running programmable controller,
read the relevant manuals carefully and ensure that the operation is safe before proceeding. Improper
operation may damage machines or cause accidents.

@® Especially, when a remote programmable controller is controlled by an external device, immediate
action cannot be taken if a problem occurs in the programmable controller due to a communication
failure. To prevent this, configure an interlock circuit in the program, and determine corrective actions
to be taken between the external device and CPU module in case of a communication failure.

® Do not disassemble or modify the modules. Doing so may cause failure, malfunction, injury, or a fire.

® Use any radio communication device such as a cellular phone or PHS (Personal Handy-phone
System) 25cm or more away in all directions from the programmable controller. Failure to do so may
cause malfunction.

@ Shut off the external power supply (all phases) used in the system before mounting or removing the
module. Failure to do so may cause the module to fail or malfunction.

@ Tighten the screws within the specified torque range. Undertightening can cause drop of the
component or wire, short circuit, or malfunction. Overtightening can damage the screw and/or module,
resulting in drop, short circuit, or malfunction.

@ After the first use of the product, do not perform each of the following operations more than 50 times
(IEC 61131-2/JIS B 3502 compliant):

Exceeding the limit may cause malfunction.
* Mounting/removing the module to/from the base unit
+ Inserting/removing the extended SRAM cassette or battery-less option cassette to/from the
CPU module
* Mounting/removing the terminal block to/from the module
+ Connecting/disconnecting the extension cable to/from the base unit

@ After the first use of the product, do not insert/remove the SD memory card to/from the CPU module
more than 500 times. Exceeding the limit may cause malfunction.

® Do not touch the metal terminals on the back side of the SD memory card. Doing so may cause
malfunction or failure of the module.

@® Do not touch the integrated circuits on the circuit board of an extended SRAM cassette or a battery-
less option cassette. Doing so may cause malfunction or failure of the module.




[Startup and Maintenance Precautions]

/N\CAUTION

® Do not drop or apply shock to the battery to be installed in the module. Doing so may damage the
battery, causing the battery fluid to leak inside the battery. If the battery is dropped or any shock is
applied to it, dispose of it without using.

@ Startup and maintenance of a control panel must be performed by qualified maintenance personnel
with knowledge of protection against electric shock. Lock the control panel so that only qualified
maintenance personnel can operate it.

@ Before handling the module, touch a conducting object such as a grounded metal to discharge the
static electricity from the human body. Wearing a grounded antistatic wrist strap is recommended.
Failure to discharge the static electricity may cause the module to fail or malfunction.

@ After unpacking, eliminate static electricity from the module to prevent electrostatic discharge from
affecting the module. If an electrostatically charged module comes in contact with a grounded metal
object, a sudden electrostatic discharge of the module may cause failure.

For details on how to eliminate static electricity from the module, refer to the following. Antistatic
Precautions Before Using MELSEC iQ-R Series Products (FA-A-0368)
@ Use a clean and dry cloth to wipe off dirt on the module.

[Operating Precautions]

/N\CAUTION

® When changing data and operating status, and modifying program of the running programmable
controller from an external device such as a personal computer connected to an intelligent function
module, read relevant manuals carefully and ensure the safety before operation. Incorrect change or
modification may cause system malfunction, damage to the machines, or accidents.

® Do not power off the programmable controller or reset the CPU module while the setting values in the
buffer memory are being written to the flash ROM in the module. Doing so will make the data in the
flash ROM and SD memory card undefined. The values need to be set in the buffer memory and
written to the flash ROM and SD memory card again. Doing so can cause malfunction or failure of the
module.

[Disposal Precautions]

/N\CAUTION

® When disposing of this product, treat it as industrial waste.
® When disposing of batteries, separate them from other wastes according to the local regulations. For

details on battery regulations in EU member states, refer to the MELSEC iQ-R Module Configuration
Manual.




[Transportation Precautions]

/N\CAUTION

® When transporting lithium batteries, follow the transportation regulations. For details on the regulated
models, refer to the MELSEC iQ-R Module Configuration Manual.

® The halogens (such as fluorine, chlorine, bromine, and iodine), which are contained in a fumigant
used for disinfection and pest control of wood packaging materials, may cause failure of the product.
Prevent the entry of fumigant residues into the product or consider other methods (such as heat

treatment) instead of fumigation. The disinfection and pest control measures must be applied to
unprocessed raw wood.




CONDITIONS OF USE FOR THE PRODUCT

(1) MELSEC programmable controller ("the PRODUCT") shall be used in conditions;

i) where any problem, fault or failure occurring in the PRODUCT, if any, shall not lead to any major or serious accident;

and

ii) where the backup and fail-safe function are systematically or automatically provided outside of the PRODUCT for the

case of any problem, fault or failure occurring in the PRODUCT.

(2) The PRODUCT has been designed and manufactured for the purpose of being used in general industries.
MITSUBISHI ELECTRIC SHALL HAVE NO RESPONSIBILITY OR LIABILITY (INCLUDING, BUT NOT LIMITED TO
ANY AND ALL RESPONSIBILITY OR LIABILITY BASED ON CONTRACT, WARRANTY, TORT, PRODUCT
LIABILITY) FOR ANY INJURY OR DEATH TO PERSONS OR LOSS OR DAMAGE TO PROPERTY CAUSED BY the
PRODUCT THAT ARE OPERATED OR USED IN APPLICATION NOT INTENDED OR EXCLUDED BY
INSTRUCTIONS, PRECAUTIONS, OR WARNING CONTAINED IN MITSUBISHI ELECTRIC USER'S, INSTRUCTION
AND/OR SAFETY MANUALS, TECHNICAL BULLETINS AND GUIDELINES FOR the PRODUCT.

("Prohibited Application")

Prohibited Applications include, but not limited to, the use of the PRODUCT in;

» Nuclear Power Plants and any other power plants operated by Power companies, and/or any other cases in which the
public could be affected if any problem or fault occurs in the PRODUCT.

* Railway companies or Public service purposes, and/or any other cases in which establishment of a special quality
assurance system is required by the Purchaser or End User.

« Aircraft or Aerospace, Medical applications, Train equipment, transport equipment such as Elevator and Escalator,
Incineration and Fuel devices, Vehicles, Manned transportation, Equipment for Recreation and Amusement, and
Safety devices, handling of Nuclear or Hazardous Materials or Chemicals, Mining and Drilling, and/or other
applications where there is a significant risk of injury to the public or property.

Notwithstanding the above restrictions, Mitsubishi Electric may in its sole discretion, authorize use of the PRODUCT in

one or more of the Prohibited Applications, provided that the usage of the PRODUCT is limited only for the specific

applications agreed to by Mitsubishi Electric and provided further that no special quality assurance or fail-safe,
redundant or other safety features which exceed the general specifications of the PRODUCTS are required. For details,
please contact the Mitsubishi Electric representative in your region.

(3) Mitsubishi Electric shall have no responsibility or liability for any problems involving programmable controller trouble and
system trouble caused by DoS attacks, unauthorized access, computer viruses, and other cyberattacks.



INTRODUCTION

Thank you for purchasing the Mitsubishi Electric MELSEC iQ-R series programmable controllers.

This manual describes the functions, programming, and troubleshooting of the relevant products listed below.

Before using this product, please read this manual and the relevant manuals carefully and develop familiarity with the
functions and performance of the MELSEC iQ-R series programmable controller to handle the product correctly.

When applying the program examples provided in this manual to an actual system, ensure the applicability and confirm that it
will not cause system control problems.

Please make sure that the end users read this manual.

Relevant products

RJ71EN71, CPU module

Point;3

Unless otherwise specified, the buffer memory addresses in this manual are for when the P1 connecter of the
RJ71EN71 or RnENCPU is used.

Check the corresponding buffer memory addresses in the list and use the correct addresses when using the
following: (==~ Page 477 Buffer Memory)

* CPU module (built-in Ethernet port part)

* P2 connector of the RJ71EN71

* RJ71EN71 (network type: Q-compatible Ethernet)

11
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RELEVANT MANUALS

Manual name [manual number]

Description

MELSEC iQ-R Ethernet User's Manual (Application)
[SH-081257ENG] (this manual)

Functions, parameter settings, programming, troubleshooting, 1/O signals, and buffer
memory of Ethernet

MELSEC iQ-R Module Configuration Manual
[SH-081262ENG]

The combination of the MELSEC iQ-R series modules, common information on the
installation/wiring in the system, and specifications of the power supply module, base
unit, SD memory card, and battery

MELSEC iQ-R Ethernet/CC-Link IE User's Manual (Startup)
[SH-081256ENG]

Specifications, procedures before operation, system configuration, wiring, and
communication examples of Ethernet, CC-Link IE Controller Network, and CC-Link IE
Field Network

MELSEC iQ-R CPU Module User's Manual (Startup)
[SH-081263ENG]

Performance specifications, procedures before operation, and troubleshooting of the
CPU module

MELSEC iQ-R CPU Module User's Manual (Application)
[SH-081264ENG]

Memory, functions, devices, and parameters of the CPU module

MELSEC iQ-R Programmable Controller CPU Module User's
Manual
[SH-082488ENG]

Procedures before operation, specifications, devices, memory, functions, parameters,
and troubleshooting of the programmable controller CPU

MELSEC iQ-R Process CPU Module User's Manual
[SH-082493ENG]

Procedures before operation, specifications, devices, memory, functions, parameters,
and troubleshooting of the Process CPU

MELSEC iQ-R Programming Manual (CPU Module Instructions,
Standard Functions/Function Blocks)
[SH-081266ENG]

Instructions for the CPU module and standard functions/function blocks

MELSEC iQ-R Programming Manual (Module Dedicated
Instructions)
[SH-081976ENG]

Dedicated instructions for the intelligent function modules

MELSEC iQ-R Ethernet, CC-Link IE, and MELSECNET/H
Function Block Reference
[BCN-P5999-0381]

Specifications of the following MELSEC iQ-R series module FBs: Ethernet-equipped
module FBs, CC-Link IE TSN module FBs, CC-Link IE Controller Network module FBs,
CC-Link IE Field Network module FBs, and MELSECNET/H network module FBs

GX Works3 Operating Manual
[SH-081215ENG]

System configuration, parameter settings, and online operations of GX Works3

MELSEC iQ-R MODBUS and MODBUS/TCP Reference Manual
[BCN-P5999-1060]

The protocol used for data reading or writing from an external device to the Ethernet-
equipped module

SLMP Reference Manual
[SH-080956ENG]

The protocol used to access an SLMP-compatible device from an external device (such
as a personal computer or HMI (Human Machine Interface)) or an SLMP-compatible
module (such as the Ethernet-equipped module or modules on CC-Link IE TSN).

iQ Sensor Solution Reference Manual
[SH-081133ENG]

Operation methods of the online functions for iQ Sensor Solution

MELSEC iQ-R Simple Device Communication Library Reference
Manual
[SH-082515ENG]

Simple device communication library
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TERMS

Unless otherwise specified, this manual uses the following terms.

Term

Description

Buffer memory

Memory in an intelligent function module to store data such as setting values and monitor values. For CPU
modules, it refers to memory to store data such as setting values and monitor values of the Ethernet function, or
data used for data communication of the multiple CPU system function.

Control CPU

A CPU module that controls connected 1/0 modules and intelligent function modules.
In a multiple CPU system, a control CPU can be set for each module.

Control system

A system that controls a redundant system and performs network communications in a redundant system

Control System IP Address

An IP address common to system A and system B in a redundant system. (==~ Page 305 Both systems identical
IP address setting function)

CPU module (built-in Ethernet port part)

A built-in Ethernet port part of a CPU module (CPU part for an RnENCPU).

Device

A memory of a CPU module to store data. Devices such as X, Y, M, D, and others are provided depending on the
intended use.

Engineering tool

A tool used for setting up programmable controllers, programming, debugging, and maintenance

Global label

Alabel that is valid for all the program data when multiple program data are created in the project.
There are two types of global label: a module specific label (module label), which is generated automatically by
GX Works3, and an optional label, which can be created for any specified device.

Intelligent function module

A module that has functions other than an input or output, such as an A/D converter module and D/A converter
module

iQSS iQ Sensor Solution. Cooperation of sensors, programmable controllers, HMI (Human Machine Interface), and
engineering tool to facilitate the start-up or maintenance of sensors. (L1 iQ Sensor Solution Reference Manual)

MODBUS/TCP A protocol for using MODBUS protocol messages on a TCP/IP network

Module label A label that represents one of memory areas (I/O signals and buffer memory areas) specific to each module in a

given character string.
For the module used, GX Works3 automatically generates this label, which can be used as a global label.

New control system

A system that has switched to control system from standby system after system switching

OPS

An operation station using MELSOFT and EZSocket partner products.

Predefined protocol support function

A function of GX Works3. This function sets protocols appropriate to each external device and reads/writes
protocol setting data.

Process CPU

A CPU module that performs process control and sequence control. Process control function blocks and the
online module change function can be executed.

This module is also used with a redundant function module as a pair and configures a redundant system.
The Process CPU models include the ROBPCPU, R16PCPU, R32PCPU, and R120PCPU.

Process CPU (redundant mode)

A Process CPU operating in redundant mode.
A redundant system is configured with this CPU module. Process control function blocks and the online module
change function can be used even in this mode.

Redundant function module

A module to configure a redundant system by using it in combination with a process CPU (redundant mode).
The SIL2 function module model name is R6RFM.

Redundant system

A system consisting of two systems that have same configuration (CPU module, power supply module, network
module, and other modules). Even after an error occurs in one of the two system, the other system takes over the
control of the entire system.

Redundant system with redundant
extension base unit

A redundant system that is configured using extension base unit(s)

Relay station

A station that relays data link to other station with mounting more than one network modules on one
programmable controller.

RnENCPU (CPU part)

A module on the left-hand side of the RnNENCPU (LIl MELSEC iQ-R Ethernet/CC-Link IE User's Manual
(Startup))

RnNENCPU (network part)

A module on the right-hand side of the RnENCPU (L1 MELSEC iQ-R Ethernet/CC-Link IE User's Manual
(Startup))

Routing

A process of selecting paths for communication with other networks. There are two types of routing: dynamic
routing that auto-selects the communication routes, and static routing where communication routes are arbitrarily
set.

SIL2 Process CPU

This module is used with a SIL2 function module as a pair, and performs both standard control and safety control.
This module is also used with a redundant function module as a pair and configures a redundant system.
The SIL2 Process CPU models include the RO8PSFCPU, R16PSFCPU, R32PSFCPU, and R120PSFCPU.

SLMP A SeamLess Message Protocol.
This protocol is used to access an SLMP-compatible device or a programmable controller connected to an
SLMP-compatible device from an external device.

Standby system A backup system in a redundant system




Term

Description

Subnet mask

A number used to logically divide one network into multiple subnetworks and manage them easily. The following

Ethernet network systems can be configured:

» A small-scale Ethernet network system in which multiple network devices are connected.

* A medium- or large-scale network system in which multiple small-scale network systems are connected via
routers or other network communication devices.

System A A system that is set as system A to distinguish two systems in a redundant system.
It is used to distinguish connected two systems (system A and system B).
System B A system that is set as system B to distinguish two systems in a redundant system. It is used to distinguish

connected two systems (system A and system B).

Transient transmission group number

Number that is assigned for transient transmission to any given stations.
By specifying a group of stations as transient transmission target, data can be sent to the stations of the same
group number.
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GENERIC TERMS AND ABBREVIATIONS

Unless otherwise specified, this manual uses the following generic terms and abbreviations.

Generic term/abbreviation

Description

ARP

An abbreviation for Address Resolution Protocol. This protocol is used to obtain the MAC address of Ethernet from an
IP address.

BUFRCYV instruction

A generic term for the dedicated instructions GP.BUFRCV and ZP.BUFRCV

BUFRCYVS instruction

A generic term for the dedicated instructions G.BUFRCVS and Z.BUFRCVS

BUFSND instruction

A generic term for the dedicated instructions GP.BUFSND and ZP.BUFSND

CLOSE instruction

A generic term for the dedicated instructions GP.CLOSE, ZP.CLOSE, GP.CONCLOSE, and SP.SOCCLOSE

ECPRTCL instruction

A generic term for the dedicated instructions GR.ECPRTCL and SP.ECPRTCL

ERRCLEAR instruction

A generic term for the dedicated instructions GP.ERRCLEAR and ZP.ERRCLEAR

ERRRD instruction

A generic term for the dedicated instructions GP.ERRRD and ZP.ERRRD

Ethernet device

A generic term for the devices supporting IP communication (such as a personal computer, a vision sensor, and a bar
code reader)

Ethernet-equipped module

A generic term for the following modules:
* RJ71EN71 (when the Ethernet function is used)
« CPU module (when the Ethernet function is used)

ICMP An abbreviation for Internet Control Message Protocol. This protocol is used to exchange messages of errors in an IP
network or other information related to an Ethernet network.

MELSECNET/10 An abbreviation for the MELSECNET/10 network system

MELSECNET/H An abbreviation for the MELSECNET/H network system

Network module

A generic term for the following modules:

« Ethernet interface module

« Amodule on CC-Link IE TSN (the RJ71GN11-T2 and a module on a remote station)

» CC-Link IE Controller Network module

* Amodule on CC-Link IE Field Network (a master/local module, and a module on a remote 1/O station, a remote
device station, and an intelligent device station)

* MELSECNET/H network module

* MELSECNET/10 network module

*« RnNENCPU (network part)

OPEN instruction

A generic term for the dedicated instructions GP.OPEN, ZP.OPEN, GP.CONOPEN, and SP.SOCOPEN

Programmable controller CPU

A generic term for the ROOCPU, R01CPU, R0O2CPU, R04CPU, RO4ENCPU, RO8CPU, ROS8ENCPU, R16CPU,
R16ENCPU, R32CPU, R32ENCPU, R120CPU, R120ENCPU

READ instruction

A generic term for the dedicated instructions JP.READ and GP.READ

RECYV instruction

A generic term for the dedicated instructions JP.RECV and GP.RECV

RECVS instruction

A generic term for the dedicated instructions G.RECVS and Z.RECVS

Remote head module

An abbreviation for the RJ72GF15-T2 CC-Link |IE Field Network remote head module

REQ instruction

A generic term for the dedicated instructions J.REQ, JP.REQ, G.REQ, and GP.REQ

RnENCPU

A generic term for the RO4ENCPU, ROSENCPU, R16ENCPU, R32ENCPU, and R120ENCPU

SEND instruction

A generic term for the dedicated instructions JP.SEND and GP.SEND

SOCRCYV instruction

A generic term for the dedicated instructions GR.SOCRCV and SP.SOCRCV

SOCRCVS instruction

A generic term for the dedicated instructions G.SOCRCV and S.SOCRCV

SOCSND instruction

A generic term for the dedicated instructions GR.SOCSND and SP.SOCSND

SREAD instruction

A generic term for the dedicated instructions JP.SREAD and GP.SREAD

SWRITE instruction

A generic term for the dedicated instructions JP.SWRITE and GP.SWRITE

UINI instruction

A generic term for the dedicated instructions G.UINI, GP.UINI, Z.UINI, and ZP.UINI

WRITE instruction

A generic term for the dedicated instructions JP.WRITE and GP.WRITE

ZNRD instruction

A generic term for the dedicated instructions J.ZNRD and JP.ZNRD

ZNWR instruction

A generic term for the dedicated instructions J.ZNWR and JP.ZNWR
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1 FuncTIONS

1.1

Connection with MELSOFT Product and GOT

Programming and monitoring of the programmable controller with the engineering tool, and monitoring and testing of the
programmable controller from the GOT can be performed via Ethernet. This function enables remote operations using
Ethernet's long-distance connection and high-speed communication.
The section describes the methods of connecting the Ethernet-equipped module, MELSOFT product (such as engineering
tool and MX Component), and GOT.

O: Connection available, X: Connection not available

Connection method Purpose Availability
MELSOFT products GOT
RJ71ENT71, CPU module | RJ71ENT71, CPU module
RnENCPU (built-in RnENCPU (built-in
(network Ethernet port | (network Ethernet port
part) part) part) part)
Connection via a hub « To connect to an Ethernet-equipped | O O X O
(Connection by specifying the IP module that has no network number
address) and station number
« To connect multiple MELSOFT
products
Connection via a hub « To connect by using network number | O 0" @) 0%
(Connection by specifying the network and station number
number and station number) « To connect multiple MELSOFT
products and GOTs
Direct connection « To connect without hub using one O O X X
(Connection without specifying the IP Ethernet cable for one-on-one
address, network number, or station communication with the external
number)’k1 device
« To connect to an Ethernet-equipped
module whose IP address in
unknown

*1  This connection method is not available when the RJ71EN71 network type is set to "Q Compatible Ethernet".
*2 Before the connection, check the firmware version of the CPU module. (==~ Page 568 Added and Enhanced Functions)

Point >

For the procedures to connect the Ethernet-equipped module and GOT, refer to the following.

11 Manual for the GOT used

If multiple RJ71EN71s with the same network number are installed to one base unit (main base unit or

extension base unit), the Ethernet-equipped module cannot connect to a MELSOFT product or GOT via an
RJ71EN71. When the RJ71EN71 with the same network number as a relay RJ71EN71 is set in a relay
network or target network, the Ethernet-equipped module cannot connect to other stations and other

networks.

1 FUNCTIONS
1.1 Connection with MELSOFT Product and GOT
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Connection via a hub

22

Setting procedure
ESetting in the Ethernet-equipped module side
1. Setthe IP address of the Ethernet-equipped module in "Own Node Settings" under "Basic Settings".

Setting ltem
| ltem Setting

Parameter Editor

192.168. 1.
255255 .255. 0
192.168. 1.254

When connecting by specifying the network number and station number, set the network number and station number in
"Own Node Settings" under "Basic Settings".

3. When using a TCP/IP connection, add as many MELSOFT connection modules as the number of devices to be

connected in "External Device Configuration" under "Basic settings". When using a UDP/IP connection, up to the
maximum number of connectable devices can be connected without setting "External Device Configuration”.”!

E‘i‘ Ethernet Configuration (Start |/

i Ethemnet Configuration Edit  View Close with Discarding the Setting Close with Reflecting the Setting

i Module List X

Ethernet Selection IFind Modulel Mytd P

L o d
- Fixed Buffer PLC
Mo. Model Name ErerEnT Protocol Send/Receive || et il 1] A
Method St IF Address == = .
etting i @ MELSOFT Connection |
L] Host Station 192.168.1.3 i .
¥ MELSOFT Conn odule MELSOFT Connectic cp _ 192 - =g UOP Connection Modul -

ﬁ OPE Connection bModul -
% Active Connection bMod -
%E Unpazsive Connection b -
g Fullpazsive Connection -
88 MODBUS/ TGP Gonnec: —
< » |E Ethernet Device (Mitsubishi Ele
H CGode Reader
Connection @ GOT2000Series
o1 [ General-Purpose AC Servo
Host Station H Inverter(FR-AB00 Series)
Connected Count ® Inverter (FR-EBOO Series)
11 ® Inverter(FR-F800 Series)
@ Servo Amplifier{MELSERVO-J
@ Vision Sensor
B Ethernet Device (COGNEX)

v

MELSOFT C [Outlinel "
onneghloﬂ M MELEOFT Connection hModule
odule [Specification]

*1  Up to 16 CPU modules (built-in Ethernet port part) are supported. Up to 64 RJ71EN71 and RnENCPU (network part) are supported.

1 FUNCTIONS
1.1 Connection with MELSOFT Product and GOT



ESettings on the engineering tool side
Set in the "Specify Connection Destination Connection" window.

O [Online] = [Current Connection Destination]

Specify Connection Destination Cennection
v - L 5 -
Serial CC IE Cont CC-Link Ethemnet CC IE Field iQ-R Series
USB NET/10({H) Board Board Board u:
Board
use

PLC side IfF

0

\gﬂ

PLC CC IE Cont CC-Link Ethemnet GOT CC IE Field Head Module
Module NET/10({H) Module Module Master/Local
Module Module

PLC Mode RCPU

E_IE ﬁ % [ Connection Channel Lis... I

No Specification Other Station Other Station
(Single Metwork) (Co-existence Metwork) CPU Module Direct Coupled Setting

[ Connection Test I

Time Qut (Sec.) 30 Retry Times 0
PLC Type
Detais

CC IE Cont CC IE Field Ethemet CCLink C24

NET/10(H) [ Systern Image... I

CC IE Cont CC IE Field Ethemet CCLink C24

NET/10(H)

Accessing Host Station

Multiple CPU Setting Specify Redundant CPU l oK I
[ Cancel |

rget PLC
Not Specified

TIEE

1. Set"PC side I/F" to "Ethernet Board".
2. Double-click "Ethernet Board", and open the "PC side
I/F Detailed Setting of Ethernet Board" window.

kNo. 1 .
Hetworictio 3. Setthe network number, station number, and protocol

PC side I/F Detailed 5etting of Ethernet Board

Station Mo. 2 Cancel

of the personal computer. (Set the network number
This setting is an assignment for Ethernet board. . .
Please execute the following settings. _ and protocol according to the settings for the Ethernet-
MNetwork No.: Network No. of Ethernet module set in parameter.
Station Mo. : Station Mo. that does not overlap on the same loop. equipped module. Set the station number so that it is
Network No. and station No. are not necessary for the not the same as a station number assigned to other
communication route shown below.
- Communication with Ethernet port of CPU built-in Ethernet. Ethernet devices )*1

- Communication via GOT Transparent.
- Communication via CC IE Field Ethernet adapter.

Protocol TCP -

4. Setthe "PLC side I/F" to the module to be connected.

1 FUNCTIONS 2
1.1 Connection with MELSOFT Product and GOT 3
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[ s 9. Double-click the icon set in step 4, and open the

PLCMode  |RCPU -

© Ethernet Port Direct Connection

* Please select "Connection via HUB' when you use PLC Type
HUB even

if there is only one target device to communicate. Network No.
If HUB s connected to other devices and also

‘Ethernet Port © IP Address
Direct Connection’ is selected during communication,

the line (© Host Name

becomes overloaded. This might affect other devices'

Search for Ethemet module on network.

Search for Ethemet module on the same network. Unable to search for the
folowing cases:

- No response within a speific time period.

- Connected via a router or subnet mask is different.

communication. Station No.<->IP Information | Automatic Response System -
Response Wait Time 2 Seconds [ |Display Only CPU Type of Project{V) | Selection [P Address Input Find(S)

detailed setting window.

6. Select "Connection via HUB" for the connection
method, and enter the station number and IP address
or host name for the Ethernet-equipped module.

— : Select "RJ71EN71" to connect the RnENCPU

st |1 (network part).
o o 0 1 P Input Format [DEC__ ]

]

7. Set"Other Station Setting" or "Network
Communication Route" if necessary.

*1  The network number and station number do not need to be set when connecting with the CPU module (built-in Ethernet port part).

1 FUNCTIONS
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Searching modules on the network

When connecting with a hub, a list of modules that can be searched for will appear by clicking the [Find] button on the detailed
setting window.

PLC side I/F Detailed Setting of Ethernet Module =

PLC Mode RCPU

(@) Ethernet Port Direct Connection @ Connection via HUB

* Please select "Connection via HUB" when you use PLC Type RI71ENT1 -

HUB even

if there is only one target device to communicate. Network No. 1 Station No. 1

If HUB is connected to other devices and ako _

"Ethemet Port @ IP Address L L 0 0 IP Input Format
Direct Connection’ is selected during communication,

the line (@) Host Name

becomes overloaded. This might affect other devices' _ _

communication. Station No.<->IP Information [Automatic Response System v]

Search for Ethernet module on network.

Response Wait Time 2 Seconds [Tl Display Only CPU Type of Project(V) | Selection 1P Address Input Find(S)

Search for Ethernet module on the same network. Unable to search for the
following cases:

- Mo response within a specific time period.

- Connected via a router or subnet mask is different.

IP Address PLC Tvpe Label Comment
1 |[192.168.1.1 RO4CPU

| »

m

] I | +

o« | [ cne |

ESearch target modules

* The control CPU of the RJ71EN71 or the CPU module connected to the same hub as the engineering tool
» The control CPU of the RJ71EN71 or the CPU module connected to cascade-connected hub

* The remote head module that controls the RJ71EN71 connected to the same hub as the engineering tool
» The remote head module that controls the RJ71EN71 connected to a cascade-connected hub

Point/©

« By setting "Do Not Respond to CPU Module Search" in "Security" under "Application Settings" to "Do Not
Respond", the modules will not be listed even if a search is performed.

» Only the MELSEC iQ-R Series Ethernet-equipped modules are searched.

» The RJ71EN71 in which the network type is set to "Q Compatible Ethernet" cannot be searched.

1 FUNCTIONS 2
1.1 Connection with MELSOFT Product and GOT 5



HEWhen module does not appear after search

If a connected Ethernet-equipped module does not appear in the list after searching the modules on the network, check the
following items.

» Search is not performed if it is disabled with the IP filter.

* Modules connected via a router cannot be searched.

« If the module is connected via a wireless LAN, packet loss can prevent the Ethernet communication from stabilizing, and
may inhibit the module search.

If there are modules with the same IP address in the list, review the |IP address parameter settings for the Ethernet-

equipped module.
If the service processing load of the search-target CPU modaule is high, it may not be possible to search for the
corresponding module. If the search cannot be performed, increase the response wait time in the search dialog, and

perform the search again.

Precautions

HERemote operation
If remote STOP or remote PAUSE has been executed from the engineering tool to the CPU module on another station when

the CPU module (built-in Ethernet port part) and engineering tool are connected with an Ethernet cable, perform the following
before turning the power off or resetting the CPU module.

* Remote RUN

* Remote RESET

BFunctions incompatible with connection via a hub

The following functions cannot be used for connection via a hub. To use the following functions, connect the CPU module
(built-in Ethernet port part) directly or with a USB cable.

» Ethernet Diagnostics

* CC-Link IE Field Diagnostics

» CC-Link IE Control Diagnostics

26 1 FUNCTIONS
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ECommunications by network number/station number by using the CPU module (built-in
Ethernet port part)

The UDP/IP protocol is used for the connection and data is always exchanged as binary codes.

When accessing another station, set the network number for the CPU module (built-in Ethernet port part) so that it is unique

among the network numbers of the other network. Also, set the station number that is unique among the station numbers
set for the other modules on the same network.

When configuring the target station or relay station as a multiple CPU system, ensure that the CPU modules listed below

have the firmware supporting the communications by network number/station number.
« Target station
* CPU modules working as the relay path
« CPU module that controls the Ethernet module working as the relay path

Ethernet Ethernet

When communicating with CPU module shown as (1), ensure that all CPU modules have the firmware of the version supporting the communications by network
number/station number. Also, set the network number and station number to all CPU modules.

L

Ethernet module controlled by CPU No.2

()

B

Ethernet Ethernet

When communicating with CPU module shown as (2), ensure also that all CPU modules have the firmware of the version supporting the communications by
network number/station number. Note, however, that the communication is possible even when the network number and station number are not set to CPU
module shown as (3) of the CPU No.2.

1 FUNCTIONS 2
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Direct connection

The Ethernet-equipped module and engineering tool can be directly connected with one Ethernet cable without using a hub.
When direct connection is made, communication is possible without setting the IP address or host name in the "Specify
Connection Destination Connection" window. (Communicate using broadcast communications)

Point/©

« To prohibit direct connection with the Ethernet, set "Disable" for "Disable Direct Connection with MELSOFT"
in "Security" under the "Application Settings".
» A direct connection is not possible when the RJ71EN71 network type is set to "Q Compatible Ethernet".

Set in the "Specify Connection Destination Connection" window.

O [Online] = [Current Connection Destination]

Specify Connection Destination Connection

PC side I/F 5 ﬁ m
]. o= i - =N
Serial CC IE Cont CC-Link Ethernet CC IE Field iQ-R Series
UsSB NET/10(H) Board Board Board Bus
Board
UsB
T
PLC side 1/F W
PLC CC IE Cont CC-Link Ethernet 24 GOT CC IE Field Head Module
Module NET/10(H) Module Module Master/Local
Module Module

Other [Z]
Station ﬂ
Setting ;‘l:l

Ho Specffication Other Station Other Station
(Single Metwork) (Co-existence Network)
Time Qut (Sec.) 30 Retry Times 0
CC IE Cont CC IE Field Ethemet CC-Link c24
NET/10(H)
CC IE Cont CC IE Field Ethemet CC-Link c24
NET/10(H)
Accessing Host Station
Multiple CPU Setting Specify Redundant CPU

Mot Specified

Target ﬂ ﬂ ﬁ ﬁ Target PLC
Systerm = 1= 1=E 1B
1 2 3 4

PLC Mode RCPU

l Connection Channel List... l

[ CPU Module Direct Coupled Setting I

l Connection Test l

PLC Type
Details

l System Image... l

e

PC side I/F Detailed 5etting of Ethernet Board

Network No. 1 K

Station No. 2

This setting is an assignment for Ethernet board.

Please execute the following settings.

MNetwork No.: Network No. of Ethernet module set in parameter.
Station Mo. : Station Mo. that does not overlap on the same loop.

MNetwork Mo. and station No. are not necessary for the
communication route shown below.

- Communication with Ethernet port of CPU built-in Ethernet.
- Communication via GOT Transparent.

- Communication via CC IE Field Ethernet adapter.

Protocol TCP -

1. Set"PC side I/F" to "Ethernet Board".

2. Double-click "Ethernet Board", and open the "PC side
I/F Detailed Setting of Ethernet Board" window.

3. Set the network number, station number, and protocol
of the personal computer. (Set the network number
and protocol according to the settings for the Ethernet-
equipped module. Set the station number so that it is
not the same as a station number assigned to other
Ethernet devices.)
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5. Double-click the icon set in step 4, and open the

PLC side I/F Detailed Setting of Ethernet Module @
D (S . detailed setting window.
@ Ethernet Port Direct Connectioni © Connection via HUB ) ) .
6. Select "Ethernet Port Direct Connection” for the

connection method.

* Please select 'Connection via HUB' when you use RI7LEN71
HUB even

if there is only one target device to communicate. 1 1
If HUB s connected to other devices and also

‘Ethemet Port © IP Address [N T} DEC
Direct Connection’ s selected during communication,

the ne Host Name

becomes overloaded. This might affect other devices'

communication. Automatic Response System

Search for Ethernet module on network.

2 Display Only CPU Type of Project{V) | Selection P Address Input Find(S)

IP Address PLG Type Label Comment B

I

oK ] ’ Cancel

Point
When connecting directly with the CPU module (built-in Ethernet port part), setting is also possible by clicking
the [CPU Module Direct Coupled Setting] button of the "Specify Connection Destination Connection" window.
Precautions

BConnection with LAN line

Do not connect with a LAN line and set direct connection. Data will be sent to all external devices on the LAN line, so this
setting will cause the line load to increase and will affect communication with other external devices.

EConnections that are not direct connections
» Do not use a configuration in which the Ethernet-equipped module and external device are connected with a hub. A direct

connection is not established when the devices are connected with a hub.

* When creating a network connection on the personal computer side, communication with a direct connection is not possible
if two or more Ethernet ports are set to "Enable". Review the personal computer settings so that only the Ethernet port for
the direct connection is set to "Enable", and the other Ethernet ports are set to "Disable".

BSettings incompatible with direct connection
When using the RJ71EN71 or the RnENCPU (network part), a direct connection cannot be established if the following setting

is made in the "Specify Connection Destination Connection" window of the engineering tool.

» When "Other Station (Co-existence Network)" is selected for "Other Station Setting"

* When "Other Station (Single Network)" is selected for "Other Station Setting", and "Other station in the same loop or access
to multilevel system" is selected in the "Network Communication Route Detailed Setting of Ethernet" window

EFunctions incompatible with direct connection
The following functions cannot be used when the RJ71EN71 or the RnENCPU (network part) is directly connected. To use the

following functions, connect the CPU module (built-in Ethernet port part) directly or connect the CPU module with a USB
cable.

* CC-Link IE Field Diagnostics

» CC-Link IE Control Diagnostics

1 FUNCTIONS
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EConditions that cannot communicate with direct connection
Communication with a direct connection may be disabled if the following conditions apply. If connection is not possible, review
the settings for the Ethernet-equipped module and personal computer.

» When all bits of the IP address for the Ethernet-equipped module that correspond with the 0 section of the subnet mask for
the personal computer are on or off

[Ex]

IP address for the Ethernet-equipped module: 64.64.255.255

IP address for the personal computer: 64.64.1.1

Subnet mask for the personal computer: 255.255.0.0

» When all bits of the IP address for the Ethernet-equipped module that correspond with the host address of each class in the
IP address for the personal computer are on or off

[Ex]

IP address for the personal computer: 192.168.0.1 «— 192.x.x.x, class C and the host address is the fourth octet.
Subnet mask for the personal computer: 255.0.0.0

IP address for the Ethernet-equipped module: 64.64.255.255 « each bit turns on because of the fourth octet is 255
Point}’

The IP address for each class are as follow.

* Class A: 0.x.x.x to 127.x.x.x

 Class B: 128.x.x.x to 191.x.x.x

* Class C: 192.x.x.x to 223.x.x.X

The host address for each class is the 0 section shown below.
» Class A: 255.0.0.0

* Class B: 255.255.0.0

* Class C: 255.255.255.0

1 FUNCTIONS
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1.2 SLMP Communications

SLMP communications are available among devices that can receive/send messages with the SLMP control procedure.

The Ethernet-equipped module processes and transfers data following instructions (command) from the external device, so
the programmable controller only needs the open/close processing and does not require a program for data communication.
For SLMP communications, refer to the following.

L[] SLMP Reference Manual

Applications

This section describes the applications of SLMP communications.

Data read/write

Data read/write can be executed for the following data. With this, the external device can monitor the operation of the

Ethernet-equipped module, analyze data, and control production.

* Device or global label of the CPU module connected with the RJI71EN71 (When the Ethernet function of the RJ71EN71 or
the RnENCPU (network part) is used)

* Device or global label of the CPU module (When the Ethernet function of the CPU module (CPU part for the RnENCPU) is
used)

 Buffer memory of the intelligent function module

File read/write

Files such as parameter files stored in a CPU module can be read/written. Files in a CPU module can be managed on an

external device.

Remote control of a CPU module

A CPU module can be remotely controlled from the external device using remote operations.

Remote password lock/unlock

The remote password can be locked and unlocked from the external device.

Access to the programmable controller on another station via other network

In systems with CC-Link IE Controller Network, CC-Link IE Field Network, MELSECNET/H, MELSECNET/10 or Ethernet, the
programmable controller on another station can be accessed from the external device via the network. However, when

connecting the external device to the CPU module (built-in Ethernet port part), other stations cannot be accessed via network
such as CC-Link IE Controller Network and CC-Link IE Field Network.

Point

Accessing to another station via the port 1 and port 2 of the RJ71EN71 is possible for the module with the
firmware version of "18" or later.

1 FUNCTIONS 1
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Communication structure

When a message is sent from the external device to the Ethernet-equipped module using the SLMP message format, the
Ethernet-equipped module executes a processing corresponding to the received message. During communication, the
Ethernet-equipped module functions as a server and the external device (terminals such as a personal computer) functions as
the client. The server (Ethernet-equipped module) automatically returns a response message suitable for the request
message received from the client.

)
(1) =l

=]
= Request message =

E SN ry e o R

Header Subheader ceess Command
destination
D Ethernet D

/\

Response message

Header Subheader Response data

(1) Server side: Ethernet-equipped module
(2) Client side: External device

Point/©

» The simple CPU communication function enables reading from and writing to the external device that acts
as the SLMP client.

[~ Page 187 Simple CPU Communication Function (RJ71EN71, RnENCPU (Network Part))

[~ Page 227 Simple CPU Communication Function (CPU Module (Built-in Ethernet Port Part))

» The Ethernet-equipped module can be used as the client by sending commands to the external device
through the predefined protocol function.

[~ Page 36 Communications Using the Predefined Protocol

Data communication procedures

This section describes the procedures for communicating with SLMP.

1. Atter the module parameters are set, the system checks that the initial processing of the Ethernet-equipped module has
ended normally. ('Initial status' (Un\G1900024.0): On)

2. Perform the open processing to establish a connection between the Ethernet-equipped module and external device.
(==~ Page 529 TCP/IP Communications, UDP/IP Communications)

3. After the connection is established, the SLMP messages are sent from the external device.

4. Close the connection when communication is finished.

Point/©

In the following case, the Ethernet-equipped module performs a remote password check when the external
device is accessing the programmable controller. If communication is not possible, unlock the remote
password. (=5~ Page 182 Access permit processing (Unlock processing))

* When remote password is set for the CPU module.

* When connection for exchanging data with external device is set as a remote password check target.

1 FUNCTIONS
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Setting procedure

Set "External Device Configuration" under "Basic Settings". (==~ Page 324 External Device Configuration)

1. Select "SLMP Connection Module" in "Module List" and drag it to "List of devices" or "Device map area".

2. Set the other items to the connection if required.

Communications using an auto-open UDP port

The auto-open UDP port is used for communication with SLMP.

The auto-open UDP port is a UDP/IP port that automatically opens and closes at the following timing. When this port is used,
communication is enabled when the initial processing is completed. Communication can be performed without a program
regardless of the connection's open status.

HOpen/close timing

After the Ethernet-equipped module initial processing completes, the port automatically opens according to the registered
parameter settings. The port automatically closes when the power for the Ethernet-equipped module station turns off or is
reset.

Point

* When the initial processing ends normally, the Ethernet-equipped module enables communications using
an automatic open UDP port. The module waits for a communication request to the Ethernet-equipped
module on the own station. (Automatic open)

» The Ethernet-equipped module accepts and processes requests from anywhere as long as they are
addressed to the Ethernet-equipped module itself.

« If a communication request is received from an external device, the corresponding port number is occupied
until that processing ends. Even if another communication request is accepted during this time, the
communication processing will be waited.
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List of valid commands

The following table lists the commands that can be executed from the external device to the Ethernet-equipped module.
"0O" in the "Sub-command" field differs according to the specified device.

For details on each command, refer to the following.

[T SLMP Reference Manual

Item Command | Sub Description

Type Operation command

Device Read 0401 ood1 Reads value from the bit devices (consecutive device No.) in one-point units.
oodo « Reads values from the bit device (consecutive device No.) in 16-point units.

« Reads value from the word devices (consecutive device No.) in one-word units.

0ods Reads value from the bit devices (consecutive device No.) in one-point units.

ood2 « Reads values from the bit device (consecutive device No.) in 16-point units.
« Reads value from the word devices (consecutive device No.) in one-word units.

Write 1401 ood1 Writes value to the bit devices (consecutive device No.) in one-point units.

oodo « Writes value to the bit devices (consecutive device No.) in 16-point units.
« Writes value to the word devices (consecutive device No.) in one-word units.

oods Writes value to the bit devices (consecutive device No.) in one-point units.

ooOd2 « Writes value to the bit devices (consecutive device No.) in 16-point units.
« Writes value to the word devices (consecutive device No.) in one-word units.

Read Random 0403 oodo Specifies the device number and reads value from the word devices in one-word
units or two-word units. This can be specified with inconsecutive device No.

ood2 Specifies the device number and reads value from the word devices in one-word
units or two-word units. This can be specified with inconsecutive device No.

Write Random 1402 oo Specifies the device No. to bit device in one-point units and writes value. This can be
specified with inconsecutive device No.

0000 « Specifies the device No. to bit device in 16-point units and writes value. This can
be specified with inconsecutive device No.

« Specifies the device No. to word device in one-word units or two-word units and
writes value. This can be specified with inconsecutive device No.

oods Specifies the device No. to bit device in one-point units and writes value. This can be
specified with inconsecutive device No.

ooO2 « Specifies the device No. to bit device in 16-point units and writes value. This can
be specified with inconsecutive device No.

« Specifies the device No. to word device in one-word units or two-word units and
writes value. This can be specified with inconsecutive device No.

Entry Monitor 0801 oomdo Registers the device to be read by Execute Monitor (command: 0802).
Device 0002
Execute Monitor | 0802 0000 Reads the value of device registered by Entry Monitor Device (command: 0801).
Read Block 0406 0000 Reads data by treating n points of word devices or bit devices (one point is
00002 equivalent to 16 bits) as one block and specifying multiple blocks. This can be
specified with inconsecutive device No.
Write Block 1406 oodo Writes data by treating n points of word devices or bit devices (one point is
00002 equivalent to 16 bits) as one block and specifying multiple blocks. This can be
specified with inconsecutive device No.
Label Array Label Read | 041A 0000 Reads data from array type labels or labels whose structure members are the array.
Array Label Write | 141A 0000 Writes data to array type labels or labels whose and structure members are the
array.
Read Random 041C 0000 Specifies labels and reads the data.
Write Random 141B 0000 Specifies labels and writes data.
Memory Read 0613 0000 Reads the buffer memory data of own station (SLMP-compatible device).
Write 1613 0000 Writes the data in the buffer memory of own station (SLMP-compatible device).
Extend Unit Read 0601 0000 Reads the data in the buffer memory of intelligent function module.
Write 1601 0000 Writes the data in the buffer memory of intelligent function module.
1 FUNCTIONS
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Item Command | Sub Description
Type Operation command
Remote Control Remote Run 1001 0000 Executes the remote RUN to the access destination module.
Remote Stop 1002 0000 Executes the remote STOP to the access destination module.
Remote Pause 1003 0000 Executes the remote PAUSE to the access destination module.
Remote Latch 1005 0000 Executes the Remote Latch Clear to the access destination module.
Clear
Remote Reset 1006 0000 Executes the Remote RESET to the access destination module.
Read Type Name | 0101 0000 Reads the model name and model code of the access destination module.
Remote Lock 1631 0000 Specifies the remote password to disable the communication with other devices.
Password (The locked state is activated from the unlocked state.)
Unlock 1630 0000 Specifies the remote password to enable communication with other devices.
(The unlocked state is activated from the locked state.)
File Read Directory/ 1810 0040 Reads file list information.
File
Search Directory/ | 1811 0040 Reads the presence of the specified file, file No., and file size.
File
New File 1820 0040 Reserves storage area for the specified file.
Delete File 1822 0040 Deletes a file.
Copy File 1824 0040 Copies the specified file.
Change File 1825 0040 Changes file attributes.
State
Change File Date | 1826 0040 Changes the file creation date.
Open File 1827 0040 Locks a file so that the content of the file is not changed by other devices.
Read File 1828 0000 Reads the data of a file.
Write File 1829 0000 Writes the contents in a file.
Close File 182A 0000 Cancels the file lock by open processing.
Self Test 0619 0000 Tests whether the communication with external devices is normally executed or not.

Dedicated instructions

SLMP communications can be executed using the dedicated instructions. (I~ Page 525 Instruction for SLMP

communications)
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1.3 Communications Using the Predefined Protocol

Data can be exchanged between the external device (such as measuring instrument and bar code reader) and the CPU
module following the protocol of the device.

Data that varies according to communication session can be handled by incorporating a device or buffer memory into the
communication packet.

Sets the protocol required for communication with the external device using the engineering tool.

The protocol can be set by selecting from the predefined protocol library, or it can be created and edited.

@ Setting protocols @ Writing protocols

Protocols can be set easily using the predefined Write the set protocols in the Ethernet-equipped module.
protocol support function of GX Works3.

\/ GX Works3
| —

External device Ethernet-equipped module Receiving

L )
/\

© Executing protocols

Sending

v

A

External device

Data can be communicated
with protocols appropriate
to each external device.

Execute protocols by dedicated instructions.
Multiple protocols can be executed by one dedicated instruction.

Point/©

The number of protocols and packets that can be registered is as follow.
* Protocols: 128 maximum
» Packets: 256 maximum

» Packet data area size: 12288 bytes maximum
When the number of packets reaches the upper limit, protocols cannot be added even if the number of

protocols has not reached the upper limit. If the packet data area size reaches the upper limit, protocols and

packets cannot be added even if the number of protocols and packets has not reached the upper limit.

Applicable connections

The connections No.1 to 16 of the P1 connector can be used for the communications using the predefined protocol.
Communications using the predefined protocol cannot be used with the P2 connector.

Point )’

instruction is ignored and not executed until the earlier instruction is completed.

* When two or more ECPRTCL instructions are executed at the same time for the same connection, the later

* When, for a pairing-set connection, two or more ECPRTCL instructions are executed at the same time by
specifying a pair of two different connections, the later instruction is completed with an error until the earlier

instruction is completed.
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Data communication procedures

When the predefined protocol support function is used, data can be exchanged with the external device using the following

procedure.

1. Select, create or edit the protocol with the predefined protocol support function, and write the protocol setting data. (==~
Page 37 Creating the protocol setting data)

2. Setthe module parameter. ([<5~ Page 43 Setting procedure)

3. Write the parameters to the CPU module, and check that initial processing of the Ethernet-equipped module completed
successfully. ('Initial status' (Un\G1900024.0): On)

4. Perform the open processing to establish a connection between the Ethernet-equipped module and external device.
(==~ Page 529 TCP/IP Communications, UDP/IP Communications)

5. Execute the protocol with the ECPRTCL instruction. (I=5~ Page 526 Instructions for predefined protocol
communications)

6. Close the connection when communication is finished.

Point;3

The communication data code is binary code communication regardless of the selected settings.

Creating the protocol setting data

Use the predefined protocol support function to create the protocol setting data.

O [Tool] = [Predefined Protocol Support Function]

1. Select the module for which to create the protocol

Predefined Protocol Support Function @
setting data. Select the following items when using the
Modle Type RnENCPU.
- « CPU part: "Built-in Ethernet CPU"

« Network part: "Ethernet Module"
<Caution>

- The connection destination setting of predefined protocol
support function is synchronous only when the predefined
protocol support function starting. Unable to change
connection destination of predefined protocol support function
when change the connection destination setting in GX Works3
after starting the predefined protocol support function. Please
start the predefined protocol support function again if you

want to synchronize the connection destination.
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HENewly creating the protocol setting data
Newly create the protocol setting data.

O [File] = [New]

File Edit Online Tool Debugging SupportFunction Window

Protacal | by facturer Model Pratocol Mame Communication Type Packet Mame Packet Setting

1 Send Packet Line
[ Receive Packet Line

Send Packet Line
1 Receive Packet Line

Protocol in Predefined Protocol Library Editable Protocol
[ Pprotocol Line 1 protocol Line
1

Protocols  0/128  Packets 0/256  Packet Data Area Usage 00% Module for Debugging Kana characters | CAP | NUM | SCRL
[ 5

Protocol No. Displays the protocol number used with the dedicated instruction in the program.

Manufacturer Displays the name of the manufacturer of the device for which the protocol is being set.

Model Displays the model of the protocol to be set.

Protocol Name Displays the name of the protocol to be set.

Communication Type Displays the communication type of the protocol to be set.

Send Only: Sends one send packet once.

Receive Only: If there is a matching packet up to 16 registered and received packets, it is received.

Send & Receive: After sending one send packet, if there is a matching packet up to 16 registered and received
packets, it is received.

—Send/«Receive Displays the packet send direction.
—: For send
«(1) to (16): For receive, the received packet number is displayed in parentheses.

Packet Name Displays the packet name.

Packet Setting Displays the validity of variables in the packet elements and the variable setting state.

If the variable is not set, there are no elements, or there is an element error, the protocol is not written to the Ethernet-
equipped module.

No Variable: When there is no variable in the elements

Variable Set: Only when all variables have been set

Variable Unset: When there is even one unset variable

Element Unset: When there are no elements in an editable protocol

Element error: When elements do not satisfy requirements
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BAdding protocol
Add protocol.

O [Edit] = [Add Protocol]

Adds new protocol.

Selection of Protocol Type to Add

Type : Predefined Protocol Library j Reference |

* Select from Predefined Protocol Library.
Please select manufacturer, model and protocol name from Protocol to

Add.

Protocol to Add

Pr?qtgcol Marufacturer Model ‘ Fratacal Mame

General-purpoze protocal  SLMP[Device Read)

« Predefined Protocol Library

Type Select the type of protocol to be added.
+ User Protocol Library
* Add New
Protocol No. Select the protocol number to be added. 1t0 128
Manufacturer’! Set the maker of the protocol to be added. —
Model! Set the type of protocol to be added. —
Protocol Name™! Set the name of the protocol to be added. —

*1  The name can be set only when "Predefined Protocol Library" is selected for "Type".
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HProtocol Detailed Setting
Set the protocol send/receive parameters.

O "Protocol Setting” window = Select a protocol = [Edit] = [Protocol Detailed Setting]

Protocol Detailed Setting

~Connected Device Information

Protocol Name

Communication Type

Manufacturer |Genera|—purpose protocol
Type | Communication protocol
Maodel | SLMP(Device Read)
Version | 0000 (0000 to FFFF)
Explanation
— Protocol Setting Information
Protocol No. | 1

|0401: Read (word)

| Send&Receive

—Receive Setting

Receive Wait Time

Clear 05 area (receive data area) before protocol execution

I 0 X 100ms [Setting Range] 0 to 30000 (0: Infinite Wait )

= Enatle * Disable

—Send Setting

Murnber of Send Retrigs
Send Retry Interval
Standby Time

Manitaring Time

I Times

I ¥ 10ms
I0 x 10ms

¥ 100rms

[Setting Range] O to 10
[Setting Range] O to 30000
[Setting Range] 0 to 30000

[Setting Range] O to 3000 (0: Infinite Wait )

Communication Parameter Batch Setting |

Cancel

Item Description
Connected Device Manufacturer Set the protocol maker name.
Information”” Type Set the protocol device type.
Model Set the protocol model.
Version Set the protocol device version.
Explanation Set a description of the protocol device.
Protocol Setting Protocol No. The protocol number for the selected protocol is displayed.

Information

Protocol Name

Set the protocol name.

Communication Type

Set the protocol communication type.

Receive Setting

Receive Wait Time

Set the time for wait after the module enters the receive data wait state.

If communication with the external device is disabled because of a disconnection and matching packet
data is not received within the specified time, the module judges that an error has occurred and cancels
the receive data wait state.

Send Setting

Standby Time

Set the time to wait from when the protocol set for the module enters the execution state to when the
data is actually sent. The time for the external device to enter the receive enable state can be adjusted
with this in respect to the module's send timing.

*1

The setting cannot be changed if the protocol was selected from the predefined protocol library.

Point}3

Send/receive parameters can be set for multiple protocols by clicking the [Communication Parameter Batch
Setting] button and setting the range of the set protocol numbers, receive settings, and send settings.
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HPacket setting
Set the configuration of the send/receive packets on the "Packet Setting" window.

X "Protocol Setting” window = Packet to be set

Protocol No. 1 Protocol Name | 0401: Read (word)
Packet Type Send Packet Packet Name | Request
Element List
E‘ﬂgém Element Type Element Marne Element Setting
1 Static Data [Fixed data] S400[2Bytel
2 Non-conversion Yarisble | Serial Mo, Wariable unset emorFixed Length/2Bute/Lower/Lpper Byte/Ho S
3 Static Data [Fiwed data) 0000[2Byte|
4 Mon-conwersion Yariable | Metwork No Wariable unset enorFised Lenaths T Bute/| ower/lnper Byte Mo Swap
5 Non-conversion Yarisble | Station Ma. Wariable unset emorfFixed Length/ 1 Bute/L ower/Lpper B
E Mon-conversion ¥ ariable Requested module 170 Mo, Waniable unset emorfFized Lenath/ZB kel ower/U pper B
7 Static: Data For future expansion 0071 Byt
) Length Fequest data length Object element3-14/HEX/Reverse/ 2B yte
3 Mon-conversion ¥ ariable I onitoring timer Waniable unset emorfFized Lenath/ZB kel ower/U pper B
10 Static: Data Cornmand 0104 IByte
11 Static Data Subcommand 0000 2Byte
12 MNon-conversion Yariable | Head device Mo, Yaniable unset enorfFixed Lenath/3Bute/Lower/Lpper B
13 Non-conversion Yariable | Device code Wariable unset enorFised Lenaths T Bute/| ower/lnper Byte Mo Swap
Non-conversion Yariable | Mumber of device points ‘ariable unset emorFixed Lenath/2Bute/Lower/Lpper Bute/Ho S
Change Type | Add HNew | Copy | Paste | Delete |

The above window opens when "Predefined Protocol Library" is selected on the "Add Protocol" window.
When "Add New" or "User Protocol Library" has been selected, configure the packets with the [Change Type] button and [Add

New] button.

For details on the packet elements, refer to the following.
[~ Page 45 Packet elements

EWriting the protocol setting data
Write the protocol setting data to the Ethernet-equipped module.

O [Online] = [Write to Module]

Target Memory

Target Module Selection

Module Selection  [gpog:R171EN71(E+E)

=

=

| CPU Buit-in Memory

Manufacturer
Packet Name

Please save in the protocol setting file because the data to be
written to target memory does not include the following information.

[Mon-written Data in Target Memory]

Protocol Detailed Setting Type, Version, Explanation
Packet Setting Configuration Element Name

Execute

Cancel |

Select the module and memory into which the protocol data is to be written, and execute write.

When writing to a CPU module, the protocol setting data is written into the module extension parameters.

The following data is not written as the protocol setting data so it will not be displayed even when read.

However, when the protocol is selected from the predefined protocol library, the following can be displayed.

» Manufacturer

» Packet Name

* Protocol Detailed Setting Type, Version, Explanation
» Packet Setting Configuration Element Name
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After writing the protocol setting data, the setting data are enabled at the following timing.

* When the system is powered off and on

* When the CPU module is reset

* When the status of the CPU module changed from STOP to RUN state

The predefined protocol settings written in the SD memory card can be transferred to the CPU module memory by using boot
operation. For details on boot operation, refer to the following.

[T1 MELSEC iQ-R Programmable Controller CPU Module User's Manual

11 MELSEC iQ-R Process CPU Module User's Manual

HEWhen the protocol setting data are written into multiple target memory

When the protocol setting data are written into multiple target memory, the following operation will take place.
O: The protocol setting data are written., X : The predefined protocol data are not written.

Target memory Operation
CPU module (built-in | SD memory card RJ71ENT71,
Ethernet port part) RnENCPU (network
part)
O O X Operation follows settings in "Module Extended Parameter" under

"Setting of File/Data Use or Not in Memory Card" of the "Memory Card
Parameter" window.

O X O As soon as the protocol setting data are enabled, the predefined protocol
x 0 1) settings of the RJI71EN71 or the RnENCPU (network part) are
overwritten by the predefined protocol settings in the CPU module or SD
memory card.

O O O Operation follows settings in "Module Extended Parameter" under
"Setting of File/Data Use or Not in Memory Card" of the "Memory Card
Parameter" window.

As soon as the protocol setting data are enabled, the predefined protocol
settings of the RJ71EN71 or the RnENCPU (network part) are
overwritten by the predefined protocol settings in the CPU module or SD

memory card.
Point
By writing the protocol setting data to the CPU built-in memory, the same setting can be used even after
module change.
When capacity of the CPU built-in memory is insufficient, write data to an SD memory card.
Although the protocol setting data can also be written to the intelligent function module, the data must be
written again when the module is changed.
1 FUNCTIONS
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Setting procedure

Set "External Device Configuration" under "Basic Settings". (==~ Page 324 External Device Configuration)

1. Select the external device to be connected in "Module List" and drag it to "List of devices" or "Device map area".

External device name Description
UDP Connection Module Select to communicate with the external device using UDP/IP.
Active Connection Module Select to perform the open processing to the external device from the Ethernet-equipped module (Active open)

and communicate using TCP/IP.

Unpassive Connection Module Select to receive the open processing from an unspecified external device (Unpassive open) and communicate
using TCP/IP.

Fullpassive Connection Module Select to receive the open processing from the specified external device (Fullpassive open) and communicate
using TCP/IP.

2. Set"Communication Method" for the external device to "Predefined Protocol”.

3. Set the other parameters required for communication in the connection.

1 FUNCTIONS 4
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Protocol communication type

The packets sent to the external device when a processing is executed and the external device's receive packets are

registered in the protocol.

The packet elements set with the predefined protocol support function are the data section of the packets that are actually
sent and received.

This section describes an example of the packet configuration. For details on the packet elements, refer to the following.
(=5~ Page 556 Operation Image and Data Structure of Predefined Protocol

For TCP/IP
L Header P Maximum data length: 2046 bytes N
[« < >|
Destination Sender's MAC . . .
MAC address: | address: ;ybpetés I;) bvies 12-((): E tes Data
6 bytes 6 bytes Y Y Y
|, Ethernet header o TCP/IP header N
P q

[«

HPrecautions for Passive open

* When the CPU module is connected to external device in Passive open state, the IP address of the connected external
device or port number of the external device can be obtained with the SP.SOCCINF instruction. (I~ Page 526 Instructions
for predefined protocol communications)

For UDP/IP
| Header | Maximum data length: 2046 bytes |
< |
Destination Sender's . . .
MAC address: | MAC address: ;—ybp?és le(’) bvtes ggptes Data
6 bytes 6 bytes Y Y Y

L Ethernet header Ly UDP/IP header N

I‘ VI‘ rI

With the predefined protocol support function, data is exchanged with the external device with the procedures (communication
type) shown below.

For details on the communication type operation, refer to the following.

(=5~ Page 556 Operation Image and Data Structure of Predefined Protocol

Communication type Description

Send Only The send packet is sent once.

Receive Only If there is a packet that matches within the maximum of 16 registered receive packets, the packet is received.

Send & Receive After sending the send packets, if there are packets that match the up to 16 registered receive packets, the packets are
received.

HPrecautions for UDP/IP communications
» Use the SP.SOCCSET instruction to change the external device by the CPU module. (=5~ Page 526 Instructions for

predefined protocol communications)

HPrecautions for broadcast communications
» When the CPU module receives data by receiving the broadcast, the IP address of the external device which send data and

port number of the external device can be obtained with the SP.SOCCINF instruction. (=5~ Page 526 Instructions for
predefined protocol communications)
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1.3 Communications Using the Predefined Protocol



Packet elements

The packet is created with a combination of packet elements.

Up to 32 elements can be set in one packet. One packet can have a maximum data length of 2046.
This section describes the details of the packet elements.

For examples of the packet element data, refer to the following.

(=5~ Page 556 Operation Image and Data Structure of Predefined Protocol

Static data

Element Setting - Static Data(Send) @

Elerment MName [

Code Type ASCII String -

Setting Value (0 byte)

[Setting Range] 1 to 50
oK | Cancel |

Use when there are specific codes and character strings, such as commands, in the packet.
» When sending: The specified code and character string are sent.

* When receiving: The received data is verified.

Multiple static data elements can be placed anywhere in the data part.

The following table lists the items.

Item Description Remarks
Element Name Set the element name. -
Code Type Select a data type of the setting value. —
ASCII String/ASCII Control Code/HEX
Setting Value Set data within 1 to 50 bytes. Setting example
Code type and setting range are as follows: ASCII string: "ABC"
» ASCII String: 20H to 7EH ASCII control code: STX
» ASCII Control Code: Control code of 00H to 1FH and 7FH HEX: FFFF

* HEX: Hexadecimal data of 00H to FFH

1 FUNCTIONS 4
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Length

Element Setting - Length(Send) @

Element Name |

Code Type [ASCII Hexadecimal =l
Data Length l1 =l
Data Flow |-

Calculating Range (Start) 1 |
Calculating Range (End) 1 2

oK | Cancel |

The length code is used when there is an element that indicates the data length in the packet.

* When sending: Automatically calculates the data length in the specified range, and adds it to the packet.

» When receiving: From the received data, the data (value) corresponding to the length is verified as the specified range's
data length.

Length elements can be placed anywhere in the data part.

Multiple length elements can be set placed in one packet.

The following table lists the items.

Item Description Remarks

Element Name Set the element name. —

Code Type Select the data length type. —
ASCII Hexadecimal/HEX

Data Length Select the data length on the line. —
The range is 1 to 4 bytes.

Data Flow Forward Direction When sending: Sends the calculated length in order from the This cannot be set if the data
(Upper Byte — Lower Byte) upper byte. length is 1 byte.

When receiving: Receives the data in order from the upper byte.

Reverse Direction When sending: Sends the calculated length in order from the low-
(Lower Byte — Upper Byte) order byte.

When receiving: Receives the data in order from the low-order
byte.

Byte Swap (by Word)'1 When sending: Interchanges the bytes in word units and sends the
calculated length.
When receiving: Interchanges the bytes in word units and receives

the data.
Calculating Start Select the start packet element number for the range to be calculated. —
Range The range is 1 to 32.
End Select the end packet element number for the range to be calculated.
The range is 1 to 32.

*1 This can be selected only when the data length is set to 4 bytes.
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« If there are no elements other than length, an element error occurs. (When using length, one or more
elements other than length are required.)

« If the calculation result exceeds the number of digits set with "Data Length", the excessive digit value is
discarded (invalidated). For example, if the data length is 2 bytes and the data size calculation results are
"123" bytes, the data length will be "23".

« If there is a non-conversion variable (variable length)/non-verified reception (character length variable) after
the length, and that section is not included in the length calculating range, arrange the static data
immediately after the non-conversion variable/non-verified reception.

» When the code type setting is "ASCIlI Hexadecimal", a mismatch will occur if a character string other than
"0" to "9", "A" to "F", and "a" to "f" is received.

* Use "0" to "9" or "A" to "F" when converting to ASCII characters during send.

* When arranging multiple length elements, none of the length calculating range may overlap.

* When arranging multiple length elements, the previous length calculating range may not exceed the

arranged length.
» Alength element cannot be arranged at the final position of the packet elements.

1 FUNCTIONS 4
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Non-conversion variable

Element Name

Fixed Length/Variable Length

Unit of Stored Data
Byte Swap

Send Data Storage Area

[Specifiable Device Symbol]
X Y, M L B D WR,ZR,

Data Length/Maximum Data Length

Element Setting - Non-conversion Variable(Send)

EX8

Fixed Length -
1 [Setting Range] 1 to 2046

|L0wer Byte + Upper Byte j

|Disable (Lower -> Upper) j

Data Storage Area Spedification

—

—

G (Buffer Memory)

oK | Cancel |

(1 Word)

Use this to send the CPU module device or buffer memory data as part of the send packet, or to store part of the received

packet in the CPU module device or buffer memory.

Multiple non-conversion variable can be arranged in one packet.

The following table lists the items.

Item

Description

Element Name

Set the element name.

Fixed Length/Variable

Fixed Length

The data whose length is fixed is sent and received.

Length

Variable Length

When sending: The data length is specified at the time of the protocol execution and the data is sent.
When receiving: The data whose length is variable is received.

Data Length/Maximum
Data Length

Set the data length of the send/receive data.
(For a variable length, set the maximum data length that can be specified for the data length storage area.)

The range is 1 to 2046.

Unit of Stored Data

Lower Byte + Upper Byte

When sending: Each one word (2 bytes) data in the data storage area is sent in the order of the lower
byte to the upper byte.

When receiving: The receive data is stored to the data storage area in the order of the lower byte to the
upper byte.

Lower Bytes Only

When sending: Each lower byte data in the data storage area is sent. The Ethernet-equipped module
ignores the upper byte data.

When receiving: The receive data is stored to each lower byte in the data storage area. The Ethernet-
equipped module stores 00H in the upper byte.

Byte Swap

Disable (Lower —
Upper)/Enable (Upper —
Lower)

When sending:

When "Enable (Upper — Lower)" is selected, data in the upper byte and lower byte are swapped by
one word (2 bytes) and sent. When "Unit of Stored Data" is "Lower Byte + Upper Byte" and "Data
Length" is an odd number of bytes, the upper byte is sent at transmission of the last byte. When "Unit
of Stored Data" is "Lower Bytes Only" and "Data Length" is an odd number of bytes, data without any
byte swap is sent at transmission of the last byte.

When receiving:

When "Enable (Upper — Lower)" is selected, data in the upper byte and lower byte are swapped by
word and sent. When "Unit of Stored Data" is "Lower Byte + Upper Byte" and "Data Length" is an odd
number of bytes, the last byte is stored to the upper byte. When "Unit of Stored Data" is "Lower Bytes
Only" and "Data Length" is an odd number of bytes, the last byte is stored without any byte swap.
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Item

Description

Data Storage Area
Specification

Specify the start device for storing the variable value.

The settable devices are listed below.
Inner user "2

* Input (X)

* Output (Y)

* Internal relay (M)

« Latch relay (L)

« Link relay (B)

« Data register (D)

« Link register (W)
File register*2

« File register (R, ZR)
Buffer memory

» G device (G) (‘Send/receive area for predefined protocol support function' (Un\G1902000 to Un\G'1904O47))*3*4

*1 Do not set local devices.

*2

*3 This cannot be set if the target module is a CPU module.
*4  Un\G18432 to Un\G20479 if the RJ71EN71 network type is set to "Q Compatible Ethernet".

Set within the device range specified with "Device/Label Memory Area Setting" in "Memory/Device Setting" of "CPU Parameter".
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The following figures show the configuration of the data storage area.

EWhen "Fixed Length/Variable Length" is "Fixed Length"
The area after the device number specified on the "Element Setting" window becomes the data storage area.

The occupied data storage area differs according to the "Unit of Stored Data".

* When "Lower Byte + Upper Byte" is selected, the same size as the data length is occupied. (However, when the data length
of a send packet is an odd number, the upper byte (lower byte for "Byte Swap") of the end device is not sent. When the data
length of a receive packet is an odd number, the last data is stored with one byte of 00H.)

* When "Lower Bytes Only" is selected, a size double the data length is occupied.

(Word) Specified device
+0
E:gfet Data storage area
Data storage area
Receive
packet Data storage area
+n

For send packet: Send data is stored by the program
For receive packet: Receive data is stored by the Ethernet-equipped module

HEWhen "Fixed Length/Variable Length" is "Variable Length"

The area after the device number specified on the "Element Setting" window + 1 becomes the data storage area.

The occupied data storage area differs according to the "Unit of Stored Data".

» When "Lower Byte + Upper Byte" is selected, the same size as the data length + one word (length for the data length
storage area) are occupied. (However, when the data length of a send packet is an odd number, the upper byte (lower byte
for "Byte Swap") of the end device is not sent. When the data length of a receive packet is an odd number, the last data is

stored with one byte of 00H.)
* When "Lower Bytes Only" is selected, a size double the data length + one word (for data length storage area) is occupied.

(Word) Specified device
+0 Data length storage area™  —
+1
s: QI?et Data storage area
Data storage area
E; é:ke é\t’e Data storage area
+n T

For send packet: Send data is stored by the program
For receive packet: Receive data is stored by the Ethernet-equipped module
*1 The data length unit is byte fixed
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When "Fixed Length/Variable Length" is "Variable Length" and the configuration is set as follows, an error
occurs:

* An element other than static data is placed behind a non-conversion variable element when non-conversion
variable is out of the length calculating range or when there is no length element (except for when non-
conversion variable is placed at the end of the packet elements).

» Multiple non-conversion variable elements are placed in the length calculating range, while a length element
is not placed.

» A non-conversion variable element is placed before a length element in the length calculating range.

Non-verified reception

Element Setting - Non-verified Reception(Receive) @

Element Name |

Data Length 0 [Setting Range] 0 to 2046

(0: Variable)

oK | Cancel |

Use this when receive data include unnecessary data.

If the receive packet contains non-verified reception, Ethernet-equipped module skims over the specified number of
characters.

Multiple non-verified reception elements can be set in one packet.

The following table lists the items.

Item Description Remarks
Element Name Set the element name. -
Data Length 0 (Number of characters | Setwhen the number of characters that are not verified differs | —
variable) between each communication session.
1 to 2046 (number of Set the number of characters that are not verified.
character specification)

Point;§

When "Data Length" is set to 0, an error will occur if the following layout is used.

» An element other than static data is placed behind a non-verified reception element when non-verified
reception is out of the length calculating range or when there is no length element (except for when non-
verified reception is placed at the end of the packet elements).

» Multiple non-verified reception elements are placed in the length calculating range, while a length element is
not placed.

» A non-verified reception element is placed before a length element in the length calculating range.
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Execution conditions of predefined protocol communications

The predefined protocol communications can be executed when 'Predefined protocol ready' (Un\G1901002.0) is on.
This section describes the operation of 'Predefined protocol ready' (Un\G1901002.0).

When the system is powered on or reset

If protocol setting data is written in, the Ethernet-equipped module checks the protocol setting data when the system is
powered on or reset.

If the protocol setting data is normal, the Ethernet-equipped module turns on 'Predefined protocol ready' (Un\G1901002.0),
and enables execution of the protocol.

'Predefined protocol ready' (Un\G1901002.0) is used as the interlock signal for executing the protocol.

If the protocol setting data is abnormal, 'Predefined protocol ready' (Un\G1901002.0) stays off, and the details of the error are
stored in 'Predefined protocol setting data check area' (Un\G1901020 to Un\G1901047).

If protocol setting data is not written in, the protocol setting data is not checked, and 'Predefined protocol ready’
(Un\G1901002.0) remains off.

Whether the protocol setting data is registered or not can be checked with 'Number of registered predefined protocols'
(Un\G1901024) and 'Predefined protocol registration' (Un\G1901032 to Un\G1901047).
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EWhen protocol setting data is normal

Power on/reset
1 Normal result

!
1
i Checking the protocol /

Ethemnet-equipped module =———1 = (i data

Bit O turns on when the
check result is normal.

'Predefined protocol ready’ /
(Un\G1901002.0)

'Predefined protocol setting
data check area'
(Un\G1901020 to Un\G1901047)

The number of registered protocols and information
about whether protocols have been registered are stored.

EWhen protocol setting data is abnormal

Power on/reset
Abnormal result

Checking the protocol

Ethernet-equipped module —— setting data

Bit 0 remains off.

'Predefined protocol ready’
(Un\G1901002.0)

'Predefined protocol setting
data check area' The error details are stored.
(Un\G1901020 to Un\G1901047)

When executing UINI instruction
When the RJ71EN71 network type is set to "Q Compatible Ethernet" and the UINI instruction is executed, the protocol setting

data will not be checked.
Predefined protocol ready maintains the state before the UINI instruction was executed.
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Example of predefined protocol communications

This section describes an example of predefined protocol communications using UDP/IP.

System configuration

Sending side
(192.0.1.100)

GX Works3

i =
e
i

[

Receiving side
(192.0.1.101)

B

Ethernet

Parameter settings

Connect the engineering tool to the CPU module and set the parameters.

ESending side
1. Setthe CPU module as follows.

O [Project] = [New]

New
Series [-il RCPU v]
Type [n RO4 v]
[Mode
Program Language [ﬁ Ladder ']

[ OK ] [ Cancel ]

MELSOFT GX Works3

Module Setting

Add a module.

[Module Name] RO4CPU
[Start [fO No.] 3E00

Setting Change

Module Label:Use -
Sample Comment:Use

[7] Do Mot Show this Dialog Again

2. Click the [Setting Change] button in the following window and set the item to use module labels.

3. Click the [OK] button to add the module labels of the CPU module.

1 FUNCTIONS
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4. Ssetthe RJ71EN71 as follows.
O [Navigation window] = [Parameter] = [Module Information] = Right-click => [Add New Module]

Number of Occupied Points per1 5h 32 Poi

Module Selection
Module @ Information Module |Z|
[ 716N ) B
Port 1 Network Type Ethernet
Port1 Station Type
Port 2 Network Type Ethernet
Port 2 Station Type
Advanced Settings
Mounting Base Main Base
Mounting Slot Mo. 0 |Z|
Start /O No. Specification Mot Set |Z|
Start /O No. 0000 H

nts

Module Name
Select module name.

(

ok | [ cancel ].::

5. Clickthe [OK] button to add the module labels of the RJ71EN71.

Add a module.

[Module Name] RIZIENT1(E+E)
[Start [fO No.] 0000

Module Setting Setting Change
Module Label:Use -
Do Mot Show this Dialog Again E

6. Set the items in "Basic Settings" as follows.

O [Navigation window] = [Parameter] = [Module Information] = [RJ71EN71] = [Port 1 Module Parameter (Ethernet)] =

[Basic Settings]
ltem Setting
= Own Node Seftings
----- Parameter Setting Method Parameter Editor
-] IP Address
- |P Address 192. 0. 1.100
Subnet Mask
Default Gateway A
= Communications by Network No./Station No. Disable
- Seting Metos beepadbes
Netvork Nure N
St o N
Tansent Tamission GrasgNo. 0
----- Enable/Disable Online Change Disable All (SLMF)
------ Communication Data Code Binary
----- Opening Method Do Mot Open by Program
B E 1 Device Confi
------ External Device Configuration <Detailed Setting>
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7. Set the network configuration as follows.

O [Navigation window] = [Parameter] = [Module Information] = [RJ71EN71] = [Port 1 Module Parameter (Ethernet)] =
[Basic Settings] = [External Device Configuration]

i Ethemnet Configuration Edit View Close with Discarding the Setting Close with Reflecting the Setting

Fixed Buffer PLC Sensor /Device .
No. Model Name Communication Method | Protocol | SendfRecsive ey e
B Setting TP Address | PortNo. | MAC Address | HostName | TP Address | PortNo. | SubnetMask | oo Confirmation
192.0.1.100
B UDP  Pairing (Receive) 192.0.1.100 192.0.1101 4096

85| 2 UDP Connection Module |Predefined Protocol UDP  Paring (Send)  192.0.1.100 8192 192.0.1101 4095 uoP

Connedmn Connedmn

Hnﬂ Station
Conneded Count

UDP Conne  UDP Conne
ction Modul  ction Modul
e e

< il ] v

8. startthe predefined protocol support function.
O [Tool] = [Predefined Protocol Support Function]
9. Select "Ethernet Module" for "Module Type" and click the [OK] button.

Module Type

IEihemet Module LI

<Caution>

- The connection destination setting of predefined protocol
support function is synchronous only when the predefined
protocol support function starting. Unable to change
connection destination of predefined protocol support function
when change the connection destination setting in GX Works3
after starting the predefined protocol support function. Please
start the predefined protocol support function again if you

want to synchronize the connection destination.
10. Newly create the protocol setting.
O [File] = [New]

ﬂ File Edit Online Tool Debugging SupportFunction Window

Protacaol Name Communication Type = Packet Mame Packet Setting

[ Pprotocol Line 1 protocol Line
1 Send Packet Line 1 send Packet Line

Protocol in Predefined Protocol Library Editable Protocol
[ Receive Packet Line ’V 1 Receive Packet Line

Protocols 07128 Packets  0/256 Packet Data Area Usage 00% Medule for Debugging Kana characters | CAP | NUM | SCRL
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11. Set the protocol as follows.
O [Edit] = [Add Protocol]

Adds new protocol.

Selection of Protocol Type to Add

Type: Predefined Protocol Library j

Reference |
* Select from Predefined Protocol Library.

Please select manufacturer, model and protocol name from Protocol to
Add.

Protocol to Add

Pr?qtgcol M anufacturer Model

‘ Pratacal Mame

General-purpoze protocal  SLMP[Device Read) 401: Read [word)

Cancel

[ o |

12. set each packet as follows.

O "Protocol Setting" window = Packet to be set
* Request

Protacol No. 1 Protocol Name [ 0401: Read (word)
Packet Type Send Packet Packet Name | Request
Element List
E\z:lrgent Element Type Element Mame Element Setting
1 Static Data [Fined data) S400[2Byte|
2 Non-conversion Yariable | Serial Mo, DO-DOJFixed Length/2Bvte/L ower/L
3 Static Data [Fixed data] O000[2Byte|
4 Non-conversion Yariable | Metwork No, [O1-D1[Fired Length/] ByteLower /L
5 MNon-conversion Yariable | Station No. [D2-D2]Fired Length/1Byte/L ower/L
[ MNaon-conversion Yariable | Requested module 170 No. [3-D3]Fived Length/ 2B yte/| ower/Lipper Byte/Mo Swap)
7 Static Data For future expansion O0[1Eyte
) Length Reguest data length Object element3-14/HE=/Heverse/2Bute
9 MNon-conversion Yariable | tonitaring timer [C4-D 4] Fired Lenath/2Bute/| ower/Llpper Byte/Mo Swap)
1 Static Data Cornmand 0104[2Byte
11 Static Data Subcommand 0000[ZByte
12 Non-conwersion Yariable | Head device No [0E-DE]Fized Lenath,/3Bute| owerl nper Byte Mo Swap
13 Non-conversion ariable | Device code [DF-D7]Fixed Length,/ 1 Bute/L ower/Upper Byte/Mo Sy
MNon-conversion Yariable | Mumber of dewvice points
Change Type Add Mew. Copy Paste Delete
Close |
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* Normal response

Protacol No. 1 Protocol Name [ 0401: Read (word)
Packet Type Receive Packet Packet Name | Normal response
Packet No. 1
Element List
E\z:lrgz.ent Element Type Element Mame Element Setting
1 Static Data [Fined data) D400[2B yte
2 Non-conversion Yariable | Serial Mo, D3-DIFixed Length/2Bvte/L ower/L]
3 Static Data [Fixed data] O000[2Byte|
4 Non-conversion Yariable | Network Mo, i
5 MNon-conversion Yariable | Station No. [011-D11][Fired Length/] Bute/Lower/L)
E Non-conversion Yariable | Requested madule 140 Mo, [C12-D1 2][Fiwed Length/2Bvte/L ower/U pper Byte/Mo Swap]
7 Static Data For future expansion O0[1Eyte
) Length Response data length Object element3-10/HE=/Heverse/2Bute
| Static: Data End code 0000 IByte
1 Non-conversion Yarisble | Response data

Change Type |

Add Mew.

Paste

Delete

* Error response

Protocol No. 1 Protocol Name | 0401: Read (word)
Packet Type Receive Packet Packet Name | Error response
Packet No. 2
Element List
E‘ﬂgém Element Type Element Marne Element Setting
1 Static Data [Fixed data] D 400[2B yte
2 Non-conversion Yarisble | Serial Mo, [D374-DA74][Fired Length/2Bute,/Lower/L)
3 Static Data [Fiwed data) 0000[2Byte|
4 Non-conwersion Yariable | Network No [0375-DATE]Fiked Length/d Byte,/ L ower/Upper BytedMo Swapl
5 Non-conversion Yariable | Station No. [DI7E-DATE]Fixed Length/ 1 Bute,/Lower /L)
E Mon-conversion Yanable | Requested module 170 Mo, [O37F-DA7F]Fined Lenath/ZBvtes/L ower /)
7 Static: Data For future expansion 0071 Byt
) Length Fesponse data length Object element3-15/HEX/Reverse/ 2B yte
3 Non-conversion Yaniable | End code [0378-D37E][Fized Length/2Bvte/Lower/L]
10 Mon-conwersion Yariable | Metwork No [0373-DATY leed Lenath/1 B\gte!aneu’U per Byt a#Nn Swap|
11 Non-conversion Yarisble | Station No.
12 Mon-conversion Yaiable | Requested module 140 Mo,
13 Static: Data For future expansion oo 1B!ta
14 Static Data Cornmand 0104[2Byte
Static Data Subcommand 0000728

Change Type

Add HNew

Paste

Delete
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13. write the protocol setting data to the CPU module.
O [Online] = [Write to Module]

Module Write

Target Module Selection

Module Selection  [gpog:R171EN71(E+E) |

Target Memory |CPU Built-in Memory j

Please save in the protocol setting file because the data to be
written to target memory does not include the following information.

[Mon-written Data in Target Memory]

Manufacturer

Packet Name

Protocol Detailed Setting Type, Version, Explanation
Packet Setting Configuration Elerment Name

Execute I Cancel |

14. write the set parameters to the CPU module. Then reset the CPU module or power off and on the system.

O [Online] = [Write to PLC]

Point;9

In this example, default values were used for parameters that are not shown above. For the parameter setting,
refer to the chapter explaining the parameters in this manual. (==~ Page 321 PARAMETER SETTINGS)

HReceiving side
1. Setthe CPU module and add the module labels of the CPU module. The setting method of the CPU module and addition
method of the module label are the same as those of when setting the sending side. (==~ Page 54 Sending side)

2. Setthe RJ71EN71 and add the module labels of the RJ71EN71. The setting method of the RJ71EN71 and addition
method of the module label are the same as those of when setting the sending side. (=5~ Page 54 Sending side)

3. Setthe items in "Basic Settings" as follows.

O [Navigation window] = [Parameter] = [Module Information] = [RJ71EN71] = [Port 1 Module Parameter (Ethernet)] =
[Basic Settings]

Setting ltem

ltem Setting
= Own Node Seffings
Parameter Setting Method Parameter Editor
=1 IP Address
IP Address 192. 0. 1.101
Subnet Mask
Default Gateway R
=] Communications by Network No./Station No. Disable
Setting Method Uze [P Address
Network Number =
Station No. =
Transient Transmission Group No. 0
Enable/Disable Online Change Disable All (SLMF)
Communication Data Code Binary
Opening Method Do Mot Open by Program
= External Device Configuration
External Device Configuration <Detailed Setting>
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4. Setthe network configuration as follows.

O [Navigation window] = [Parameter] = [Module Information] = [RJ71EN71] = [Port 1 Module Parameter (Ethernet)] =
[Basic Settings] = [External Device Configuration]

] Fixed Buffer PLC Sensor/Device ]
No. Model Name Commuiication | rotocol | SendReceive Default | coprce
B Setting TP Address | Port No. | MAC Address | HostName | TP Address | Port No. | SubnetMask | ¢t
Host Station 192.0.1.101
B Za| 1 SUMP ConnectionModue |SLMP upp 192.0.1101 409 upp

Connection
No.1
Host Station
Connected Count
A

SLMP Conn
ection Modu
le

) —— ,

5. Wirite the set parameters to the CPU module. Then reset the CPU module or power off and on the system.

O [Online] = [Write to PLC]

Point ;>

In this example, default values were used for parameters that are not shown above. For the parameter setting,
refer to the chapter explaining the parameters in this manual. (==~ Page 321 PARAMETER SETTINGS)
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Program examples

Classification

Label name

Description

Device

Module label

EN71_EE_1.bnCompletion_ConnectionOpen_D[1]

Open completion signal (connection No.1)

U0\G1900000.0

EN71_EE_1.uCompletion_Ethernetlinitialized_D.0 Initial status U0\G1900024.0
EN71_EE_1.bReady_PredefinedProtocol_D Predefined protocol ready U0\G1901002.0
Label to be defined Define global labels as shown below:
Label Name Data Type Class Assign (Device/Label)
bStart Bit . |VAR_GLOBAL ~-|M0
bComp Bit({0..1) .. |VAR_GLOBAL - |M1
bComp_OK Bit _ |VAR_GLOBAL ~|M10
bComp_NG Bit . |VAR_GLOBAL ~|M11
uCountrolData |Word [Unsigned]/Bit String [16-bit](0.17) | _. [VAR_GLOBAL ~ |D1000
wResult Word [Signed] . |VAR_GLOBAL ~|D1100
EN71_EE_1.uCo EN71_EE_1.bnCo EN71_EE_1.bR
bStart mpletion_Ethernetl mpletion_Connecti eady_Predefine DO
nitialized_D.0 onOpen_DI[1] dProtocol_D
(0) MO U0\G1900024.0 ~ U0\G1900000.0 ~ U0\G1901002.0 INC
i1l N N N
HO D1
MoV
HOFF D2
MOV
H3FF D3
MOV
H10 D4
MOV
K100 D5
DMOV
HOA8 D7
MOV
K10 D8
MOV
K1 uCountrolDa
oy ta[2]
D1002
uo K1 K1 uCountrolDa bComp
GP.ECPRTC ta
L
D1000 M1
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bComp(0] bCompl[1] bComp_OK
(45) M1 M2 SET
— | A Mo
bComp[1] bComp_NG
M2 SET
{ } M1
1T
uCountrolDa wResult
MovP tal1]
D1001 D1100
(55)
{END }

(0)  When 'bStart' (M0) is turned on, the protocol is executed by the dedicated instruction GR.ECPRTCL, and D100 to D109 of the receiving side CPU module
is read and stored in D14 to D23 of the sending side CPU module.
'bComp_OK' (M10) is turned on when the protocol completed successfully.

DO to D8 stores the following as a protocol setting data.

Device Element name Setting Description

number value

DO Serial No. — The number increases one by one each time the 'bStart' (MO) is turned on.

D1 Network No. OH Because the access destination is the connected station (own station), OH is stored as the request
destination network number.

D2 Station No. FFH Because the access destination is the connected station (own station), FFH is stored as the
request destination station number.

D3 Requested module /O 3FFH Because the access destination is the receiving side CPU module (control CPU of the receiving

No. side RJ71EN71), 3FFH is stored.

D4 Monitoring timer 10H The monitoring timer is set to 4 seconds. (Unit: 250ms)

D5 to D6 Head device No. 100 To read D100 to D109, start device number is set to 100.

D7 Device code A8H To read D100 to D109, device code is set to A8H.

D8 Number of device points | 10 To read 10 points from D100 to D109, number of device points is set to 10.

Point;9

In this program example, a receiving side program is not required.
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1.4 Socket Communications

Using dedicated instructions, arbitrary data can be exchanged with an external device connected by Ethernet over TCP/IP or
UDP/IP. (I==~ Page 526 Socket communications instructions)
Use this for bidirectional communication one-on-one with an external device.

Ethernet
Receive or —
broadcast receive E‘J External device
I et
Ethernet-equipped module Send

Broadcast send External device

Broadcast send

External device

R TR

L]
Point}’
For examples of socket communications, refer to the following.
[T1 MELSEC iQ-R Ethernet/CC-Link |IE User's Manual (Startup)
Precautions

Socket communications cannot be used when the RJ71EN71 network type is set to "Q Compatible Ethernet".

Setting procedure

Set "External Device Configuration" under "Basic Settings". (==~ Page 324 External Device Configuration)

1. Select the external device to be connected in "Module List" and drag it to "List of devices" or "Device map area".

External device name Description
UDP Connection Module Select to communicate with the external device using UDP/IP.
Active Connection Module Select to perform the open processing to the external device from the Ethernet-equipped module (Active open)

and communicate using TCP/IP.

Unpassive Connection Module Select to receive the open processing from an unspecified external device (Unpassive open) and communicate
using TCP/IP.

Fullpassive Connection Module Select to receive the open processing from the specified external device (Fullpassive open) and communicate
using TCP/IP.

2. Set"Communication Method" for the external device to "Socket Communication".

3. Set the other parameters required for communication in the connection.
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Applicable dedicated instructions

For the dedicated instructions used for socket communications, refer to the following.
» [ Page 525 Open/close processing instructions
« [Z5~ Page 526 Socket communications instructions

Applicable connections

The following connections can be used for data exchange with socket communications.

Module Usable connections
RJ71EN71 P1 connector Connection No.17 to 64
P2 connector Connection No.1 to 64”1
RNENCPU (network part) P1 connector Connection No.17 to 64
CPU module (built-in Ethernet port part) Connection No.1 to 16

*1  Although the engineering tool shows connection No.1 to 64 as available for port 2 of the RJ71EN71, the internal processing of the
RJ71ENT71 treats the connections as connection No.65 to 128. To use connections for port 2 of the RJ71EN71 for dedicated
instructions, buffer memory, or other purposes, specify connection No.65 to 128.
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Communication structure

With socket communications, port numbers that identify the communication are used to enable multiple communication
sessions with the external device. These are used for both TCP/IP and UDP/IP.

For send: Specify send source Ethernet-equipped module's port number and the send destination external device's port
number.

For receive: Specify the Ethernet-equipped module's port number, and read the data sent to that port.

Ethernet-equipped module
(IP address: XX.XX.XX.XX) Ethernet

Ii ) r =
C_. . ' | =:|| External device 1
O{" ! ] O (IP address: yy.yy.yy.yy)

Port No.A @)

PotNol [rme=m

N

)

External device 2
(IP address: zz.zz.zz.zz)

OI

Port No.B

O

Port No.M

OQF- -376#

(©)

—Z s

External device 3
(IP address: ww.ww.ww.ww)

Port No.C

(1) Sending UDP data from Ethernet-equipped module's port number A to external device 1's port number L
(2) Sending UDP data from external device 1's port number L to Ethernet-equipped module's port number A
(3) Sending data with TCP/IP connection

(4) Sending UDP data from Ethernet-equipped module's port number C to external device 3's port number N
(5) Sending UDP data from external device 3's port number N to Ethernet-equipped module's port number C
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Communications using TCP/IP

TCP/IP protocol establishes a connection between the external device's port number for reliable data exchange.

Check the following items before performing socket communications using TCP/IP.

« IP addresses and port numbers on external device side

* |IP addresses and port numbers on the Ethernet-equipped module side

« Which side, the external device side or Ethernet-equipped module side, will open a connection (Active open or Passive
open)

TCPI/IP connection operation

TCP/IP connection includes Active open and Passive open.

First, the side with the TCP/IP connection executes Passive open with the specified port number

The side with TCP/IP connection specifies the port number waiting in the Passive open side, and executes Active open.
This enables the TCP/IP connection, the connection is established, and data can be exchanged.

For details on Active open and Passive open, refer to the following.

(=== Page 529 TCP/IP communications)

Pointp

The Active open and Passive open expression may differ according to the external device.
« Active open: TCP/IP connection side, client side, connect side, and others
 Passive open: TCP/IP connection wait side, server side, listen side, and others

BActive open
The following figure shows the flow of data exchange using Active open.

( Start > - Specify the port number of the external device waiting for
¢ TCP connection and open a connection by Active open.

| Open processing |

YES

Was data transfer (Completed, or disconnected by the external device.)

completed?

v

Send by the SOCSND instruction, or receive by | Close processing |
the SOCRCV or SOCRCVS instruction. ¢

| ( End )

HPassive open
The following figure shows the flow of data exchange using Passive open.

( Start > - Waiting for TCP connection in Passive open state.

[P
<

Send or receive?

Send by the SOCSND instruction, or receive by
the SOCRCV or SOCRCYVS instruction.
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Precautions for TCP/IP communications

EConditions for closing
In addition to when close is requested from the external device, the TCP/IP communications processing will be closed in the

following cases if 'Open completion signal' (Un\G1900000 to Un\G1900007) turns off.
* When alive check function times out

* When forced close is received from external device

ETCP/IP connection elements

The TCP/IP connection is managed with the following four elements. Only one connection containing the same four elements
can be created at one time. To use multiple TCP/IP connections simultaneously, ensure that one of the four elements is
different.

* IP address of the Ethernet-equipped module side

* Port number of the Ethernet-equipped module side

+ IP address of the external device side

 Port number of the external device side

Note that when "Unpassive Connection Module" or "Fullpassive Connection Module" is selected, the port number of the
Ethernet-equipped module side has to be different. In addition, one of the other three element also has to be different.

HEReconnecting with same connection
After closing the connection during TCP/IP communications, wait at least 500ms before reconnecting to a connection with the

same external device (IP address), own station port number, and external device port number.
If a wait interval cannot be provided before reconnecting, changing the own station port number on the Active open side and
connecting is recommended.

EConnection close wait time setting

With the TCP/IP communications, if the external device sends the request for closing the connection immediately after
sending data, the system may fail to read the receive data that is immediately before the close processing on the Ethernet-
equipped module side. In this case, the close processing timing of the Ethernet-equipped module can be delayed using
'Connection close wait time setting area for socket communications (TCP/IP)' (Un\G760, Un\G761*1) to read the receive data.

*1  The buffer memory address of the CPU module (built-in Ethernet port part)
For details on the connection close wait time setting, refer to the following.

[Z=~ Page 522 Connection close wait time setting area for socket communications (TCP/IP)

Before using the connection close wait time setting, check the version of the CPU module used. (=5~ Page
568 Added and Enhanced Functions)
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BChecking the receive data length

There is no concept of delimiting the communication data during communication with TCP/IP. Thus, the continuously sent
data may be merged on the received side, or the data sent in a group may be split on the receive side. If necessary, the
receiving side must check the receive data length and perform the processing.

If the data length is determined when receiving with the Ethernet-equipped module side, using the fixed-length mode is
recommended.

When receiving on the external device side, check the receive data length and perform the processing as shown below.

C Receive processing on the external device side >

NO

Is TCP connection open?

Receive the rest of the message. TCP connection is closed.

Received data within
the time specified by the monitoring
timer value?

NO

v

Check the received data size.

Sufficient receive data size?

Processing for the received message

Was the entire received message
processed?

y

C End > ( Error handling >

HPrecautions for Active open

Use 'Open completion signal' (Un\G1900000 to Un\G1900007) and 'Open request signal' (Un\G1900008 to Un\G1900015) in
the program to create an interlock circuit. The on/off timing for the open completion signal and open request signal is shown
below.

<When disconnected by the Ethernet-equipped module>

‘Open completion signal ON | TCP disconnection completed upon response from the external device
(Un\G1900000 to Un\G1900007) OFF

'Open request signal' ON l | TCP disconnection request from the Ethernet-equipped module
|

(Un\G1900008 to Un\G1900015) OFF

t t

OPEN instruction CLOSE instruction

<When disconnected by the external device>
| TCP disconnection request from the external device

‘L | TCP disconnection completed upon response from the Ethernet-equipped module

T

CLOSE instruction
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HPrecautions for Passive open
* Use 'Open completion signal' (Un\G1900000 to Un\G1900007) and 'Open request signal' (Un\G1900008 to Un\G1900015)

in the program to create an interlock circuit. The on/off timing for the open completion signal and open request signal is
shown below.

| TCP disconnection completed by the external device |

'Open completion signal' ON b
(Un\G1900000 to Un\G1900007) OFF

'Open request signal’' ON
(Un\G1900008 to Un\G1900015) OFF

| TCP connection completed by the external device |

» When the CPU module is connected to the external device with Passive open, the connected external device's IP address
or the external device's port number can be retrieved with the SP.SOCCINF instruction.

» Connect from the external device after the Ethernet-equipped module enters the open standby state. The TCP/IP
connection request received from the external device between the time from CPU startup completion to open wait state
causes an error, and force close connection is returned to the external device. In this case, wait for the Ethernet-equipped
module to enter the open wait state and then retry from the external device.

* Do not execute the GP.CONCLOSE instruction or SP.SOCCLOSE instruction in the program. If the GP.CONCLOSE
instruction or SP.SOCCLOSE instruction is executed, the open completion signal and open request signal for the
corresponding connection will turn off. The close processing will be executed and send/receive will be disabled. To re-open
a closed connection, execute the GP.CONOPEN instruction or SP.SOCOPEN instruction.

Communications using UDP/IP

Communication with UDP/IP uses a simple protocol without order control or re-send control.

Check the following items before performing socket communications using UDP/IP.
» |P addresses and port numbers on external device side
* |IP addresses and port numbers on the Ethernet-equipped module side

Precautions for UDP/IP communications

* Loss of data, data arrival order interchange, and others could be occur. Consider using TCP/IP if there are problems.

+ Even if the communication line between the CPU module and external device is not connected because of a connected

cable disconnection and others, the data send processing may end normally. Thus, providing a communication procedure

and sending/receiving data is recommended.

Use the SP.SOCCSET instruction to change the external device with the CPU module.

+ 'Open completion signal' (Un\G1900000 to Un\G1900007) and 'Open request signal' (Un\G1900008 to Un\G1900015) for
the connection set to UDP/IP is always on.

* Do not execute the GP.CONCLOSE instruction or SP.SOCCLOSE instruction in the program. If the GP.CONCLOSE
instruction or SP.SOCCLOSE instruction is executed, the open completion signal and open request signal for the

corresponding connection will turn off. The close processing will be executed and send/receive will be disabled. To re-open
a closed connection, execute the GP.CONOPEN instruction or SP.SOCOPEN instruction.

» Even if 'Open completion signal' (Un\G1900000 to Un\G1900007) is turned on, data sending may fail. If data sending fails,
send the data again.
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Broadcast communications

Broadcast communications is a communication method that does not specify the external device. Data is exchanged between

all Ethernet-equipped module stations and external devices on the same Ethernet to which the Ethernet-equipped modules
are connected.

Item Description
Broadcast sending The same data is sent to all Ethernet devices on the same Ethernet.
Broadcast receiving The data sent with broadcast send is received.

Setting procedure

Set "External Device Configuration" under "Basic Settings". (==~ Page 324 External Device Configuration)

1. Select "UDP Connection Module" in "Module List" and drag it to "List of devices" or "Device map area".
2. Set"Communication Method" for the external device to "Broadcast Send" or "Broadcast Receive".

3. Set the other parameters required for communication in the connection.

Precautions

 Decide the dedicated port number for broadcast communication in the system, and use that number.

» Access via a router is not permitted when using broadcast send.

» The external device connected on the same Ethernet must carry out a read/discard processing if the message received
with broadcast receiving is not required.

» When the CPU module receives the data with broadcast receiving, the IP address of the sending external device and the
external device's port number can be retried with the SP.SOCCINF instruction.
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Precautions

This section describes the precautions for exchanging data with socket communications.

Port number

Port numbers 1 to 1023 are typically reserved port numbers (WELL KNOWN PORT NUMBERS) and 61440 to 65534 are
used by other communication functions, so 1024 to 4999 or 5010 to 61439 should be used for the own station port numbers.
In addition, if ports are used for other functions, do not use the ports for this function. (=5~ Page 554 Port Numbers Used by

Ethernet-equipped Module)

Reading received data

If 'Socket/fixed buffer reception status signal' (Un\G1900016 to Un\G1900023) is on, read the received data. The
communication could be affected if large amounts of data are not read out for a while.

Accessing a file during communication

The CPU module prioritizes the file access processing over the Ethernet communication processing. Thus, if the file is

accessed with FTP, the engineering tool, and so on, during socket communications, the socket communications processing
could be delayed.

To access a file while monitoring the response time with the external device with socket communications, add the time
required for accessing the file to the monitoring time.

Module FB and dedicated instruction

» When performing the open processing using the module FB or dedicated instruction, start sending and receiving data after

the module FB or dedicated instruction is completed.

» Multiple module FBs or dedicated instructions to one connection cannot be simultaneously executed. When multiple
module FBs or dedicated instructions are simultaneously executed, no operation is performed for the module FB or
dedicated instruction executed later. Execute again after the module FB or dedicated instruction in execution is completed.
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1.5 Communications Using the Fixed Buffer

Communications using the fixed buffer uses TCP/IP and UDP/IP to send and receive arbitrary data with the external device
connected to the Ethernet with dedicated instructions in the same manner as exchanging data with socket communications.
Exchanges arbitrary data between the CPU module and external device using the fixed buffer of the RU71EN71 and the
RnENCPU (network part).

The following table lists the differences with socket communications are given below.

Item Differences
Socket communications Communications using the fixed buffer
Connection send/receive Send/receive is possible with one connection Specify send or receive for one connection
(Two connections are required for send and
receive)
Precautions

The CPU module (CPU part for the RnENCPU) cannot exchange data with the fixed buffer.

Differences between the "Procedure Exist" and "No Procedure"
control methods

"Procedure Exist" and "No Procedure" control methods can be used for fixed buffer communication. The following table lists
the differences between "Procedure Exist" and "No Procedure”.

Item Differences
Procedure Exist No Procedure

Message format Data is sent and received with the predetermined Data is sent and received according to the external
data format. device's message format.

Response for received data Aresponse is sent for the received data. No response is sent for the received data.

Data Code Data can be exchanged with binary code or ASCIl | Data is exchanged only with binary codes.
code.

Data length specified with dedicated instructions Specify with a number of words. Specify with a number of bytes.

Amount of application data per data exchange Maximum 5113 words (binary code) Maximum 10238 bytes

session”! Maximum 2556 words (ASCII code)

*1  The following value is used if the RJ71EN71 network type is set to "Q Compatible Ethernet".
Procedure Exist: Maximum 1017 words (binary code), maximum 508 words (ASCII code)
No Procedure: Maximum 2046 bytes

Setting procedure

Set "External Device Configuration" under "Basic Settings". (==~ Page 324 External Device Configuration)

1. Select the external device to be connected in "Module List" and drag it to "List of devices" or "Device map area".

External device name Description

UDP Connection Module Select to communicate with the external device using UDP/IP.

Active Connection Module Select to perform the open processing to the external device from the Ethernet-equipped module (Active open)
and communicate using TCP/IP.

Unpassive Connection Module Select to receive the open processing from an unspecified external device (Unpassive open) and communicate
using TCP/IP.

Fullpassive Connection Module Select to receive the open processing from the specified external device (Fullpassive open) and communicate
using TCP/IP.

2. Set"Communication Method" for the external device to "Fixed Buffer (Procedure Exist)" or "Fixed Buffer (No
Procedure)".

w

Set the "Fixed Buffer Send/Receive Setting".

4. Setthe other parameters required for communication in the connection.
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Applicable dedicated instructions

For the dedicated instructions used for communications using the fixed buffer, refer to the following.

» [ Page 525 Open/close processing instructions

» [Z5 Page 526 Instructions for communications using the fixed buffer
GP.CONOPEN and GP.CONCLOSE of the open/close processing instructions are not available when "Q Compatible
Ethernet" is set to network type.

Applicable connections

The connections No.1 to 16 of the P1 connector can be used for the communications using the fixed buffer.

Communications using the fixed buffer cannot be used with the P2 connector.

Communication structure

This section describes the mechanism of communication with fixed buffer communication.

Data flow

Dedicated instructions are used to send and receive data in fixed buffer communication (=~ Page 73 Applicable dedicated

instructions)

With "Procedure Exist", the CPU module and external device exchange data one-on-one. A handshake is established with the
external device when sending data form the CPU module and receiving data from the external device.

With "No Procedure”, data is sent from the CPU module and received from the external device without a procedure.

RJ71EN71
— Fixed buffer —

| BUFSND instruction > No.1 —]
NO.2 | et =

- n No.3 e — [

BUFRCYV instruction | No.4 )

CPU module : =
R A
External device
No.16
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External devices capable of data exchange

74

Data can be exchanged with the following external devices.

* Devices in Ethernet to which the RJ71EN71 is connected

* Devices in Ethernet to which the RnENCPU (network part) is connected

* Device connected via router

As the following figure shows, the external device for communication and the working application (for send/receive and
"Procedure Exist"/"No Procedure") are set in "External Device Configuration" under "Basic Settings" using each fixed buffer
(No.1 to No.16) to fix the external device for each buffer.

Fixed buffer No.1 For sending data to the external device 1 — D

| T
External device 1

Fixed buffer No.2 For receiving data from the external device 1 G

Fixed buffer No.3 For receiving data from the external device 8 | «—— D

| T
External device 8

Fixed buffer No.16 | For sending data to the external device 28 — D
——w
External device 28

Pay attention to the following when changing the external device.

» During TCP/IP communications, the external device can be changed only when a connection is not established with the
external device (when the open completion signal is off).

» During UDP/IP communications, the external device can be changed regardless of the connection status with the external

device.
* When changing the external device, do not use the pairing open or alive check function.

Processing during data send/receive

EDuring data send
When the BUFSND instruction is executed, the RU71EN71 and the RnENCPU (network part) send data from the

corresponding fixed buffer to the external device set in the specified connection.

EDuring data reception
If the data is being received from an external device set in the specified connection, the RJ71EN71 and the RnENCPU

(network part) process the reception.
If data is being received from an external device that is not set in the specified connection, the RJ71EN71 and the RnENCPU

(network part) will ignore the received data.
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Send procedure

The following figure shows the processing when sending data from the RJ71EN71 or the RnENCPU (network part) to the

external device.

Procedure exists

The following figure shows the send processing for the fixed buffer No.1 area corresponding to the connection No.1.

Initial processing Open processing Sending data Receiving a response

‘Initial status' (UM\G1900024.0) J o E

'Open completion signal
(connection No.1)'
(Un\G1900000.0)

BUFSND instruction

| | ©
BUFSND instruction completion E E (5 (6]
device ' ' . 42 1 scan
1 1 ' [} '
BUFSND instruction completion \ . ! ]
device +1 j j :/
Sending data ACK
(TCP only) ACK
Response (TCP only)
(4] 6

@ Normal completion of the initial processing is checked. ('Initial status' (Un\G1900024.0): On)

@ A connection is established between the external device and the RJ71EN71 or the RnENCPU (network part), and normal completion of the connection No.1
open processing is checked. (=5~ Page 529 TCP/IP Communications, UDP/IP Communications)

© The BUFSND instruction is executed. (Sends data)

@ The data length amount of send data in the fixed buffer No.1 area is sent to the external device.

©® When the external device receives the data from the RJ71EN71 or the RnENCPU (network part), returns a response to the RJ71EN71 or the RnENCPU
(network part).

@ When a response is received from the external device, the RJ71EN71 or the RnENCPU (network part) finishes data send. If the response is not returned
within the response monitor timer value, a data send error occurs.™ If the data send completes abnormally, execute the BUFSND instruction again and start
the send processing.

*1  Adjust the monitor timer value with the parameters. (==~ Page 396 Timer Settings for Data Communication)

Point/©

* The details of the open setting are enabled at the rising edge of the RJ71EN71 and the RnENCPU (network
part) open completion signal.

» Send the next data (command) after the data exchange has been completed for the previous data
(command) send.

» When sending or receiving data to multiple external devices, the data can be sent sequentially. However, to
avoid communication trouble, it is recommended to switch the external device and send/receive the data.
When using a connection opened with UDP/IP, the setting value in the communication address setting area
can be changed before sending or receiving to switch the external device.
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No procedure

The following figure shows the send processing for the fixed buffer No.1 area corresponding to the connection No.1.

Initial processing Open processing Sending data

'Initial status' (Un\G1900024.0) J

'Open completion signal
(connection No.1)'

device +1

(Un\G1900000.0) , 1
BUFSND instruction

: : © ~
BUFSND instruction completion E E )E / e
device ! , i ) > 4 scan
BUFSND instruction completion E E E i :

|

ACK
Sending data (TCP only)

(4]

@ Normal completion of the initial processing is checked. ('Initial status' (Un\G1900024.0): On)

@ A connection is established between the external device and the RJ71EN71 or the RnENCPU (network part), and normal completion of the connection No.1
open processing is checked. (=5~ Page 529 TCP/IP Communications, UDP/IP Communications)

© The BUFSND instruction is executed. (Sends data)

@ The data length amount of send data in the fixed buffer No.1 area is sent to the external device.

©® When a response is received from the external device, the RJ71EN71 or the RnNENCPU (network part) finishes data send. If the data send completes
abnormally, execute the BUFSND instruction again and start the send processing.

Point}’
During UDP/IP communications, if the internal processing of the RJ71EN71 and the RnENCPU (network part)
completed normally, the data send processing may end normally even if the communication line between the
CPU module and external device is disconnected because of a connection cable disconnection or other
causes. Thus, providing a communication procedure and sending/receiving data is recommended.
1 FUNCTIONS
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Receive procedure

The following figure shows the processing for the RU71EN71 or the RnENCPU (network part) to receive data from the external

device. The following receive methods can be used.
* Receiving with main program (BUFRCYV instruction)
» Receiving with interrupt program (BUFRCVS instruction)

Receiving with main program (procedure exists)

The following figure shows the receive processing for the fixed buffer No.1 area corresponding to the connection No.1.

Initial processing Open processing Receiving data Sending a response

'Initial status' (Un\G1900024.0)

©

'Open completion signal
(connection No.1)'
(Un\G1900000.0)

BUFRCV instruction

BUFRCYV instruction completion
device

BUFRCYV instruction completion
device +1

'Socket/fixed buffer reception
status signal (connection No.1)'
(Un\G1900016.0)

Receiving data ACK
(TCP only)

ACK
Response (TCP only)

(3] (5]

@ Normal completion of the initial processing is checked. ('Initial status' (Un\G1900024.0): On)

@ A connection is established between the external device and the RJ71EN71 or the RnENCPU (network part), and normal completion of the connection No.1
open processing is checked. (5~ Page 529 TCP/IP Communications, UDP/IP Communications)

© Data is received from the external device. (‘Socket/fixed buffer reception status signal (connection No.1)' (Un\G1900016.0): On)

@ The BUFRCYV instruction is executed, and the receive data length and receive data are read from the fixed buffer No.1. ('Socket/fixed buffer reception status
signal (connection No.1)' (Un\G1900016.0): Off)

© When reading of the receive data length and receive data is completed, a response is returned to the external device.

@ The receive processing ends. If the data reception completes abnormally, execute the BUFRCYV instruction again and start the receive processing.

Point >

» The details of the open setting are enabled at the rising edge of the RJ71EN71 and the RnENCPU (network
part) open completion signal.

» Execute the BUFRCYV instruction when the socket/fixed buffer reception status signal changes from off to
on.

» The socket/fixed buffer reception status signal does not turn on when abnormal data is received. In addition,
data is not stored in the fixed buffer No.1 area.
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Receiving with main program (no procedure)

The following figure shows the receive processing for the fixed buffer No.1 area corresponding to the connection No.1.

Initial processing Open processing Receiving data

'Open completion signal
(connection No.1)'
(Un\G1900000.0)

BUFRCYV instruction

BUFRCYV instruction completion
device

BUFRCYV instruction completion
device +1

A

'Socket/fixed buffer reception
status signal (connection No.1)'
(Un\G1900016.0)

'Initial status' (Un\G1900024.0) J

ACK
Receiving data (TCP only)

(3]

@ Normal completion of the initial processing is checked. (‘Initial status' (Un\G1900024.0): On)

@ A connection is established between the external device and the RJ71EN71 or the RnNENCPU (network part), and normal completion of the connection No.1
open processing is checked. (=5~ Page 529 TCP/IP Communications, UDP/IP Communications)

© Data is received from the external device. (‘Socket/fixed buffer reception status signal (connection No.1)' (Un\G1900016.0): On)

@ The BUFRCYV instruction is executed, and the receive data length and receive data are read from the fixed buffer No.1. ('Socket/fixed buffer reception status
signal (connection No.1)' (Un\G1900016.0): Off)

@ The receive processing ends. If the data reception completes abnormally, execute the BUFRCYV instruction again and start the receive processing.

Point
» The details of the open setting are enabled at the rising edge of the RJ71EN71 and the RnENCPU (network

part) open completion signal.

» Execute the BUFRCYV instruction when the socket/fixed buffer reception status signal changes from off to
on.

*» The socket/fixed buffer reception status signal does not turn on when abnormal data is received. In addition,
data is not stored in the fixed buffer No.1 area.
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Reception with interrupt program (procedure exists)

Use the BUFRCVS instruction for receiving data with the interrupt program. The interrupt program is started when data is

received from the external device. It enables the reading of receive data to the CPU module.

The interrupt settings are required to use the interrupt program. (==~ Page 409 Interrupt Settings)
The following figure shows the receive processing for the fixed buffer No.2 area corresponding to the connection No.2.

Initial processing Open processing Receiving data Sending a response

'Initial status' (Un\G1900024.0) J o i i
'Open completion signal E (2] E E
(connection No.2)' L 1 | |
(Un\G1900000.1) ] ] : 1
BUFRCVS instruction ( o >§
. ) i . . /vl) L | O
In interrupt processing 1 1 L i
Receiving data ACK
TCP onl
(TCP only) ACK
Response (TCP only)
(3] (5]
Cycle N Cycle |
4 d »
< o >
Program Scan 1 pmﬁgﬁmg Scan Interrupt processing i Scan . p,OE;“SEmg

@ Normal completion of the initial processing is checked. (‘Initial status' (Un\G1900024.0): On)

@ A connection is established between the external device and the RJ71EN71 or the RnNENCPU (network part), and normal completion of the connection No.2
open processing is checked. (=~ Page 529 TCP/IP Communications, UDP/IP Communications)

© The CPU module is requested to start the interrupt program, and data is received from the external device. (‘Socket/fixed buffer reception status signal
(connection No.2)' (Un\G1900016.1): On)

O The interrupt program starts. The BUFRCVS instruction is executed, and the receive data length and receive data are read from the fixed buffer No.2.
("Socket/fixed buffer reception status signal (connection No.2)' (Un\G1900016.1): Off)

© When reading of the receive data length and receive data is completed, a response is returned to the external device.”

@ Execution of the interrupt program ends, and execution of the main program resumes.

1

*1 Aresponse is not returned when the execution completes abnormally.
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Reception with interrupt program (no procedure)

Use the BUFRCVS instruction for receiving data with the interrupt program. The interrupt program is started when data is
received from the external device. It enables the reading of receive data to the CPU module.

The interrupt settings are required to use the interrupt program. (==~ Page 409 Interrupt Settings)

The following figure shows the receive processing for the fixed buffer No.2 area corresponding to the connection No.2.

Initial processing  Open processing Receiving data

'Initial status' (Un\G1900024.0) J o

'Open completion signal 2] E
(connection No.2)' . J :
(Un\G1900000.1) ' ' !
BUFRCVS instruction ( o
In interrupt processing ; ; E/vl) o4
Receiving data ACK
(TCP only)
(3]
Cycle N Cycle |
4 d »
< o~ g
Program Scan i proEysE;mg Scan . Interrupt processing Scan |, END.

@ Normal completion of the initial processing is checked. (‘Initial status' (Un\G1900024.0): On)

@ A connection is established between the external device and the RJ71EN71 or the RnNENCPU (network part), and normal completion of the connection No.2
open processing is checked. (=~ Page 529 TCP/IP Communications, UDP/IP Communications)

© The CPU module is requested to start the interrupt program, and data is received from the external device. (‘Socket/fixed buffer reception status signal
(connection No.2)' (Un\G1900016.1): On)

O The interrupt program starts. The BUFRCVS instruction is executed, and the receive data length and receive data are read from the fixed buffer No.2.
("Socket/fixed buffer reception status signal (connection No.2)' (Un\G1900016.1): Off)

© Execution of the interrupt program ends, and execution of the main program resumes.
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Pairing open

Pairing open is an opening method that pairs a fixed buffer communication reception connection and send connection, and
establishes a connection using one port each from the own station and external device.

When pairing open is specified, data can be exchanged with two connections using an open processing for one port.

(TCP/IP or UDP/IP
RJ71EN71 or RnENCPU (network part) communications)
Send data

Port "| External device

Connection No.1 Fixed buffer (for receiving)

A
»
»

Receive data

Connection No.2 Fixed buffer (for sending) —

Setting procedure

Set "External Device Configuration" under "Basic Settings". (==~ Page 324 External Device Configuration)

1. Select the external device to be connected in "Module List" and drag it to "List of devices" or "Device map area".

2. Set"Communication Method" for the external device.

3. Set the "Fixed Buffer Send/Receive Setting" with the external device to "Pairing (Receive)"."

4. Setthe other parameters required for communication in the connection.

5. Select the same external device as step 1 from the "Module List", and drag to the next connection number of the external
device set in step 1.

6. Set"Communication Method" for the external device to the same as the external device set in step 1.

7. Set the "Fixed Buffer Send/Receive Setting" with the external device to "Pairing (Send)".

8. Setthe other parameters to the same values as the external device set in step 1.

*

-

Set "Pairing (Receive)" to connection No.1 to 7, or No.9 to 15.

Point >

» Only the external devices in the Ethernet to which the RJ71EN71 or the RnENCPU (network part) is
connected and devices connected via a router can communicate data with pairing open.

» The open/close processing for the next connection (send connection) is executed automatically using the
open/close processing on the receive connection side set to pairing open.
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Broadcast communications

Broadcast communications is a communication method that does not specify the external device. Data is exchanged between
all Ethernet-equipped module stations and external devices on the same Ethernet to which the Ethernet-equipped modules
are connected.

Item Description
Broadcast sending The same data is sent to all Ethernet devices on the same Ethernet.
Broadcast receiving The data sent with broadcast send is received.

Setting procedure

Set "External Device Configuration" under "Basic Settings". (==~ Page 324 External Device Configuration)
1. Select "UDP Connection Module" in "Module List" and drag it to "List of devices" or "Device map area".
2. Set"Communication Method" for the external device to "Broadcast Send" or "Broadcast Receive".

3. Set the other parameters required for communication in the connection.

Precautions

 Decide the dedicated port number for broadcast communication in the system, and use that number.

» Access via a router is not permitted when using broadcast send.

» The external device connected on the same Ethernet must carry out a read/discard processing if the message received
with broadcast receiving is not required.

Precautions

This section describes the precautions for communications using the fixed buffer.

Precautions for UDP/IP communications

Even if 'Open completion signal' (Un\G1900000 to Un\G1900007) is turned on, data sending may fail. If data sending fails,
send the data again.

Module FB and dedicated instruction

* When performing the open processing using the module FB or dedicated instruction, start sending and receiving data after
the module FB or dedicated instruction is completed.

» Multiple module FBs or dedicated instructions to one connection cannot be simultaneously executed. When multiple
module FBs or dedicated instructions are simultaneously executed, no operation is performed for the module FB or
dedicated instruction executed later. Execute again after the module FB or dedicated instruction in execution is completed.
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Data format

This section describes the data format used during communications using the fixed buffer.

The communication data is configured of the header and application data.

Header

The header is for TCP/IP or UDP/IP. The RJ71EN71 or the RnENCPU (network part) automatically adds and deletes the
header, the setting is not required.

The contents of the header are shown below.

« TCP/IP

| Ethernet (14 bytes) IP (20 bytes) | TCP (20 bytes) |
« UDP/IP

| Ethernet (14 bytes) IP (20 bytes) | UDP (8 bytes)

Application data

If the communication procedure is "Fixed Buffer (No Procedure)", the application data expresses the following data code with
binary codes. Data is exchanged with binary codes regardless of the communication data code setting.

Text (command)

—
Maximum of 10238 bytes
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Point;3

With nonprocedural, the subheader and data length added for procedural are not used, so the data is all
handled as valid text. The RJ71EN71 and the RnENCPU (network part) turn on the fixed buffer reception
status signal after storing the size of the received message (packet) in the receive data length storage area.
Providing a check procedure including the data length, data type code, and so on, in the message's
application data is recommended so that the application data's byte size and data type can be seen on the

receiving side.

The following figure shows the configuration of the application data when the communication procedure is set to "Fixed Buffer

(Procedure Exist)".

HFormat

* When exchanging data with binary codes

Application data area
(command message)

Maximum of
2 bytes 2 bytes 5113 words
p A v A A
| \
Data length Text
Communication Subheader setting (command)
request source
L | H L | H
Communication
request destination Subheader End code
N v N >
1 byte 1 byte
N
Application data area
(Response)
* When exchanging data with ASCII codes
Application data area
(command message)
Maximum of
4 bytes 4 bytes 5112 words
. A A v
| \
Data length Text
Communication Subheader setting (command)
request source
Hl-|-JLIH]-|-]L ‘ |
Communication
request destination Subheader End code
H | L H | L
%—J%(—/
2 byte 2 byte
N
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ESubheader

The RJ71EN71 or the RnENCPU (network part) automatically adds and deletes the subheader, the setting is not required.

Data Format

Command (external device —» RJ71EN71 or
RnENCPU (network part))

Response (RJ71EN71 or RnENCPU (network
part) — external device)

Binary code b7 b0 b7 b0
|oi1i1io|oioioio |1E1E1Eo|oioioio|
60H OOH EOH
— S
Subheader Subheader
ASCII code b7 b0 b7 b0
|o:1:1,o|o:oio:o |1E1E1Eo 0:0:01:0
"6" 4» 6H "0" 4 QH "E" 4» EH "0" 4» OH
36H 30H|30H 30H 45H 30H
Subheader Subheader

EData length setting

Shows the amount of data in the text (command) section.
* When exchanging data with binary codes: Maximum 5113 words
» When exchanging data with ASCIl codes Maximum 2556 words
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HText (command)
Shows the format of the command/response.
» When exchanging data with binary codes

Comman

d format

Maximum of 5113 words

60H O00H

L

(H)

H L "L H L ")

Subheader

Data specifying/
storing device for sending/
receiving instructions

Send/
receive data

n+3

n+setting data length

Data length
setting

(L)

L

L)

A

(H)

L)

<
<

1 word (2 bytes)
» When exchanging data with ASCII codes

Command format

Data specifying/
storing device for sending/
receiving instructions

Send/
receive data

n+setting data length

Maximum of 5112 words

36H 30H 30H 30H

(H) -

L | H- L | H- L (H) - (L)

Subheader

setting

Data length

(H)

L)

ASClII-binary conversion |

(H)

(L)

(H)

(L)

L1 1 1
P

1 word (2 bytes)
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HEnd code

The error code is stored in the end command added to the response. (I~ Page 472 End Codes Returned to an External
Device During Data Communications)
The end code is also stored in the BUFSND instruction and BUFRCV instruction completion status area (inside control data).

The following cases may apply if an error code for communications using the SLMP or random access buffer is stored even

when executing communications using the fixed buffer.

Description

Remedy method

The data length specified in the application data section of the message sent | Specify the actual data size in the text section as the data length in the
from the external device to the RJ71EN71 or the RnENCPU (network part) application data section. (Refer to the following descriptions.)

differs from the actual data size in the text section.

The subheader of the message sent from the external device to the Review the subheader specified in the application data section.

RJ71EN71 or the RnENCPU (network part) is incorrect.

The communication data may be split and exchanged due to buffer limitations to the own station or external station. The data
that is split and received is restored (reassembled) by the RJ71EN71 or the RnENCPU (network part) and exchanged. (The
received data is restored (reassembled) based on the data length in the communication data.) The RJ71EN71 and the

RnENCPU (network part) processing that take place when the data in the communication data is incorrect are shown below.

Communication
Method

Description

Fixed Buffer
(Procedure Exist),
Random Access
Buffer

When data length specified immediately after subheader < text data volume

« The data immediately after the text corresponding to the data length specified immediately after the subheader is handled as the
second message.

« The start of each statement becomes the subheader, so the RJ71EN71 and the RnENCPU (network part) execute a processing
corresponding to the subheader code.

« If the subheader is not a code supported by the RJ71EN71 and the RnENCPU (network part), an abnormal completion response is
sent to the external device.

Data sent from the external device Data processed by the RJ71EN71 or the RnENCPU (network part)
(1st data) (2nd data)
Subheaderl ——» |Subheader| |

LThis section is processed as a subheader.

In the above case, the code processed as the subheader with the uppermost bit set as 1 is returned as the response.
For example, if the command's subheader section is 65H, the response's subheader is E5H.

When data length specified immediately after subheader > text data volume

The RJ71EN71 and the RnENCPU (network part) wait to receive the insufficient remaining data.

If the remaining data is received within the response monitor timer value, the RJ71EN71 and the RnENCPU (network part) execute a
processing corresponding to the subheader code.

If the remaining data is not received within the response monitor timer value, the RJI71EN71 and the RnENCPU (network part) execute
the following processing.

« The ABORT(RST) instruction is sent to the external device, and the line is closed.

« The error code is stored in 'Connection status storage area' (Un\G100 to Un\G163).

Fixed Buffer (No
Procedure)

During nonprocedural, there is no message data length, so the received data is stored as is into the receive buffer area. Providing a
check procedure including the data length, data type code, and so on, in the message's application data is recommended so that the
application data's byte size and data type can be seen on the receiving side.
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Example of communications using the fixed buffer

This section describes the socket communications examples using Active open of TCP/IP communications.

System configuration

Sending side Receiving side

GX Works3 (192.0.1.100) (192.0.1.101)
@ BN E @
Bl 5

D Ethernet D

Parameter settings

Connect the engineering tool to the CPU module and set the parameters.
ESending side

1. Setthe CPU module as follows.

O [Project] = [New]

New
Series [-il RCPU v]
Type [n RO4 v]
[Mode
Program Language [ﬁ Ladder ']

[ OK ] [ Cancel ]

2. Click the [Setting Change] button in the following window and set the item to use module labels.

MELSOFT GX Works3

e Add a module.
wy [Module Name] RO4CPU
[StartI/O No.] 3E00

Module Setting Setting Change

Module Label:Use -
Sample Comment:Use

[7] Do Mot Show this Dialog Again

3. Click the [OK] button to add the module labels of the CPU module.
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4. Ssetthe RJ71EN71 as follows.
O [Navigation window] = [Parameter] = [Module Information] = Right-click => [Add New Module]

Module Selection
Module @ Information Module |Z|
[ 716N ) B
Port 1 Network Type Ethernet
Port1 Station Type
Port 2 Network Type Ethernet
Port 2 Station Type
Advanced Settings
Mounting Base Main Base
Mounting Slot Mo. 0 |Z|
Start /O No. Specification Mot Set |Z|
Start /O No. 0000 H
Number of Occupied Points per1 Sh 32 Points
Module Name
Select module name.
[ ok ][ canel | _

5. Clickthe [OK] button to add the module labels of the RJ71EN71.

Add a module.

[Module Name] RIZIENT1(E+E)
[Start [fO No.] 0000

Module Setting Setting Change
Module Label:Use -
Do Mot Show this Dialog Again E

6. Set the items in "Basic Settings" as follows.

O [Navigation window] = [Parameter] = [Module Information] = [RJ71EN71] = [Port 1 Module Parameter (Ethernet)] =

[Basic Settings]
ltem Setting
= Own Node Seftings
----- Parameter Setting Method Parameter Editor
£ IP Address
IP Address 192. 0. 1.100
Subnet Mask
Default Gateway A
= Communications by Network No./Station No. Disable
- Seting Metos beepadbes
Netvork Nure N
St o N
Tansent Tamission GrasgNo. 0
----- Enable/Disable Online Change Disable All (SLMF)
------ Communication Data Code Binary
----- Opening Method Open by Program
B E 1 Device Confi
------ External Device Configuration <Detailed Setting>
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7. Set the network configuration as follows.

O [Navigation window] = [Parameter] = [Module Information] = [RJ71EN71] = [Port 1 Module Parameter (Ethernet)] =

[Basic Settings] = [External Device Configuration]

£} Ethernet Configuration (Start 1/0: 0000)
i Ethemnet Configuration Edit View Close with Discarding the Sefting Close with Reflecting the Setting

Fixed Buffer PLC Sensor/Device

- Ho. Model Hame Communication Method | Frotocol | SendfRecsive Defat
| A‘ Settng | P Address | PortNo, | MAC Address | HostName | 1P Address | PortNo. | Subnet Mask | DSTutt
= Host Station 192.0.1.100

|1‘ | & 1 Active Connection Module |Fixed Buffer (o Procedure) TP Send 192.0.1.100 8192 192.0.1.101 4096

Existence
Confirmation

Keepalive

Connection
No.1

Host Station
Connected Count
B I

Active Conn
ection Modu
le

< I ]

b

8. Wirite the set parameters to the CPU module. Then reset the CPU module or power off and on the system.

) [Online] = [Write to PLC]

Point}3

In this example, default values were used for parameters that are not shown above. For the parameter setting,
refer to the chapter explaining the parameters in this manual. (==~ Page 321 PARAMETER SETTINGS)

HReceiving side

1. Setthe CPU module and add the module labels of the CPU module. The setting method of the CPU module and addition
method of the module label are the same as those of when setting the sending side. (=5~ Page 88 Sending side)

2. Setthe RJ71EN71 and add the module labels of the RJ71EN71. The setting method of the RJ71EN71 and addition
method of the module label are the same as those of when setting the sending side. (5~ Page 88 Sending side)

3. Set the items in "Basic Settings" as follows.

7O [Navigation window] = [Parameter] = [Module Information] = [RJ71EN71] = [Port 1 Module Parameter (Ethernet)] =

[Basic Settings]
ltem Setting
= Own Node Seftings
----- Parameter Setting Method Parameter Editor
- IP Address
- IP Address 192. 0. 1.101
Subnet Mask
- Default Gateway S
= Communications by Network No./Station No. Disable
- Setting Method Use IP Address
Network Number =
- Station No. =
" Transient Transmission Group No. 0
----- Enable/Disable Online Change Disable All (SLMF)
------ Communication Data Code Binary
----- Opening Method Do Mot Open by Program
=] External Device Configuration
" External Device Configuration <Detailed Setting>
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4. Setthe network configuration as follows.

O [Navigation window] = [Parameter] = [Module Information] = [RJ71EN71] = [Port 1 Module Parameter (Ethernet)] =
[Basic Settings] = [External Device Configuration]

Fixed Buffer
Protocol | SendfReceive
Setting

No. Model Name Communication Method

Host Station
| 28| 1 Unpassive Connection Maduie |Fixed Buffer (No Procedure)

[

TCP Receive

PLC

Sensor Device

IP Address | Port No.

152.0.1.101
192.0.1.101 4096

Existence
Confirmation

Default
Gateway

MAC Address | Host Name | IP Address | Port No. | Subnet Mask

Keepalive

Connection
No.1

Host Station

Connected Count
A

1

Unpassive C
onnection M
odule

< I |

b

5. Wirite the set parameters to the CPU module. Then reset the CPU module or power off and on the system.

O [Online] = [Write to PLC]

Point ;>

In this example, default values were used for parameters that are not shown above. For the parameter setting,
refer to the chapter explaining the parameters in this manual. (==~ Page 321 PARAMETER SETTINGS)
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Program example (sending side)

HLabels
Classification Label name Description Device
Module label RCPU.stSM.bAlways_ON Always on SM400
EN71_EE_1.stPort1.uStatus_HUB_Connection_D.0 Connection status U0\G5192.0

EN71_EE_1.bnCompletion_ConnectionOpen[1]

Open completion signal (connection No.1)

U0\G1900000.0

EN71_EE_1.bnStatus_ConnectionOpenExecution[1]

Open request signal (connection No.1)

U0\G1900008.0

EN71_EE_1.uCompletion_Ethernetinitialized.0 Initial status U0\G1900024.0
Label to be defined Define global labels as shown below:

Label Name Data Type Class Assign (Device,/Label)
bRunRefresh Bit .. |VAR_GLOBAL - |MD
bStatOpen Bit .. |VAR_GLOBAL M1
bRunCpen Bit .. |VAR_GLOBAL M2
bOpen_QOK Bit .. |VAR_GLOBAL - |M3
bOpen_NG Bit .. |VAR_GLOBAL - |M4
bStart Send Bit .. |VAR_GLOBAL «|M5
bRunSend Bit .. |VAR_GLOBAL «|M&
bSend_OK Bit .. |VAR_GLOBAL M7
bSend_NG Bit .. |VAR_GLOBAL «|MB
bStartClose Bit .. |VAR_GLOBAL - |M13
bRunClose Bit .. |VAR_GLOBAL - |M14
bClose_OK Bit .. |VAR_GLOBAL « |M15
bClose_NG Bit .. |VAR_GLOBAL -« |M16
bStatOpenFB Bit .. |VAR_GLOBAL - |M20
bStartCloseFB Bit .. |VAR_GLOBAL «|M21
uQpenkrlD ‘Word [Unsigned]/Bit String [16-bit] .. |VAR_GLOBAL (DD
uSendErlD Word [Unsigned]/Bit String [16-bit] .. |VAR_GLOBAL «|D10
uCloseErlD ‘Word [Unsigned]/Bit String [16-bit] .. |VAR_GLOBAL «|D30
uSendData ‘Word [Unsigned]/Bit Sting [16-bit}0..3) . |VAR_GLOBAL ~ [D1000

HFBs

The following shows FBs to be used in the program example.
* M_RJ71EN71_EE_Refresh_Data

* M_RJ71EN71_EE_ConnectionOpen

*« M_RJ71EN71_EE_Send_Socket

* M_RJ71EN71_EE_ConnectionClose

HEProgram
M_RJ71EN71_EE_Refresh_Data_00B_1
(0)
RCPU.st
SM.bAIw
ays_ON
SM400
k B:i_bEN
EN71_
EE_1
{ 1 DUT:i_stModule
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(M_RJ71EN71_EE_Refresh_Data_01A)

bRunRef
resh

MO

o_bENO:B
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EN71_EE_1 EN71_EE_1b bStaro,
bStartOp .bnCompleti nStatus_Conn enFBp
en on_Connect ectionOpenEx
(56) ionOpen[1] ecution[1] SET
M1
— 1 1 M20

M_RJ71EN71_EE_ConnectionOpen_00B_1 (M_RJ71EN71_EE_ConnectionOpen_01A )
Connection Open FB

(62)

EN71_EE_1 EN71_EE_1.st

bStartOp .uCompletio Port1.uStatus bRunOp

enFB n_Ethernetl _HUB_Conne en
nitialized.0 ction_D.0

M20 U0\G5192.0 M2
i} i} B:i_bEN 0o_bENO:B O—

bOpen_
OK
EN71_ SET
EE_1
¢

,_
)

DUT:i_stModule o_bOK:B M3

bOpen_
NG

SET

{ K1 }H UW:i_uConnectionNo o_bErr:B M4

uOpen
ErriD
o_uErmld:uw [{ DO }

pbi_bUseParameters
pbi_uProtocol
pbi_uOpen_System
pbi_uConnUsage
pbi_bProcedure
pbi_uExist_Confirm
pbi_uLocal_Port_No 4096
pbi_uTarget_Port_No 4096

cococooco

pbi_u2IP_Address 0
pbi_bEnable_Online_Change 0
pbi_bData_Code 0
bStartOp
bOgEn_ en
(248) RST
M3
it M1
bStartOp
boh?(ein_ enFB
RST
M4
—t M20
EN71_EE_1
bStartSe .bnCompleti K6 uS;r[\g]Da
nd on_Connect
(252) ionOpen[1] MOVP
M5
—t i D1000
K1234 uSendDa
ta[1]
MOVP
D1001
K5678 uSendDa
ta[2]
MOVP
D1002
K8901 uSendDa
ta[3]
MOVP
D1003
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(267)

(338)

(341)

(345)

EN71_EE_1

bStartSe .bnCompleti bRunSen
nd on_Connect d
ionOpen[1]
M5 M6
it it Bi_bEN o_bENO:B
bSend_
OK
EN71_
EE_1
{ 1} DUT:_stModule o_bOK:B M7
bSend_N
G
{ K1} uw:i_uConnectionNo o_bErrB M8
uSend uSend
Data ErrlD
{D1000 H UW:i_uSendData o_uErrd:uw [{ D10 }
bSend_ ptartSe
OK
M7
— | M5
bSend_N
G
M8
EN71_EE_1
bStartClo .bnCompleti stt::BCIc
se on_Connect
ionOpen[1]
M13
I it M21
bStartClo bRunClo
seFB se
M21 M14
I Bii bEN o_bENO:B O—
bClose_
OK
EN71_
EE_1
{ 1 DUT:i_stModule 0_bOK:B M15
bClose_
NG
[ K1 }UW:i_uConneclionNo o_bErmB M16
uClose
ErrlD
o_uErrd:uw [{ D30 }
pbo_uErrConn_No 0
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bClose bStartClo|
oK - se
(436) RST
M15
— M13
bStartCl
bCll\‘oGse7 s:FB °
RST
M16
f M21
(440)
{END}H
(0) The refresh processing of the module label is performed. (The processing is required for when using the module function block.)
When the refresh processing is completed, 'bRunRefresh' (M0) is turned on.
(56) When 'bStartOpen' (M1) is turned on, the open processing of connection No.1 is performed.
When the open processing is completed successfully, 'bOpen_OK' (M3) is turned on.
(252)  When 'bStartSend' (M5) is turned on, the send data is stored and sent to the receiving side.
When the data send is completed successfully, 'bSend_OK' (M7) is turned on.
(341)  When 'bStartClose' (M13) is turned on, the close processing of connection No.1 is performed.
When the close processing is completed successfully, 'bClose_OK' (M15) is turned on.
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Program example (receiving side)

HLabels
Classification Label name Description Device
Module label RCPU.stSM.bAlways_ON Always on SM400

EN71_EE_1.bnCompletion_ConnectionOpen[1]

Open completion signal (connection No.1)

U0\G1900000.0

EN71_EE_1.bnCompletion_ReceiveSocket_FixedBuffer[1]

Socket/fixed buffer reception status signal
(connection No.1)

U0\G1900016.0

EN71_EE_1.uCompletion_Ethernetlnitialized.0 Initial status U0\G1900024.0
Label to be defined Define global labels as shown below:
Label Name Data Type Class Assign (Device/Label)

bRunRefresh  |Bit

. |VAR_GLOBAL ~|MO

bStartRecv Bit

. |VAR_GLOBAL ~|M3

bRunRecv Bit

_|VAR_GLOBAL ~|M10

bRecv_0OK Bit

_|VAR_GLOBAL ~|M11

bRecv_NG Bit

_|VAR_GLOBAL ~|M12

bStartRecvFB  |Bit

_|VAR_GLOBAL ~|M17

uRecvEnD Word [Unsigned]/Bit String [16-bit]

_|VAR_GLOBAL ~|D20

uRecvData Word [Unsigned]/Bit String [16-bif](0..5119)

. |VAR_GLOBAL ~|D2000

HFBs

The following shows FBs to be used in the program example.
* M_RJ71EN71_EE_Refresh_Data
* M_RJ71EN71_EE_Recv_Socket

HEProgram

(0)

RCPU.stS
M.bAlway
s ON

SM400
i+

M_RJ71EN71_EE_Refresh_Data 00B_1
Data Refresh FB

B:i bEN

EN71 E
E1

RCPU.stS
M.bAlway
©®| <N

SM400

{ }H DUT:i_stModule

( M+RJ71EN71_EE_Refresh_Data 00B )

bRunRefres
h

Mo

o bENO:B

— t
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M_RJ71EN7

1.EE Recv. S

ocket 01A_1.

SET pbi_bReadTi
ming




EN71EE. EN71EE ENTLEE
1.uCompl 1.bnCom| 1.bnComp
bStartRe .. ol R P letion Re bRecv.O bStartRecv
etion_Eth letion_Co N bRecv NG
cv o d ceiveSoc K FB
(98) errlletlmtl nnection ket Fixed
alized0  Open[1] Buffer(1]
M9 Mi1 M12 M17
— t { { { i 1+ O—
M_RJ71EN71_EE_Recv_Socket 01A_1  ( M+RJ71EN71_EE_Recv_Socket 01A )
Receive Socket FB
(108)
bSct:;ERe bRunRecv
M17 M10
— B:i bEN 0. bENO:B O—
bRecv_OK
EN71E
E 1 M11
{ DUT:i stModule 0 bOK:B O—
bRecv NG
M12
{ Ki UW:i_uConnectionNo o_bErrB O—
uRecvEr
rID
ouErdUW|{ D20 }
uRecvD
ata
o0_uRecvData:UW [{ D2000 }
pbi bReadTiming 0
(206)
{END }—
(0) The refresh processing of the module label is performed. (The processing is required for when using the module function block.)

When the refresh processing is completed, 'bRunRefresh' (MO) is turned on.

(98) When 'bStartRecv' (M9) is turned on, the data sent from the sending side is received and stored in 'uRecvData' (D2000).
(The device range in which data is stored varies depending on the data length of the received data.)
When the data receive is completed successfully, 'bRecv_OK' (M11) is turned on.

Point;9

« Secure sufficient device areas according to the maximum length of data sent from the send source to

prevent the device areas used for other purposes from being overwritten by the receive data.
» When the data receive is consecutively executed, turn on pbi_bReadTiming (read timing) as shown in the

above program.

« To receive data at shorter intervals than the scan time of the CPU module, add the normally closed contact
of 'bRecv_OK' (M11) and 'bRecv_NG' (M12) to the execution conditions of FB for receiving as shown in the

above program. When there is no normally closed contact of 'bRecv_OK' (M11) and 'bRecv_NG' (M12),

'bStartRecvFB' (M17) is not turned off and on and the FB for receiving may not be executed.
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1.6 Communications Using the Random Access
Buffer

With communications using the random access buffer, data can be freely read and written between any external device
(excluding Ethernet-equipped module) and the RJ71EN71 or the RnENCPU (network part). The external device does not
need to be fixed. The random access buffer is used as the common buffer area for external devices connected to the

Ethernet.
RJ71EN71 or RnENCPU
(network part)
External Writing Writing External
device device
'\\A ‘//
Reading Random Reading
access
Writing Y buffer My Writing
External / ‘ \ External
device Reading Reading device
Writing Reading
External
device
Precautions

The CPU module (CPU part for the RnENCPU) cannot exchange data with the random access buffer.

Setting procedure

Set "External Device Configuration" under "Basic Settings". (==~ Page 324 External Device Configuration)

1. Select the external device to be connected in "Module List" and drag it to "List of devices" or "Device map area".

External device name Description
UDP Connection Module Select to communicate with the external device using UDP/IP.
Active Connection Module Select to perform the open processing to the external device from the Ethernet-equipped module (Active open)

and communicate using TCP/IP.

Unpassive Connection Module Select to receive the open processing from an unspecified external device (Unpassive open) and communicate
using TCP/IP.

Fullpassive Connection Module Select to receive the open processing from the specified external device (Fullpassive open) and communicate
using TCP/IP.

2. Set"Communication Method" for external device to "Random Access Buffer".
3. Set the IP address of the external device.

4. Setthe other parameters required for communication in the connection. ([=5~ Page 324 External Device Configuration)
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Communication structure

This section describes the mechanism of communications using the random access buffer.

Data flow

The following figure shows the flow of data communications using the random access buffer.

A dedicated packet is used to exchange data between the external device and the RJ71EN71 or the RnENCPU (network
part).

A program is used to access the random access buffer from the CPU module.

Point >

The process is executed asynchronously with the program, so if synchronization is required, use socket
communications or communications using the fixed buffer.

External devices capable of data exchange

Data can be exchanged with the following external devices.

* Devices in Ethernet to which the RJ71EN71 is connected

* Devices in Ethernet to which the RnENCPU (network part) is connected

» Device connected via router

Procedure for reading from external device

The following figure shows the processing when sending data from the RJ71EN71 or the RnENCPU (network part) in
response to a read request from the external device.

RJ71EN71 or RnENCPU
CPU module (network part) @ Read request (command) |

ACK (TCP only)

Random access

>
e Writing using the TO buffer w =
instruction | © Response/data read e R

External device

ACK (TCP only)

@ After the module parameters are set, check that the initial processing of the RJ71EN71 or the RnENCPU (network part) has completed normally. (‘Initial
status' (Un\G1900024.0): On)

@ The open processing is executed to establish a connection between the RJ71EN71 or the RnENCPU (network part) and external device. (K=~ Page 529
TCP/IP Communications, UDP/IP Communications)

© The program writes the data into the random access buffer of the RJ71EN71 or the RnENCPU (network part).

O The read request is sent from the external device to the RJ71EN71 or the RnENCPU (network part) asynchronously from the above processing. (RJ71EN71
or RNENCPU (network part) side: Receives command)

© When the read request is received from the external device, the RJ71EN71 or the RnENCPU (network part) send the data written into the random access
buffer to the external device. (RJ71EN71 or RnENCPU (network part) side: Sends response)

@ The connection is closed when communication is finished.
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Procedure for writing from external device

The following shows the procedure when writing data from the external device to the random access buffer of the RJ71EN71
or the RnENCPU (network part).

1.

100

After the module parameters are set, check that the initial processing of the RJ71EN71 or the RnENCPU (network part)
has completed normally. ('Initial status' (Un\G1900024.0): On)

The open processing is executed to establish a connection between the RJ71EN71 or the RnENCPU (network part) and
external device. (==~ Page 529 TCP/IP Communications, UDP/IP Communications)

Data is written from the external device to the random access buffer of the RJ71EN71 or the RnENCPU (network part).
(RJ71EN71 or RnENCPU (network part) side: Receives command)

The RJ71EN71 or the RnENCPU (network part) execute the write processing requested by the external device, and
returns the write results to the external device that sent the write request. (RJ71EN71 or RnENCPU (network part) side:
Sends response)

The data written in the random access buffer is read asynchronously from the above the processing by the program.

Close the connection when communication is finished.
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Physical address and logical address of random access buffer

This section describes the start address of the random access buffer of the RJ71EN71 or the RnENCPU (network part)
specified in the command.

The address specified for the random access buffer differs from the address specified by the external device and the address
specified with the FROM/TO instruction.

* Physical address: Address specified with program's FROM/TO instruction

« Logical address: Address specified by external device in start address item of command

Physical address Buffer memory areas Logical address

20000 0

Random access
buffer

26143 6143

Precautions

The following section lists the precautions for communications using the random access buffer.

Precautions for programming

Hinitial processing and open processing completion
The initial processing and connection open processing must be completed.

ESend request from CPU module
Send cannot be requested from the CPU module. Completion of sending to CPU module is not checked. If the data send/

receive must be synchronized between the CPU module and external device, use fixed buffer communication.

BRandom access buffer address
The address specified by the external device is different from the address specified with the FROM/TO instruction. For details,

refer to the following.
(==~ Page 101 Physical address and logical address of random access buffer)

Data format

The communication data is configured of the header and application data.

Header

The header is for TCP/IP or UDP/IP. The RJ71EN71 or the RnENCPU (network part) automatically adds and deletes the
header, the setting is not required.

MDetails of header section size
The details of the header section data format and size are shown below.

« TCP/IP

| Ethernet (14 bytes) IP (20 bytes) | TCP (20 bytes) |
« UDP/IP

| Ethernet (14 bytes) IP (20 bytes) | UDP (8 bytes)
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Application data

The application data expresses the following data code as binary code or ASCII code. Switch between the binary code and
ASCII code with "Own Node Settings" under "Basic Settings". (==~ Page 322 Own Node Settings)

HEFormat
* When exchanging data with binary codes

Application data area
(command message)

Maximum of
2 bytes 2 bytes 2 bytes 1017 words
p A v A A A
| ‘ ‘ Text

o Data length (command)
Communication Subheader Start address setting (none at read
request source

i OH [00H | L | H L | H | eaues)

_— Text
Communication (response)
request destination Subheader End code (none at write

request)
%(_/%ﬁ_J
1 byte 1 byte Maximum of
1017 words
~
Application data area
(Response)
» When exchanging data with ASCII codes
Application data area
(command message)
Maximum of
4 bytes 4 bytes 4 bytes 1016 words
. A v A A
| ‘ ‘ Text
o Data length (command)
Communication Subheader Start address setting (none at read
request source
a H | L[30H[30H| H [ - [ - [L|H[-]-|L | auest

- | | Text
Communication (response)
request destination Subheader End code (none at write

Ho| L Ho| L request)
-
2 byte 2 byte Maximum of
1016 words
—~—
Application data area
(Response)

ESubheader

The RJ71EN71 or the RnENCPU (network part) automatically adds and deletes the subheader, the setting is not required.
b7 b6 b5 b4 b3 b2 bl bo

ol 1110000 1] 00H

[——

Only for command (not for response)

Command/response type
(When communications are performed using the random access
buffer, this format is used.)

For data read: 61H

For data write: 62H

» Command/response flag
For command: 0
For response: 1

1 02 1 FUNCTIONS
1.6 Communications Using the Random Access Buffer



* During read
b0

Binary code b7 b0 b7
l[oi1i1i0foioioin]| [1i1i1i0]loioioin]

61H 00H E1H
| ——

| ——
Subheader Subheader
ASCII code b7 b0 b7 b0
|oi1i1io|oioioi1| |1E1E1Eo oioioi1|
"6" 4% 6H "1" <> 1H "E" 4% EH "1" <> 1H
36H 31H[30H 30H 45H 31H

Subheader Subheader
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BStart Address

The start address of the random access buffer range where data read/write is executed is expressed as a logical address.
(==~ Page 101 Physical address and logical address of random access buffer)

* When exchanging data with binary codes

Specify the head address with a binary value.

I

2 b§tes
» When exchanging data with ASCII codes
Specify the ASCII code for expressing the start address as a hexadecimal.

4 bytes
HData length setting
Express the number of read/write data words with the random access buffer range.
» When exchanging data with binary codes
Specify the number of words as a binary value. (Maximum 1017 words)

I

|

2 b;tes
» When exchanging data with ASCII codes
Specify the ASCII code when expressing the number of words as a hexadecimal. (Maximum 508 words)
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HEText

* When exchanging data with binary codes

Data length (maximum of 1017 words)

le »l
D g
L H |G H L) (H) e L M
A A A
Random access
buffer
gt e oo
el | (H) L)
n+2 | (H) (L)
n + set number of i
words to be read (H) i Q)

1 word (2 bytes)

» When exchanging data with ASCII codes

L Data length x 2 (maximum of 1016 words) N
D g

(H to (L)|(H) to (L)|eeeeeeeees H to (L)

A A A

ASCII-binary conversion

Random access

buffer
Specified '
address n (H) i L)
T
n+1 | (H) (L)
1
n + set number of ) | O
1
words to be read : (Maximum of 508 words)

[Ex]

H O

n 12H | 34H L
i
T

n+1 | 56H | 78H f l

31H 32H | 33H 34H | 35H 36H | 37H 38H

(H) to (O G)] to L
HEnd code
The error code is stored in the end command added to the response. (I~ Page 472 End Codes Returned to an External
Device During Data Communications)
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Example of command/response format

The following section shows an example of the command and response format.

EWriting to buffer with write request from external device
* When exchanging data with binary codes
Command format (external device - RJ71EN71)

Subheader  Start address Data length Text (10 words)
O H GO H GO H L H L (OREG))
2 62H OOH | OOH O00H [ OAH O00H | 34H 12H | 78H 56H | BCH 9AH |eesescssse| BCH 9AH

[

-

Random access buffer
Physical address (H) (L) Logical address
20000 12H  34H 0
20001 56H 78H 1 —
20002 9AH BCH 2 <
20009 9AH BCH 9 <
(10 words)
26143 6143

Response format (RJ71EN71 — external device)

Subheader End code

E2H 00H
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» When exchanging data with ASCII codes
Command format (external device —» RJ71EN71)

Subheader Start address Data length
(H) - - L - - (L)
2 36H 32H 30H 30H | 00OH O00H O00H OOH | OOH O00H O00H 41H g

Text (20 words)
H - - L H - S O R G - - o (H) - - o
2 31H 32H 33H 34H | 35H 36H 37H 38H | 39H 41H 42H 43H |eeecececes| 39H 41H 42H 43H

Random access buffer

Physical address (H) (L) Logical address

20000 12H  34H 0 «
20001 56H | 78H 1 -
20002 9AH BCH 2 <
20009 9AH BCH 9 <

(10 words)
26143 ] 6143

Response format (RJ71EN71 — external device)

Subheader End code

45H 32H | 30H 30H
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BReading from buffer with read request from external device
* When exchanging data with binary codes

Command format (external device - RJ71EN71)

Subheader Start address Data length
L H L ¢
Z 61H OOH | 14H OO0OH | OAH OOH

Response format (RJ71EN71 — external device)

Subheader End code Text (10 words)
L H GO H L H L M
Z E1H 00H 34H 12H | 78H 56H | BCH 9AH |*****°*****| BCH O9AH
[E—'
A A A A
Random access buffer
Physical address (H) (L) Logical address
20000 0
20020 12H  34H 20
20021 56H 78H 21
20022 9AH BCH 22
20029 9AH BCH 29
(10 words)
26143 6143
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» When exchanging data with ASCII codes
Command format (external device —» RJ71EN71)

Subheader Start address Data length
(H) - - (RG] - - L)
2 36H 31H 30H 30H | 00H O00H 31H 34H | OOH O00H O00H 41H

Response format (RJ71EN71 — external device)

Subheader End code

2 45H  31H | 30H 30H S

Text (20 words)
H - - L ¢ - - m M- - o H - - M
2 31H 32H 33H 34H | 35H 36H 37H 38H | 39H 41H 42H 43H |sese*se+e+| 39H 41H 42H 43H

Random access buffer

Physical address (H) (L) Logical address

20000 0
20020 12H  34H 20
20021 56H 78H 21
20022 9AH BCH 22
20029 9AH BCH 29
(10 words)
26143 6143
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Example of communications with random access buffer

The following figure shows an example of the write operation from the external device.

—— External device —

e CPU module -----1 [EREEE RJ7T1EN71-------,
E E E Random access buffer E
: Device memory ! .
1 D10000 ; 121710 ;
E e ] i
E Data received | i <4 E Data received E 44—
i i 121719 i
' D10009 : 121720 1 ' 1
....................... B P —— Pl
=== Program for receive processing - ------------------------------>
E U0\G217200 @ uo\ @ Receive completion flag
' Mp——{BMov  G21710  D10000
| (3]

@ The receive completion flag is set at the end of the received data.
@ The receive completion flag is monitored.
© When the receive completion flag turns on, the data is transferred from the random access buffer to the CPU module.
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1.7 Communications Using MODBUS/TCP

MODBUS protocol messages are sent/received via the TCP/IP network.
For communications using MODBUS/TCP, refer to the following.
[T1 MELSEC iQ-R MODBUS and MODBUS/TCP Reference Manual

MODBUS/TCP master function

A module communicates with a MODBUS/TCP slave device as a master station using one of the following functions.

Function Description Available module Reference source
Communications using the | Executes the protocol using the * CPU module (built-in Ethernet port part) | Page 36 Communications Using the
predefined protocol dedicated instructions when a * RJ71EN71, RnENCPU (network part) Predefined Protocol

L)Ethernet Predefined Protocol Library
(Standard Equipped Protocol) Reference
Manual (for MODBUS/TCP) [EPM-M002]

MODBUS/TCP is selected from the
predefined protocol library.

Simple CPU Issues a request message for reading/ | RJ71EN71, RnENCPU (network part) Page 187 Simple CPU Communication
communication function writing to a MODBUS/TCP slave Function (RJ71EN71, RnENCPU

device automatically. (Network Part))
Simple device Executes the protocol when a RJ71EN71, RnENCPU (network part) Page 255 Simple Device Communication
communication function MODBUS/TCP is selected from the Function

L1 MELSEC iQ-R Simple Device
Communication Library Reference
Manual

simple device communication library.

= oo
= oon

Ethernet
1

I
1) CPU module (built-in Ethernet port part), RU71EN71, RnENCPU (network part)

(

(2) MODBUSI/TCP slave device
(3) Request message

(4) Response message

MODBUS/TCP slave function

A module communicates with a MODBUS/TCP master device as a slave station using the automatic operations described in

the following pages.
» [Z5~ Page 112 Automatic response to MODBUS/TCP master device

» [ Page 113 Automatic conversion from MODBUS device

1) (3)
T ——
T
oo
ool S ——
(4)
Ethernet
O

(1) MODBUS/TCP master device
(2) RJ71EN71 or RnENCPU (network part)
(3) Request message

(4) Response message

Restriction@
« Before using this function, check the firmware version of the module. (==~ Page 568 Added and Enhanced

Functions)
» This function is not available when the network type is set to "Q Compatible Ethernet" for the RJ71EN71.
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Automatic response to MODBUS/TCP master device

When receiving a request message from the MODBUS/TCP master device, the RJ71EN71 or RnENCPU (network part)
automatically executes a necessary processing depending on the function code and sends a response message to the
MODBUS/TCP master device.

No program is required because the function of automatic conversion from MODBUS device is used. (I~ Page 113
Automatic conversion from MODBUS device)

MODBUS/
CPU module RJ71EN71 TCP master device

« Request message (function code) _

Device memory

@ Arequest message is received.

@ The function code is checked.

© The requested processing is executed.
O The response message is sent.

This section lists the function codes (MODBUS standard functions) that can be executed from the MODBUS/TCP master
device to the RJ71EN71 and RnENCPU (network part). (L1 MELSEC iQ-R MODBUS and MODBUS/TCP Reference

OdmO¢mO €=

ﬂ Response message »

Manual)
Function code (FC) Sub-code (SC) Function name
01H — Read coil
02H — Read input
03H — Read holding register
04H — Read input register
05H — Write single coil
06H — Write single register
OFH — Write multiple coils
10H — Write multiple register
14H 06H Read extended file register
15H 06H Write extended file register
16H — Mask-write holding register
17H — Read/write multiple register

ESetting procedure
Set the automatic response function in "External Device Configuration" under "Basic Settings". (== Page 324 External
Device Configuration)

1. Select "MODBUS/TCP Connection Module" in "Module List", and drag it to "List of devices" or "Device map area".

2. Set"Port No." and "Existence Confirmation".
When multiple devices are set in "MODBUS/TCP Connection Module", set the same value to "Port No." of all devices.

3. Select [Close with Reflecting the Setting] to finish the external device configuration settings.

HEOpen/close timing

After the initial processing of the RJ71EN71 and RnENCPU (network part) completes, the port automatically opens according
to the parameter settings. The port automatically closes when the station on which the RJ71EN71 and RnENCPU (network
part) are mounted is turned off or reset.
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EPrecautions

When a dedicated instruction and the automatic communication function are simultaneously used with the QJ71MT91 set as
the MODBUS/TCP master device, set two devices to "MODBUS/TCP Connection Module" in "External Device Configuration”.
For dedicated instructions and the automatic communication function of the QJ71MT91, refer to the following.

[l MODBUS/TCP Interface Module User's Manual

Automatic conversion from MODBUS device

This function automatically converts the access to the MODBUS devices of the RJI71EN71 and RnENCPU (network part) into
the access to the devices of the CPU module.

Use the MODBUS device assignment parameters to create the association between the MODBUS devices and the device
memory areas of the CPU module.

This allows the RJ71EN71 and RnENCPU (network part) to convert the access to the MODBUS device specified in the
request message from the MODBUS/TCP master device into the access to the corresponding device of the CPU module.

MODBUS/
CPU module RJ71ENT71 TCP master device
) MODBUS device assignment parameter
Device memory
Device memory MODBUS device

D299 400499
D300 1234H  |[ueml D300 |<=> 400500 G (1) —

D301 400501
H (2) n

(1) Request message (request for reading the value in holding register 400500)

(2) Response message (response with the value in holding register 400500 (1234H))

ESetting procedure
Set the assignment to the MODBUS devices in "MODBUS/TCP Settings" under "Application Settings". (=5~ Page 335
MODBUS/TCP Settings)
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EMODBUS device assignment parameters
The parameters are used to associate the MODBUS devices with the device memory areas of the CPU module. Using the

parameters enables direct access from a MODBUS/TCP master device to the device memory areas of the CPU module.

CPU module device memory MODBUS device / ’;\)Aacr)grr?:t:riz\;tli(rzegisg?;];eem \
MO Internal relay (M) Coil 000001
N IS --eTo 4 3500 C Coil assignment 1
M1201 A A 4 003500 Device code M(0090H)
3500 IR - Head device number 1201
M4700 Y177 otz 004000 Head coil number 0
o Assignment points 3500
M8191 5100
Output () /,/' C Coil assignment 2
YO0 i ruil ’ Device code Y(009DH)
v Head device number 0
-~ 012191 Head coil number 3999
8192 /,/’ Assignment points 8192
o |~ Coil assignment 3
v .
Y1FFF || [Device code L(0092H)
Latch relay (L) 5 Head device number 0
LO A 5 Head coil number 64999
L4 ¥l ________::: v 065000 Assignment points 5
o 065004
065536
L8191
Special register (SD) Holding register
SDo 7y 3 979 400001
1000 i i i
2048 il (X 401000 L1 Holc%lng register assignment 1
SD2047 / Device code SD(00AQH)
n 40 Head device number 0
Do Data register (D) 2048 P Head holding register number| 1999
Assignment points 2048
1000 v
D999 t 404047
Holding register assignment 2
-1 Device code D(00A8H)
D6000 Moo . 430000 Head device number 0
6288 Head holding register number 0
J 5288 o Assignment points 1000
D12287 e \\
N 436287 [~ Holding register assignment 3
Device code D(00A8H)
Head device number 6000
Head